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Tytera MD380

¢ STM32F405 CPU

* 1MB Flash / 192K RAM

 Readout Device Protection (RDP)

« HRC5000 Baseband

e DMR/MotoTRBO or NarrowBand FM

- FEHERSE



DMR/MotoTRBO

e Two-Slot TDMA

e Poor Man's GSM

e 4-FSK Modulation

* Baseband might be able to do P25.

* |nternationally Trunked!
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Digital Comtacts

Ne. Cortact Name | Coatype | 0 | CotReceweTome |-

1 TerSeste (L2) Gereup Cob 2 Yes

2 Locald | Group Cabt 9 | Yer Digital RX Greup Lists

3 DMVR NA | Group Cab 3 Yeu

4 NeethEast Regicn | Group Cabt nn Yo

H TAC 10 | Greup Cat 310 | Yer Gooup Lt Name [W3AGB DC

L] MR Ww Group Calt 1 Yeu

7 N Statede Group Cab e ves Frsiitle Cortet e
| Urknown

S | 27500 Local

' | pe20

10 | ™

1 TaSiste L)

u -

13

u

15

14Dus

Poavate Coll Cortemed I~
{ repercy Mam Ack I~
Data Cal Contemed ™

woressed UDP Dats Heade ™

Emengency Sysen Im 'I
Cortact Nyve |Nom 'I

1 | ads | Octe |

Cepyright : Tytesa Electsenics Co, Lad.

- Aoy Data
CTCSSCs Dec [Wore =] CICSSAOCS Ene fliorm =)
m%%‘nm P Reverse Bust/Tunof Code

I~ Dty PTT O

Decode 1 T Decosde ©
Decode 2 ™ Decode &
Decode 3T Decods !
ecode 4 [© Decode &

F ¥ FE
2 | e

o I

|_ast | oume |

20060115 103734



CHIRP Plugin

#seekto O0x5F&0;

struct {
ul24 callid; //DMR Account Number
ul flags ; //c2 private, mo tone

//el group, with rx tone
char name|32]|; //UI6L chars
} contacts|[1000];
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HRC 5000 Baseband
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Schematics!

HEHERE



FM_S

B8 obo o ool coed
X O _ N
2383 %\%\9‘0‘ 4 dg‘ c345| c343| c344] V,}(\v D304 |‘ NC PBACKAVS
122<<449 Qo 103 105] 105 Re92
p— \§ D305 I‘DS1GOE > s
- 3v3
r R393
220RS ——  BAT301
3v3 - — MS412F-FL26E
€305 E E IE E E
308 306 [C307 [c308 [C312 o313
12 —”—I Em fo4 fos Fos Fos
°x YOI NI OLF QOO N C =
oF e a gy N N N e Y aYaYaYayak: R391
LNNDN
R310 = FEE5222258788888> 1K
Sk ——M———LMICPWR sW
Z
DMR_SW PA14 5
VCOVCC_SW| oG PA15 128_FS 5 LCD D7
el PC10 :gg,%z FPC301 4 1CD g
PC11 | 3
= PTT_PAD K
et PC121-5; iz, - 2 R32 A K PILKEY
P00 |-E1R3LL AN, CD_D2 1 3vV. :
FM_MUT PD1 |32 R312 AN, CD_D3 A
EXT. J”Tg 5 PD2 7 43@23 TAAAL é K2 K 3
R356 A A ATK U301 PD3 YAAY K3 =,
LCD D7 TN/ STM32F405VGT6 PD4 CD_RD 2va L
LCD_D6: VAR PD5 CD_WR —
LCD_D5: R WA PD6 ST LCD_Cs —
LCD_D4: AN D7 ELASH SCLK
ggﬁ FLASH SDO
PB5 FLASH SDI
R313 PB6
10K PR7 SDA
BOOTO
PB8 SPK_C
PBY BAFCO
- PEO RXLED
_ PE1 .
3z PA11 USB D- 3
oo g PA12 - SB_D+ A 3v3
OOE —
o 5 222 NC - ?
< , 10200 <
%g@ oocneor\coﬁ‘— Luﬁmmx—o%:()‘o‘ﬁf—rgmqmm'ﬁm v
) TR0 FTEL9998gQeuhwmEw 338 R342
o - ocoafoAaacaa>aaaa>00aaanoaoanoza 104 10K 5 1 R369> R363 C362
E slelelsls P e T Y R GV o2 ST e i O g i v VeC  NCI— 4K7 S 4K7 U307 104
VEE1 k-2 HR_V3000S
a5 L N - 4 3 SDA 4+ SDA VDD —
> OUT VEE2 -
o) -]
105 g 4L BERS A scL alscL vep
e — 5|2 Ra45 VY V10K 3v3 U303
2T/5T/DTMF_OUT J I 330 303, L
— B U 103 3% IL GNIRSTO
C337 Pl E A
R23}é121 105 LEL 216 ¢ _R33 10K, TB305 —
e T YW — JTAG_RESET -
voL oK —AA—] |- (L1] Ble|% . -
Olreax a -
C o < |5
z2z2 S |2 b
SaE | gXoE < < 2
Sq3 |59 ¢ g
9 Ly 9 > © =1
w § ¥ | 8
2 15K z 5
CTC/DCS?OUGTWT’\/\/‘— « 3
© o o
C333: 33 &E U
Z - = 4 50
x [a) w
& g\ 9 %\ (_I)‘ =
W 4 X x OO
o i g g o QE:‘
2 <
X301 _ 8MHz U305
€340 D 3 —s 3k NC
4—' |—1- 3 R3BIAANC 1 [ rcs SOK |-L6_R365A A ,.n(c:: FEALQSHS[S)ICL_K
——C302 C303—— 1 D ) 24 vee Sin00 [HoREGAAANC FLASH SDI
T T 3 RESET# VIORFU [H4
301 304 L_C350 44 pNu NC 3 3v3
BAT+ X302 FLASH CS2 24 DUN DNU (12
32.768KHz 10P CS2# DNU (-1
1 cst# VsS
- - FLASH SDO SON01 WP#I102
3v3 R347 R367
— — NC NC
R314 R315 - -
180R 220R —
SW302
. - CODE-SWITCH U302 V3
[=} 0.
S ST 6 EONO W25Q128FVSIG
% 4 ECO[— ECNT o
EC1— ECN2 ELASHCSO  Tlesn  vee
EC2 ECN3
EC3 2
8 8 ELASHSDO 2150 HOLDN
_ks316_Ic3t7_[c3t1s_[c3te 6
Q301 Q302 —Fos o3 —Fos —Tios ELASHSCUC B sck wen Model: Designer: PETER
DTC144El TC144EE ELASH SD 5] vss
Filename: Check:
— — — File NO.: Approve:
REV: 10 | Page: | 3of 6 | DATE: 2014.08.11




Bootloader Dump

* Dumped Bootloader

e Null-Pointer
Dereference

e Patched Bootloader

e Disable RDP




void FLASH OB RDPConfig(uint8 t OB RDP) {
FLASH Status status = FLASH COMPLETE;

/x Check the parameters x/
assert param (IS OB RDP(OB RDP) ) ;

status = FLASH WaitForLastOperation () ;
if (status =— FLASH COMPLETE)
«(_ 10 uint8 tx)
OPTCR BYTEL ADDRESS = OB RDP;



Bootloader Patch

[0x08000000]> pd 8 @ 0x080044a0

0x080044a0 fdf7a0fd bl rdp_isnotlocked
0x080044a4 0028 cmp r@, 0
, =< 0x080044a6 04d1 bne 0x80044b2
; Change this immediate from 0x55 to OxAA to jailbreak
0x080044a8 5520 movs r@, 0x55
0x080044aa fdf781fd bl rdp_Llock
0x080044ae fdf78bfd bl rdp_applylock
"—> 0x080044b2 fdf776fd bl 0x8001fa2
0x080044b6 P0f097fa bl bootloader_pin_test

[0x08000000 ] >



Application Dump

* Erase the whole device.
* Device is a brick!

* Flash the patched bootloader.
* Device Is a blinking brick!

* |nstall Encrypted Update



y » old_md380_firmware

209 £

v I +y | l Search old_md

=) Open  Sharewith v New folder

~

Name Date modified Type

% mfcd2.dil - -
& Dovmloads % MSVCRT.DLL 1] 1AGoEp

L. Recent Places __ Operation instruction.pdf
2. seting —
4 Libraries L setup
"+ Documents % STDFU.dI
o' Music % STTubeDevice30.dlI
&= Pictures @ uninstall
# videos EA Upgrade

__ Upgraded software for ne User Progran

Open BOOT File

18 Computer
&, Local Disk (C:) [2:\Docunents\experiment. bin

;* Shared Folders (\\vn I

ﬁ Network Open Update File I Open Code Pilol IDovnlotd Update l'ihl

Open ID File I Active ID

Upgrade Date modified: 6/13/2015 11:30 AM Date created: 9/25/2015 2:47 PM
Application Size: 480 KB




Application Patching

* Decrypted application can be freely read,
* pbecause the bootloader was patched.
* Patch to:
 Enable promiscuous mode.

* Replace startup logo.






Sideloading an Applet

* The DMR stack is too complicate to easily rewrite.
e S0 let's inject a lot of new code!

 Our main() runs before their main().

* Qur .data avoids their .data.

 Hook any handy functions back to our code.



Free Flash

* We could look tor regions of FFFFFFFF

 Not much room, just ~5K.

- HEHZSE

e 200KB Chinese Font!

e All In executable flash!



main() calls main()

e Classy way:
 Hook RESET interrupt, and redirect the table.
 Cheap way:

e Letthe MD380's RESET handler set its own
Interrupt table address.



Classy Way

static void abort_to_mfgr_app(void) {
const uint32_t xapp _base = (const uint32_t *)MFGR_APP_LOAD_ADDRESS;
SCB—>VTOR = MFGR_APP_LOAD_ADDRESS;
do_jump(app_base[0], app_base[SIDELOAD_RESET_VECTOR]);

}

static void do_jump(uint32_t stacktop, uint32_t entrypoint)
{

asm volatile(

s (stacktop) “r' (entrypoint) : );
// just to keep noreturn happy
for (;3) ;
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Cheap Way

// Minimalist bootloader.
void main ()

//Function pointer to the application.
void (xappmain) () ;
//The handler address is the stored in the
//interrupt table.
uint32 t *xresethandler =

(uint32 tx) 0x0800C004;
//Set the function pointer to that wvalue.
appmain = (void (%) ()) *resethandler;
//Away we go!
appmain () ;




Avoid Overlapping Memory

* STM32F405 has 192K of RAM.
o 2*64K of general SRAM
64K of CCM--Core Coupled Memory
* Not Executable, Not DMA-able

* Fll memory with OXDEADBEEF, then dump live.



Memory Dump over USB

. ® Terminal — ssh — 74x18

debian82% repeat 10 lsusb -d 0483:dfll -v | grep iManufacturer
iManufacturer 1 @20000900 : 00100010
iManufacturer 1 @20000904 : 00020004
iManufacturer 1 @20000908 : 08099234
iManufacturer 1 @2000090c : 080fb404
iManufacturer 1 @20000910 : 00000000
iManufacturer 1 @20000914 : 00100010
iManufacturer 1 @20000918 : 00010002
iManufacturer 1 @2000091c : 0809b67cC
iManufacturer 1 @20000920 : 080fb410
iManufacturer 1 @20000924 : 00000000

debian82% |



| et's target a C Compiler!

* Write a linker script.
e Code in 200KB of Flash from the Chinese font.

e Data in 12KB of SRAM, 22KB of TCRAM.

* Could have a heap if we wanted one.



| inker Script to Match

/* Highest address of the user mode stack x/
_estack = 0x20020000; /* end of 128K RAM on AHB busx/
/* Most bytes after 2001d40c are free. %/

/* Specify the memory areas x/

MEMORY
{
FLASH (rx) = @x0809D000, = 396K /x Freed by Chinese Font x/
RAM (xrw) = 0x1000b000, = 20K /x Bytes after 1000a868 are free.x/

}



HOOKING Thumb Functions

* Most functions are easy:

* Find the BL (Branch/Link) in the caller and patch it.
e Some functions are harder:

 USB handlers are passed as function pointers.

e A stub can branch to the new handler.

Ox080969de ldr , [pc, 4] : [0x80969e4:4]=0x809d33d
Ox080969e0 00 DX : Branch to 1it.
Ox080969e2

Ox080969e4 ; Low ADR.

0x080969eb6 ; High ADR.



Calling Functions

 ARM has a nice, consistent calling convention.

* |t's easier to call existing drivers than to rewrite
them.

e Just cast a function pointer:

int (kspiflash_read) (char x , Long , Long
= Qx0802fd83;

)



Firmware Reversing

* |DA Pro, HexRays, and Radare?
 No symbol names!
* Not even for libc.

* But I/O registers, VT are known.



C/OS

* Real Time Operating System
* Threading, Interrupt Hanaling

* Helpfully names the threads!



Threads

signed int THREADS_START()

{

}

char v1; // [sp+14h] [bp-Ch]@l

OSTaskCreateExt(thread_sysinter, 0, &stack_sysinter, 6, 6, &bos_sysinter, 512, 0, 3);
ucos_namethread(6u, ''© Y, &vl);

0STaskCreateExt(thread_rtctimer, 0, &stack_rtctimer, 0x13, 0x13, &bos_rtctimer, 512, 0, 3);
ucos_namethread(@x13u, '~ *, &vl);

OSTaskCreateExt(thread_callprocess, @, &stack_callprocess, 0x10, 0x10, &bos_callprocess, 512, 0, 3);
ucos_namethread(@x10u, " s, &vl);

OSTaskCreateExt(thread_FMTxprocess, 0, &stack_FMTxprocess, 0x11, 0x11, &bos_FMTxprocess, 512, 0, 3);
ucos_namethread(®x11u, "rM71> s, &vl);

OSTaskCreateExt(thread_RFPLL, @, &stack _RFPLL, 5, 5, &bos_RFPLL, 256, @, 3);

ucos_namethread(5u, "R! v, &vl);

OSTaskCreateExt(thread_pctune, @, &stack_pctune, 0x14, 0x14, &bos_pctune, 512, 0, 3);
ucos_namethread(0x14u, " e, &vl);

OSTaskCreateExt(0x809573D, 0, &stack _ledprocess, 0x15, 0x15, &bos_ledprocess, 256, @, 3);
ucos_namethread(@x15u, "LED , &vl1);

OSTaskCreateExt(thread beepprocess, 0 &stack_beepprocess, 0x16, 0x16, &bos_beepprocess, 256, 0, 3);
ucos_namethread(@x16u, ''Bee; , &vl);

0STaskCreateExt(thread AfMute, 0 &stack_afmute, 0x17, 0x17, &bos_afmut, 256, 0, 3);

ucos_namethread(@x17u, "Af M , &v1);

OSTaskCreateExt(thread_timeslotinter, 0, &stack_timeslotinter, 7, 7, &bos_timeslot, 512, 0, 3);
ucos_namethread(7u, ' — ', &vl);

0STaskCreateExt(thread_vocoder, @, &stack vocoder, 0xD, 0xD, &bos_vocoder, 256, 0, 3);
ucos_namethread(@xDu, V ‘, &vl);

0STaskCreateExt(thread_chaccess, 0, &stack_chaccess, OxE, OxE, &bos_chaccess, 256, 0, 3);
ucos_namethread(@xEu, "ChA ort, &vl);

OSTaskCreateExt(thread_statechange, 0, &stack_statechange, 0xF, OxF, &bos_statechange, 256, 0, 3);
return ucos_namethread(@xFu, "Sta iange", &vl):



/O Registers

* |/O Region at 0x40000000.

e SPI Ports for the Baseband and SPI Flash

 GPIO for LEDs and the Keypad

* All defined as structs in officially available headers.



Contacts, Groups, SMS

* Radio "codeplug” is stored in the SPI Flash.
* Reverse engineered by changing settings.
e gpiflash_read() is called with item address

 Nice and easy to identity!



xrefs to ROM:0802FD&82

Directic Ty Address

55 Up
55 Up
55 Up
55 Up
5= Up

| p— .

D...
D...
D...
D...
D...
D...
D...
D...
D...
D...
D...
D...
D...
D...
D...
D...
D...
D...

D...
D...
D...

T TV TVl T T T T TTVTTTVTTVTTVTUVTTVTTVTTVTVTT VT T T T T T O

startup_botline+C
startupflags_read+C
spiflash_read 2100 t...
spiflash_read 5a70+C
emergency_readbyin...
contact_read+10
listengroup _load by ...
listengroup_load by i...
scanlist_readfromspi...
memory_readbyindex...
memory_loadbyindex...
memory thing+14
bank_loadbyindex+14
bank_namefromindex...
emergency_loadbyind...
read 59c0 by index+...
text_loadtemplatebyi...
pastend _spiflash _rea...
pastend_spiflash_rea...
readactivechannel+C
pastend_spiflash_rea...
pastend_spiflash_rea...
text_loadfrompasten...
pastend_read_45100...
spiflash_read 450a8...
pastend read_450a4... BL
spiflash_read_unkno... BL
spiflash_read_2ffdO+14 BL

~ 1 1

spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the
spiflash_read; Reads a big chunk of data from an address in the

" ' L ) LI L] ' L L L) ° O

@ Help ”

Search ] l Q)Qancell

Line 29 of 69




Reading a Contact

e 30-byte entries, starting at Ox5F80.

* 1-indexing looks weird.

// 08021AEC
int contact read( BYTE xdst, uintl6 t index)

{

int v3;

spiflash_read(dst, 36 x index + Ox5F5C, 36);
return v3;

}



Graphics Reversing

* (GGraphics functions take lots of parameters
* [wo strings are displayed at startup:
* Known addresses in SPI Flash
* gpiflash_read() reveals calls to gfx_drawtext().

* | don't know the raw protocol, don't need it.



DMR Protocol

* Link Local Addresses

e 24-Dbits, masked by OxOOFFFFFF.
e Arrays read from SPI Flash

* listengroupl|]

e dmr_myaddress



Old RX Logic

e |f the destination is my address; or,
If the destination is in one of listengroup[32]

e Then

* Play audio.

e Else

e Mute audio.



(dmr_myaddress & OxFFFFFF) == dst_11id_adr )

10

12

for (i = 0; i < 0x20u; ++i ){
if ( (listengroup|i| & OxFFFFFF)
— dst 1lid adr ) {
something = 16;
recognized llid dst = dst Ilid adr;
current llid group = var lIgroup]|i
sub 803EF6C () ;
dmr squelch thing = 9;
if ( x(v4d + 4) & 0x80 )
byte 2001D0CO |= 4u;
break

16];




Patching RX Logic

e Promiscuous Recelve
* Destination address is always accepted.
e First hardware scanner for DMR audio!

* Released in PoC||GTFO 10 at Shmoocon.



USB Reversing

e Tytera worked from STMicro's public examples.
e QOriginal C code is available, but a bit tricky:

 Code uses tables of function pointers for
handlers.

* Very nice to hook, external comms at |last!



USB Reversing

* Device Firmware Update Protocol
* Data UPLOAD or DNLOAD starts at Block 2.
* Block O Is special
« DNLOAD applies settings.
 UPLOAD reads status.

e | et's hook Block 1!



Hooked UPLOAD

/* The DFU protocol specifies reads from block @ as something
special, but it doesn't say way to do about an address of 1.
Shall I take it over? Don't mind if I do!

%/
if(blockadr==1){
usb_send_packet(iface, //USB interface structure.
(charx) x((intx)0x2000112c), //2.032
length); //Length must match.
return 0;

}

//Return control the original function.
return usb_upld_handle(iface, packet, bRequest, something);



Hooked DNLOAD

/* DFU transfers begin at block 2, and special commands hook block
0. We'll use block 1, because it handily fits in the gap without
breaking backward compatibility with the older code.

X/
if(xblockadr==1){
switch(packet[0]){
case TDFU_PRINT: // 0x80, u8 x, u8 y, u8 strl].
drawtext((wchar_t x) (packet+3),
packet[1],packet[2]);
break;

}

}else{
/* For all other blocks, we default to the internal handler.
*/
return usb_dnld_handle();

}



Host Software

* Python tools are great for experimentation.

* They suck for deployment to amateurs.



@

O © "“d ®m 14:26 ) i 9.4 m 20:36

= MD380Tool

Call from 3147092 to 9205 ended

Call from 3147092 to 9205 ended.

MD380Tool

Allow the app MD380Tool to access the
USB device?

| ] Use by default for this USB device

Call from 3147092 to 3185 ended.
CANCEL OK

Call from 3147092 to 3100 ended.

SMS header: 08 62 02 40 00 0063 300554 88 00 83 0c
Data: 087a4500005c000d000040 11 5¢c9e
Data: 08720c 300554 0c0000630fa70fa7
Data: 08 72 00 48 6a dd 00 3e e0 00 94 04 0d 00
Data: 08 720a 0054 0068006900 /73002000

Data: 08 /72 69 00 73 00 20 00 61 00 20 00 /74 00
Data: 08 726500 78 00 74 00 20 00 66 00 72 00
Data: 08 7a 6f 00 6d 00 20 00 4b 00 4b 00 34 00
Data: 08 7a 56 00 43 00 5a 00 21 00 Oc 63 30 35

FETCH DMESG







