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Tytera MD380
• STM32F405 CPU 

• 1MB Flash / 192K RAM 

• Readout Device Protection (RDP) 

• HRC5000 Baseband  

• DMR/MotoTRBO or NarrowBand FM 

•  



DMR/MotoTRBO
• Two-Slot TDMA 

• Poor Man's GSM 

• 4-FSK Modulation 

• Baseband might be able to do P25. 

• Internationally Trunked!



DMR MARC





CHIRP Plugin





HRC 5000 Baseband
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Bootloader Dump

• Dumped Bootloader 

• Null-Pointer 
Dereference 

• Patched Bootloader 

• Disable RDP





Bootloader Patch



Application Dump
• Erase the whole device. 

• Device is a brick! 

• Flash the patched bootloader. 

• Device is a blinking brick! 

• Install Encrypted Update





Application Patching
• Decrypted application can be freely read, 

• because the bootloader was patched. 

• Patch to: 

• Enable promiscuous mode. 

• Replace startup logo.





Sideloading an Applet
• The DMR stack is too complicate to easily rewrite. 

• So let's inject a lot of new code! 

• Our main() runs before their main(). 

• Our .data avoids their .data. 

• Hook any handy functions back to our code.



Free Flash
• We could look for regions of FFFFFFFF 

• Not much room, just ~5K. 

•   

• 200KB Chinese Font! 

• All in executable flash!



main() calls main()

• Classy way: 

• Hook RESET interrupt, and redirect the table. 

• Cheap way: 

• Let the MD380's RESET handler set its own 
interrupt table address.



Classy Way



Cheap Way



Avoid Overlapping Memory

• STM32F405 has 192K of RAM. 

• 2*64K of general SRAM 

• 64K of CCM--Core Coupled Memory 

• Not Executable, Not DMA-able 

• Fill memory with 0xDEADBEEF, then dump live.



Memory Dump over USB



Let's target a C Compiler!

• Write a linker script. 

• Code in 200KB of Flash from the Chinese font. 

• Data in 12KB of SRAM, 22KB of TCRAM. 

• Could have a heap if we wanted one.



Linker Script to Match



Hooking Thumb Functions
• Most functions are easy: 

• Find the BL (Branch/Link) in the caller and patch it. 

• Some functions are harder: 

• USB handlers are passed as function pointers. 

• A stub can branch to the new handler.



Calling Functions
• ARM has a nice, consistent calling convention. 

• It's easier to call existing drivers than to rewrite 
them. 

• Just cast a function pointer:



Firmware Reversing

• IDA Pro, HexRays, and Radare2 

• No symbol names! 

• Not even for libc. 

• But I/O registers, IVT are known.



µC/OS II

• Real Time Operating System 

• Threading, Interrupt Handling 

• Helpfully names the threads!



Threads



I/O Registers

• I/O Region at 0x40000000. 

• SPI Ports for the Baseband and SPI Flash 

• GPIO for LEDs and the Keypad 

• All defined as structs in officially available headers.



Contacts, Groups, SMS

• Radio "codeplug" is stored in the SPI Flash. 

• Reverse engineered by changing settings. 

• spiflash_read() is called with item address 

• Nice and easy to identify!





Reading a Contact
• 36-byte entries, starting at 0x5F80. 

• 1-indexing looks weird.



Graphics Reversing
• Graphics functions take lots of parameters 

• Two strings are displayed at startup: 

• Known addresses in SPI Flash 

• spiflash_read() reveals calls to gfx_drawtext(). 

• I don't know the raw protocol, don't need it.



DMR Protocol
• Link Local Addresses 

• 24-bits, masked by 0x00FFFFFF. 

• Arrays read from SPI Flash 

• listengroup[] 

• dmr_myaddress



Old RX Logic
• If the destination is my address; or,  

If the destination is in one of listengroup[32] 

• Then 

• Play audio. 

• Else 

• Mute audio.





Patching RX Logic

• Promiscuous Receive 

• Destination address is always accepted. 

• First hardware scanner for DMR audio! 

• Released in PoC||GTFO 10 at Shmoocon.



USB Reversing

• Tytera worked from STMicro's public examples. 

• Original C code is available, but a bit tricky: 

• Code uses tables of function pointers for 
handlers. 

• Very nice to hook, external comms at last!



USB Reversing
• Device Firmware Update Protocol 

• Data UPLOAD or DNLOAD starts at Block 2. 

• Block 0 is special 

• DNLOAD applies settings. 

• UPLOAD reads status. 

• Let's hook Block 1!



Hooked UPLOAD



Hooked DNLOAD



Host Software

• Python tools are great for experimentation. 

• They suck for deployment to amateurs.






