


FORMAT

The 2000 cover formats were a mix of artwork and photographs with the masthead
remaining constant throughout. The Autumn issue was again labeled as “Fall” in 2000.
The page length remained at 60 pages. The contents had the following unique titles:
Spring: “Please Select The Article You Wish To Sue Us Over*” (the asterisk referenced a
secret message elsewhere on the page); Summer: “The Neverending Flow”; Fall: “Handle
Contents With Care”; and Winter: “Contents May Settle”. Little messages continued to
be found on Page 3, hidden somewhere in the Table of Contents. These messages read
as follows - Spring: “*resist” (an addendum to the asterisk found in that issue’s contents
title and a reflection of the mood we were all feeling in the wake of lawsuits filed against
us); Summer: “unstoppable” (a message we outsmarted ourselves with since we printed
it in such a tiny font that nobody on earth was able to read it; you can see part of it on the
dot between 18 and 21 on the right side); Fall: “ruckus” (in honor of the Ruckus Society,
which had played a key part in demonstrations against both mainstream political parties’
conventions that summer); and Winter: “Ya Basta” (a rallying cry amongst activists which
translates to “enough is enough”). Letters titles continued to be unique with each issue
- Spring: “We’re Listening”; Summer: “Dangerous Thought Section”; Fall: “Reader
Droppings”; and Winter: “Postal Prose”.

COVERS

This year’s covers had a wide assortment of themes and styles. Gone were the “Free Kevin”
references, as he was now free and there were new issues that eclipsed that long campaign.
Contributor credits were as follows - Spring: PIP, The Chopping Block Inc.; Summer: Matt
Protagonist, The Chopping Block Inc.; Fall: David A. Buchwald (under a new “Cover
Concept and Photo” credit with The Chopping Block Inc. continuing to be credited for
this year’s remaining issues under “Cover Design”); and Winter: Maverick and SE2600.

The Spring 2000 cover reflected what had just happened to us: a lawsuit was filed against
2600 on behalf of the Motion Picture Association of America. So we modified the text of an
R-rated movie preview toreflect this event, and added some of our favorite movie characters:
Mickey Mouse, Darth Vader, and Bugs Bunny, representing Disney, Lucasfilm, and Warner
Brothers. The picture was presented on a screen attached toa DVD player. The eject button on
the left was altered toread “Reject” and the player’s logo was changed to say “DVD Tyranny.”
The volume, channel, and power controls were made to read: “Awareness + Unity = Power.”
Finally, the copyright symbol on the “preview” was reversed to be the Copyleft symbol.

Summer 2000 was a collection of 27 still frames from our documentary Freedom Downtime
that was being debuted at this year’s H2K conference. The name of the film was printed in

large letters on the bottom of the page.

The cover for the Fall 2000 issue went in a different direction, in light of events that



had just transpired at the Republican National Convention in Philadelphia which had our
own layout artist arrested while walking down the street talking on a cell phone. He had
been targeted as an organizer of unrest, when in actuality he was talking to one of us on his
phone at the time. The idea for the cover came out of all that. We had him pose in handcuffs
while holding a cell phone. The “phone number” on the cell phone (3479379686) appeared
to be a number in the new 347 area code, which had been established for parts of New
York City. However, as some astute readers discovered, this wasn’t a phone number at all,
but the 32-bit representation of our website’s [P address (207.99.30.230). So typing that
number into a browser would bring someone to our website. The time on the phone (8:02)
represented August 2nd, the day all of this went down. The “VOTENADER” tattoo was
added in later as a comment on the political atmosphere of the time, and how a third party
candidate was actually making a difference. And the shirt is a genuine H2K staff shirt.

Our Winter 2000-2001 cover had another change in mood, this time injecting a Batman
theme into a building that already looked like something out of a comic book: the BellSouth
tower in Nashville, Tennessee. We added the blue tone and the bat signal, but the rest is

completely authentic.

INSIDE

The staff section had credits for Editor-In-Chief, Layout and Design, Cover Design,
Office Manager, Writers, Webmaster, Network Operations, Video Production, Broadcast
Coordinators, and IRC Admins. The “Cover Concept and Photo” credit was added in
the Fall. “Video Production” was changed to “Still More Video Production” for Fall and
“The Last (We Hope) of the Video Production” for Winter since Freedom Downtime still
required more work after its H2K premiere. The Winter staff section had asterisks after
certain staffmembers’ names, referring to “appeals pending” at the bottom of the page.
(This was in light of the disappointing results of various court cases this year.) The staff
section remained on Page 4 for Spring and Summer and was moved to Page 2 for the
remaining issues. The Statement of Ownership was printed on Page 44 in the Winter
edition.

In the wake of Y2K, we continued to have fun with our page numbers, particularly for
the Spring issue. Only Pages 21 and 37 had the proper “Spring 2000” on them. All the
rest managed to convey the year in different ways. Page 29 went with “Spring Two
Thousand”. Others had varying methods of representing 0, including “Spring 0, “Spring
007, “Spring 000”, and “Spring 0000”. We also had a couple that said “Spring 1900
to thoroughly replicate a Y2K error and “Spring 19100” for an even worse one. Page
27 simply said “SPRING”, while Page 31 had “Spring XXXX”, and Page 57 just had
everything crossed out. Page 55 displayed “Spring 2600 instead. Page 43 had the Roman
Numeral representation of “Spring MM”. Then there was “Spring 02000000 (binary-
coded decimal) and “Spring 002000000000 (octal-coded decimal). We had “Spring
11111010000 (binary), “Spring 7D0” (hexadecimal), and “Spring 3720 (octal). We even
delved into other calendars with “Spring 4697” (the current Chinese year) and “Spring
5760” (the current Hebrew year). All page numbers were fixed in time for the Summer



issue, with the continuing exception of Page 33, which displayed “19100” for Summer,
“0” for Fall, and a big black rectangle for Winter.

Unique quotes continued to be printed in the staffbox of each issue:

Spring: “If we have to file a thousand lawsuits a day, we’ll do it.” - Jack Valenti, head
of the MPAA, referring to the steps they will take to silence those spreading the DeCSS
source code.

Summer: “Posting information about MPAA's anti-privacy operations and techniques
will make that information easily available to those engaged in, or planning for, digital
piracy of individual works.” - MPAA’s “Director of Anti-Piracy, Worldwide” Kenneth A.
Jacobsen in a filing to the court to prevent the media and the public from learning what
they are saying in pre-trial depositions. He really did say “anti-privacy operations” in his
filing. Freudian slip? You decide.

Fall: “Anyone wishing to make lawful use of a particular movie may buy or rent a
videotape, play it, and even copy all or part of it with readily available equipment.” -
Judge Lewis A. Kaplan’s way of dealing with the fact that it’s virtually impossible to do
this with a DVD - his apparent solution is to just go back and use old technology that isn’t
subject to insane laws.

Winter: “I think any time you expose vulnerabilities it’s a good thing” - United States
Attorney General Janet Reno, May 2000 in response to security breaches uncovered by
federal agents.

With the end of the Kevin Mitnick saga scheduled for January, we thought things would
finally calm down. We were wrong. “...it was with the precision of a soap opera that one
crisis was immediately succeeded by the next. On the very day before Kevin Mitnick’s
release, we at 2600 became the latest targets of a world gone mad with litigation and
incarceration.” The Motion Picture Association of America decided that we were
somehow responsible for a tool on the Internet known as DeCSS, which existed solely
to bypass access controls on DVD technology and allow Linux machines to play DVDs.
(The mass media and plaintiffs would repeatedly confuse that with piracy.) Our linking to
the source code was enough for us to be labeled as the main offenders and, as hackers, we
were seen as an easy opponent that the judge would have no sympathy for. The irony was
pretty biting. “We don’t even have a working DVD player and here they were accusing
us of piracy.”

But we had a lot on our side, too. The “Free Kevin” movement had helped train us in
organization skills. “Never before have we seen such awareness and education on the
part of the hacker community.” A massive action in conjunction with 2600 meetings took
place on February 4th. We had the honor of introducing many to the evils of the Digital
Millennium Copyright Act, since we were the first people being prosecuted under it.
We were able to outline all of the things this law now made illegal for the first time and
explain why it posed such a huge threat. It all started with a lawsuit from the DVD



Copy Control Association that was filed in December. Since the court it was filed in had
no jurisdiction over us, we didn’t see it as anything but a bit of a joke. But then the MPAA
got involved and filed a lawsuit against us and three others on January 14th in a court that
did have jurisdiction. We were forced to remove code from our website and hundreds of
other sites mirrored the code to support us. The New York Times linked to our links in
order to show their opposition to this motion. We were in good company. “It would be a
big mistake to assume that the battle has ended with Mitnick’s release. Complacency will
destroy us and freethinkers everywhere.”

On the subject of Kevin Mitnick, we now found ourselves focusing on his reintegration
into society and the various injustices he was being forced to endure in the three years of
supervised release that were now ahead. “Mitnick has not had a truly free day since 1988
and won’t again until 2003.” Although we had so much to distract us, we couldn’t forget
to acknowledge all those who had helped in the fight for justice over the years: “Every
ounce of support that people like you have shown over the years has helped Kevin get
through this ordeal and helped make the transition back to society a smooth one.” And
while relationships with organizations like the ACLU and EFF were improving due to our
court battle, many expressed concern that they had been absent throughout Mitnick’s case.
We knew that we had to do better on this front.

In our Spring issue, Kevin wrote an article on “a taste of freedom” where he described
what it was like to go to a 2600 meeting and meet some of our attendees: “What fun it must
be to be so young, and to know that there are people all around the world who share your
passion.” Shortly after this, Kevin found himself testifying before a Senate committee on
the subject of computer security. It was an incredible transformation in such a short period
of time. His article contained this statement: “Without the support of 2600 and you all,
my case would likely have ended up differently. The support of each and every one of you
positively influenced media treatment of my case, which gave me the energy to fight the
charges against me, which in turn influenced the government’s treatment of me.”

The feeling of the start of a new chapter was palpable. “It’s over. And yet, it’s just
beginning.” One battle may have ended, but as long as we stood for what we believed
in, we would always have very powerful enemies: “...people with power who fear losing
control of it behave irrationally and will spare no effort or expense to neutralize the
perceived threat.”

There were many other things going on in the hacker world. Hackers were blamed for a
massive denial of service attack targeting big corporations, even without any evidence
linking it to the hacker world. When evidence of criminal behavior in any story was
uncovered, we tried to be quick to condemn it, as we did to one unfortunate letter writer:
“This moronic behavior of yours is what makes things difficult for the many thousands
of non-malicious hackers out there.” We didn’t go any easier on a market researcher who
wrote in to try and justify his trade’s intrusive behavior: “We trust you realize that you’re
the scum of the earth.”

We had a great number of people writing in with horror stories from school after they were



accused of being hackers. We liked to think that publishing these stories was somewhat
therapeutic for them. And occasionally, there was a story of someone who was treated in
an intelligent manner or who found a teacher that understood what it was they were saying
or doing.

There were a good number of debates on all kinds of issues, including whether it was right
to spread information on how to remove GeoCities ads when visiting one of their pages.
We argued that since visitors weren’t necessarily their customers, this didn’t constitute
any violation of their terms. We also got into debates over the hacked web page section of
our own site. We maintained: “Changing the message on a web site is a trivial act.” Others
didn’t agree that this was as harmless as we thought.

2600 meetings make an appearance in a Canadian cartoon called Kevin Spencer, which
surprised and amazed us. We received a great number of comments on perceived Y2K
errors in our Winter 1999-2000 issue, as well as some in our 2000 issues. And we surprised
many with our announcement of punk rocker and social activist Jello Biafra as keynote
speaker for our H2K conference in July.

For whatever reason, 2000 was the year of the lawsuit... particularly the year of the lawsuit
against us. We received a legal threat from Staples over an article that had appeared in
a previous issue, which sought to advise us on finding the line where freedom of speech
ends and corporate infringement begins. We advised them that ““...while we appreciate the
suggestions on how to run our business, we feel your needs would best be suited if you
simply minded yours.” When they demanded that we reveal the name of the author of
the story, we made our position quite clear: “We will never reveal a source without that
source’s explicit permission. And we won’t cave in to threats of any sort.” We printed the
whole thing in our letters section. The writer of the story even wrote in to reemphasize
our position.

And it continued. A new company called Verizon threatened us for registering
verizonreallysucks.com as a counter to their registering verizonsucks.com. They actually
accused us of cybersquatting! “While we’re pleased that we may be Verizon’s very first
lawsuit, we’re annoyed at the utter waste of time these huge entities continue to waste.”
We found that “the new massive company formed by the merger between Bell Atlantic
and GTE” had registered no fewer than 706 domains, many of which were names critical
of the company. We printed them all. Apparently, they thought taking control of these
phrases would prevent people from criticizing them. They had no idea what they were up
against.

New domain registrars opened up that allowed people to register sites with certain
offensive words in them, something that hadn’t been allowed in the past. NBC threatened
us with a lawsuit after we registered fucknbc.com and pointed it at them. We also registered
fuckcbs.com and were happy when they didn t threaten us. “We should point out that CBS
has taken the existence of our site a lot better than NBC. Of course, their parent company
(Viacom) is already suing us for DeCSS.” But it didn’t take long for CBS to join in the fun
and threaten us for having the fuckcbs.com site. So we registered fuckabcandfuckfoxtoo.



com to “see if one domain can generate threats from two different corporations.” While
we managed to escape their wrath on that one, it definitely felt like something was in
the air. “Corporate America has gone mad with litigation and its obsession with the
net. Meanwhile, governments the world over are doing everything possible to close the
Pandora’s box of freedom the net has created. It’s getting pretty ugly out there.”

In another form of perfect symmetry, our trial in the DeCSS case was scheduled for the
day after H2K ended. This meant that lots of conference attendees could actually stay in
town and attend the trial! “One thing the summer of 2000 will not be remembered for is
dullness.”

We didn’t expect things to go well. “There ought to be limits to freedom” was the George
W. Bush quote that many powerful people wished would be applied to us. And it wasn’t
too hard to see why we were suddenly Public Enemy Number One. “It’s safe to say that
new developments in technology are scaring the corporate world to death. What milestones
like Napster represent to them is a potential loss of the control they’ve held for so long.”

We fought back in whatever ways we could think of. Our anti-MPAA t-shirts helped to
raise funds for our legal defense and they conveyed a powerful message at the same time.
The front was a version of our Spring 2000 cover with slightly different wording (instead
of “The Following Magazine Has Been Sued For Free Speech” text from the cover, we
rephrased it and inserted a missing word, so it read: “2600 The Hacker Quarterly Has Been
Sued For Exercising Free Speech”). The back of the shirt was a “scary caricature of MPAA
chief Jack Valenti.”

Butin the end, we lost. “It seemed obvious from the beginning that the court was sympathetic
to the case of the MPAA and this was certainly borne out in the decision.” Despite having
great representation and the full support of the Electronic Frontier Foundation, we couldn’t
escape what everyone expected as a foregone conclusion. “The judge bought into the
notion that hackers are evil.”

But, in a way, it was the best thing that could have happened to us because we felt fired up
by the injustice of it all. “Their victory will be more costly than our loss.” We redoubled
our efforts to educate the public - and the politicians: “Every single elected official needs
to be targeted aggressively so that they realize what a bad mistake the DMCA is.”

Our Fall issue was filled with letters from readers outraged at the decision. And again, we
found that we had more energy to fight than ever before. “One thing that seemed to come
out of this summer’s H2K conference was the sentiment that the time to sit back and take
itis over.” It was almost like we had been set up to be the right people in the right place at
the right time. “What we’ve seen over the last few months as a direct result of this is the
tremendous growth of activism in our community. The Free Kevin movement started us in
this direction and the DeCSS case gave us a real push.”

Education was where we needed to apply our efforts while the appeal to our case was
being worked on. Most people got why the corporate logic of the MPAA was flawed and
saw how it worked against the best interests of the individual. “We don’t believe in forcing



people to buy an issue for every person who reads it, we don’t believe in region coding to
prevent those in other countries from reading our words, and we don’t limit the reading of
our words to ‘authorized’ people.”

“We have complied with the injunctions against us but we doubt that will be enough to
satisfy the MPAA or future cases that involve the DMCA.” We replaced our links with a
list, in order to satisfy the injunctions and also to force the issue as to whether we would
be ordered to not even speak the names of the sites hosting DeCSS. EFF announced that
they would appeal the case all the way to the Supreme Court. The appeal was scheduled
to be heard in the spring.

When we tallied it all up at one point, we found ourselves involved in two lawsuits and at
least six lawsuit threats - all at the same time. “We expected an increase in attacks on us
because of a perceived weakened state. But this is nothing compared to what will happen
if we don’t resist each and every time we’re pushed.”

Of course, it wasn’t all about lawsuits this year. We had the usual diverse collection of
articles of all sorts, including topics like an intro to biometrics and talk of a concept car
called the Cadillac Evoq. There was fallout from the ILOVEYOU virus and an apparent
inability of people to learn from the last year’s Melissa virus. We encouraged our readers
from other countries to register domains for 2600 and to point them to us to get around
many of the filters that were being put in place to keep people from getting to our site.

We had the usual correspondence with new readers who got into debates with our auto-
responders and didn’t appreciate our not answering their individual emails. “Many people
take it personally when we’re impersonal.” Someone decided to insert the 2600 website
into the subject line of a virus email, which led to all kinds of accusations and paranoia.
We declared war on spammers who insisted on emailing our letters department. And,
despite being sued by the entire motion picture industry, they still found time to ask our
permission to use 2600 in a Warner Brothers movie.

There was lots of talk about ID badges in schools and how students were being forced
to wear them, raising all kinds of privacy issues. We also saw concern over the status of
people’s credit reports. One reader who worked in the financial industry found it “amazing
that so much private information is held by the credit bureaus and financial institutions.”
Another theorized on the coolness factor of having a car computer: “It would be neat to
have a computer in your car. You could use it to play MP3’s, hack, or as a really complex
red box.”

Throughout it all, keeping control of the Internet out of the hands of the powerful was
paramount. We were very concerned over “the risk involved when we hand over our
Internet access to major corporations who dominate the industry.” The threat was obvious
to the hacker community. “It’s not going to be easy and it’s not going to be pleasant. But
if we let these powerful entities dictate how we express ourselves, we will have lost the
most powerful voice we’ve ever had.” We saw a very definite threat of corporate mergers
on free expression. We tried to save the whoownswhat.net project, which was designed
to show the extent of such mergers and takeovers. But we were completely overwhelmed



with the number of projects and court appearances we found ourselves a part of in 2000.

We had a successful conference (H2K) in July and announced that our next one would
be taking place only two years later, instead of having a three year gap that our first three
conferences had. By the end of the year, H2K videos were available on VHS. We hosted a
premiere of our documentary Freedom Downtime at H2K, but found that it needed more
work, so it wasn’t officially finished until December.

Just when we thought things might be calming down a little, we found ourselves thrust
back into the spotlight in August when our layout artist was arrested while walking down
a street in Philadelphia during the Republican National Convention. The act of talking on
a cell phone was enough for the authorities to lock him up for several days on suspicion of
planning a demonstration. (He was, in fact, talking to one of us at 2600 and was eventually
exonerated after a lengthy court battle.) It was precisely this kind of thing that pushed us
further towards collaboration with independent media. By the end of the year, we had
helped the Indymedia Center “form a base in New York” by donating office space.

We focused on issues like the battle against Low Power FM that was being led by National
Public Radio and the National Association of Broadcasters for their own selfish purposes.
We witnessed ominous developments: “...the power of the DMCA was extended in October
to encompass creation - in addition to distribution - of ‘circumvention tools.”” And we
issued warnings against the dangers of the encroaching surveillance state: ““An open society
has no reason to fear its citizens. A closed and oppressive society, such as most prisons,
some schools, and all dictatorships, feels the need to constantly monitor the people under
its control and to do anything possible to quell rebelliousness and feelings of individuality.”

In the wake of the historic 2000 presidential election, we issued a call for ideas for better
voting systems, as it became clear there were so many problems with the technology
currently in use.

As always, we were challenged for printing the kind of material we specialized in. “If we
start agonizing over what people might do with the information we print, we will very
quickly run out of topics that won’t have some potentially adverse affect [sic] somewhere.”
We made it quite clear that our content wasn’t published to put forward one agenda over
another: “...we don’t print information for the purpose of revenge. We print information,
period.” We drew the usual condemnation from various types against us and the people we
were standing up for. It didn’t really bother us. “It always makes us feel like we’re doing the
right thing when those who oppose us consistently turn out to be such morons.” We vowed
never to yield to pressure from those in power when it came to deciding what to print. “The
most irresponsible use of information is to withhold it out of fear.”

In the end, the year 2000 proved to be quite historic in both challenging those in power and
defending ourselves from them. “While many have suggested everything from leaving the
country to operating our web site off an oil rig in international waters, we think the best
move is to stay right where we are and fight.” For the first time, the arena of the battles we
fought greatly expanded to include hugely popular items in the mainstream like DVDs and
MP3s. The attack on us by the MPAA inspired us to get involved in these technologies,



far more than we had in the past: “Artificial barriers and controls are on the brink of
extinction, thanks to innovative and intelligent applications of technology.” We learned
that we had much in common with consumers fighting for their rights and the hacker world
had much to offer them through technical knowledge. “In 2000, individuals stood up to
unlikely corporate stooges with names like Metallica and reminded them that consumers
are the ultimate authority on how an industry will function - once they get it together

enough to fake control.”
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Show your support for 2600 and the other defendants in the
MPAA lawsuit by sporting our newly designed MPAA t-shirt.
The front looks quite a bit like the cover of this issue of 2600
while the back has this scary caricature of MPAA chief Jack
Valenti.

The shirts are $25 each, which is more than they would be if
we werent being sued. But if we werent being sued, we
wouldn't have made the shirts! The extra money will go into
our defense fund and hopefully prevent this kind of crap from
happening again.

You can order these shirts (or anything else) through our online store
at www.2600.com or by writing to us at:

2600
PO Box 752
Middle Island, NY 11953
U.S.A.
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"If we have to file a thousand lawsuits a day, we'll
do it." - Jack Valenti, head of the MPAA, referring to

the steps they will take to silence those spreading
the DeCSS source code.
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The Next Chapter

It’s over. And yet, it’s just beginning.

We’ve always known that the Kevin Mitnick saga was about so much more than one
man’s fight against injustice or even the future of the hacker world. With increasing inten-
sity, events of the past five years have given us reflections of where our society is going -
and what we are losing along the way.

Five years is a very long time. Consider where you were and what you were doing on
February 15, 1995, the day Mitnick’s ordeal behind bars began. So much has changed, es-
pecially in the world of technology. But five years doesn’t even begin to tell the story.
You would have to go back to 1992 if you wanted to include the years Mitnick spent on
the run trying to avoid capture and as far as 1988 to include the case which supposedly
cast him in such a fearful light as to warrant eight months of solitary confinement - obvi-
ously a motivating factor in later fleeing the authorities even when the alleged violation
was trivial. When you add up the confinement and the supervised release, Mitnick has not
had a truly free day since 1988 and won’t again until 2003. That’s 15 years of a life. And
all for someone who never stole, caused damage, or made a profit through his crimes.

What a tremendous waste of time this ordeal has been. And what a waste of talent
when you consider what Mitnick could have contributed to our world over all these years.
And still, there is a very definite case to be made for the significance of it all. Never be-
fore have we seen such awareness and education on the part of the hacker community.
Word of Mitnick’s case spread to schools all around the world, people protested outside
federal buildings and embassies, and a major motion picture exploiting the Mitnick story
was exposed and prevented from spreading most of its blatant lies. While this didn’t alle-
viate the suffering and may not have shortened Mitnick’s time behind bars, it at least fo-
cused attention on the unfairness rather than the tabloid headlines. And it made us all the
more wary of what the authorities were planning for the future.

In our case, we didn’t have to wait long.

In fact, it was with the precision of a soap opera that one crisis was immediately suc-
ceeded by the next. On the very day before Kevin Mitnick’s release, we at 2600 became
the latest targets of a world gone mad with litigation and incarceration.

It was only days earlier that a massive lawsuit had been filed against us by the Motion
Picture Association of America. That’s right, those people who give ratings to movies.
Apparently, that’s not all they do. Representing some of the most powerful entities in the
world (Columbia/Tristar, Universal City, Paramount, Disney, Twentieth Century Fox,
MGM, and Time Warner), the MPAA targeted 2600 and a handful of others, claiming that
we were somehow responsible for threatening the entire DVD industry and the future of
motion pictures.

What were they smoking? Good question. We still don’t know. But this is the truth of
the matter: In November, some enterprising hackers were able to figure out how to play
the DVDs they had already purchased on their Linux machines. By doing this, they were
able to bypass the access control that the DVD industry put on the technology, a dracon-
ian control which had never been implemented in other consumer devices like CD play-
ers, VCRs, or Walkmans. And it was this control which had made it impossible for
computers not running an “approved” operating system (such as Windows or Mac OS) to
play DVDs. By defeating this control, the hackers got around this absurd restriction. To
the industry however, they had created doubt as to who was in control and, as we saw
with the Mitnick case and so many others, people with power who fear losing control of
it behave irrationally and will spare no effort or expense to neutralize the perceived
threat.

When the DVD encryption was defeated, hackers, as is their instinct, told the world
and made the source code available. This resulted in threats being made against them for
daring to figure it out. As a show of support, we posted the source code on our web site,
as did many others. We actually thought reason would prevail - until one day in late De-
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cember webmaster @2600.com was served
(via email) with legal papers from the
DVD Copy Control Association. We
thought it was pretty funny that a lawsuit
could be emailed and even funnier still that
they actually believed they could prevail in
such a manner. We don’t even have a
working DVD player and here they were
accusing us of piracy. Not to mention the
fact that we weren’t even involved in fig-
uring it out in the first place.

They sent out legal threats against all
kinds of people all around the world using
whatever bizarre alias the web site might
have been registered under. But there were
also lots of people whose real names were
used. We saw it as an incredible waste of
money and effort on the part of the DVD
CCA which nobody took very seriously.
For one thing, the court they filed the law-
suit with had no jurisdiction outside of
California.

But the humor was soon to wear off.
On January 14, the MPAA stepped into the
fray with guns blazing. Lawsuits were filed
against four individuals including the edi-
tor of 2600 and the owner of an Internet
Service Provider who wasn’t even aware
of the existence of the code which was on
one of his customer’s web pages. We saw
this as a clear intimidation tactic - after all,
is Bill Gates summoned to court every
time Microsoft is sued?

But intimidation was only the first part.
We were about to learn a lesson about cor-
porate manipulation of federal courts.

The first clumsy attempt to serve us
with papers was made after 6 pm on a Fri-
day afternoon. (They never actually suc-
ceeded in serving the papers but apparently
dropping them on the ground is good
enough these days.) A second attempt was
made to serve our post office box for rea-
sons we’ll never know. Perhaps they
thought our offices were within the post
office somewhere.

Despite this non-serving of legal docu-
ments and despite the fact that the follow-
ing Monday was a holiday, all of the
defendants were ordered to have their en-
tire defense submitted to the court by 7:00
am Wednesday, leaving exactly one day to
prepare. Even with the Electronic Frontier
Foundation stepping in to help us, this was
simply an impossible and extremely unrea-
sonable feat for all of the defendants.

On the following Thursday, January 20,

a preliminary injunction was summarily
granted against us which pretty much
forced us to take the offending material off
of our web site or face immediate impris-
onment for “contempt of court.” Hard as
this was for us to accept, we complied, be-
lieving that we could fight the battle a lot
more effectively without being locked
away. Since then many hundreds of sites
have mirrored the offending material in a
demonstration of electronic civil disobedi-
ence. We have in turn put links on our site
to these other locations.

Methodically, the MPAA has threatened
each and every one of the owners of these
sites which has led to even more new sites
going up. While the court order against us
does not prohibit our publishing links, we
fear that, given the mood of the court, it
will be expanded to include this in the fu-
ture. If that happens, we will convert our
links to a list. If that gets banned, we will
mention the other sites in a paragraph of
English text. In other words, we will stand
against this kind of restriction until either
they back down or we are stripped of our
right to speak at all. That is how important
this is.

The MPAA is coming at us using a very
scary piece of law that civil libertarians
have been wanting to challenge since its
inception. It’s called the Digital Millen-
nium Copyright Act and it basically makes
it illegal to reverse engineer technology.
This means you’re not allowed to take
things apart and figure out how they work
if the corporate entities involved don’t
want you to. With today’s technology, you
are not actually buying things like DVDs -
you are merely buying a license to use
them under their conditions. So, under the
DMCA, it is illegal to play your DVD on
your computer if your computer isn’t li-
censed for it. It’s illegal for you to figure
out a way to play a European DVD on
your TV set. And if you rent a DVD from
your local video store, figuring out a way
to bypass the commercials in the beginning
could land you in court or even prison.

It sounds absurd because it is absurd.
And that is precisely why we’re not going
to back down on this and why others
should take up the fight before things get
any worse. The world the MPAA and the
megacorporations want us to live in is a
living hell. They are motivated by one fac-
tor alone and that is greed. If they can
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make you buy the same thing multiple
times, they will. If they can control the
hardware as well as the software, they will.
If they can prevent equal access to technol-
ogy by entities not under their umbrella,
they will. And you can bet that if they have
to lie, cheat, and deceive in order to ac-
complish this, they most definitely will.

Let’s take a look at what the MPAA has
been saying publicly. When the injunction
was granted against us, they called it a vic-
tory for artists and a strike against piracy.
The newspapers and media outlets - most
of them owned by the same companies that
are suing us - dutifully reported just that.
But anyone who does even the smallest
amount of research can quickly surmise
that this case has got nothing at all to do
with piracy. It has always been possible to
copy DVDs and there are massive ware-
houses in other parts of the world that do
just that. But that apparently isn’t as much
of a threat as people understanding how
the technology works. Sound familiar? It’s
the same logic that the feds have used to
imprison those hackers who explain things
to other people while not even prosecuting
the individuals who do actual damage. The
real threat in their eyes are people like us,
who believe in spreading information and
understanding technology. By painting us
as evil villains out to rip off DVDs and
ruin things for everyone, they are deceiv-
ing the public in a way that we’ve become
all too familiar with.

Those of us who have been watching

the ominous trends in this country might
have been able to predict this battle. It was
less than a year ago that Satellite Watch
News was put out of business by General
Motors’ DirecTV because they didn’t like
the specific information they printed about
the workings of satellite technology. We
knew it was only a matter of time before
one of these fantastically powerful corpo-
rations turned their eye on us. And now we
have no less than eight of them lined up
against us in a court where we are by de-
fault the bad guys.

We’ve learned a lot over the last few
years, much of it from the hacker cases
we’ve been close to. From Phiber Optik to
Bernie S. to Kevin Mitnick, we’ve seen
how justice is manipulated and the heavy
cost that is borne by individuals. And
we’ve also learned how to respond to it.

The demonstration against Miramax
helped stop a truly injust film from being
made, at least in its original form. The Free
Kevin movement focused attention on
someone who might otherwise have been
lost in the system. And we shudder to think
what might have happened had people not
rallied against the barbaric treatment of
Bernie S. in the prison system. What we
learned is that we do make a difference
when we believe in our cause.

In more than 100 cities on February 4,
people affiliated with the monthly 2600
meetings and people in countless other
towns and cities worldwide took part in a
massive leafleting campaign to spread the
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word about the MPAA Judging by the
many accounts we received, it was ex-
tremely effective and successful. Once
again we are in the position of getting the
word out to the people who the mass me-
dia ignore.

That is where we have to focus our ef-
forts and not only because of the MPAA
threat. Some of the things being planned
are incredibly frightening and will have a
profound impact on our community, not to
mention what it will do to society. It would
be a big mistake to assume that the battle
has ended with Mitnick’s release. Compla-
cency will destroy us and freethinkers
everywhere.

On March 7, voters in California over-
whelmingly approved Proposition 21
which allows prosecutors to decide which
youthful offenders are to be tried as adults.
In other words, judges will now be entirely
bypassed. While the measure was called
the Gang Violence and Juvenile Crime
Prevention Act Initiative, its effects will
extend well beyond that. A kid hacking a
web site would be tried and sentenced as
an adult if the prosecution decides to go
that route. That means we can look for-
ward to more cases of hackers being put
into prisons with dangerous offenders.
Only now age won’t matter. Combine this
with California’s “Three Strikes” law and
it’s entirely possible that the next Kevin
Mitnick will be put away for life. That’s
the kind of sick society we’re turning into.

We see similar scenarios unfolding all
over the country. In New York, Senator
Charles Schumer has proposed a bill that
would allow teenage hackers to be tried as
adults and would eliminate the need to
prove any damage was caused before the
FBI steps in.

Much of this hysteria has been caused
by the recent Denial of Service attacks
against some major corporate web sites.
While this kind of thing has existed on the
net since Day One, when it started affect-
ing the biggest moneymakers on the web it
suddenly became a major crisis. And, not
surprisingly, hackers were targeted as the
cause even when it became quickly appar-
ent that there was virtually no way to track
down the culprits. It also was pretty clear
that this kind of thing is relatively easy to
do. But the media didn’t focus on that nor
on the obvious fact that if hackers were so
bent on destroying the net then this sort of

thing would constantly be happening on a
massive scale. That simply wasn’t the
story they wanted to report. What was re-
ported? Almost word for word: “This was
a very easy thing to do. Anybody could
have done it. We may never find out who
was behind it. But hackers are responsi-
ble.”

In a response that was suspiciously
quick and well-prepared, the Clinton ad-
ministration came up with all kinds of new
legislation and budget requests to crack
down on hackers. 2600 and others began
getting hate mail from people incensed that
we would do such a horrible thing to the
Internet. Once again, hackers had become
the enemy without lifting a finger.

In a somewhat bizarre twist, the gov-
ernment that helped lock Kevin Mitnick
away then sought out his advice on the
whole matter of hackers by inviting him to
testify before the Senate. While no doubt
struggling with the temptation to tell these
lawmakers where they could go after the
horrible way he was treated, Mitnick chose
to take the high road and attempt to edu-
cate the Senators. His subsequent visit to
Capitol Hill seemed to have a real positive
effect, as the senators saw someone who
wasn’t a dark and evil cyberterrorist but
rather a warm and open individual with
nothing to hide. It called into question not
only his imprisonment but the absurd con-
ditions of his supervised release which for-
bid him from lifting up a cellular phone or
having any kind of contact with a com-
puter.

Maybe it had an effect on them and
maybe it didn’t. What’s important is that
Mitnick didn’t give up hope that things
could be changed for the better if commu-
nication was allowed. And if anyone has
earned the right to give up on the system,
he has.

We have what appears to be a long and
difficult road ahead. Judging from the
sheer size and determination of our adver-
saries combined with the indisputable sig-
nificance of the upcoming trial, this may
be the opportunity to put us out of corpo-
rate America’s misery once and for all.

The Mitnick case may have taught us
what we need to know to fight this battle.
That knowledge, combined with the opti-
mism that Mitnick himself personifies, is
the best shot we have at getting through
this.
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A TAS

TE OF

by Kevin Mitnick

What a difference 44 days make. Just
about seven weeks ago, | was
dressed in prison-issued khakis, a
prisoner at the U.S. federal correc-
tional institution in Lompoc, California.
Last Thursday, March 2nd, | presented
my written and verbal testimony to the
United States Senate Governmental
Affairs Committee that described how
to increase information security within
government agencies. Wow.

Even more important than my testi-
mony in front of the U.S. Senate has
been my father’s recent heart attack,
his triple bypass surgery, and the
staph infection he suffered during his
hospital stay. Although his surgery
was a success, fighting the staph in-
fection has proven extremely difficult.
My primary occupation since my re-
lease has been taking care of my fa-
ther’s needs. He's fiercely
independent, and his sudden reliance
on others has been very stressful for
all concerned.

When | haven’t been taking care of my
father, I've been participating in many
different interviews, and that's where
my supporters deserve so much
credit. You have done a great job of
getting the word out about my case,
and I'm trying to keep up the momen-
tum you all established. Just as you
used protests, fliers, and websites to
publicize the facts about my case, I'm
doing radio, television, and print ap-
pearances to do the same thing.

Many thousands of you sent letters to
me while | was in prison. Some of you
may think because | didn't reply that |
didn’t care about the letters, but quite
the opposite was true. My defense
team was concerned that anything
said by me would be manipulated by
the prosecutors, and used by the court
to punish me even more severely. | re-
ceived letters from people in this
country and from countries around the
world, the vast majority of which were
tremendously supportive. A handful of
those letters were hateful, but | simply
ignored them. No matter how much |
wanted to answer many of the letters,
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| simply couldn't. The postage was an-
other burden, and for those of you
who sent stamps, | hope you realize
now that the pr
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Spring Street after spending five years
in prison, but their great Sicilian made
everything seem just right.

-‘ ut the supp: 2600 and you
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HOW TO STAY A
SYSADMIN

by Shade

Self-taught or spoon-fed knowledge at trade
school, you’ve crossed the portal and life has
become real. You’ve finally gone legit and
you’re getting that big fatty paycheck. Movin’
out and up in life, you feel it in every bone,
you’ve arrived. This is your destination.

Yet, something seems amiss at work. You can
handle the machines, but the job... she’s not
what you expected. People are upset, they’re
getting in the way. They don’t understand what
is going on. They’re hesitant to take your word
for anything. You’re feeling boxed in... getting
hard to breathe....

The pitfalls of technical gurus are not unique.
I’ve seen the patterns repeated over and over,
yet even the author has a hard time avoiding the
same mistakes. We think alike. It’s getting so
bad it’s showing up on SNL. Techies seem to be
able to keep other techies up to date on the latest
kernel level, version release, or service pack but
never communicate about the more mundane as-
pects, like hacks on keeping the ideal job.
Getting hired for the job is beyond the scope of
this article. This is about keeping it. Gather
‘round young and old, for I pull no punches
here.

1. Accurate Imagination. Einstein said, “Imagi-
nation is more important than knowledge” but
left out accuracy. Cooking up highly unlikely
security problems to justify extra “research
time” is just as bad as making everyone para-
noid about opening their e-mail. Find the big se-
curity holes, state them in as simple and
accurate terms as possible - without exaggera-
tions. Notify management that you need time to
plug them. Imagine all the possible risks and be
aware where your vulnerabilities are. Don’t pre-
tend you can plug all of them. Take time to set
up software to monitor your devices. They’re
more likely to discover a printer paper jam than
a hacker, but the boss can’t help but be im-
pressed when you show up before they have a
chance to call you.

2. Documentation. Hacker’s best friend. Find all
the devices you are responsible for and get doc-
umentation for them. Chances are this late in the
game you’re going to be walking into someone
else’s mess and you have more talent than them.
I don’t care if they didn’t use the documenta-

tion, you need it. Take the time to print those
400 page .pdf manuals on the routers, firewalls,
CSU/DSUs, and any other oddball digital device
that you can find. Use the stuff hot off the web,
not outdated ones shipped with the product. Re-
search who bought out what companies for your
critical components. You’ll need to know their
tech support lines soon enough. Remember, not
all companies suffer from a lack of documenta-
tion like wintel machines. Try looking at the
IBM AS/400 documentation available at pub-
lib.boulder.ibm.com/pubs/html/as400/online/ho
meeng1.htm to see what I mean. Don’t be afraid
to call for technical support. Chances are the
looming monster of a machine that cost over
$100k has a sweet support line with high paid
technical gurus just dying to get a phone call
from someone who can ask a halfway decent
question. Call them. They’re worth their weight
in gold, and make you look even better.

3. Don’t be a slug. If the phone is not ringing,
users are happy, and database is stable, what do
you do? Work! Lay out the plans for the dancing
city of lights you have in your head. Have the
research done before the CEO asks to put all of
Finance’s paper records into a digital data vault.
You should know where technology is headed
before anyone else, or you are in the wrong
business (and wouldn’t be reading this maga-
zine). Act on your instincts first. Bring the future
to them in small practical bites. Soon they will
expect their daily/weekly dose, and allow you to
carry on autonomously.

4. Remember what it was like to know nothing?
Try harder. The most frequent and damaging er-
ror of all. Don’t delude yourself into thinking
you are smarter than anyone. You may know all
the technobabble in your sleep but just because
you have a different hobby (read: obsession)
does not mean you can’t learn things from the
janitor. Say hi to the guy. He may know more
about the condition and locations of your net-
work cable than that million dollar consultant
you're itching to get rid of. In fact, say hello to
everyone, especially if you don’t know who
they are. Act like everyone is your best friend
and they will be, which brings us to number 5.
5. Belong. One of the hacker’s biggest skills is
the ability to assume the presence of someone
who belongs - and others will act accordingly.
This is as much alive socially as it is technically.
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Belonging is the way you carry yourself, the
way you answer questions in a confident and no-
nonsense manner. I’ve seen non-technical peo-
ple hold down high paying technical jobs with a
slew of consultants supporting every issue. Why
did management allow this high priced practice?
They didn’t know better. This person’s poker
face was so good, management believed every
company out there could not reinstall Windows
without calling a consultant - or two. You be-
long there. You're the best they’ve seen. You’'re
the expert. Do not ask permission to do your
job, act on your knowledge. Don’t forget to let
them know when you are done.

Number 5 is perhaps the biggest secret of all,
but I feel most comfortable it will not fall into
the wrong hands being printed in 2600.

Most techies work under people who are unfa-
miliar with the bowels of technology. These
technology neophytes are veterans with man-
agement, which is good because you don’t want
that job anyway. Deliver every need to them ac-
curately and as simply as possible. Eliminate de-
tails. Telling a manager you’re having a hard
time deciding between technical product A and

technical product B will usually result in your
manager telling you to find a C which does not
exist. If you are torn on a technical decision, flip
a coin and guess before you ask them for help.
However, do not hesitate to ask for assistance
for non-technical issues - make them feel
needed.

Sounds like spew? Take your car mechanic.
He’s trying to fix your brakes. He’s torn be-
tween organic and synthetic break shoes. Or-
ganic are more environmental and squeak less,
and synthetic last longer.... Do you want him to
ask you what shoes you want on your car? Shit
no. You don’t care, and neither does your boss
care if you use the 4*¥10-15 percent less stable
widget that’s faster than the more expensive
widget. Quit splitting hairs, get off the fence,
and pick a widget.

This may seem off the beaten path for 2600 but
if you're a professional, just think how many
times you’ve seen these mistakes happen, and
how costly it was for you to learn them.

Sure am glad I was born to like technology, not
woodcarving. I will never forget how amazing it
is that we can get paid so well to do this.

MILINARVACOMBUTERFSECRIENS

by Suicidal

In recent issues I have been seeing a lot of
letters dealing with military computers. So I fig-
ured I’d better get the word out about the United
States Marine Corps and United States Navy
computers. We mainly use two programs on the
aviation side of the services to log and record
everything we do. Our desktop platform is
WINNT. That speaks for itself. For the actual
upkeep of logs and records for the jets, we use a
program called NALCOMIS. It was also written
by Microsoft back in the stone age. It has no
graphics whatsoever and doesn’t even support a
mouse. Yeah... when the government finds
something they like, they stick to it. All our
computer systems are run and kept up by a shop
in the squadron called Maintenance Admin.
They basically sit in the air conditioning all day
and play solitaire while the computer systems
run like shit. They go to a two week school and
learn how to use a mouse before being assigned
to a squadron. So this basically means... unse-

cured systems.

Now everyone is saying, who the fuck cares.
Well, with NALCOMIS you can do everything
from order a part to making the government be-
lieve that a jet has nothing in it. Everything is
logged from part serial numbers to flight hours.
You could change the flight hours and then the
jet would be downed (can’t fly anymore) be-
cause it is above the restricted time. Or you
could order a stick grip and throw that baby in
your car and cruise in style with an F/A-18 stick
grip as a gear shifter. They love to leave the
sysadmin handle in the system with the pass-
word of, that’s it, sysadmin. Also, most of the
morons who have accounts (everyone who
works in the squadron) have passwords like
pppppp0 or eeeeee4. The only off workstation
calling that is done in NALCOMIS is when our
computers are talking to supply over the base
LAN. But if a way is found onto the base LAN
then the “guest” could get into any of the
squadron’s NALCOMIS systems.
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Securing \Wer Sites With
L RSl

by guinsu

Many readers of this magazine are
probably people like myself: web de-
velopers and programmers who write
web applications and are concerned
about the security of those applica-
tions at the code level. What | will de-
scribe in this article are some
techniques | have used recently that
can help make sites more secure and
keep information from being seen by
the wrong people. This primarily fo-
cuses on database driven sites that
are popular at e-commerce or corpo-
rate locations. Most of my experience
has been with MS IIS using ASP/VB-
Script and SQL. However this is rele-
vant to any server environment that
uses SQL and supports session ob-
jects (more on that later).
Make Sure Only Valid Users Can
Get In

1) Use SSL. This is probably the
key item in not only making a site se-
cure but keeping your boss/clients
happy. When you tell someone that
their site has SSL, they immediately
assume it is secure and everything is
great. Obviously SSL is not enough. If
you slap SSL down on a site that any-
one can get to - who cares - they can
still look at whatever they want. How-
ever if you put a simple login form as
the default document in an SSL se-
cured directory and also make sure all
information transfers are secured by
SSL, you have eliminated most, if not
all, of the dangers of someone eaves-
dropping on the transfers in any way.
2) Use the session object to store
authentication information. The ses-
sion object is a global object that ex-
ists in ASP. It is also used in other
environments, such as Java
Servlets/JSP and I'm sure PERL and
PHP have an equivalent. The session
is a global information object given to
each user on the site. Every user of
your site gets their own unique ses-
sion object that stays with them for
their entire visit to your site.
\ How is this implemented? With

cookies. When a user first con- \
nects to your site, the server sends a
cookie with a long alphanumeric string
that is supposedly guaranteed to be
unique for each user of your site. If
the user does not have cookies en-
abled, sessions will not work. Ses-
sions are not passed around from
page to page - all session information
and the mapping of session IDs to the
session data is done on the server.
Any sensitive data you put in the ses-
sion stays on the server. It is not sent
in the cookie to the browser. One
problem besides cookies being dis-
abled is that sessions are not shared
across server clusters. So if you have
a high volume site that can dynami-
cally switch users around amongst
two or more servers, you cannot use
the session object. The information
could potentially be lost if the router
sends a user to another server. Also,
the session will time out if the user is
idle for a certain amount of time (usu-
ally 20 minutes), so information in the
session will not be retained for any
long length of time. It also goes away
when the web server is stopped.

The way you put information in a
session object is simple:
Session(“User_ID")= 12345

You can create items in the ses-
sion on the fly without declaring them
and pull them out just as easily:
Temp_str=Session(“First_Name”)

One thing | have seen mentioned
often is not to overload the session
object with too much information in
ASP. Apparently this is very inefficient
for the server and drags down perfor-
mance. All documentation | have seen
for Java Servlets, however, actively
encourages the use of the session ob-
ject. So this could just be an ineffi-
ciency of IIS.

Now that | have covered the
groundwork of the session, here is
how it can be put to use. A user sub-
mits a form on a login page with a
user name and password. Then a ver-
ification page compares those val-
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( ues to the values stored in the
database. If a user is determined to
be a valid user we have a line like
this:

Session(“Authenticated”)="TRUE”

Next we make an asp file called
check_logged_in.asp (or something
like that) with contents like this:

Sub check_logged_in()

If
Session(“Authenticated”)<>"TRUE”
then

Response.redirect(“login.htm”)

End if

End sub

Include this file (with <!— #include
file="check_logged_in.asp”™—>) on
every page. Then at the top of the
page, before any other content or
headers, call check_logged_in. This
way even if someone knows the URL
of a page inside your site, they cannot
see it. They will be bounced right out
to the login page. Some issues with
this include the fact that every page
must now be an .asp page. For a
database intensive site this is no
problem - nearly all of your content
will be dynamic. However if you are
serving up mostly static pages but still
need people to log in, this could hurt
your performance. Also, if you use Vi-
sual Interdev 6 with its Design Time
Controls you must be careful that your
check_logged_in call comes before
blocks of code that VI puts in, specifi-
cally the VI scripting object model
code. What happens otherwise is that
the VI code starts writing headers to
the browser and when you try to redi-
rect, you'll get an error.

Making Sure Valid Users Can
See Only Their Information

Once people are logged in, they
are assumed to be safe and every-
thing is OK, right? Well, obviously you
didn'’t read the title of this section, so
go back and do that now.

OK, now that we are all caught
up... once people are in your site
there is no reason to assume they will
not poke around and try to get into
anything they can. After all, you might
run a site (such as Hotmail or similar)
that anyone can sign up for; you really
@/e no idea who is using your site.

Or corporate users might try to \
get into their competitors’ data. There
are a few things we can do to stop
this:

1) Validate all forms on the server.
Now Javascript is a great way to vali-
date forms and is much less of a has-
sle than trying to deal with this on the
server. The user gets instant feedback
and your error checking code was
cake to write. However, nothing stops
a user from finding the URL of your
CGl or your ASP page that accepts
the form and just passing all the data
in the URL (if it was a GET form). You
could switch all of your forms to post,
which would defeat a lot of people.
But what if users use the back button
a lot? They would get hassled by all
sorts of expired page messages. Or
what if you need to actually load the
results of the form in another frame,
using Javascript to set the href of that
frame like this:

parent.frame.otherwindow.loca-
tion.href="view_data?id=5" (or similar,
| can’'t remember the exact syntax)

So in the interests of making the
site easy to use and flexible, you'll
probably need to use GET some-
times. Plus someone could write their
own software to send whatever they
wanted through POST.

On the server you'll need a few
checks to make sure everything is
OK. Here are a few:

a) Check the referring page - if the
information didn’t come from the right
page, reject it and give an error. In
ASP the code to get the referrer is:

Request.ServerVariables("HTTP_R
EFERER”).

If someone is really determined, a
program could easily fake this. How-
ever as far as | know, browsers never
lie about referrers. This also will not
work if your pages are linked by many
other pages - the list of possible refer-
rers to check could get out of hand.

b) Make sure every variable that
you expect is there. If anything is
missing it could be a problem. At the
least it will probably cause an ASP er-
ror, which looks ugly. Look out for
these and give your own error page
when this happens. )
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( c) Check the types and data in
all variables. Like | mentioned before,
don’t rely on JavaScript. JavaScript is
there more as a convenience to the
user so they do not have to reload the
page and wait in order to find an error.
You still need to have a second check
just in case.

2) Make your SQL statements se-
cure. If you are accessing a database,
99 percent of the time you will use
SQL to do this. One thing a user can
do is pass data through the parame-
ters to a page that was the correct
type and hence would pass the tests
in the last section. But it could be in-
correct data. For instance, you run a
web based mail site. Bob goes to view
his mail and goes to a page with this
URL:

http://bogusmailserver.com/view_m
ail?user_id=647

So he decides to try other ID num-
bers in the URL and presto, he gets to
read someone else’s mail. This is be-
cause the SQL statement just took the
parameter and grabbed all the mail
from the database that belonged to
that ID number. In this case the
user_id might have been better stored
in the session, and since it is just one
int for each user, it would not hurt per-
formance that much. But here is an-
other example. Say you have a
database of salesmen and their
clients and the URL looks like this:

http://blah.com/view_customer_dat
a?sales_id=123&cust_id=4324

And say all your SQL did was
lookup that customer id and return the
data, like this:

SELECT * FROM CUST_DATA
WHERE customer_id=@cust _id

Therefore you are vuinerable to
someone typing in any other customer
id in the URL. A better way would be
to correlate the salesman id and the
customer id:

SELECT * FROM CUST_DATA
WHERE customer_id=@cust_id AND

salesman_id = @sales_id

If the information that related \
salesmen to customers is in another
table, then you should use a JOIN to
combine the two. Now you may say
that a user could easily just play with
salesman id’s and customer id’s until
he found one that worked, so why not
put the salesman id in the session?
Well, what if you aren’t logged in as
the salesman but as his manager, and
you've got 100 salesmen under you.
Putting them all in the session is a big
headache on many levels. In that
case you would need a way to match
up managers with their salesmen, and
then with their customers. This would
take the form of another table and
then your SQL statement would need
to include the manager information
joined with the other two items.

The basic point of this explanation
is don'’t rely on parameters passed
solely by GET and POST to do SQL
queries, you should always correlate
them with data held in the session ob-
ject. Otherwise you leave yourself
open to people looking at others’ data,
whether it's e-mail, sales info, or your
private medical records.

One other note about SQL queries
- there was an article in Phrack #54
that exposed some potentially serious
issues with SQL server 6.5 and users
being able to pass their own SQL
queries in parameters. Find the article
and make sure your app is not vulner-
able to this.

In closing | hope this has been an
informative and helpful article for the
programmers out there. | know | blew
over some of the SQL stuff, but it is
too big of a topic to go into here. For
more information, check out this page
(or the 10,000 mirrors of it on the
web):

http://w3.one.net/~jhoffman/sqltut.h
tm Also, | am sure | missed a few
holes that | am just not aware of. So
do not take this as the end all and be
all of securing sites in code. )

www.2600.com
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by Phrostbyte

During the winter of 97/98, the Abra-
ham Lincoln Battle Group deployed a
new network for Siprnet access on board
US Navy ships. The ALBG built the basis
of this network on NT 4.0 and HP Unix
10.20, and it was decided this would be
the network to bring the Navy into the
21st century, so they dubbed this new net-
work “Information Technology 21st Cen-
tury” or, put simply, IT21. IT21’s primary
purpose is for relaying  §
military tactical in-
formation from ship weas
to ship using Inter- | #*
net protocols. In £
reference a re-
cent article enti-
tled “More on
Siprnet,” the
author stated
that he believed
Siprnet was going through the KG
84 crypto. I can verify this as the crypto
system being used onboard US Navy
ships. In addition, the author was correct
when he mentioned that he heard that the
KG-84 is loaded with a paper tape with
punch holes, similar to the punch cards
used in the 60’s and 70’s. The crypto tape
is a part of COMSEC (Communication
Security) which is for other military com-
munication systems other than Siprnet.
The tape is about half an inch wide and,
depending on its use, determines the
length of the crypto. In addition to the
KG-84 crypto, IT21 is also built using
CISCO 4000 routers, XYLAN Omni
Switches, and Digital Equipment dual
Pentium Pro servers running NT 4.0. Be-
sides the NT 4.0 network, IT21 ties into
\JMCIS (Joint Maritime Command In-

“STILL MORE ON SIPRNET

formation System) and NAVMACS
(Naval Modular Automatic Communica-
tions System), both of which run off HP
Unix 10.20. The purpose of JMCIS is to
display real time information and location
of every US Navy, Marine, and other US
and allied forces in the world. NAV-
MACS is used for the transmitting and re-
ceiving of military messages and
communications over a data network. On
board Navy vessels, Siprnet is accessed
via EHF and SHF circuits. Under test

% : runs, the larger class
ships with SHF

lable to even
open up
voice chat
and video con-
« ferencing. During
" the Abraham Lin-
- coln Battle Group deploy-
ment, IT21 proved beyond successful for
relaying secret information over secured
circuits faster than previously used net-
works.

Also previously stated in the “More on
Siprnet” article, the author makes refer-
ence to the location of the bunker that
houses the primary Siprnet servers. In ad-
dition to the one in Maryland, there are al-
ternate backup servers at the NORAD
installation and the bunkers at Shiyan
Mountain along with three remote moni-
toring stations, one on the east coast, one
on the west coast, and the third in Europe.
The purpose of these stations is to main-
tain security on the Siprnet network, and
monitor all logins, ensuring that the all

systems stay operational.
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by Astromané66 loading them or using very large values, and vice
Bugs are an inherent part of any software sys- versa if the variables are designed to use large
tem, large or small. It is estimated that there are 15 numbers. What happens when the elements in a
bugs per 100 lines of code in larger systems, and particular array are maxed out? What if they are all
while companies try their hardest to decrease this empty?
proportion, it will never get to zero. In this article | Why are there bugs at maxima and minima

will try and make three major points: 1) that no 2

points? Variables are generally used to hold a par-
matter what system one is working on, there a lar range of values - they serve a very distinct
bugs in it; 2) how to find bugs in soﬁ%e systel Lirpose, and therefore are expected to handle very
and 3) how to exploit those bugs. % "

The nature of developing a software syst push the boundaries of those variables, you

this | mean a large base of code that may cof of the system that rarely gets

istin es. That is their general use. If you alter

up to millions of lines of cod&but may be se
hundred thousand, re
firmware) is basically
code, the testers test > ; i
fects found back to tf 4 remote parts of code, you could
as many as they ca s

testers, who test it

t of the system is rarely used,

il you run across them.

 black-box analysis

thece If), it can

e code. Use parts of the
ed, and combine them
s, then try going the
rare). If you stumble
ommand, use it in
finding bugs ommand or function
Remember, what doesn’t nor-
idn't get tested extensively while

There are bugs in there, you just

are routinely taken are ho :
fection. But Development sifm
much attention on the rarely &
therefore there is some degre
those sections of code. When t
software systems, these are the are
These parts of code are where the bug

How to Find Bugs

| will outline three general methods for finding that error. This is not always a clean process. There

place bugs are common is at error-

points in a software system. After all, at
andling points something has already gone
wrong and now the system must recuperate from

bugs in software systems. The most obvious place are a number of things that could happen if the

to start looking for bugs are at maxima and minima  process fails, from locking the system to dropping
points in the variables. This is formally called you out of the program to the shell. Try generating
Boundary Testing. Extreme values for variables are errors, but from an odd perspective. Say a certain
always a problem for software. If the variables are password program fires up when your computer is
designed to manipulate small numbers, try over- undisturbed for five minutes. That this little pro-
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gram must look up your password makes it inter-
esting enough, but what happens if some error
should occur while it is doing so? Is this program, or
part of a larger system, designed to handle all com-
bination of characters given it? What about system
(or reserved) character combinations? What about
maxing out the arrays? It's worth a try....

Finding bugs from scratch is a difficult task.
What's better is when you have bugs, fixed or not,
to work with.

Exploiting Bugs

Exploiting bugs is the process by which one
uses an existing condition (that resembles a mal-
function of the program in some way) to cause a
condition to occur that is beneficial to the user. For
example, | was perusing the alt.computer.security
newsgroup the other day, and found that someone
had noticed that Microsoft had left a port open on
one of their web servers. While the person describ-
ing this said he couldn’t get

anything to happen
while logged on to the
port, he was asking if
there was still some
prospect of exploit-
ing this “bug.” He
found a malfunction
in the programming of
Microsoft's web server and, ;

based on that behavior, wanted to cause the server
to function to his advantage. This is exploitation.

Of course, exploitation requires that a particular
bug is known. Fortunately, known bugs are very
easy to come by. If you are working off an upgrade
version of software (that is, anything besides ver.
1.0), look at what features were upgraded. Each
one of those items were at one time a problem-
spot in the software. Not only were there bugs in
those sections of code, but there are praobably bugs
still there. This gives you a clear indication of which
part of the software to “test.”

Scan the computer security newsgroups - there
are constantly reports of bugs and exploits ex-
plained in those posts. This can give you a direct
target to work on. Security web pages abound on
the net - use them to your advantage. Learn as

much about the software you are testing. Often-
times if you know what is supposed to happen, you
will notice when some anomaly takes place; you
might not have noticed it otherwise.

So you've found a bug that you want to target
- and let's say it has already been fixed. So much
for exploiting that particular bug. But it is character-
istic of software systems that bugs appear in
groups, in sections of code, not so much individu-
ally. Normally, with code that has been developed
by numerous programmers working under all sorts
of conditions, there will be patchy sections of code
that hold more bugs than others. So the particular
bug you have found has been fixed - more than
likely there are other bugs hiding in surrounding
code. How do you find out? Use the bug-tracking
techniques outlined in the previous section of this
article, Just focus your attention on and around the
bug already known.

This method of software testing is often called
“Exploratory Testing.” It is often, informally, re-
ferred to as ad hoc testing. Exploratory testing is
the process by which the tester will systematically
move through various conditions in order to expose
bugs in the area of an already existing bug. Infor-
mally, this could be called “tweaking” the program,
a little bit at a time. Change things here and there,
try this, do such-and-such, etc. If you can just mess
around with the bug you already know about,
chances are you could turn up another one.

Some Points to Keep in Mind

There are bugs in the software; you just have to
find them.

Bugs typically show up in groups. Find one bug,
and there are probably others close by.

Use Boundary Testing to push variables to the
limit.

Try exercising remote code-paths.

Cause errors, but from odd angles. Try and
cause a messy error handling condition.

Use Exploratory Testing to find bugs in the area
of already known bugs.

Practice the techniques outlined above, and pay
close attention to what happens to cause software
to malfunction. You will be finding bugs in no time.
Happy hunting!
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~ALL ABOUT SECURID

by magus

securid@terrorists.net

Right off the bat, I'd like to note - | wrote
this article from memory. It may contain fac-
tual inaccuracies. Feel free to point them
out constructively. Thanks.

Well, I've been wanting to write about
SecurlD’s and such for a while, and this
spare hour or two on Greyhound is as good
a time as any, | suppose... [/blatant geek
plug]

For those of you who are scratching
your heads and wondering “WTF is a Se-
curlD? Did you just make it up so you'd
have something to write an article about?” -
the answer is yes! Ain’t no such thing, its all
a massive hoax.

Heh, well no, they do exist, but | like the
hoax idea [grin]. (Along those lines, don’t
worry about seemingly nonsensical com-
ments in this article. Most of them are jokes
only seven geeks worldwide will get. If one
of these is you, e-mail me!) When most
people speak of SecurlD’s, they probably
mean the SecurlD tokens made by Security
Dynamics (www.securitydynamics.com)
and used by many corporations including
America Online (one could write an article
just about how AOL uses SecurlD’s, since
they have a fairly custom implementation.
Don't they, Tatiana?), Pacific Bell, Bell
Canada (I think), several universities, and
countless corporations that nobody but
their stockholders and their Security Dy-
namics account executive have ever heard
of. These tokens are little more than a blue
piece of plastic with an LCD screen and
“SecurlD” in impressive red letters. If you
don't have one, obtain one. They make
great conversation pieces even if you don't
use them for anything. The screen displays
up to eight numbers, but I've only seen six
of those ever be used. These numbers ro-
tate every 30, 45, or 60 seconds depending
on the token and the server. The left hand
corner of the screen shows a series of bars
which disappear one by one to let you
know how close you are to the next rotation
(number change). The purpose, of course,
is to authenticate yourself to someone'’s
server somewhere

When you are challenged at login, you
need to enter the current number on the
SecurlD display (or the most recent one;
there’s a grace period of a few seconds)
and sometimes a PIN. Some setups will re-
quire a PIN, some won't. It doesn't really
add all that much security, IMHO, since
you're already being challenged for a login,
password, and SecurlD code - if someone
has all those, you're already pretty badly
off. If someone has a gun to your head, you
can increment your PIN by one, which is
called a “duress PIN” and you'll still be
logged in. However, you'll generate an Er-
ror Type 666: Gun Proximity Fault or some
such in the security log. Woohoo. Con-
versely, if you ever point a gun at someone
and ask for their PIN, and they’re not the
silly secretary type who will faint dead away
instantly (i.e., they seem to have some
presence of mind), slap them a couple
times and decrease their PIN by one. As-
suming you're somewhere it's legal to point
guns at people and slap them around, of
course (i.e., you're a Reno PD officer hav-
ing a bad day).

If someone enters a code and somehow
gets knocked off the system, they must wait
for their next rotation - they can’t login
again using that same code unless it's gen-
erated twice in a row, which shouldn’t hap-
pen. | have seen tokens roll over to
555555, 333333, efc... | stand ready with a
camera to photograph a token reading
666666....

Each token has an eight digit serial
number stamped on the back, right next to
“Please return to Security Dynamics...
yadda yadda.” This is used to track the to-
ken in the ACE (Access Control Electron-
ics) server, enable/disable it, unbind it from
someone’s account, etc., etc. Each token
also has a self-destruct date. Contrary to
the popular beliefs of Mission Impossible
junkies, it will not detonate a small thermite
charge on this date - it merely ceases to
work and obstinately displays “Sd Inc” on
its display, or merely flashes a single dot, or
both. Dead SecurlD’s have been known to
start doing something with strong electro-
static discharge - they count, but not in the
way they are supposed to. They are fairly
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resistant to such discharge, although I've
only tested on the older cards and the
newer key fobs. If anyone has tried HERF-
ing one, I'd like to hear the results. Some
people have theorized that they also self-
destruct if opened - | maintain it's just really
hard to open one without breaking it [grin].
Then again, I've only tried this on older
cards.

Speaking of which... | meant to cover
this earlier. SecurlD’s come in various form
factors. All are strong, rugged electronics.
Do not bend or immerse your SecurlD in
water. Please turn your SecurlD in to your
SecurlD administrator rather than dropping
it into the Cracks of Doom to unmake it. Do
not feed or tease Happy Funball.

The cards are the classics... these are
metal, strong, heavy items (not by them-
selves, but a stack of seven could sunder a
skull if wielded by a strong and virtuous
geek) about the size of a credit card and
two or three times as thick. They are tempt-
ing to put in your back pocket, against all
admonitions. We know it's tempting. So
very tempting. Please don't. We guarantee
they will crack within a day. Security Dy-
namics won't replace them if the display is
cracked or blackened. No matter how much
you try to convince them it's somehow their
fault.

The next model is the funky squarish
key fob. | love these. They're built like
tanks. Mine has been dropped, run over,
chewed on by toddlers, and thrown in
anger. It's still a happy cute little SecurlD. It
does basically the same thing as every
other SecurlD. The case is plastic rather
than metal.

After this is the sleek sexy key fob. If the
squarish one looks like it belongs in Buck
Rogers, these should be in Star Trek TNG.
I'd provide more modern references, but |
haven’t watched TV in years!

These are also plastic, and identical to
the Buck Rogers SecurlD, just sexier. They
can be run over by a light fiberglass im-
ported bimbo box, but seem to be more
breaky in general. Note that these are ad-
mittedly unscientific tests [grin] :::resumes
dropping cards out of sequentially higher
floors until forced to stop:::

One of the more obscure SecurlD’s is
the SecurlD enabled PCMCIA card modem.
These are manufactured by Motorola and
have no display - they send login data di-
rectly to ACE when this option is enabled.
ACE must have a special module loaded to

be able to support these. These are fun
when everyone else at the geek meet has
generic communications gear. Unless you
run into someone with an STU-IIl phone.
Then you're outmatched, and need to crum-
ble into a pile of geeky dust.

There are two other models | know of:
smartcards and cards with keypads. | don't
own either, alas, so if this sentence is still
here by the time you read this article, | was-
n't able to find out anything either. Woe is
me.

There's also “SoftID,” which is merely a
piece of code which generates codes, same
as a token.

Are SecurlD’s somehow insecure? Of
course! Let me know if you find out how so.
The obvious answer is the usual answer in
such questions - who controls the access
control? Do you like your geek? Does your
geek like you? The latter matters more.
What happens if the machine running ACE
goes down? Do logins go unchallenged like
AOL’s original plans for SecurlD implemen-
tation called for? Do you really trust a secu-
rity device manufactured by a company that
won’t open its design for public review? Do
you not care and just can't resist these sexy
pieces of plastic?

The ACE server itself runs on a variety
of operating systems, including NT, HPUX,
and others. | have a copy lying around
somewhere for someone extremely quali-
fied to pick apart if they’d like to contact me.
Ditto for the authentication tokens them-
selves.

This is by no means a complete work - it
is merely an overview of SecurlD technol-
ogy as generated by my memory, which is
admittedly failing as a result of my fool brain
being unable to adapt itself to run off caf-
feine instead of glucose. If anyone wants
technical details on administering ACE or
something similarly specific, or merely
wishes to bash me for a harebrained error,
feel free to contact me.

i

Security’

e
b
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- o
by xenox Securitv ) vnamics
xenox9@hushmail.com Kot ¥y ORI
Reading over an old 2600 issue

15:1), | ran across a letter from token-code. ,
ackrat regarding SecurlDs. Having Each code is based on two inputs
had some secondhand experience to the one way algorithm:
with them, | decided to dig a little - the non-secret time

- a secret seed programmed into
the card at “birth”

Inside the SecurlD, the secret
ey (a constant binary value which
oesn't change) and SDTI’s binary
otation for Cu t Time (a vari-
ble, potentia are first
concatenated e [
series, one a
linked valu

deeper.

A SecurlD is a two-factor p
sonal identification device, a t
which is used to help authenticate
validate (to a computer) a person’s
declared identity. The classic.and
most common SecurlD tokenis a
slim steel card. It contains an.&

€19
bit CPU, clock-chip, memory, and
lithium battery. flaw
The surface of the card (ig
for the time being other variatio
boldly displays “SecurlD” anc
an eight digit LCD screen wit
segment LCD countdown ba
On the back of the card i

a serial number and : :

ei

to four years but has a pre
destruct date. Alg he Ci
several sensor
it detects any

electronic attac the system
A large deg od of au-
due to the ac

validation

nd the reading
The central

s specific user
e random seed. It
RVER time through
om seed. To allow
ts any value within
" of the SERVER re-

yeriod fast). If the CARD’
arting to “drift,” the server
his and keeps this in
ext time the authentica-
| takes place. This al-
imprecise clock-chip to

a valid and secure token.

is to say, no o
uess, or otherwi
fut

determine the to
codes from a record of pa
codes from that SecurlD. ’
matical terms, it is computational ‘
unpredictable by someone who stem only allow for ten
doesn’t know the numbers that were entering attempts before the
used as input for the so-called “one-  card is disabled (this is with a valid
way function,” the (SDTl-proprietary) PIN). After three tries (with any
hash algorithm that calculates the code) and an incorrect PIN the sys-
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tem temporarily blocks further at-
tempts.

PIN’s can be randomly generated
by the server or can be assigned by
an administrator. PIN’s can be any
typeable character (alpha, numeric,

Multi-seed SecurlD has a pressure
sensitive button which allows the
user to switch between several inter-
nal processes (each process is
based around a different random
seed). Yet another SecurlD form is

the SecurlD Key Fob, semi-obviously
a key chain version of a standard
SecurlD. There is also a PCMCIA
modem version used for remote se-
cure access, and a software version
of the card used largely for internal
verification procedures.

typographical) and must be four to
eight characters long.

A really sneaky feature that can
be enabled with SecurlD’s are
Duress PIN’s. These are similar to
all the tricks banks tr¥] and pull to
silently alert police when they are
being robbed (i.e., removing the last
bill in the drawer closes an alarm cir-
cuit, etc.). If you force a user to
cough up his PIN, it is very likely
that he will give you his Duress PIN,
a PIN that appears to work correctly
but immediately notifies the adminis-
trators that there has been a breach.

There are several distinct varia-
tions of SecurlD cards. One of the
SecurlD variations, the PinPad Se-
cure also has a small numeric keF\;-
pad built into the card. Another, the

from

Enter wour new PIM, containing 4 to 8 characters,
or
<Ctrl d» to cancel the Mew PIN procedure:
Please re-enter new PIN:
Wait for the
Enter PASS
PASSCODE

code an your token to change, then log in with the new PIN

pﬁed

HHHHERE NOTICE HHHAHE NOTICE HHHAHE NOTICE HHH#HER NOTICE HHAHBHH

achine on the
It is to be used OMLY
setting SecurID PINs.

is a restricted
wstemn and 1
- setting/

) contact the

HiHEHE NOTICE HHHHEHE NOTICE HeH#HE NOTICE HEHHEH NOTICE HHHHAERH

Connection <losed by foreign host.
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YOUR INTERNET

BIRTHDAY

\b;vx The Cheshire Catalyst
en is your Internet birthday? Sure,
you know what date you were born on. In
fact, ljust about everyone knows. But
should they? You might be John Smith
(and lost among all the other John Smith’s
out there), but if you’re the John Smith
born in 1955 on May 23, then they pretty
much know which one is you.

Have you been entering any of those
“Internet contests?” The ones that want
your life history? It’s a good bet they want
to track you and what you purchase on the
web. They ask your date ot birth (DOB)
for a couple of reasons. One of them is to
determine if you were born more than 18
or 21 years ago (and are therefore “legal”
to (}:Sntract for goods and services over the
web).

Have you considered coming up with
an “Internet birthday” just to keep them on
their toes? It’s simple to do. First, look up
K/([)ur astrological sign. If you were born in

ay, Kou are either a Taurus (which comes
in at the end of April), or a Gemini, which
starts on the 21st of the month and contin-
ues into June. Since our mythical Mr.
Smith was born on the 23rd, he would be a
Gemini. In order to stay a Gemini, he
would claim that his birthday is the 31st -
the last day of the month. If he were born
before the 21st, he’d claim May 1 as his
birthday. (You Pisces people in February
should just claim February 28, and not
pla%“wnh leap years!)

he net is a pretty insecure medium,

and three things can pretty much get you
into all the trouble anyone wants to get you
in. Your name, Social Security number,
and date of birth. By using your Internet
DOB, someone might have a harder time
causing mischief with gour identity if the
can’t find your real DOB. And if you fin
yourself in an Internet Relay Chat room
with someone, you're not misrepresenting
your astrological sign (some of these geo-
ple take it really seriously and would be
very upset if Frou were misrepresented
when they told their astrologer about you).

But most people asking for your DOB
these days have no real reason to have it.
So there’s no real reason to give it to them.
Just let them know you’re of legal age, and
let it go at that. Unfortunately, it isn’t that

easy, because some of the form scripts
won'’t get past the CGI (Common Gateway
Interface) program that’s checking that all
the blanks are filled in. You have to fill
something in, if only to get past the soft-
ware.

If your real birth date is actually the
first or the last of the month, enough of us
goor paranoids will be climbing on your

andwagon that they probably won’t be
sure it’s really you by the time we’re
through. Offsetting your DOB by a day or
two wouldn’t hurt though, and you can just
claim it’s a typo. Sure, your real date o
birth is on umpteen legal documents, and
already in the hands of the majority of
a%qnmes, credit bureaus, driver’s license
offices, and what all, but that’s no reason
to make it easier for the johnnie-come-
lately’s that might be sniffing the net just
now.

If you’re not entering data on a secure
page (with the little locked lock showing
around the edge of your browser some-
where), then %ou shouldn’t be entering
your real DOB. Parents should esgecially
tell their kids about their Internet birthday,
and that they should let you know when-
ever anyone has asked them for it. It might
just be that Tony the Tiger wants to send a

irthday coupon for Frosted Flakes, but it
might be someone masquerading as Tony
with less than good intentions.

We old 60’s hippies used to say, “Just
because you’re paranoid, doesn’t mean
they’re not out to get you.” You don’t have
to %{we them the ammunition they need to
make you paranoid. Have fun on the net,
and enjoy seeing who sends you birthday
greetings on your “Internet birthday!”
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Make spammers

work for you
By Chatreaux

If you’ve been online for a while, it’s
most likely that you’ve received spam.
Usually, unsolicited emails come from
people (if they’re to call themselves that)
who think not only that they’re smarter
than the rest of us, but also assume that
others aren’t but puny idiots.

In most physical confrontations, when
someone pushes us, we naturally tend to
push back, leaving the outcome of the
fight in the hands of the strongest or
heaviest contender. If instead of pushing,
we pull, we end up taking advantage of
both our own and our enemy’s strengths.
Guess who’s in control now.

The same principle can be applied to
spam: if you respond to it by emailing
flames and insults (or even a request to be
removed from their mailing list), you're
likely to get nowhere and on top of that
confirm to the spammer that your email
address is indeed valid and active. Fur-
thermore, if you go the violent route, you
risk getting a lot of (even more) abuse in
response, with absolutely nothing you can
do about it.

Tracing the origin of the rogue email is
also futile at best, as the majority of
spammers ensure that their emails per se
can’t be traced back to their real per-
sonas. In most cases, spam comes from
unsecured SMTP servers whose addresses
I’m sure are provided by the authors of
bulk email software themselves. This is
worth exploring, but as I'm writing ad
honorem, I won’t be able to invest some
serious cash into buying a bunch of these
programs and establishing relationships
with the “artists” behind them.

My approach to spam is a bit simpler
(technically speaking). I welcome all
spam, and then, depending on the cate-
gory it falls in, I act. Here’s how it works:

Before you start up, get yourself a free
email address (yahoo, hotmail, etc.).

Once you receive a spam, reply to it
from this address. Use the subject line to
ask for more information or to mention
that you're very interested. You're proba-
bly thinking now that this will get you
nowhere as nine out of ten spams have
bogus return addresses. This is true, but if
you give the spam a quick scan, you are
likely to find a few other addresses; send
cc’s to these as well.

In most cases you will receive a reply
from a legitimate address within a few
days (or hours, depending on the idiocy

level of the spammer). What you do with
this email address is up to you - use your
imagination! When I have time on my
hands and am bored enough, I send a few
short messages always asking for more in-
formation or directly questioning their
honesty.

By the few answers I’ve gotten so far,
I'm fairly sure I've made them waste a
good half hour of their “very valuable”
time.

If instead of an email address, the
spam has a toll free number, by all means
call them and give them your new email
address. As a touch of courtesy, you could
call from a speakerphone and after you’ve
left your message, simply crank up the
stereo and watch their answering machine
fill up with music and their 800 bill gain a
few grams. One word of caution though:
800 numbers are equipped with ANI (the
grandfather of caller ID), so the person
you’'re calling will have a log entry with
your phone number. This means basically
that regardless of how annoyed you are,
you should always be courteous when
leaving your message.

Other kinds of spams carry a URL to
invite you to check a web site. These sites
will always have forms for you to add
your information. I suggest you fill them
out and also look at the html code of the
page with the form. You are likely to fin d
a legit email address there.

Finally, some spams will only give a
toll phone number or a mailing address
(pyramid schemes will only bear mailing
addresses). In these cases, it’s up to you to
spend a dime on a quick call or 33 cents
on a stamp.

I don’t think spam will ever stop. It
could probably be curbed with the right
kind and amount of government interven-
tion, but this kind of “help” is usually like
bad chemotherapy... you end up losing
your hair, your strength, your immune
system, and your appetite in the process.
Judging by what happens when govern-
ment tries to get involved in people’s
lives, I would advise against calling politi-
cal attention to an issue that could very
well be handled by the community.

If enough people start responding to
spam as described above, we will slowly
but surely eat into spammers’ (appar-
ently) only resource: time. It would be like
giving them the “Human Ping of Death.”

Spring 19100
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Taking Advantage

of All Advantage

by sill con kill
If you are at all'in tune with any of the scams- on
the Intemet youare probably familiar with All Advan-
tage (www.alladvamage com). All Advantage is a sys-
tem that pays you téagsurf the net, or so.they boast.
“The rules have chal{’gcd” is their slogan, and they
su:e have: They pay you for surfing the net? The ﬁrst
thmg that crossed ‘my mmd was that it was going to

entail ;ﬁllmg out a large survey, and you would get
paid like ve bucks, and there must have been some
other twist to.it. We]l, there is. You have to put up WIth
a view bar (800 hy 100 Fthink) that sits right above
your taskbar in: wmﬂmvs For someg reason, I don’t _E
thmk they w1ll be commg ‘out with &,lmux version

| coulgi il [f‘ it I was ac wnulatnrfg mﬁe or not). A
fmfng around in: VB fo‘r a bu 1 real{zed that it.only
worked if the browse,r was actwﬁ I*hat day I'm de 86
cents Annoyed tla“at I was letting myself be torm i;ted
by the ads, 1 caine to the conc}usson that there must
some betteﬁway to collect tlméwhﬂe not havi
deal w1th the ads The progralﬁl times out after five L
mmup:s of i macn’vxty Activity is  defined by All Ad-

vam‘.age as “actively surﬁmg the web (clicking o;i links
and t’ypmg in addresses);‘ The viewbar acts-as a,leech
to your bmwser and'i is gctlve when your brows@ is ac-
tive. I tried vatious dlﬁ‘érent ways of trying to keep the
viewbar actlve but qet the browser, but nothing
worked. I askcd ar@und a bit about whether ther
a way.to make my computer think I was chckmg the
mouse, even thoilgh physically I wasn’t. Maybe the
is a way, but Ipouidn ‘tfind one. I experlmemed with

_would use the macro program to record my mouse .

l_'at once: A month smce All Advantage llmlt;s paynﬁem to
 ten hours i

j he«d_;pectory and they can all be edlted once their
‘read-only property is revoked. You cannot do much

some lego designs, to try to perform the act mstef

my finger. | would wait a daunting five minute for
each of my schemes to work; but alas, the viejﬁrbar re-
fused to stay actu?e After distressing, Ireallzed that I
had a program on my computer that perf’ormed prere-
corded macros . Then it hit me. I couid make a web
page that lmked to another web ﬂpage then linked back
to the first eme | would make two large graphlcs that
could be elicked on easﬂy a’nd then link them Then,’ I

movemem oficlicking the graphic, and: have th@ﬂpro-
gram repeat it over and over. This way, I cﬁuld leave' |

my computer 1dle and it would just. ,s.my “there * ‘surfing
the web,” aceording to the All Advantage viewbar at |
least. T could stack up to ten hours a. night, and only do

The, ads' are stored as glfs There are 3 glf ﬁles in

ecause the program automatically dqwnloﬁds the
td-html a’ricf some other ad htmls. These are also”
ed in the dlrectory, bat updated eVery fjve mmutes

ny type ‘of fraud, and this is
part so don’ tgct caught

\.

\‘f‘x\@lladuantaqe

lllegal for the ost

com

p

3
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AT&T s Gaping Hole

_ sF Jinx

There is 8 alitch in ATsT
Wireless Service that allows a
user to receive free phone ser-
vice. There are cell phone cus:
tomers who have Been making
calls free £or months and may
never e cauaht. First let me t
you that | am merely expOsinG
alitch and do not advocate t
advantage Of it in any Way.
aHthouah | will Give you spe
formation on how 1o &e
service and how to socal
neer an activation £
vice, | dp n&t condg
stealing airtime
Now let me exp

Prepaid a
specific prep
certain ex
However,
prepaid Phon

for a lona tive B
it Because it is a re
andawould cost Beau p dollars =
10 fix the alitch. Here is the really
cool thing agout this hole. AT+ T
prepaid service does not require
you t8 Give your name and ad-
dress. So there is NnO way they
can trace it to you, and even £
they were agle 0 cateh you, it's
not your fault you received free
service - it's AT+ Ts faut.
Now you know how easy it is
10 et free service. But here’s
the hard part: activating a prepaid
account with a regular numser.
What to do, what to do? Lsually

&5, SO

T e when
this mix-up happens, it is By pure
chance, a mistake, a8 fluke. But It
could Be done intenxtionally i£ an
evil person (not us) wanted to
take advantace of it. There are a
“Pew ways to do it, But this is
proeaely the Best way. You need
e social enaineering sklills ge-
ise you have to pre-ter\dAyou

ot two

, , your™ pin

T4 Ts system willl not

‘error and the only way
e rep will catch it is If they have

very phone prefix memor I
and they won't. The reps usually
dont even pay attention and just
want to get you off the phone
sO they can answier the next call.

While v sure this error will

ge fixedisomeday, ['am just G

* amazed that AT+ T does not ™«
make it a priority. Once the se-
cret is out, there's Bound do Be
tons of proelems. Mayge exposing
it to you all will put ATST on
their tippy toes. Have a nice day
cell phreaks, and thank you £or
calling A

SPRING
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by EchoMirage
webmaster@echomirage.com

Not se long ago there was only one ba-
=cellul:a;r network: the analog net-

2 in the technology that cel-
nmunicate with. Digital is

e iceberg, as there are a
digital technologies and
equency bands within
ctrums. We will look at

rdless phone or a simi-
e. It sends voice signals
s to a base station,

sall.
or car phones, and
es, or bag phones,

ss directly out over
nes use a device
press the analog

network, and the phone
tery life, because it is
the network.
AMPS phones do have the benef t of
being able to achieve up to 19.2 Kbps data
transfer rates. AMPS phones use ESNs
(Electronic Serial Numbers) for trackmg in-
formation. ESNs are usually eleven digits in

decimal form or eight digits in hexadecimal
form, and are found on the back of the
phone (as with handheld phones) or on the
transmitter (as with mobile and trans-
portable phones).

TDMA

TDMA, and all the networks mentioned
from here on out, are D-AMPS (Digital Ad-
vanced Mobile Phone System) networks.
TDMA stands for “Time Division Multiple Ac-
cess”. These phones operate in either the
800 MHz (“digital’) band or the 1900 MHz
(“PCS”) band. TDMA is the most ubiquitous
digital network in the United States, used by
companies such as AT&T and Bell South
Wireless.

Since digital phones transmit much less
frequently than analog phones because the
binary information can be relayed faster,
digital phones “share” radio frequencies.
TDMA works by assigning each phone a
talk time on the frequency. Thus, a cellular
phone will transmit on the frequency only
when its assigned time frame comes. Since

this time is measured in nanoseconds, it is

transparent to the user.
TDMA provides roughly three to four

times the capacity of AMPS. Data transmis-

sions are possible on straight TDMA net-
works but are strangely rare. Many TDMA
companies prefer to use their legacy analog
systems to perform data transmission than
the TDMA system.

TDMA phones use ESNs for tracking.

CDMA

CDMA is a digital technology designed
and pioneered by Qualcomm. CDMA
stands for “Code Division Multiple Access”.
These phones operate in either the 800
MHz (“digital”) band or the 1900 MHz
(“PCS™) band. CDMA is based on military
technology, and is the most efficient cellular
technology publicly available. CDMA tech-
nology is used by companies such as Sprint
PCS and Airtouch.

Rather than assigning each phone a
time to talk, CDMA basically allows an
open-channel. CDMA binary transmissions
are “tagged” to be unique to the phone from
which they originated, so they are never
mixed up. Although several cellular phones
may be “talking” at the same time, they are
all kept separate because each binary
packet has a unique tag on it, which identi-
fies it as coming from or belonglng to a spe-
cific phone. CDMA technology allows for
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approximately ten times the capacity of
AMPS and roughly three times the capacity
of TDMA.

CDMA has additional benefits. Since
there are no “time slots” to worry about,
data transmission is more feasible on a
CDMA network and is less subject to inter-
ference or noise than an AMPS network.
CDMA phones, like TDMA and AMPS
phones, use ESN numbers for tracking pur-
poses.

A great deal of information on CDMA
network technology can be found on the
Qualcomm and Ericsson websites, at
http://www.qualcomm.com and
http://www.ericsson.com, respectively.

GSM

GSM is more or less the worldwide stan-
dard for digital cellular communications.
GSM stands for “Global System for Mobile
communications”. GSM technology is used
by companies such as Omnipoint, Pacific
Bell, and Western Wireless (i.e., Voices-
tream).

These phones operate in the 800 or 900
MHz (“digital”) bands or the 1800 or 1900
MHz (“PCS”) bands. The frequency on
which the phone operates depends on
where in the world it is being used. GSM is
a derivative of TDMA technology, operating
on the same “time sharing” principle as
TDMA. GSM technology is the declared Eu-
ropean standard, and is the most widely
used technology everywhere else (except
North America). In North America, GSM
phones operate in the 800 and 1900 MHz
bands, while in the rest of the world they
operate in the 900 and 1800 MHz bands
(the same is true for TDMA and CDMA

numbers for tracking the phone, though cer-
tain other types of tracking are done using
the SIM card number.

An excellent source of informa-
tion on GSM technology and
GSM providers worldwide can be
found at the GSM Alliance home-
page at http://www.gsm.org.

iDEN

The iDEN network is the
| brainchild of Motorola and was
designed to accommodate both
f cellular transmissions and two-
way radio-like transmissions into
one network. iDEN supposedly

stands for “Integrated Digital
A Electronics Network”. iDEN is
yet another implementation of
| TDMA network technology,
but operates solely in the 800
®8 MHz band (Motorola is cur-
78 rently designing a 1.5 GHz
b version of iDEN for use in
Japan). In the United
States, the only current
- IDEN provider is Nextel
Communications.

The unique feature about the iDEN net-
work is that users have the option of placing
a traditional cellular call or using the “Direct
Connect” feature to turn the phone into a
two-way radio that can communicate with
one or hundreds of other iIDEN phones that
are “tuned” to that channel. This is primarily
being marketed as a business solution, and
rightfully so, as Nextel and other iDEN com-
panies have priced the technology out of
the range of most consumers.

iDEN phones, though operating on

technology when they are used elsewhere .. TDMA technology, are more capable of sup-

e

in the world). s

GSM phones use smart cards or SIMs
(Subscriber Identity Modules) as part of
their functionality. SIMs come in two types:
regular credit card-shaped card and smaller
cards approximately the size of a third of a
stick of gum. In addition to storing informa-
tion on the account and the user, the SIM
card usually also holds the contents of the
address book or phone dlrectory, unique
phones settings, etc.

Additionally, GSM:
cryption to encode the networ
algorithms and authentication keys
in the SIM card. While this was originally
hailed as a fail-safe method for com
tion, it has since been cracked seversa
times and has been shown to be a flawed
encryption technology, on the whole.

GSM'’s strong point, however, is d
transmission. GSM is ideally suited to
used to transmit both data and voice sig-
nals very rapidly. GSM phones use IMEI
(International Mobile Equipment Identity)

porting data transmissions, an

‘that Motorola is attemptin velop this
-into iIDEN's second “kille just in case
alls flat. IDEN

the “Direct Connect’
- phones use IM .
poses.

Mo

for tracking pur-

out the iDEN net-
e Motorola website
la.com/iden.
is constantly being
rmed, and it doesn’t
r standards will end

id phreakers can
the cellular
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WE'RE LISTENING

Alien Intelligence

Dear 2600:
I work for a marketing research company. What we

do is call you at work and ask you to do surveys. We
don’t call people at home on purpose. Occasionally we
will have a home number listed. I apologize and termi-
nate when that happens. I get people who say “please
take me off your list” and hang up. The funny thing
about this is that we can’t really take you off the list. We
mark “RF” and continue calling other people. The rea-
son we don’t take you off the list is, well, we don’t have
access to the list. The lists are usually obtained from the
company that is having us do the survey. My point is if
you want your name permanently taken off the “Tist” you
have to find out what company the survey is for. Usually
you can ask what company the survey is for, but some-
times we can’t reveal that information. But if you take
about three minutes you can easily find out. There is al-
ways at least one question that reveals the company, al-
ways. You can give bullshit answers until you get that
one vital piece of information, then just say “thank you,
good-bye” and hang up. Or you can continue to screw
with the person giving the survey. After you get the com-
pany name you can call them and yell at them and have
your name taken off. If you refuse to give information
we can always get what we need so you might as well
give it. The only thing that we would have a hard time
getting is employee number and total revenues if it is
company policy not to give that out. There is always
someone who will slip. And not giving your business ad-
dress is pointless. I have fun getting those and all other
information that was refused if it is needed to be able to
turn the survey in. And remember to be nice. We know
your name and address, you don’t know who we are.
One other thing: those stupid registration forms people
fill out... that’s just asking to be called.
CgK
We trust you realize that you're the scum of the earth
and we're glad you took the time to write with this info.
Perhaps some of our readers can help us compile our
own list of these survey companies. Make sure your
phone has a ringer on it.

Bookstores

Dear 2600:
I was hanging around our good people at Barnes and

Noble and I saw a display of books that said “Hacker’s
Holiday.” In it was a guide to programming Red Hat
Linux and a bunch of books on how Linux started the
Open Source movement. Nothing about the “hacker” the
media promotes,. you know, punk teenager hell-bent on
causing anarchy and chaos with his computer. I may be a
punk teenager, but I live to only learn and not destroy.
Since Barnes and Noble have really thought about it,
does this mean that other businesses and the media are

going to treat the hacker name with respect, rather than
as a source of fear and hatred?
Downsouth
We can only hope. It’s very helpful when we notice
the good as well as the bad.

Dear 2600:

I am a Barnes and Noble employee and I would like
to state my opinion on what some readers are saying
about Barnes and Noble being against free information
for all. That is a fallacy. Barnes and Noble will order any
book that you want. But we do apply the age regulation
laws for selling pornography. 2600 is not a pornographic
publication and therefore can be sold to a person of un-
derage status. There was a letter in 16:4 from a former
B&N employee stating that the memo of Tom Tolworthy
meant that if deemed inappropriate, it could be put be-
hind the counter. Tom Tolworthy meant Playboy, Pent-
house, and controversial books such as the work of
Robert Mapplethorpe and Sally Mann, not 2600/

In the B&N I work at, 2600 is right in the computer
section on the second shelf in full view. There has never
been any debate of 2600 being put behind the counter.
The fact is that my bosses do not know what 2600 is. To
them it could be a comic book.

This is a company that put the South Park sound-
track on the music section listening stations! This is a
company that sent the store a CD for an in-store play,
and there were cocaine references in one of the songs!
Give the company a break! They pay my bills and give
me medical insurance!

Anonymous Barnes and Noble Music Seller

But what would happen if your bosses did know
what we were about? What would happen if they them-
selves didn’t approve? Our reading of the memo makes
us fear that individual managers, or even clerks, could
relegate us to behind the counter if they felt we were un-
suitable. This kind of power is too easily overused and
abused. We’ve gotten letters about this sort of thing in
the past and we’d appreciate specific details from our
readers if they encounter this at any store from any
chain. This will allow us to pursue the matter with the
store or chain and, in the worst case scenario, at least
know not to send any more issues there.

Dear 2600:

Today, totally on a whim, I bought a copy of 2600 to
read during lunch. I'm a traffic ticket lawyer who was
bored. After lunch I got in the car and heard Stewart
Baker on the local PBS station’s Talk of the Nation
where the subject was hackers. What a coincidence.
Doesn’t take too long for Baker to piss me off by sound-
ing like a patronizing lawyer.

In your magazine was a letter detailing how to go to
Amazon and submit “author” reviews. Stewart Baker
has a book listed on Amazon. You can read “his” com-
ments in 5-7 days. What a coincidence!

quash
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Adventures in School

Dear 2600:

I am an avid reader of your mag and I have been
hacking web sites and just recently hacked the computer
system at my place of employment. About a half a year
ago, I hacked our school web site and backed up all the
files on a CD which I hid so very cautiously in my vent.
My friend and I have been competing with each other on
what we can hack and we always make backups of the
stuff. This time I decided to be a little creative with the
hack. I removed all of the files from their ftp server and
asked them to put my handle and what had happened in
the morning school announcements, just a simple re-
quest really, and then I would return their files to the
server once I heard the announcement. They just simply
would not give in to this request. So they never got their
files back and their very complex web site is now a
shambles. Just recently, the topic came up of the hacked
web site because of the $10,000 it cost the state to re-
place it. This seems like an awfully high price to replace
a web site, but a serious amount of cash nonetheless. My
friend was caught with some Novell hacking files on a
CD that he was distributing to the newbies. He was just
trying to make a fair buck but the school saw it a differ-
ent way and charged him with the crime of hacking the
school web site six months ago! He was suspended for
ten days! Not that he minds being home and sleeping
and hacking more while everyone goes to school, but
this is going to be on his record. How many universities
do you think will accept him? He knows that it was me,
but being a good little hacker, he didn’t tell who the real
culprit was. This just shows what the system is coming
to. They needed someone to put the blame on, and he
was the only one (so they thought) with computer
knowledge. This feels very closely related to the Mitnick
case and the unfair happenings. Thanks for the opportu-
nity to finally speak out about what has happened.

Xkalibur

You won't want to thank us after reading this. This
moronic behavior of yours is what makes things difficult
for the many thousands of non-malicious hackers out
there. What you did stepped over a line that most ratio-
nal people have no difficulty seeing. You destroyed your
school’s site and resorted to extortion. Maybe you used
hacker abilities to get into their site (although it’s far
more likely you simply ran a script) but as soon as you
erased their files and held them for ransom, you became
a criminal. While it was wrong to suspend your friend
for something he didn’t do, you lose the right to be indig-
nant when you help foster the environment of paranoia
that so many schools now have. We only hope your letter
serves a purpose by illustrating to everyone what the
hacker world is NOT about.

Dear 2600:

Today I walked into the hallways of my hallowed
alma mater. Things seemed normal until I got to home-
room. | was handed a small card attached to a cord and
informed that I was now required to wear this tag at all
times. This card features my picture on the front, along
with my full name and a color band which denotes me as

a vocational student. On the back is my picture again, a
magnetic stripe (we can swipe it like an ATM and have
our lunch fees billed to us), and a bar code whose pur-
pose 1 have yet to decipher. Most interesting though is
the small “smart card” chip on the back. As you well
know, smart cards can be used to store information, per-
sonal data, PIN numbers, etc. Could this card be used to
track my every movement through the school? Ab-
solutely. And just to give it a sense of Big Brotherism, I
have been given a serial number. My friends now know
me as P2129. Furthermore, 1 was told that I was required
to sign a waiver stating that I agreed to all rules concern-
ing this card, namely wearing it at all times and present-
ing it to any personnel who requested the information.
Fuck it, I thought, and refused to sign the waiver based
on the fact that I did not agree with the principles to
which it applied. I was sent to the assistant principal’s
office and informed that I would be suspended indefi-
nitely until I bowed down to their ways. Since I am in-
volved in AP classes, as well as electronics engineering,
missing this much time would be bad. So I grudgingly
signed it. Later, I realized that the form stated only that I
must wear it, ideally around my neck. However, since no
mention was made to where it had to be worn, I felt it
would be okay to tie it around my wrist. Wrong wrong
wrong. 1 was once again sent to the office and given de-
tention for insubordination.

The moral of the story? We have no rights whatso-
ever. Public schools that use government funding now
force us to bear identification similar to that used in Ger-
many during the Third Reich or South Africa during
apartheid. Our school is falling apart and over $25,000
was spent on this Orwellian system. Forget reading,
writing, and ‘rithmetic... kids are now being taught op-
pression, conformity, and submission.

P2129, the student formerly known as Kevin

This is a trend we’ve heard about at other schools.
Like any trend, the best time to tear it down is in the
early days. While you shouldn’t risk incurring the wrath
of the authorities any more than you already have, you
can still spread awareness by reaching as many people
as you can through letters, flyers, and any other means
at your disposal. As for the rest of us, we need to share
info on such systems and get the word out so that people
all over the world know the screwed up things going on
inside our schools. If we can figure out how to make
these things utterly useless, they will no longer serve a
purpose. Then of course we’ll have to worry about the
implants....

Dear 2600:

I was reading with interest the letters about schools
in the Winter 2600 and also the ones in the past few is-
sues. I'd like to say that maybe some schools aren’t so
bad.

My current school is actually pretty cool. Although
the computer teacher sometimes gives me dirty looks
when I talk about attending H2K (which I may do, actu-
ally), overall it’s pretty cool. A few kids are scared of
me, but it’s granted that there are always a few inept kids
at schools.

Of course, next year I have to switch schools, so
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maybe that one will be worse. Perhaps I too will write an
article or letter complaining about my “guilt by associa-
tion.” I hope not.

phil

Dear 2600:

Hey guys. I just wanted to let you in on a little expe-
rience I had that got me really steamed. Now I don’t
claim to be the all-powerful god of computers or any-
thing. I know that I’'m not a genius, but I do know stuff
about computers, not just Windose, but our school has
not seen the light of Unix yet and I have to live with it.
But that’s besides the point. I was looking at the Win-
dows registry one day and I found Netbus. Now I knew
that our librarian (we’re too cheap to get real tech peo-
ple) was not that informed, so I assumed that some kid
had put it on there to get remote access from home or
something. I did the right thing and told the librarian
about it, and she asked me how I knew that someone had
put it on there and I told her I saw it in the registry. The
bell rang and I went to class. The next day, I was pulled
out of the middle of my 7th period class to have a talk
with the vice principal. I got down to the office and she
accused me of trying to destroy the computer. I said that
I had not damaged any computer. She called the librarian
to the office and the librarian said that I had tampered
with the registry. I asked her what they saw and when.
She (the librarian) said that the Windows desktop was
not working and that the screen had frozen after the next
person logged on. I pointed out that Windows registry
changes are immediate and permanent. (They also said
that after they rebooted it was fine.) The librarian then
said that it wasn’t important if I had actually messed up
the computer because they said, and I quote: “It could
have messed up on its own(.” The important fact was
that T had been into the registry and I shouldn't have
been there. Now here’s the real clincher (and I quote
again): “You know enough to be dangerous to us. We
know who you are and who your friends are and we’re
watching you,” At which point [ started having night-
mares of Orwellian conspiracies. They were going to try
to give me two days of suspension, but after a very - how
should I put this - interesting conversation with my fa-
ther, he persuaded them that they couldn’t suspend me
for something they didn’t even have a rule against or
they might well be facing several lawsuits and a rather
lengthy petition to the school board to remove them
from their current positions at my school. Anyway, they
still forced me to do two hours of community service. I
never received anything in writing (which is customary),
and I'm assuming it’s because then I would have had
some form of legal recourse. That’s what’s happening in
today’s schools. One other thing: one of my friends was
trying to post the Free Kevin site on some computers and
they removed his account and gave him Saturday school.

gopher the contradictory

Dear 2600:

I have been a fan of your magazine for some time
now and am happy to see that Kevin's finally getting out
of the slammer. Anyway the reason I'm writing to you is
because of problems I've been getting from my school
about your magazine. I took it to school with me to have

something to read when I wasn’t busy. Apparently my
teacher saw me reading during a break. She confiscated
the magazine and dragged me into the principal’s office
ranting and raving about getting me kicked out for read-
ing a simple magazine. It seems the principal shared all
of her views on the Internet, so I was suspended from
school for two weeks. Now this displeased me greatly. I
wanted to do some damage to the school or something to
avenge 2600 but I don’t have the necessary resources to
perform adequate vengeance. So would you do me the
favor of putting my schools web page on the hacked list?
Maybe then justice will prevail.
Microkiller
Our faith in such cases is lost when people express
the desire to be malicious. All you do is vindicate the ac-
tions of the people who work against you. For those who
choose not to go that route, get as much documentation
as possible and gather evidence that you are being disci-
plined merely for reading a magazine. That kind of thing
is clearly wrong but when the issues are muddied, it be-
comes impossible to prove that this is what the person is
being disciplined for in the first place.

Discoveries

Dear 2600:

I was bored one day and decided to probe around
my old employer’s network and see what kinds of
changes to the network environment were made since
my departure. An nmap scan on their subnet revealed the
following gem listening on a port of a certain host:

280 open tcp http-mgmt

I fired up my web server and connected to it. After a
pause, I could see that I had launched a remote web man-
agement console running out of a Hewlett-Packard
printer. Poking around, I realized there was an option for
setting administrative password (not set by default)
through which I could mess with print jobs, clear the
queue, etc. Cruising over to www.hp.com, I did a little
research and discovered that HP boasts of inventing the
smallest firmware web servers in the world (though this
may no longer be the case). There’s a good chance that
that new Laserjet printer or AdvanceStack hub coming
through your door has one of these in it. This may be old
hat, but if you’ve got HP machines on a TCP/IP network
in your org, you may want to run a portscanner against
them and set passwords before the outside world can.

darky(Oda

Dear 2600:

I do not know if this holds true in all areas, but in
Toledo, Ohio if you have Ameritech service you can
push 958 on the telephone and it will tell you what num-
ber you are calling from.

casey

958 has been the standard number for this in our
area for ages. It seems to have spread to other parts of
the country as well. Incidentally, some local switches
now require you to dial 9580 to get your number read
back. Dialing 9581 willcut your connection for a couple
of minutes for testing.
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Dear 2600:

I am an over the road truck driver and part-time pro-
grammer. | hope this message finds its way to the right
person as I am not a Mac hacker. Located at all Petro and
Petro2 truck stops in the main building (not the fuel is-
land) usually near the restaurant is an interesting device.
It is the Petro Passport Redemption Center Kiosk and is
used by truck drivers to redeem showers and coupons
for merchandise. The kiosk is using a Mac OS and a
touch screen for input. The neat thing is when the system
goes “Under Maintenance” the Mac menu appears at the
top of the screen and gives you access to everything. I
played around for a few minutes while it was down and
found a program called “Timbukto.” I think they are us-
ing it for the dial-up connection that sends and receives
information about the truck driver’s account. I don’t
know anything about the Mac OS so my fumbling
around is not very useful. I hope some of you will stop
by a Petro and try to find one that is down and has the
Mac menu available for a hacking adventure. I'm sure it
will be worth the trouble. You can find a location guide
at www.petrotruckstops.com.

I don’t have a handle so if you decide to edit and
publish this little idea please make one up for me.

Handle6015

Dear 2600:
Just a heads up on Cablevision - the NY, CT, MA,
and other states” phone systems are now on ASPECT.
Mongo

Dear 2600:
Hey, just reading one of your issues, when I figured
I may as well call an 800 number and see if I could order
something or harass the other party. So I dialed 1-800-
555-2600, and what is it? A porn line. Ha ha. Well, that’s
not really funny. Eh.
brain

Dear 2600:

After seeing the letter from Shawn about his PCS
2700 Qualcomm phone, I ran to get mine and try it out.
The entry into the diag screen was right: 111111 then se-
lect. But his password didn’t work for Field Debug. I
was on the phone with my mom who suggested I try all
0’s. Wow! I’'m in... I played with that a while and then
tried the programming mode. I was trying to think of
simple combos for a password when I saw USWEST
printed on the front of the phone staring me down. So I
tried it... 879378 and it worked! I had all kinds of things
to play with.... I changed the name USWEST to my
screen name (etropic) so when the phone turns on, it
says ENTERING etropic SERVICE AREA. But now I
can’t get back in. The pass isn’t USWEST anymore. So
how many six digit possibilities with ten keys are there
again?

robert

Maybe it’s time to ask your mom again. We'll check
OUur sources.

Dear 2600:
Windows 2000 Sucks. Just thought you might want
to know.

Dr. K
And with a capital “s” too.

Dear 2600:

Check out the March 6th, 2000 issue of Forbes on
page 39. They have a picture of people coming up an es-
calator and above the people’s heads are two displays:
one says “The Hacker Quarterly” and the other says
“Volume 14, Number 3”. Now what excellent magazine
used that on their cover before?!!!

carls_pub

That photo which was used on our Autumn 1997 is-
sue happens to have also been submitted to a news
agency’s archives. Apparently Forbes was looking for a
picture of a crowd of people and didn’t realize that there
were two hacked signs right behind them. Which is odd
because that's how the picture should have been labeled
at the news agency. At least now people will stop think-
ing we doctored the photo.

Kevin Free

Dear 2600:

I recently wrote a term paper for my political sci-
ence intro class on the freedom of information in Amer-
ica (or the lack thereof). The court case United States vs.
Kevin Mitnick was most useful in proving my thesis that
the government withholds information from the public
to save face. Thank you for getting as many court papers
as possible together and providing an untainted location
of truth on this court case.

Koishii

Dear 2600:

Don’t you guys think that the Kevin Mitnick deal
has been blown a little bit out of wack? There are so
many other hackers doing just as big stuff and not get-
ting any credit whatsoever whereas Kevin Mitnick is
five years ago and still famous! What about Zyklon from
gH (Global Hell) or Cruzzed from LoC (Legends of
Chaos)?

KuNg

You miss the point. It’s not about getting credit, it's
about recognizing injustice. No case that we know of
came close to this in the hacker world. We will continue
1o report on any similar cases as we hear of them - in
Jact, we reported on the Zyklon story in our last issue.

Dear 2600:

I saw “Free Kevin” all around, but I never really
started getting into it until this summer. This school year
I have done around ten assignments on Kevin and his sit-
uation. We have to do a weekly news topic summary in
my Social Studies class and I did a lot on Mitnick while
all that really important stuff was happening in Septem-
ber and October. I have also written one or two essays on
him. Eventually my class just expected my article to be
on Kevin every week, and that’s when I realized I actu-
ally got the word out. When I found out that Kevin was
being released I was overcome with joy. I was jumping
and screaming all over the house. This pissed off my
parents given it was 3 am on a school night. I also saw
that he needs cash for when he gets out. I shall donate
soon, we all should. When I read the “hacked” David
Letterman top ten list of things to do with Free Kevin
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stickers, I didn’t know how to feel - pissed because he
was making fun of the subject, or laughter for it’s show-
ing that the message is getting out and being shown in a
funny matter. But either way, I'll be sure to watch that
episode. When does it air?
Chris from Chrisconsin
We suspect you may have stumbled upon a hacked
page or something as we doubt Letterman would do an
entire top ten on Free Kevin stickers. We appreciate your
actions - they really did help get the word out at a time
when that was most critical.

Dear 2600:

I do nothing to reduce Kevin’s plight, because I
agree wholeheartedly that he’s getting the shaft. But I
agree with Brother Inferior’s letter in the fall issue;
Kevin’s not the only one. Leonard Peltier, one of the
leaders of the American Indian Movement (AIM) has
been in prison for 23 years for a crime of which there is
no proof or even compelling circumstantial evidence
that he committed. Even if there were any evidence that
he committed the crime he’s accused of (killing two FBI
agents), two of his fellow AIM leaders who were also
implicated were released when the “crime” was declared
self-defense. I would include further facts, but due to
space and time constraints, I just recommend a visit to
www.freepeltier.com.

Free Kevin, Free Leonard.

ASZ

Dear 2600:

I was just watching the local news here in the
Chicago area. Channel 32 (the Fox network) proclaimed
the news, “Kevin Mitnick is free.” I was so excited by
the news, it caused me to involuntarily drop to my knees
and yell “Wahooo!!!!” at the top of my lungs! I think
everybody on my floor heard it! God bless America,
there is still justice here!

Rave669

More like the injustice finally ran out. Justice is an
endangered species in this time and place.

Dear 2600:

Okay, he’s free. Now move on to something else.
This is not the Kevin Mitnick Fan Club Newsletter, is it?
The lesson is: life is not fair. It never was; you were
never promised that it was. Reality is, justice is not, nor
ever was, fair. If Kevin Mitnick avoided being butt-
fucked over the last couple of years, he should be thank-
ful, write a book, and leave the pages of 2600 to topics
other than pushing for Mitnick’s sainthood. Those inter-
ested in him can then read the book and watch the big
studio film to follow. His crime was: He got caught.
Losers get caught.

Note to Kevin: You fuck with the bull, you get the
horns. Hope you learned that this time.

2600 reader tired of hearing
the phrase “Free Kevin”
VinceC

Ir always makes us feel like we're doing the right
thing when those who oppose us consistently turn out 1o
be such morons. Thanks for writing.

Dear 2600:

Hey you guys will never believe what happened.
For my speech class in school we had to do an informa-
tive report on whatever we wanted; so I decided to do
my speech on Kevin. I went the full nine yards on this
one to inform the people what had happened and tell
them about the downsides of his release in comparison
to a normal life. I brought all my issues of 2600, ex-
plained the support network, printed flyers and handed
them out, and put bumper stickers on two posterboards
with pictures of Kevin. It was awesome. My teacher was
a little nervous about the whole thing but went with the
flow. Later the next day I found the flyers on lockers and
everything... the word had gotten out and it was huge. It
spread to the other grade levels and I had seniors coming
to me asking me stuff about Kevin. I just wrote to let you
know that I have done my part before and after the
Kevin saga. Much thanks to your magazine and
freekevin.com for all the info I needed to spread the
word. By the way, my teacher even asked for a copy of
the magazine to learn more about Kevin!

r00t_Canal

Every ounce of support that people like you have
shown over the years has helped Kevin get through this
ordeal and helped make the transition back to society a
smooth one. And all of the students who brought this
subject into their schools deserve our gratitude and ad-
miration. More than a few were disciplined for daring to
bring it up. Rest assured, it made a difference and we
hope this serves as inspiration for future causes.

More on SecurlD

Dear 2600:

In response to Insecure’s request for information
from 16:3 - the name “SecurID” can be quite mislead-
ing. Much research has gone into probing the weak-
nesses and insecurity of the SecurID hardware token
card and implementation. A comprehensive report, enti-
tled “Security Vulnerabilities in SecurID” written by
PeiterZ in 1996, can be found at www.nai.com/media/
ps/nai_labs/securid.ps.

Aside from software and implementation flaws,
LOpht Heavy Industries (www.LOpht.com) previously
did some intensive reverse engineering of the physical
hardware token and found a number of curious problems
(features?).

An interesting press release from Security Dynam-
ics (www.rsasecurity.com/news/pr/990406-1.html) men-
tions the use of the SecurlD technology with a Palm
Computing (PalmPilot, Visor) device. This could open
the door to a number of attacks mounted from the Palm
device. The press release was from April 1999 and we
have heard nothing since then.

It’s nice to see people questioning products before
implementing them into their systems. Many companies
are non-responsive to flaws in their products/mecha-
nisms/systems and public scrutiny may be the only way
to wake them up.

Kingpin
LOpht Heavy Industries
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More Fun in Retail

Dear 2600:

I wanted to follow up on Sylex’s letter in 16:2 about
the scanner/printer combinations in Wal-Mart stores. I
had seen a couple of early versions of these over the last
18 months and finally got a good look at one yesterday.

The kiosk has a Kodak flatbed scanner, a touch
screen, and a Kodak dye-sub printer. The computer is
actually a Sun workstation. The way they have it
mounted, I could not see the model number, but based
on the pizza box shape, it is an older one, probably a
Sparc 4 orSparc 5.

The unit I saw was not connected to any network (I
walked around the back of the cabinet to check), and the
only input device was the touch screen. At first I thought
you would need to be pretty damn 31337 to hack a box
with no keyboard and no network connection, but there
are a few options here for those desperate for a way into
a standalone Solaris box.

One option would be to attach a Sun keyboard to it.
If you had a chance to do that without detection, rooting
the box would be trivial (you do know how to halt a Sun
machine from the keyboard and boot into single user
mode, don’t you?). The other, possibly more interesting
way, would take advantage of the I/O devices.

You see, the unit that I saw yesterday, unlike earlier
models, had a floppy drive and a CD-R unit built in. This
opens up the possibility of dropping into a shell by using
a buffer overflow, or possibly running a shell script from
a UFS floppy you bring from home. You would need to
use some care in doing this because even if you get a
shell prompt, the only way to interact with the machine
is via the soft keyboard on the touch screen.

The reward on this one is pretty low relative to the
risk. Even if you do manage to root the box, it is only
standalone. Billing is done based on the number of scans
that you print or save, so there won’t be any useful
records there. At least you probably don’t have to worry
about it running TCP Wrappers or having syslogs that
are carefully scrutinized by trained admins.

Remember, this is for informational purposes only.
Please don’t destroy other people’s property. Given the
limited capabilities of the thing, you might want to con-
centrate on rooting the Coke machine instead.

Anguirus

Dear 2600:

Read the article on “Messing with Staples.”
Thought it was interesting and thought provoking. Be-
sides, I work there now. I knew of most of the gaps in se-
curity. Funny, Loss Prevention dictates most of the stuff
there, but the procedures are extremely lax. Wondering
if I can contribute some more info on these gaping holes
in security.

The Wedge

Dear 2600:

I was in Blockbuster a few nights ago and when I
was waiting for them to ring up the movie, I was mess-
ing around with the credit card machine - you know, the
one they let you slide your card in and punch in the num-
bers yourself. Anyway, I started messing with it, and

when I punched in enter and 1, T got a setup message. It
would let me set up new passwords and all, but I was
more interested in the baud rate setup for it. My question
is what can I do with this info.
cashmolia
Depending on what kind of person you are, you can
either learn how their system operates or really screw
things up and probably get in a mess of trouble. Hope-
fully the people running these systems will also learn
how incredibly badly they’re set up in the first place.

Dear 2600:

This letter is in response to xprotocol’s letter in 16:3
about the credit card scanners at stores. Your response
was “an overnight cashier with lots of free time would
be the perfect candidate to spend hours trying.” Well, I
am that person. [ work at a City Market grocery store
that has credit card scanners similar to what the reader
was describing. By pressing the Enter/Yes button and 7
at the same time, the screen clears and has a password
prompt. I have spent some time at this, trying to get a de-
fault or some type of password format, but no luck yet.
In time, I will have it. I did a little research, and found
out that City Market is part of a large food store chain.
This includes: King Sooper’s, Kroger, Fry’s, Dillon’s,
and others. [ would imagine that they all use the same
type of equipment. I share this so that others around the
nation who work in similar positions can take the time to
try and crack the code and possibly find a default or
backdoor of some type. I have seen one of the managers
working with the machine and it looks like there are
many options and thing to be done with this.

MustardMan

Dear 2600:

Does anyone know anything about SCO UNIX
V/386 Release 3.27 I have been working on hacking a
local Pizza Hut, with no hope in sight. I have called and
talked to the manager and she does not know what the
fuck I’'m talking about when it comes to passwords. All
she could give was her cashier code. So if anyone knows
if there is a standard USER/PASS for Pizza Hut Systems
it would help! (I know offhand that Pizza Hut keeps a
database of all the people they serve.)

Phelix

Dear 2600:

I sent in a letter on the credit card machine, and the
reply I got from you guys didn’t help in anyway whatso-
ever. You might as well sew your fucking lips up tight,
and not help anyone out. Thanks for nothing.

cashmolia

Since you were apparently offended by our auto-
mated reply to your letter submission, you probably
don’t even know that there’s a magazine that goes along
with it. It also gives us some insight as to which group of
people mentioned above you're likely to wind up in.

Dear 2600:

It has come to our attention that you have published
an article, allegedly written by a former employee of
Staples. The article itself concedes that it is written by a
former disgruntled employee who is volunteering trade

Spring 0

Page 35



secrets and proprietary information of Staples. The clear
intent of this article is to encourage malicious destruc-
tion of property and stealing. Should you choose to con-
tinue to provide assistance to this individual’s criminal
activities as well as criminal actions by others, you are of
course subjecting yourself to liability.

In addition, in publishing obviously misappropri-
ated trade secret information, you are open to liability
for any damage we may suffer. While you are certainly
free to publish any publicly available information, the
publication of obvious trade secrets and misappropriated
proprietary information obtained in breach of fiduciary
and contractual obligations is not protected by the First
Amendment.

Staples is a strong supporter of the World Wide Web
and the benefits of the Internet. However, the protection
of confidential and proprietary information and the
maintenance of the integrity of passwords and other se-
curity devices is essential to the functioning of the Inter-
net. Just as you would protect the privacy of your
subscribers and their confidential information and keep
your own and other confidential information safe from
hackers, we have an obligation to maintain the integrity
of our trade secrets and proprietary information. As a le-
gal matter, we cannot tolerate the publication of trade se-
cret information as it puts in jeopardy very valuable
rights of Staples.

If you reflect for a moment, you must recognize that
as a publisher, you have similar interests in protecting
the integrity of the security of private information and
passwords. In failing to respect these rights you stand to
lose them. Should you find yourself a victim of a dis-
gruntled employee or hacker who seeks to damage or
destroy your business through revelations of proprietary
secrets, or private information of yours or your sub-
scribers, you would find yourself without a remedy at
law due to the defense of “unclean hands.” Your ene-
mies, hackers or disgruntled employees or subjects of
your publications will undoubtedly take the position that
you are barred from protecting rights that you violate.

Under all of these circumstances, we have no choice
but to insist that you remove from any material you con-
tinue to publish any of our trade secrets, including pass-
words and confidential information concerning our
security systems. In addition, we hereby demand that
you identify the author of the article “Messing with Sta-
ples” so that we may pursue our legal remedies and take
appropriate action against this individual. We hope to
avoid the need to include you in any legal proceedings.
However, in order to maintain the important protections
of our property, we have no alternative but to vigorously
defend our trade secrets and proprietary information.
Consequently, you can be certain that we cannot simply
let this matter drop. We hope that you will respond re-
sponsibly and immediately, but if we do not receive a
satisfactory response to this letter by 5:00 pm on Friday,
January 28, 2000, we will pursue our legal rights.

Jack A. VanWoerkom

Senior Vice President,

General Counsel

Staples

Thanks for the friendly advice on freedom of speech

and protecting our privacy. It really made us think.
While we were doing this, we realized that we've been
publishing this magazine for longer than Staples has
been in existence. And while we appreciate the sugges-
tions on how to run our business, we feel your needs
would best be suited if you simply minded yours.

You claim to have the “obligation” to protect sensi-
tive information. Why doesn’t that obligation extend to
implementing proper security? Or are threats and intim-
idation the only methods you know of to protect privacy?

In the interests of space, we'll overlook your re-
peated misuse of the word “hacker.” But one thing we’re
really curious about is what the so-called “trade se-
crets” are that you wish to keep quiet. The fact that one
of your stores used a password of “password” on a pub-
licly accessible machine? (You do use different pass-
words at different stores, don’t you?) The previously
unknown “Ctrl-Alt-Delete-End Task” trick to drop into
Windows 957 Or the fact that we exposed the true iden-
tify of Fred Klein?

There is nothing in the article that any reasonable
person would consider to be a trade secret. Of course,
we've wandered into the corporate world again, haven't
we?

And as for your “demands,” you really should know
better. We will never reveal a source without that
source’s explicit permission. And we won't cave in to
threats of any sort. You may think this is a good opportu-
nity since we're already embroiled in a lawsuit filed by
the entire motion picture industry. That would be an-
other mistake to add to your already impressive list.

Dear 2600:

I just read “Messing With Staples” by Maverick in
your winter issue and just wanted to add one thing about
the Compaq BTO kiosk. You can also exit the kiosk by
clicking the “Built for You” banner at the top of the
screen nine times and typing in the password (which
from my personal experience working at “another” of-
fice superstore is always “close”. I'll let you guess which
store.) This is especially useful if the workstation is pro-
tected by “Full Armor” or something similar (as ours is).

squatex

Anti-Venom

Dear 2600:

After reading the comments of “None of your Damn
Business” in 16:3’s Venom section, I had two twisted
thoughts.

1) Yes, and wouldn’t it be nice if the world was
made of candy?

2) Hacking is part playing pranks to keep up morale
in the trenches, and part power struggle. I'm sorry you
don’t enjoy it. Perhaps you should play another game.

The Devil

Additional Details
Dear 2600:

I work at Disneyland (Anaheim CA) and we have
in-park phones all over the place backstage, and a few
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scattered throughout the onstage area (usually hidden in
a small wooden box, keep an eye out). These phones are
made to call back to our offices or other Disney proper-
ties via extension numbers. The phones in the office can
dial outside numbers (normally by pressing 9). How-
ever, you can’t call outside numbers on the in-park
phones which don’t let you dial 9. There are many dif-
ferent variations of this number: #881812, #881814, etc.
#881811 used to work but they disabled it. Once you dial
that code (including pound) you will hear another dial
tone, then press 9, and dial the number. Play around, I'm
sure there are other codes as well. One location of an in-
park phone is across from the front entrance of the Mat-
terhorn, where the motorboats once were. Look along
the gate and you should see a wooden box painted green.
Open the door and there’s the phone. If any employees
see you on the phone, they will probably just ask you not
to play with it, unless it’s one of our wannabe cop secu-
rity guards.

netsplit

Dear 2600:

In the article “I Own Your Car!” in 16:4, I believe
the company that Slatan worked for is Chrysler. The car
is Chrysler’s new PT Cruiser, that is in fact coming out
in 2002.

Cilo

Dear 2600:

I enjoyed reading the article “I Own Your Car!” on
the concept car with something “evil” under the hood in
16:4. My car buff roommate says the vehicle described
is most likely the Cadillac Evoq. It apparently does have
a supercharged engine, though he knew nothing about a
fuel cell in the trunk, but he said it could be there as
something the engineers decided to toss in. He also
questioned how well the guy could have driven using the
night vision system, since it apparently doesn’t project
on the entire windshield - at least, the system he knew
about.

I find the possibilities evoked by the car’s communi-
cations technology both exciting and frightening. On the
one hand, we could see a Linux distro for cars in the next
ten years, along with downloadable software to trick out
our wheels even more. On the other hand, it’s another
massive corporate eye following us in one more aspect
of our lives. As if “targeted” web advertising and TV
promotion through tracking of our browsing habits isn’t
enough, imagine the spam/advertising possibilities from
knowing what stores and malls a driver passes to and
from work each day. Although I'm sure authority will
find a way to use and abuse vehicle tracking/control tech
as well (already happened once as far as I know), I'm far
more fearful of the power multinational corporations are
beginning to wield over medium, even large, nations.

Platinum Dragon

Defeating Corporate Advertising

Dear 2600:
In 16:3, page 51, you respond to SpeedDRaven
about removal of banner ads from various free web page

provider services. I think you’re wrong in saying that it’s
not stealing because removal of the messages is the same
as fast forwarding over commercials. Rather, in placing
a web page with one of these services, you’re entering
into a contract that is more similar to the TV station that
sells advertising. In order to pay for their costs (and
make money, of course), they sell advertising time. The
TV station doesn’t ensure that everyone watching their
programs will see the advertisements, but they do faith-
fully broadcast them. Removing Geocities banner ads,
no matter how detestable you find them, is the same as if
the TV station decided not to play a commercial that an
advertiser had paid for - it’s a breach of contract.

On the other hand, there’s great software packages
like junkbuster (www.junkbuster.org) that will remove
ads from the client before your browser ever fetches
them. This is the proper action to take if you don’t like
seeing the ads. If you don’t like that ads will be on your
site, then you should put your web pages at an address
that doesn’t require this as part of the contract.

Normally I find 2600 to be morally correct, even
when the screwiness of the legal system says that the ac-
tions they are endorsing are illegal. I hope that this was
an oversite - it’s a big world out there.

orn

This is another instance of corporate logic trying to
gain a foothold on individuals. We are not advertising
vessels. While they have the right to remove the pages of
those who don't follow their rules, it goes against human
nature to expect people not to try and get around them. It
should be noted that many people would have stopped
going to Geocities pages altogether were it not for the
people who managed to keep their annoying ads from
popping up.

Dear 2600:

This letter is in response to mad kow diseez’s trick
to get rid of that annoying ad bar that freei makes you
look at while using their service. There is an even easier
way to bypass the ad bar. Once the program is installed it
automatically sets up a dial-up networking connection
for you and that is actually what the freei program uses
to connect to its servers. Therefore, if you hit your
Ctrl+Alt+Del and end the freei program, the dial-up net-
working is still running, That is how the connection
stays alive. Simply open up “My Computer” on your
desktop and then open up the dial-up networking folder
and you will see a connection called FreeiNetworks.
Open that up, enter your password, and click connect.
That’s it. Your connection will be established and no
more ad bar.

Alpha

Help Needed

" Dear 2600:

I have been an avid reader of 2600 for about six
months now. Ever since a very good friend of mine
turned me on to Off the Hook, then the mag, I’ve been
hooked. I buy every issue and catch every show. This is
my first time writing, and I have a question for you.

I want to know if it is possible to hack my elevator.
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Let me explain. During regular business hours from
about 8 am to 5 pm the doors stay open for a set time
frame. The close door button does nothing at all - T swear
it’s in there just to frustrate people. It is really annoying
because all these people come out of nowhere just as it’s
about to close, they swarm in like bees, and it stops on
every floor. After hours, when I hit the close door button
the door immediately closes. So, is it possible to some-
how hack the computer that controls this function so the
close door button actually closes the door as soon as 1
press it?

I know I can social engineer my way into the control
room and gather some intelligence. Let’s just say I have
some connections as I have something to do with the
networks here.... I can find out more technical info about
the elevator but before 1 bother doing the research, is it
feasible to pull this off?

xequalsl

It’s certainly doable but the results may not be ex-
actly what you want. For one thing, all of the people who
would have swarmed into your elevator will wind up
bouncing off the walls in the lobby waiting for the next
elevator and this could lead to all kinds of problems and
confusion. You should count yourself lucky that you have
a close door button that actually does something even
half the time. Most of the time they do nothing at all.

Dear 2600:

What is it that 2600 does? (I know, I know, buy the
magazine.) Where is the “About” button on your web-
site? Everyone else has one... why don’t you? I have
heard of 2600 from co-workers, so I decided to check it
out. After I checked out both “Free” and “Kevin” on the
first page (to make sure they both went to the same
place), I was unable to find any kind of history or expla-
nation of what exactly 2600 is all about. Is it something
to do with phones? It is, isn’t it! How am I supposed to
know?

Dan Wheeler
MSNBC Interactive

We’re working on a special remedial site for the me-

dia.

Dear 2600:

I've been trying to phreak in Tijuana, Mexico, my
home city just south of San Diego. Here, a lot of
fortresses get taken down (the reason evades me... van-
dalism, perhaps), leaving the back of their booths with a
flat covering that has a hole in which you can pull out the
line cable with your middle finger. You hook up to this
line and get a dial tone, but here’s where I'm stuck.
Right after your first DTMF number key is pressed, you
instantly get the familiar “the number you have dialed is
nonexistent, please verify” message.

My friends and I have several theories. It is worth
mentioning that on a working fortress, when you press
the first DTMF key - whichever it is - it’s “played” after
four short beeps. So say you press 1. You see “1” on the
display as you hear these four short beeps, and then you
hear the familiar DTMF tone for 1. The beeps are con-
siderably higher frequency than DTME. They all sound
just about the same, although on closer scrutiny you can
distinguish that each one is really only a little higher in

pitch than the one before. We guess that the beeps are a
sort of verification system placed by TelNor so that they
prevent what we’re trying to do, which is get free calls.
I'd like to know if anyone out there knows which
frequencies they are. And we’d also appreciate any ad-
vice on how to reproduce them without using a cassette
recorder.
Lubdub

State of the Hacker World

Dear 2600:

After reading the 31337-isms article in the Fall 99
issue, I just really felt the need to write in. First off I
want to say I totally agree with what Hex said about the
idiocy of using anything but plain English on hacked
pages to get a message out. However, I don’t think he
went far enough. Personally, I think it’s things like leet
sub languages that make the hacking community look
like bad guys. The thing that really pisses me off is it’s
probably the same fools who think they’re all cool when
they’re using their leet typing skills who can’t figure out
why everyone thinks they’re such outcasts. Everyone al-
ways agrees it’s annoying as all hell when people around
them are purposely speaking another language. It makes
them feel like unwanted outsiders. The bottom line is un-
less the people who know help those who don’t, even a
little, we’re always going to be looked upon as outcasts
and in a way sinister.

On a somewhat related note, I just wanted to say I
have always and will continue to help out anyone and
everyone who comes to me with a computer or technol-
ogy question. On top of that I always try to offer my ser-
vices before they’re needed to those who may need them
in the future. The end result is, most people don’t think
of me as the stereotypical hacker, they’re not afraid of
my abilities, and most often they’re willing to go out of
their way to help me out if they think I need it. Hell, isn’t
getting the word out and helping each other what 2600 is
all about?

Pestilent

And corrupting the corporate mindset. Don't forget
that one.

Dear 2600:

I've been watching your web site for quite a few
years now and for the most part you have kept up a
steady reputation for being an intelligent site. However
the “Hacked Web Site” section of your page has always
put a somewhat nullifying effect on your page. When
someone arrives there, they see the recent news and Off
the Hook and a lot of other good and informative medi-
ans. But then they come down to the bottom and see the
“Hacked Web Site Archive.”

Your page repeatedly says that hackers are not out to
cause damage or change data. Theyre just there to learn.
Do you not see the hypocrisy in it? I don’t think it would
be such a bad thing if these hacked sites had something
to say. The reality of it is that they all say the same thing:
“W3 OwN YOu” “BLAH BLAH BLAH WE'RE
KOOL”.

How blatantly ignorant can a group of people intel-
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ligent enough to figure out how to hack web sites, albeit
easy, really be? The media thinks of us as these kids
playing on computers changing web sites for fun, and
you aren’t denouncing the stereotype. As a matter of
fact, it appears you are glorifying it by giving these igno-
rant children a place on your web site.
Mind Plague of The Committee
It’s for precisely this reason that we don't publicize
each and every site that gets hacked. Most of them are
utter crap. The ones we publicize are the ones that tend
to carry a halfway intelligent message. The only excep-
tion to this is when the site is so widely known that the
hack is historical in itself and in those cases we will mir-
ror the site regardless of what it says. It is our hope that
the people who engage in web page hacking realize that
it’s a big risk in today’s climate but also a unique oppor-
tunity to get a message out. If the message isn’t worth the
risk, what's the point?

Dear 2600:

I always read about how you complain that the pun-
ishment for hackers is too high. One of your latest com-
plaints involves a teenager who hacked some
government sites. He “only” changed the index.html
name to something else and he did not do any real dam-
age. First off, there are (God forbid) people who actually
really want to access the so-called “information” (actu-
ally misinformation if you ask me) from the web pages.
There are kids who are stuck with term papers who need
to look up some things the sites provide. There are peo-
ple who want to learn about these different organiza-
tions. Second, they hit him with a $40k fine and a 15
month sentence because they want to get through his
head that what he did was against the law. They could
just give him maybe a couple of months in prison and a
fine that his car could easily pay off, but he would just
say, “That was nothing!” and go back to hacking more
web sites. It is not about the actual damage caused by the
hack, it was the fact he hacked into the government com-
puters. Those are almost as sensitive as the phone com-
panies’ and the military’s computers.

I also want to discuss you claiming that copying the
files is not stealing, therefore it is not wrong. I live by the
golden rule. So you can go around hacking into other
people’s computers, but what if they could get into
yours? How would you feel if anybody could look in all
your personal files, and they got away with it because it
wasn’t stealing? That is why doctors and priests aren’t
allowed to tell anybody about you. I think you need to
reexamine your ethics before we all lose privacy.

JL

Do you really believe that the only way to get some-
one to stop doing something is to ruin their lives?
Changing the message on a web site is a trivial act. It’s
not the same as hacking into a sensitive system, unless
the target is inept enough to keep their sensitive material
and web site on the same system. We understand that it'’s
embarrassing and inconvenient when this happens to
any sort of organization. But mistakes often are. When a
web site is hacked, it’s because the people running it
made a mistake on some level. If nothing was erased or
damaged, then what, besides pride, has been harmed?

They don't feel secure anymore? Well, guess what - they
would have been just as insecure and many times more
ignorant if this warning hadn’t been delivered. If you lis-
ten to what hackers say, you actually have a chance of
gaining some privacy. Those who refuse to listen and
simply punish everyone who offends them may convince
themselves that they have privacy when they have none.

Dear 2600:

More and more these days I see people come on irc
or usenet (or some other form of communication) who
are generally trying to learn about hacking. They ask a
question that the guys who call themselves k-rad, leet, or
whatever seem to think is a naive or simple-minded
question. Time and time again they chew the “lamer” (as
they insist on saying). They give sarcastic answers and
try to get the guy (or girl) to think they are real answers.
More often then not, they just yell at the person until
he/she leaves. When I decided to learn about hacking,
this same thing happened to me. I gave up too easy be-
cause of that and left hacking alone for a couple of years.

Then I realized something. Most of these (most, I
say, not all) so called leet evil haxor dudes are just kids
pissed off at the world. They find out one or two things
about hacking, a few simple DoS attacks or something,
and they think they are top of the line, second to none.
Then they use the small amount of knowledge they have
over the real beginners in a way that promotes anger and
resentment. How are we supposed to be a community if
these people are allowed to keep up?

Now down to what I wanted to say. I just want to
congratulate you guys on something I saw in issue 16:4.
Somebody named “Val” wrote in asking questions about
irc, obviously not knowing a thing about it. Instead of
chewing the guy out or giving him some smart ass sar-
castic answer, you gave him a generally helpful one.

Just one more reason why I hold you guys far above
the mass of “hackers” today.

phiber_life

People who show no desire to learn and are only
looking for shortcuts deserve sarcasm. Those who are
always unwilling to help others are not hackers in the
true sense. But then again, neither are those who give up
at the first sign of adversity.

Dear 2600:

I used to be so mad that people thought that hackers
were like the kids in the movie Hackers. But I have
started to notice why. I know a kid in my school who
likes to brag about hacking and what he can do. I heard
he could hack so I asked him about UNIX. He had no
clue about it and just said “UNIX? Oh yeah, that ancient
operating system that sucks ass.” Well, I was somewhat
surprised, and I knew he didn’t know much about any-
thing. Then he started bragging about what he can do to
someone’s computer and how he has five pages of credit
card numbers at his house. Everyone started to gather
around him as he was talking about all this crap. The
perception that these students had about hackers - that
they are teenage cyberpunks who will hack into any
computer anywhere - was being proven right in front of
them. I don’t blame the public for being ignorant; I

Continued on page 48
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How PS™M Copy

Protection Works

by Lord Xarph

xarph @blueneptune.com

Remember back in The Old Days,
when copy protection schemes were
getting weirder and weirder? Spiradisk,
weird formatting, code wheels, etc.?
(For some kickass documentation on
this, check out Trixter/Hornet’s Life Be-
fore Demos at
http://www.oldskool.org/shrines/Ibd/#co
pyprotection.) One of the most interest-
ing schemes was physically damaging
the disk - using a laser to burn a hole in
the disk, then attempting a read or
write at that point. If the read/write
failed, then the disk was authentic and
the game was loaded.

Well, you can’t exactly burn a hole in
a CD-ROM, but you can do the next
best thing: cause a read error at pre-
cisely that point. How do you do this
with a CD, especially one that is sup-
posed to be mass-produced on a
press? Easy: encode a few sectors with
impossible checksums. Icepic!/TRSi
has written a highly technical FAQ that
has exact figures which helps a great
deal. Use your favorite search engine. A
search on Altavista for +playstation
+faq +lcepic!/TRSi turned it right up.

In a nutshell, sectors 12-15 on an
authentic PSX disc have a checksum of
zero, which is impossible. The Playsta-
tion, on boot, checks for this, finds that
the checksum for 12-15 is impossible,
authenticates, and goes to check the
country code (more on this later). “So
just copy the zero checksum!” Wrong-o.
The whole key to this fact is that con-
sumer CD recorders are incapable of
writing invalid checksums. Consumer
recorders receive bit-by-bit data of the
files or content of the disc. They do not
receive “redundant” data, which in-
cludes checksums. These the recorder
determines on its own and writes by it-
self automatically. Sony manufactures
burners for its licensees that will allow
user-level control of the checksums and
whatnot.

Does this mean you’re up shit
creek? Of course not. We're hackers,
dammit. You can either patch the
firmware in the CDR to allow the copy-

‘ing of what it thinks are ille-

gal checksums (could be
hard) or modify the Playsta-
tion to ignore a valid checksum (easy).

Country Codes

Copy protection is just one half of a
puzzle. In the console world (and now,
the DVD world), you have to deal with
country codes. These wonderful things
tell what systems the disc is “autho-
rized” to run on; US/Canada machines,
Japanese machines, PAL machines,
etc. In the case of the Playstation, the
first five sectors on the CD inform the
Playstation of the country code. Fortu-
nately, the checksums on this area are
correct, so if you want to dupe the disc
with a different code (i.e., the one for
your PSX), strip sectors 0-15 from the
image of your source and put on the
system area from a valid disc.

At this point, | should stop and make
one thing clear: | have not done this. |
do not copy Playstation games. My
Playstation has been modified to run
imports, not CDRs. | buy originals be-
cause | like the idea of people actually
%etting paid for their hard work. All

DRs | have seen have invalid headers
and hence require a modified Playsta-
tion to run. This is for information only,
blah blah blah. Let us continue.

So you can't figure out how to mod-
ify a Playstation disc to work on your
unmodified Playstation and decide to
mod it. First you need to know what
model PSX you have.

Playstation Model Numbers

Model numbers on the Playstation
have a three digit model identifier and a
one digit region identifier. The model
number is on the bottom of your
Playstation in the form SCPH-xxxy. Ad-
ditionally, you can identify the model
based on the feature set, the color of
the box it came in, and the same model
number printed on the base of the box.

SCPH-xxx0: Japanese model.

SCPH-xxx1: US/Canadian model.

SCPH-xxx2: PAL/Europe model.

SCPH-100y: This one is the very
first Playstation model. It comes in two
flavors: below serial number 592000,
and above. If you have the lower serial,
you can play imports or CDRs without
modifications. If you have the upper,
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you can, but it's so damn hard you
shouldn’t even try. It came in a box with
black sides.

SCPH-200y: Developer’s model.
Same as 100y, but in a blue case with
more RAM and the copy
protection/country detection disabled.

SCPH-300y: Net Yaroze system. Ba-
sically a stripped down, consumer ver-
sion of the developer’s kit. I’'m not
touching this with a 40 foot pole; I'd be
here for five more pages. Use a search
engine and find out for yourself. To
make reference to Brock Meeks’ Be-
yond HOPE keynote - I'm not Martha
Stewart, and this ain’t a recipe for a
bunt cake.

SCPH-500y: Only exists in 5000
model as far as we know. This was a
Japan-only release according to peo-
ple who have seen it. | don’t know
much about it.

SCPH-550y: This model fixed an
overheating problem affecting 100ys
that caused the lens track to warp,
lose focus with the disc, and start
skipping on anything streamed off
the CD (if you use cheap-o blanks to
burn CDRs, you’ll get the same
problem. Another reason to buy origi-
nals, hint hint!). The CD mechanism
is turned 90 degrees clockwise to
keep it away from the power sup-
ply. It also was the first model to
remove the RCA jacks from the
back and cost $100 less than
the 100y. It came in an orange
box.

SCPH-700y: Sold for 6 months
in the US. Had a glorified spectrum
analyzer and a redesigned board
that was harder to modify. Can’t re-
member what color box it came in.

SCPH-750y: Same as 700y except
that it comes in a metallic-looking box
that includes a Dual Shock controller
(duh) instead of a standard one. For
some reason some people got the idea
that this was the only model a dual
shock would work on. Not true.

SCPH-900y: This model has a com-
pletely redesigned mainboard that took
longer than usual to figure out how to
modify. Sony also removed the parallel
port from the back. They don’t have any
peripherals that use it, and the only pe-
ripherals for it are unlicensed. A good
chunk of those are “external mod chips”
and whatnot that Sony wishes didn’t ex-
ist. More on these down the line.

Booting Invalid Discs

There are three commonly accepted
ways to boot a disc with an invalid

& choice. For one, the motor is still spin-
& ning while you swap the discs (Game

3 you in a bit), and excessive swap-

header.

Swapping: If you have a first-edition
100y, then you can do a swap trick to
run an invalid disc. The first Playsta-
tions loaded the header information
from a disc prior to initiating a boot se-
guence. Newer models check it as part
of the bootstrap process, but with the
first edition, you can boot into the
Playstation CD player, have it load the
Table of Contents (and hence, the
header information) from a valid disc,
then swap the disc with an invalid one
without tri%gering the lid-open sensor.
Exit the CD menu, and the bootstrap
will be done without rechecking the
header. I’'m not going into any more de-
tail on how this is done - once again,
search engines are your friends - but |
will say this makes for a very poor

& enhancer people: shut up; I'll get to

lping damages the motor. Also,
i games that use redbook audio
i (that's standard audio you play in
iyour CD player) will use the old
| table of contents for track start/end
¢ frames, so your music will be in-
. credibly screwed up.
Mod Chipping: This is, by far,
the most common and, in my
pinion, best way to run invalid
iscs. This is what is described
n Flack’s column, so I’'m not get-
ting into how you do it. One thing
. ¥ Flack left out was where you sol-
der the mod chip to the board. Let’s
hear it again, campers: Search en-
gines are your friend! A search on Al-
tavista for +playstation +mod
+installation +pictures turned up 271
hits. Now the downside to chipping,
which Flack left out probably because
his article was written before the term
had even been invented: Lock-outs.
Starting with two Japanese games
named Poporogue and 1Q Final, Sony
started putting code on select Playsta-
tion titles that hung the game when it
detected a mod chip. This worked by
sending a second start signal to the
Playstation after the game had already
booted. A standard Playstation would
reject the start signal; a modified one
would not. Hackers, naturally, jumped
all over this. Within a few weeks, it be-
came known that entering a code in a
Game Shark would bypass the lockout
code and boot the game. A low-tech so-
lution was to simply install a switch on
the mod chip and turn it off after the
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bootstrap Erocess. Additionally, new
“stealth” chips are available that bypass
this lockout code altogether.

Game Enhancers: Now, the part of
the article I've been itching to write
ever since matt’s letter in 16:2 (which
was fully half incorrect, hate to say it).
Game Enhancers, and all its knockoffs,
are not Game Sharks. The Game
Shark, manufactured and sold in the
US by Interact, is the only parallel port
device for the Playstation that does not
allow you to play invalid discs out of the
box. The knockoff versions of the Game
Shark do allow you to boot invalid discs
- by re-enabling the swap trick from the
first edition 100y series! Now, you boot
into the Game Enhancer’s CD Player
with a valid disc, swap, and then boot-
strap. The GE even stops the motor for
you. Early model Playstations screwed
up the audio TOC when swapping;
from what | hear, the Game En-
hancer and its ilk do not.

So why isn’t everyone using
Game Enhancers? For starters, the
new 900y Playstations don’t even
have a parallel port to plug them
into. Also, most add-on discs don’t
function with a Game Enhancer -
add-on discs basically reboot the
Playstation in the middle of a ses-
sion, and the Game Enhancer
can’t alter that secondary se-
quence in any way. Some Game
Enhancers allow you to run add-
ons by manually starting the exe-
cutable, but that only works on
games where there is an exe-
cutable - the current fad is to embed
the entire game in a disk image on
the CD itself with a pointer for the
system that links to a sector inside the
subsidiary image. | don’t even want to
think about hacking that at this time of
the evening.

Playstation Emulation

One of the major legal wars cur-
rently raging is over two software pack-
ages: Connectix’s Virtual Game Station,
and Bleem LLC’s bleem!. Both of them
are (almost) fully-featured Playstation
emulators that allow you to play
Plaﬁstation games on your Mac or PC.
In the case of bleem!, the graphics are
improved by piping them through a 3D
accelerator if one is available. Sony,
naturally, is spitting nails over these
emulators. Sony is claiming they in-
fringe on their intellectual right (they
don’t; not one bit of Sony code is used)
and is attempting to gain injunctions
against both products to keep them

from shipping. One of the obvious rea-
sons Sony is so angry is that it’s re-
markably easy to hack both these
programs to plag invalid discs; they
can't out of the box. I’'m not going to
say how this is done - mostly because |
don’t know - but rest assured it's quite
possible.

Legal Ramifications

All right, trot out the legal dis-
claimers: | am not a lawyer, all of the
above was for educational purposes, if
you get sued and go to jail or get nailed
with a fine because of this stuff, it ain’t
my fault, etc., etc., etc.

There are a frightening number of
companies that spam
rec.games.video.sony with distressing
regularity offering the sale of PSX
“backups.” | find this truly amazing.
What these companies are doing, any
way you measure it, is illegal. I'm go-
ing to quote now from the
rec.games.video.sony FAQ:

3.15 - Are CDR backups legal?

§ In a nutshell: maybe. This is a

i very confusing topic that has led to
many a flame war in the newsgroup.
Just so you have some reference
points, this is all based off informa-
tion from the IDSA (International
Digital Software Association), the
entity you’ll most likely be tan-
gling with if you get busted for
piracy. The law in question is 17
U.S.C. Section 117(2). As for

¢ countries other than the U.S.: If

" your country has signed the Berne
Convention, these apply to you. If
not; you’re on your own.

Basically, you have the right to
make one copy of a game that you
own an original of for archival purposes
(read: your dog decides to play frisbee
with it or other such damage).

The law states that you cannot post
or download a backup off the Internet.
Backup server operators: yer screwed.

You cannot sell backups unless you
are the copyright holder of the soft-
ware. Backup sellers: yer screwed.

The backup copy can only be trans-
ferred to another person if the original
is also transferred and the transfer is
part of the transaction of all rights in
the program. In other words, you can’t
trade a backup unless you own the
rights to the game.

As for backup services? Who knows.
Just keep in mind that the IDSA has
many very expensive lawyers at their
disposal for the sole purpose of making
your life a living hell.
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FUN AT

CIRCUIT CITY

by ccsucks =

| was a manager at Circuit City.
Unfortunately, Circuit City and | parted
wqys S_t'heir ecision), so | decided to
write the following article for my
friends at 2600 ... enjoy!

Price Tags 1ylE

If it ends in .99, it is “In Program”
(in other words, if it's not in stock, the
associate can “special order” it from
the main warehouse). i

If it ends in .98, itis a sale price or
“CTC” (Challenge the Competitor) -
competitor has it on sale.

If it ends in .97, it is “Open Box.” As
a rule, avoid open box buys at Circuit
City like the plague unless you get the
chance to see the unit working for
yourself. Sales counselors usually
don't test units that come back as
Open Box, even though they’re sup-
Posed to. And never believe the story

hat “it just came off display.”

If it ends in .96, it is "Out of Pro-
gram (OOP)” (in other words, if it's not
in stock, the associate will not be able
to order more of these). This is a dis-
play that you may be able to purchase
if there are none in stock at that store.
Same caveat emptor for Open Box,
above, though! ;

_If you see an Open Box with a .96
price on it, it was not reviewed by a
sales manager and was “auto-priced”
bg the system. You will definitely be
able to get money off this price.

If it ends in .95, it is “Going out of
Program (GOOP)” (in other words, the
associate may be able to order from
the main warehouse, but probably

not).

)I'his covers 99 percent of the price
tags for store merchandise, but does
not include pricing for any music soft-
ware (CD’s, tapes, DVD, etc.) or ma-
jor appliance sales like “10% off,” etc.

Telephone Fun

_ Pick up any phone on the floor.
Dial 9 to get an outside line. Long dis-
tance lines are blocked, but you can
social engineer the 4-6 digit code from
a floor manager if you say you need
to call your wife before you buy that
big screen TV. “But it's long distance!”
you'll exclaim. The sales manager, not
wanting to lose a big screen TV sale,

will gladly dial your wife’stﬁhone num-

ber and, after waiting for the tone, dial
in the long distance code. Each store
has its own long distance code, but |
can't tell you the number of times |'ve
been able to stand in one part of the
store while no one is standing around
watching.

0 Front counter (they will see ex-
tensmnxou’re calling from)

50 PA system on floor and in ware-
house .

150 PA system in warehouse only
(wait for beem\| _ _

5510 First North American National
Bank (FNANB): Circuit City card

5560 Circuit City Headquarters

5570 FNANB Customer Service

5580 Help Desk. Social engineer a
sales manager’s name. The help desk
is generally a little more understand-
ing with sales managers because they
have not tgone through as much com-
uter system training as the opera-
ions staff. The store number (4 dlg%l_ts)
Pnnts on the receipt or you can get it
rom the web site. {

If you tell the help desk that DPS is
down, they will ask you if you're by
the CC130. Say “yes.” Tell them that
tt}lere are no lights on the CC130 at
a

If you're not the adventurous type,
you can just hit 50, go over the P
_sl;_)(]stem, and say “DPS is down.”

at’ll get the Ops staff running to-
ward the CC130 and calling the help
desk themselves!

A Little Computer System Glossary

DPS: Distributed Processing Sys-
tem (the “computer system”)

CC130: Main board in the general
office behind the counter.

Wedge: The main board under the
register into which everything (moni-
tor, thermal printer, scanner, check
reader, etc.) is plugged.

Want to call an¥ ircuit City across
the country? Dial 1-800-475-9515
and, after the tone, dial 333 and the
four digit store number. _

Want to call the Loss Prevention
Department? The number is 1-800-
3563-2257. I'll leave it to your imagina-
tion the information you can tell them!
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by skrooyoo

The Coffee Box is nothing new or
radical. What it is, however, is a merg-
ing of two existing boxes into one ex-
tremely compact, lightweight, and
affordable unit.

Essentially, the Coffee Box com-
bines the functionality of the Beige and
Brown Boxes. What this means is that
you have a lineman’s handset (basi-
cally an ordinary telephone adapted to
attach to the bare terminals found in
telco boxes) with the Brown Box (a de-
vice which bridges two separate lines
to create a party line of sorts).

What sets the Coffee Box apart
from both of these devices is that it not
only combines their functionality, but
puts it in a package that is usefully
small and very cheap. | built mine for
less than US $25.

Materials

You only need three pieces of
equipment.

A Swiss Army or Stanley (X-Acto)
knife for parting and paring down
wires. | don’t recommend a wire strip-
per as some of the wires we’ll be deal-
ing with are quite fine - around about
20-plus gauge, and prone to snap-
page.

Four alligator clips. Your preferred
type of attachment (solder, crimp, or
screw) is fine but, from experience, I'd
recommend the screw type. More on
this later.

One Voice 2000S Mini-Phone. De-
tails of this little gem can be found at
www.voice2000s.com/miniphon.htm.
Its advantages are outlined in the next
section, but you are advised to check
this site for its technical specs before
proceeding. It'll give you a better idea
of why | chose this particular instru-
ment.

The Voice2000S Mini-Phone

| chose this phone for two reasons:
firstly, it's cheap - US $20 plus tax at
Fry’s Electronics. Secondly, it’s tiny.

One other thing this phone has is
twin RJ-11 jacks. It doesn’t support
two lines, but it can quite sufficiently
bridge two separate lines to create a
party line - more on the potential uses
of this further on. It's also packaged
with fifteen feet of male-to-male RJ-11
cable in the bubble-wrap.

Again, I'll talk about the packaging
advantages of this particular item later
on.

Construction

Very simple. Open the packaging
and separate it out into its component
parts: the phone, the earpiece mic/re-
ceiver, and the RJ-11 cabling. Grab the
RJ-11 now, and have the alligator clips
and blade ready.

Cut the RJ-11 cable in half so that
you have about 18 inches of free cable
attached to each plug. Discard or
squirrel away the remaining cabling for
future use. You won’t need it here.

Look lengthways at the RJ-11 ca-
bling at the non-plug end, and you'll
see two wires inside. Carefully dissect
both sets of cabling so that the two in-
ternal wires are able to be pulled gen-
tly out, then crop off the excess
external insulation (usually white). You
should now have one red and one
green wire exposed.

Again, using your blade, carefully
strip about two inches of insulation
from the green and red wires. Attach
each of them in turn to the four alliga-
tor clips you now have laying around.

You’re done. You now own the con-
stituent components of a Coffee Box.

Usage

As you would with a beige box, con-
nect it up to your favorite terminals in
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your favorite local telco box, and have
fun.

In terms of brown boxing - well, |
leave it up to your imagination. Wire up
a hold switch on one of the jacks and
you can do things like, say, connect the
Atlanta loops to the L.A. loops. Not that
this has ever been done, of course.

And don’t forget - its light weight
means that the alligator clips can sup-
port its own weight when connected to
a pair of terminals, which, combined
with the earpiece/mic receiver, leave
your hands free to do, erm, whatever
they need to do. What experience has
taught me, though, is that screw-type
alligator clips work best - crimps and
solders tend to break at the join,
whereas screw-types can be fixed “in
the field” as it were, with nothing more
than a Swiss Army Knife.

Limitations
Well, for starters, it has a relatively
low Ringer Equivalence Number

(REN) of 2.9. What this means is that
the total number of phones on any
given line should not exceed that num-
ber. If you have the Coffee Box at-

tached to two lines (or one line with
two other phones), you have an REN
of 3 (Coffee + 1XX-XXXX + 2XX-XXXX),
slightly more than it is supposed to be
able to handle.

| have quite successfully run it un-
der these conditions for some time
now without any trouble - its tolerance
limits are pretty good. However, that
doesn’t mean that you won’t have
problems. Therefore, the disclaimer:
your actions, your ass. | would also
heed the manufacturer’s disclaimer as
relates to using it in thunder and light-
ning storms: don’t. It really isn’t de-
signed to ground out large voltages,
and if you do lose a hand, hip, or head
as a result... well, that’s also your prob-
lem, not mine. ‘Nuff said.

Credits

2600 and the L.A. 2600 Crew most
definitely. Shouts to Boogah.

Oh, and as for why it’s called a Cof-
fee Box - well, combine beige and
brown, and you get something about
the sams color as coffee and cream.
Hey, it's better than the “baby-couldn’t-
help-it” box!
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THE SPRINT PCS NETWORK

by ~snOcrash
sn0crash @DigitalPhreak.net

I have recently learned a little more about the
Sprint PCS cellular network, and I would like to share
this info with the readers of 2600. This info applies
more to Columbus, Ohio then anywhere else, but if
anyone knows about another city I would love to hear
about it.

From my understanding, cell phones use three ma-
jor ID’s to know who’s who on their networks and
who’s allowed to make what calls. These ID’s are an
ESN, the phone number of the cell phone, and a SID
number. The SID number determines your home city.
When you place a call, the network matches your
phone number with your ESN to determine if you're a
legit user of the network. Then you can make your call.
If you're roaming, then the cell network that you’re on
will forward the call information (number called, dura-
tion, etc.) to the SID city. Then your home city will
process this information and bill you. Well, theoreti-
cally, if you change your ESN, phone number, and SID
to a city that you're not in, you’ll get free cell calls.
This is where you get into cell phone cloning etc.

Aside from the general concept of how cell calls
are placed, that of which I'm still learning, I'd like to
touch on the Sprint PCS phone network. The phone I'1l
be talking about is a Sanyo SCP-3000. I found that if
you remove the battery it says the ESN in HEX and
DEC. If you were to go to a Sprint PCS store I'm sure
you could “look” at one of their phones and clone it,
then make calls on them. The phones in their stores are
active to make calls all over the US. When you pur-
chase a phone they program it at the store, but if you
move from one home city to another you can just call
them and they will walk you through the reprogram-
ming of it. This is where I come in.

On this particular phone if you press menu and
then 7 it will take you to the setup menu. If you press 0
you get to a field service option that is password pro-
tected (six digits). I haven't been able to get this pass-
word out of them yet. Now, if you press menu and then
4 you will go to the display menu. From here you hit 0
again. Surprise surprise, another area with a password.
For Columbus, and maybe even all of Sprint PCS, the
code is 661649. This will put you into a “configura-
tion” menu. From here all the options can be edited.
You will have the following:

ESN - Electronic Serial Number

NAM I Phone Number - Your Phone Number

NAM 1 Home SID - Columbus is 4418 (denotes
your home city)

NAM 1 Name - “Sprint PCS” (can be anything you
want, it’s displayed on boot)

Service Security Code - This is the code you en-
tered to get here.

NAM 1 Lockout System - don’t know

NAM 1 CDMA Phone Number - your phone num-
ber

NAM 1 Mobile Country Code - 310 (I think this is
the code for the US)

NAM 1 Mobile Network Code - 00 (don’t know)

NAM 1 Mobile Station ID # - your phone number

NAM 1 CDMA Home SID - Columbus is 4418
(same as above)

NAM 1 AMPS Phone Number - your phone num-
ber

NAM 1 AMPS Home SID - Columbus is 4418
(same as above)

Phone Model - 7 (don’t know)

Slot Cycle Index - 2 (don’t know)

NAM - Number Assignment Module - it holds in
RAM the telephone number and ESN of the phone

CDMA - Code Division Multiple Access otherwise
know as the Sprint PCS network

AMPS - Advanced Mobile Phone Service which is
used for analog cell transmission

1 think this is a little more complicated then it has
to be because my phone is a dual band meaning I can
switch between the analog and digital networks. So I
have a few more options then just a digital phone.

Now basically what you have to do is change your
ESN and phone number to something else, then match
the city’s SID with the phone number. Whether it is a
true number and you’'ve cloned it or it’s a total fake,
you can make calls for free. When you place the call
the city you're in will register this and give you the
call. Then they forward that call information to your
home cityO the SID you typed inO. Starting to see the
picture? When the home city looks that info up to bill
the person they find out 1) It doesn’t exist or 2) They
find out nothing because it’s a real number. Either way,
you get the free call and by the time anyone finds out
about it you're finished and the SID and ESN are
changed again.

The only thing I think you might want to consider
is that when your phone is on and you have signalO it's
traceable. When you have signal your phone is on the
network communicating with the switches and jumping
from cell to cell. You would need to turn your phone
on, change the info, make your call, change it back, and
then turn the phone off until you get a good distance
from where you placed the call. This all might be a bit
much, but I think it’s a good precaution.
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How to Gel Baoned From Your

Internet Service Provider

by Mandark

Everyone is on the Internet. My
grandma, who only has one TV in her
basement, got a computer and got con-
nected to the Internet a few days ago. So
what does this mean to companies like
America Online and CompuServe? This
means that there are plenty of customers
to choose from. They no longer need
business from people like you and me
who constantly bend the rules. ISP’s
have become much like high schools;
they only want you if you can obey the
rules. These rules can occasionally be
slightly bent without any objection, but
repeated disregard for them will get you
banned. If you ever feel like getting
banned from your ISP, then you might
want to look into the following sugges-
tions.

Being disrespectful to other users is
the most common reason people are
banned from their ISP. Disconnecting
another user offline, also called “nuk-
ing,” “flooding,” or “punting” will usu-
ally aggravate the other user to contact
your ISP and complain. This doesn’t
usually happen anymore, however, since
the advent of fast computers and high-
speed connections. Asking for another
user’s password or billing information
will get you banned immediately. If
you’re looking for the easy quick way,
go with this one. Sending unsolicited
bulk e-mail, also called spam, is a viola-
tion of the terms of use for almost all
ISP’s. SPAM includes unwanted adver-
tisements, chain letters, and those “God
loves you” things I keep getting from
people who think I'm actually going to
be impressed by a picture of Jesus.
Sending these usually results in people
complaining, and if you send one to me,
will result in me replying with a “color-
ful” message. These “colorful” mes-
sages are also disrespectful and looked

down upon, which is unfortunate, be-
cause many people on the Internet need
to be reminded how stupid they are.

Using up resources is another way to
get banned from your ISP. When ISP’s
say that they give you unlimited space,
they really mean that you get about 10
or 20 megabytes. Having 532 e-mails,
all with 15 megabyte attached files, will
not impress your ISP, and using 14 giga-
bytes for your web page really makes
them mad. Using bandwidth like it’s
water is another way you can make your
ISP unhappy. This is not a problem if
you are running a 56.6kbps modem on a
major ISP like America Online, but if
you use your cable modem to set up a
file server that gets 75 hits per second,
you will most likely get a call from your
ISP asking why you constantly have a
two megabit per second upstream.

One thing that will almost definitely
get you banned from your ISP is break-
ing major laws through them. This can
sometimes tie in with the aforemen-
tioned ideas. Examples: If someone
sends you an e-mail you don’t want and
you reply threatening to kill them, if you
use your web page space to hold “ob-
scene material involving the participa-
tion of a minor under the age of 18,” or
if you use your ISP to distribute your
new nifty program called “melissa”.
You can also break more serious laws if
you feel that it is necessary. Hacking
into NASA will more than likely get
you banned from your ISP. It will also
get you a nice cozy cell in a federal
prison somewhere.

Getting banned from your ISP is eas-
ier than ever. The ideas stated in this ar-
ticle are only suggestions. Take some
time to read the terms of use for your
ISP and see what you can come up with.
Be creative. Getting banned from your
ISP is exciting. And remember the im-
portant thing is to have fun.
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Continued from page 39
blame people like the person above.
Quantum Knight
Actually, we doubt that person could hack into any
computer at all, let alone one anywhere. We find a re-
markable similarity between the media who paint hack-
ers in a certain poor light without doing any research
whatsoever and people who call themselves hackers
without doing any research whatsoever. They both get it
totally wrong and hurt the community. They also only
use the word “hacker” to suit their own ends.

Positive Developments

Dear 2600:

I read through the section “Guilty By Association”
in your 16:3 issue about people not getting jobs or losing
jobs because of your magazine or just the thought of
what the mag is about. I on the other hand was at work (I
work for an ISP) reading 2600 and my boss saw it. He
asked me if I read it often and I told him, “Every quarter
- have you ever had the chance to read it?” He replied as
if shocked I would even ask that question, “No!” Ten
minutes later I had him hooked.

This just goes to show you, not everyone loses their
job because of what they read or who they are. In fact
you could say reading 2600 can bring people together
and make the world a better place all around... or some-
thing to that effect.

phix

Idiocy

Dear 2600:

I was reading this news article the other day and it
said that the maker of the Melissa virus caused over 80
million dollars of damages. Sounds a little familiar.

wNdozCRASH

What'’s particularly troubling in this case is that we
have yet to see a single report that this person did any-
thing but write the virus and post it on a Usenet news-
group. Nowhere is it alleged that he started the process
by mailing it himself. Apparently these simple actions, in
the eyes of most people, are enough to make one be
thought of as a criminal.

Dear 2600:

I recently installed a firewall called BlackICE on my
computer. I'll admit I'm a computer dilettante at best,
but I have to start somewhere! Using BlackICE, the “at-
tacks” to my system are reported via a small icon on my
toolbar that blinks red. The program will then list the
“attacker”” and what they did to my computer. If I don’t
understand the terminology, I can open a window to the
company’s web site that explains what different “at-
tacks” entail. This system is very handy for learning
more about my computer etc. However, in the knowl-
edge base section of their web site, they describe “the
most common reasons that hackers attack systems” as
the following:

“Island Hopping: The hacker hopes to compromise
your cable-modem or DSL connected computer because

it is often on 24-hours a day, and because it always has
the same IP address. The hacker hopes to then funnel all
his/her attacks through your machine in order to hide
his/her true IP address. Hackers often chain multiple ma-
chines together like this. See SOCKS for more info.

“ISP Passwords: The hacker wants to scan your
system for passwords. If they find your ISP information,
they can dial-up as you and use your account for their
nefarious deeds. For example, they can dial in from a
pay phone and use your account to attack the Pentagon.

“Web-site Passwords: They are hoping maybe you
have a paid account with porn sites, and they want to
steal those passwords so they can log in for free.

“Corporate Passwords: They are hoping you have
some passwords on your machine (for telecommuting)
that they can use to bypass corporate firewalls.

“Personal Information: They are hoping to find
maiden names, children names, social security numbers
and so on in order to commit ‘identity theft’. If they get
this information, they can often steal money from your
bank account.

“Online Stock Info: Some want simply to buy/sell
stocks in your name, others want a check cut to their
name. If a hacker buys/sells stocks in your name, you are
liable for the result.

“Online Bank Info: The hacker wants to steal
money from your account. You are liable for losses in
this manner.

“Credit Card Info: The hacker wants to steal your
credit card. They will often use it for porn accounts. You
are generally not liable for credit card loss if you check
your bill regularly. For most credit cards, the maximum
damages you are liable for are $50.”

You can see it at advice.networkice.com/advice/
Support/KB/q000079/default.htm.

1 couldn’t believe it the first time I read it... hacking
the Pentagon, access to porn sites, buying/selling stocks?
I just thought you’d be amused (if not disgusted) by the
hyperbole.

tacit

This is about as offensive as anything we’ve ever
seen. It’s little wonder with sleazebags like these around
that people attach negative images to hackers. But, as in
most cases, these people have something to sell to per-
petuate their myth and make money spreading fear and
lies. We hope our readers take the time to explain (intel-
ligently, please) why this is a bad thing. Their number is
(650) 532-4100. Maybe when they realize that thou-
sands of hackers are mad at them, they’ll panic and run
to another hemisphere.

Humor

Dear 2600:

Didn’t know if you'd be interested but I just
watched a cartoon called Kevin Spencer in which the
main character (touted as chain-smoking alcoholic so-
ciopath) attends a 2600 meeting and learns how to rig an
old Motorola cellphone to scan calls. It’s a Canadian car-
toon so I don’t know if you’d be able to see it but the
website is www.kevinspencer.com.

Rick
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Big fan of Kevin Spencer and 2600

We got ahold of a copy and we thought it was great.

Granted, it took a lot of misconceptions and blew them

way out of proportion but that's the nature of parody. We
hope to be able to show this cartoon at H2K.

Forbidden Exchanges

Dear 2600:

As stated at www.bell-atl.com/areacode/pages/646.htm

“Q. How many telephone exchanges does the 212
area code have? .

Each area code contains 800 possible number com-
binations called telephone exchanges (the first three dig-
its of your telephone number) or NXXs. N is a number
from two to nine; X is a number from zero to nine. Of
the 800 telephone exchanges, 44 are unavailable for as-
signment to customers because they are reserved for
other purposes such as emergency calls (911), directory
assistance (411) and mass announcement information
services (976).”

Now, my question is what are the other 41 telephone
exchanges that are unavailable for assignment. And what
specific purpose do they have?

Seeing as how you guys appear to be based in NYC,
you guys should know.

244

This is pretty interesting since it points to the exis-
tence of exchanges we know little or nothing about. We
were able to identify around half of the 44 unavailable
exchanges between 200 and 999. (000-199 are never as-
signed to customers.) 211, 311, 411, 511, 611, 711, 811,
and 911 are all either used for some purpose or are re-
served for something in the future. The mass announce-
ment numbers begin with 976, 970, 540, and 550. 950 is
still used for various toll-free services. 955 is a “choke”
exchange used by radio stations and ticket agencies that
only permits a low number of people from each central
office to get through. 958 is the ANAC number which
reads back your phone number (9580 in some areas).
959 is a telephone company exchange. 660 is used for
ringbacks (660 plus last four or seven digits, flash, hang
up, and your phone will ring). 555 is the prefix for direc-
fory assistance - right now identical to 411. 999, at least
in New York City, is used by the fire department. 700 is a
special exchange for identifying your regional phone
carrier. We know there are some unassignable ex-
changes that we left out and we look forward to hearing
from our readers what they are.

The MPAA Lawsuit

Dear 2600:

I am in the law enforcement business. I was a po-
liceman for 10 years. I currently make my living by pro-
tecting the property of large businesses. With that said, I
must tell you that I have seldom seen a case of abuse of
power such as that which the DVD industry is promul-
gating against you. This situation is absolutely ridicu-
lous. I make money by providing my clients with the
best possible service, not by shooting the competition. I
applaud your stand. I feel so strongly about this that I

mirrored the file on one of my web sites.
Michael F. Nudell
We thank you for your support. No doubt you, along
with so many others, have also received some sort of a
threat from the MPAA as they continue their intimidation
tactics. Eventually they will see the error of their ways as
many more of us stand up to defy them.

Dear 2600:

How come you get in trouble when you link to any-
thing that has to do with the cracking of the DVD key,
but download.com can post software to rip DVD’s and
not get harassed like you? Does not make much sense to
me. Is there something that I am missing?

Punker(04

It only proves what we've been saying from the be-
ginning: it’s not about copying DVD'’s. They fear us be-
cause we defy their mandate to control the access to
technology.

Dear 2600:

With regards to the MPAA lawsuit, is there a risk
that the subscriber records of 2600 could be called into
evidence in an attempt to identify the “500 John Does to
be named later”?

There does not seem to be a privacy statement on
the www.2600.com web site and the former assurances
of the use of strong cryptography to protect such sub-
scriber data no longer seems to appear in the paper ver-
sion of the magazine. Neither do you publish a PGP
public key for correspondence.

Secondly, is the publication of the list of the plain-
tiffs in the DVD court case against 2600 et al, including
hyperlinks to their corporate web sites, a wise move?

‘We only say this because the MPAA web site in par-
ticular seems to us to be vulnerable to script kiddy at-
tacks.

If the MPAA web site is attacked, would this reflect
badly on your court case? If the court took the view that
you had published this list of web sites, even though it
would be trivial to obtain it from other sources, as a tar-
get list for script kiddies, could this also lead to the inva-
sion of privacy of your subscriber records and e-mail
correspondents?

Anonymous
London

We are not going to overanalyze every move and
statement we make because to do so would only ensure
that we do nothing. This is a major battle and we intend
to fight back. To not tell people how to contact the enti-
ties suing us would be pointless. Our protection of our
subscriber info remains as it always has been - does it
make any sense that this would change? We have a very
strong privacy statement on the part of our site where in-
formation is gathered, specifically the online store. You
will also find our PGP key on our site. We no longer
print it because our new key has grown in size to the
point where it would take up half a page and anyone
who would use it would also have access to our web
page.

Qur subscriber records are not an issue because a)
we have no intention of ever giving those up and b) the
vast majority of our readers buy our magazine on news-
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stands anyway so it would be rather pointless to even try
to obtain those records. Hopefully, you can relax now.

Dear 2600:

I see you need help or comments on this DVD case.
I support 2600 in any way as well as Kevin and any
other hackers out there. What I can do if they don’t drop
the case is attach the DeCSS software to a few hundred
web sites free for download. They cannot take down
every web site out there. DeCSS will be free to anybody.

Kevin is free!

Apocalyse

Dear 2600:

Is there any way to show the CSS as monopoly
and/or price fixing? As we both know, that is what they
are trying to do. As with audio CDs, the production costs
for DVDs are much lower than tape or vinyl, but they
cost more.

Wayne

There’s never been a better time to force the issue.

Dear 2600:

I invent a lock. It’'s made of wax. You have an IQ
above that of warm water and it occurs to you that if you
heat the wax, my lock will melt. I now insist: When you
buy something that comes with my lock, you use only
the key I sell you separately. If I have one in stock. The
fact that the container bearing my lock is open at the
back is immaterial and diversionary. You're supposed to
help me pretend. My lock is still secure, unless you re-
veal to anyone else evil concepts like “heat” or “melt-
ing.” If you do that, you’re guilty of breaking my secure
lock, and of intent to steal what was behind it. Oh, and
you're guilty if anyone else steals anything too. After all,
it was secured with a secure lock until you came along.

Pay_No_Attention_To_That_
Man_Behind_The_Curtain!

Y2K Issues

Dear 2600:

I just noticed that the latest issue of 2600 (16:4) is
dated Winter 1999-1900. I'm surprised that a hacker
magazine wouldn’t have fixed its Y2K glitches and that
such a mistake could have made it past the editing
process. Should I expect to see articles on phreaking
crank telephones and social engineering telephone oper-
ators in the Spring 1900 issue of 26007

Desaparecido

Dear 2600:

First of all I would like to say I am a new reader of
2600. 1 was referred by a friend of mine. I must say to all
of the staff at 2600 that you do a great job and have edu-
cated me more then I expected. At any rate I was writing
this letter to ask you about an error I have found on your
front cover. The error is in the Date Section. The date
reads as follows. Volume Sixteen, Number Four Winter
1999 - 1900.

Now I was struck by this. A magazine of such elite
skill would not let something like this slip past, but then
again no one is perfect. [ just thought I would point this

out to you. Keep up the good educational work in the
magazine.
AssMonkey

Dear 2600:

First let me say that I absolutely love your work.
The way you helped out Kevin and help teach the youth
of America, it is all great. I was looking through volume
16, number 4 and came across something. I noticed that
it said Winter 1999-1900 not only on the cover but on
every single page bottom. Was this done on accident due
to Y2K or what?

Gustaf

We must have gotten over 100 letters on this one
subject. We’re sorry for any inconvenience or confusion
this may have caused. Sometimes, especially when deal-
ing with computers, unexpected things can happen just
when you think they won’t. We’re attempting to iron out
all the kinks and hope to fix the bugs by the time this is-
sue is printed. Again, our apologies.

Dear 2600:

I tried to log into your site last night for the first time
and there was a server error saying 1/1/1900. Did you
guys get hacked or were you playing around?

CubanPete

We don’t know why so many people decided to hit
our site on New Year's Day. We figured everyone would
be out doing other things, as we were. It could have hap-
pened to anybody. Now let’s not talk about this anymore.

Facts on NT

Dear 2600:

I am at a network administrator at a rather large cor-
poration that has a server farm of over 300 NT boxes,
and various other OS’s. I just received the Winter 1999-
2000 issue in the mail, and was shocked at the glaring er-
rors in the article entitled “Security through NT? Not
Likely.” I would like to take this time to correct many of
the more obvious errors that the author has made.

1. In the introduction, the author mentions that you
cannot have a “root shell” spawned on an NT box re-
motely. This is not true. Numerous buffer overflow ex-
ploits have been released in the past six months that
when executed remotely can cause a shell (in this case,
cmd.exe with system privileges) to spawn on a specified
port. Please check the normal list of sites for details on
various remote NT exploits that can cause shells to be
spawned remotely (www.ntbugtrag.com, www.security-
focus.com, www.ntsecurity.net).

2. In the author’s “Microsoft Networking” section,
he states: “shares can either use share-level security or
user-level security.” This again is not true for NT. Yes, in
Win 9x the author is correct when describing how share
security is defined. In NT, however, you have share-level
permissions that are used in combination with user and
group level permissions that determine how much ac-
cess a particular user or group has to the share in ques-
tion. With NT, there is no way to setup a single password
to access a share. You can give the group “Everyone” ac-
cess to a particular share, which will cause anyone to
view the contents based on the permissions assigned.
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Does the author have any experience with NT at all? The
author also suggests in this section that “port 139 is al-
most always opened.” This is the NetBIOS port for NT
and Win 9x. Show me one decent admin who is not
blocking all NetBIOS traffic at the border router or fire-
wall. This is common practice at any corporation.
Maybe the author was scanning workstations located on
his local college campus. Again, all of his information
about using the “Net View” command rests on the fact
that NetBIOS is not blocked by the border router or fire-
wall. All of this information is useless for a decently se-
cured network. The author makes another assumption
with this statement: “once in, you will have either ‘read’
permissions,(...) or ‘read/write’ permissions(...).” Again,
this is not the case on NT. What the author is referring to
is Win 9x. For a detailed explanation, please see above.

3. The author goes on to list “share hacking” tools.
However, the methods that these tools use are easily rec-
ognizable by any decent IDS product on the market, plus
leave a clear audit trail on any server. These tools do
nothing to hide your IP address or trick an IDS. Use of
these “tools” is for script kiddies only.

4. The “Password Cracking” section of the article
makes this statement: “if the machine you are targeting
allows for registry sharing, you will have the entire
SAM hive imported into LOpht (sic).” In NT, only ad-
ministrators of the machine are allowed to view the con-
tents of the registry remotely. There is no way to change
this option in NT that I am aware of, so this tactic is also
useless. The author goes on to state: “The problem is that
NT hides this file from users and essentially disables it
from being accessed while NT is running.” Once more,
this is not true. A copy of the SAM file is located in
“%windir%\repair\sam._" This file is created every time
an ERD is created using the “/s” option. Of course, only
administrators have access to this file, but there are ways
to get it using known exploits that may be available on
the target machine. Again, check the sites listed above
for ways to get files through a web server on NT re-
motely (sample file exploits, Compaq Insight Manager
exploit, etc.). The whole section on password cracking is
flawed, and I am not going to do all of the work for the
author on correctly explaining techniques to crack NT
passwords.

I am not going to go through the rest of this article
and pick out all of the errors that I see. If you (meaning
2600 and readers) feel an article devoted to the basics or
advanced workings of NT security is needed, let me
know and I will be happy to write one up.

RickDogg

Our policy is that no operating system should re-
main untouched. We look forward to more in depth
analysis.

Irony

Dear 2600:

I was reading your latest issue (16:4) and noticed
something interesting. Does anyone else see the irony of
the ad reproduced on the inside back cover? I mean, this
is a phone company exploiting the support slogan for a
hacker! Now I've seen everything.

Keep up the good work! I haven’t missed an issue
since I discovered it three years ago!
Knightsabre
What do you suppose would happen if we used a
phone company slogan to sell something of ours? Not
that they have any good ones.

Free Stuff

Dear 2600:

Tripwire Security Systems has done a rather nice
thing for the hacking community. They’ve made a poster
available containing the most common holes that their
software checks. Incidentally, it is available for free at
www.tripwiresecurity.com/products/poster.cfml.

Once the form has been filled out, the poster will ar-
rive within about three weeks. If you can’t wait that
long, it is also in PDF format at www.tripwiresecurity.com/
docs/Tripwire_exploit_poster.pdf.

Care to try out the new version? An x86 Linux ver-
sion is available at www.tripwiresecurity.com/prod-
ucts/Tripwire_ ASR20.cfml.

It’s Tripwire (2.2.1). You need to fill out forms on
who you are, but you can fill them up with bogus info,
and it all still works.

Twist

Question

Dear 2600:

I was thinking of starting a 600 meeting group at my
college, just thought I'd see if it was cool with you guys.
Isit?

scorchmonkE

Fine with us. You might want to check with the peo-

ple at 600 though.

2/6/00

Dear 2600:

Hey 2600 I am your quarterly reader (sorry for
spelling I am Russian). Well anyway I started doing my
web site for some reason today on 2/6/00 like it was in-
stinct and I was posting new on the main page and I just
found out that the date was 2600 man I was so happy, I
got bottle of bear and drank it (oops I am only 15 hehe)
and messaged everyone on icq then I went to your web
site to write to you to tell you about today but then I re-
alized I wasn’t the only special one ehehe.

MeSSerSchMiTT
(David or The “RUSSIAN” as
I get called in USA school)

Fortunately people in other parts of the world will

get a chance to celebrate 2/6/00 on June 2nd.

Dear 2600:

I got a 2600 hat. It fits my head nicely. I wore it
around and got a few smiles. Then one girl asked me if I
bought the hat on the sixth of February. How’s that for a
new interpretation to 26007

Rhymezor
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DoS Cluebags

Dear 2600:

Today you had an article on your web site about
these denial of service attacks being blamed on hackers
by the press. You said:

“Since the ability to run a program (which is all this
is) does not require any hacking skills, claiming that
hackers are behind it indicates some sort of knowledge
of the motives and people involved.

“...Whoever is responsible is either completely clue-
less or knows exactly what they’re doing. It’s the latter
that should concern hackers everywhere.”

But “completely clueless” people probably don’t
know how to run a syn flood or whatever these guys are
doing. I mean, I work with systems a lot, and I have no
idea how to launch a denial, and that’s not because I'm
stupid or clueless, but because it’s not a subject area that
I’ve spent any time looking at.

I guess I basically don’t understand the point you’re
trying to make with that last sentence. Assuming that the
people who did it do know exactly what they’re doing,
why should that concern hackers everywhere? 1 would
think they already know what’s up.

Keith Gardner

The attack is as simple as running a program. Any-
one could have done it as the media stated repeatedly.
But since hackers are capable of figuring out how to
write such a program, that knowledge is translated into
a threat. If somebody who knew what they were doing
ran this program, they must have also known that it
would be blamed on the hacker community and would
lead to renewed cries for surveillance and control of the
net. For someone to intentionally do such a thing know-
ing where it would lead is scary as well as suspicious.

Dear 2600:

Surely your assertion that hackers are not to be
blamed by the public for the recent spate of denial of ser-
vice attacks is very naive. Semantically, the word hacker
means to most people someone who attacks computer
systems, creates viruses, etc. either for criminal reasons
or just the thrill of it. It also carries with it connotations
of immaturity or social maladjustment.

Maybe you should call yourselves something else
and make it clear that your goals are not largely destruc-
tive - and I don’t buy the argument that by attacking sys-
tems you want to force suppliers to improve security for
the common good. There are much better ways to do
that.

Here’s hoping....

Andrew

Since “most people” can'’t even find Florida on a
map, we're not particularly concerned since we’re not
dealing with an attention span long enough to cause
harm. We think we’ll keep the word “hacker” and simply
call those who do things like this by their rightful names:
criminals, vandals, extortionists, whatever. This kind of
thing is nowhere near the same as exploration or even
hacking a web site. This is purely destructive and we
condemn it. But we also believe people should know ex-
actly how it works. Ask yourself this one simple ques-

tion: if hackers are to blame for this and hackers have
always known how to do it, don’t you think it’s odd that it
took this long for it to be done on this scale? That says
something for hacker integrity.

Dear 2600:

Recently I was listening to 101.1 WRIF out of De-
troit. There is an early morning show called Kim Ko-
mando’s Computer Show and on it she was discussing
the recent denial of service “cyber-attacks” on those big
name web sites. She also mentioned that Kevin Mitnick
was recently released from prison and wondered if it was
a “coincidence” that this happened. I can’t believe that
people are already contributing computer related crime
to Mitnick. I guess the media in every form is ignorant.

Cooter

Dear 2600:

At school we get this teen news program called
Channel One. Its supposed to make news cool or some-
thing like that. Well, on February 16 they did a story on
the sites that were taken down - Ebay, ZDNet, etc. Of
course they jumped to use the word “hacker” several
times. They interviewed some so-called expert saying
that whoever brought down the sites had advanced hack-
ing skills. The more I thought about it, I realized that guy
was terribly wrong. How much skill does it take to exe-
cute a simple program? I have been trying to explain to
folks at school that hacking in its truest from is not mali-
cious. It is the hunger for information and exposing the
weak security put on by some huge companies.

The Channel One broadcast also did a small clip on
Kevin Mitnick. They made him sound like the most hor-
rible man alive. They called him “the most notorious
hacker ever who cost companies millions of dollars and
stole information.”

No one ever watches this Channel One thing at
school. Kids usually sleep, eat, or do homework during
this time. But I feel sorry for the few people who do be-
cause they think Mitnick is a creep or something.

Jason
Louisiana

Channel One is little more than a propaganda tool
beamed at our nation’s kids in exchange for corporate
funding. People protested it when it debuted but it really
seems to have gained a foothold. For those who are
aware of this, it might be fun to counter their crap in col-
orful detail every day and start your own newsletter. Of
course you'll get in trouble for not spouting the party
line. But that’s not a bad theme to live by, especially
when you know you’re not alone.
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BUILD, DON'T BUY,

YOUR NEKT

by bober
Tired of buying PC’s? Don’t you
wish you could build computers?
The big computer stores are a tool
of the establishment. They pay
hundreds of thousands to
Mt$%3'ing Microsoft for use of its
crappy operating system and they
support the monopolistic dreams of
Intel. Even though Intel’s chips are
just helping Big Brother watch you
by transmitting your own personal
serial number and setting a bad
standard for the future with CISC
architecture, the PC stores con-
tinue to support them.
This is a travesty of capitalism. But
you have the tools to stop them.
Instead of sending ping-o-deaths
to their websites, you can actually
make it unprofitable for them to
continue without mending their evil
ways.
For the first time in the history of
the industry it is now cost effective
to build your own PC’s. Not only
that, but all it takes is a $10 tool
set and about half a brain.
You can build your own PC for ap-
proximately two thirds of what it
costs to buy it in a store. Not only
that, but with the introduction of
plug and play BIOS and the stan-
dardized ISA, PCl, MCA, EISA ex-
pansion slots, it's really easy too.
The days of cursing the idea of in-
terrupt request lines and BIOS
chips that can’t detect hard drives
are long gone. Now instead of
leaving the building of PC’s to
trained technicians in labs, you can
take a pot shot at the establish-

COMPUTER

ment by doing it yourself.

First, buy your case. For about $75
you can buy a case/power supply
to fit the needs of just about any
system you can imagine. Then buy
your motherboard. This is one of
the big money items in the PC.
Here though, you can probably af-
ford to go the cheap route safely
because most motherboards will
last. Just be sure to get one with a
“ZIF” processor socket and a good
chip set. Also make sure you get a
board with enough expansion slots
so that you can add all the capabil-
ity you want. A good recommenda-
tion is one with three ISA and three
PCI slots at the minimum. (Also
make sure it supports AGP video.)
Next you have to buy your chip. Do
not buy Intel. They are a tool of the
establishment. Other choices are
American Micro Devices’ K62 and
K63. Also you can get a chip from
Cyrix for slightly less money, but
AMD is usually a better bet. As far
as speed, | don't care, it's your PC.
(500 MHz will do fine, unless you
are running digital signal process-
ing software or your own server.)
Now it’s time to talk expansion
cards. First, see what'’s included
on your motherboard. Ideally, the
only thing there is a keyboard con-
nector, an RS232 serial interface,
and a parallel port. You do not
want built-in sound, video, and mo-
dem connections as are found on
most “bargain basement mother-
boards.” As far as a sound card, |
would buy one capable of 96KHz
and 32 bits, but | am a musician. If

Spring 5760

Page 53



you need an explanation of sound
compression go to www.maz-
sound.com for documentation and
some good cards for sale. Next
comes the video card. Buy a video
card with at least 16 and hopefully
32 Mb of ram. You can get away
with less but it will, in technical
terms, suck.

Now get your modem. Either a v.90
56k flex or a cable modem. This is
2600, so | don't have to explain
these two devices. Next, the most
often overlooked part of your com-
puter, the ram. This is one of the
times where it really pays to buy
the expensive kind. Don’t buy
crappy ram. Other kinds will some-
times make your computer fail to
start (this is bad). Get at least 128
- 512 or 768 would be best.

A CD ROM drive is a big chunk of
change for something you are only
going to use a handful of times.
Get a used one at a flea market.
Don’t buy a DVD drive; they are for
teenagers to use to watch porn,
not for hackers. If later you find out
you want a CD writer, then buy one
then, not now. They aren’t worth it
at this point. Finally, the hard drive.
There are three main options. IDE,
SCSI, and RAID. IDE is the cheap-
est, but it also is the slowest, and it
has little or no error checking. This
is bad. SCSI is marginally more
expensive, but it runs a little faster,
and has error checking, so a drive
error that would kill an IDE PC,
won't even be noticed in a SCSI
system. The one downside of
“suczy” as we builders call it is that
you need another card, and that
costs money. But trust me, it's
worth it. The third, and least com-
mon, option is RAID. This is basi-
cally another box, outside of your
computer, filled with lots of drives.
You get to choose the sizes. This
has a number of advantages and
disadvantages. First of all, RAID is

faster than the other two types. Not
only that but you can upgrade it for
about the same price, or maybe
even less! One of the main advan-
tages of RAID is in its name: Re-
dundant Array of Inexpensive
Disks. Did you see that first word,
redundant? That means that even
if one of the drives goes through
some kind of failure, like it melts or
something, the box can keep work-
ing without a hitch. The downside
is you need a $250 card and an-
other box taking up space on your
desk.

Now that you have built your PC,
it's time for an operating system.
There are a number of options.
First and most important is Linux. If
you use Linux, use RedHat 6 or
later. Do not use RedHat 5. It does
not work on PnP BIOS. This can
run the Xwindows system so it
looks and feels like Winblows,
while working like Linux. If you are
really smart and want to learn a
difficult OS, use FreeBSD. This is
a free version of Berkeley Systems
Development, which is basically
just UN*X. Also, there is the little
known OS/2. This is basically
IBM's response to Windows. The
newest version (OS/2 4 warp) is
pretty good and it's not Winblows.
Also, there is a pretty good selec-
tion of software (not great, but
good). Finally, you could use some
off the wall UN*X flavor, but they
are complicated and don’t really
have a lot of software. Unless you
are planning to write your own
stuff, stick with the three choices |
outlined above.

My one caution is that all circuitry
inside a PC is static sensitive, so
either touch something grounded
while you work or buy a pair of sta-
tic wrist guards ($15) just to be
safe.

Have fun!
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MARKETPLAGE

H2K - HOPE 2000 will be taking place on July 14, 15, and
16, 2000 in New York City at the HOtel PEnnsylvania (the
site of the first HOPE Conference in 1994). This time we
have two floors and enough room to do whatever we want.
Start planning now! Reserve your room at the hotel by
calling (212) 736-5000 (sentimental types can dial PEnn-
sylvania 6-5000). Mention that you're with the H2K confer-
ence to get the discounted rate. Unlike previous HOPE
conferences, we will be running this one around the clock
beginning on Friday morning and ending on Sunday night.
We expect at least two tracks of speakers as well as mu-
sic, films, and a/v presentations of all sorts. Registration
for H2K is $40 and includes admission to all events
throughout the three days. You can send your registration
to: H2K, PO Box 848, Middle Island, NY 11953. Make
checks or money orders payable to 2600. Be sure to in-
clude your name, address, and, if possible, an email ad-
dress. You can also register online at www.2600.com. If
you'd like to volunteer to help at the conference, email vol-
unteers@h2k.net. If you're interested in giving a presenta-
tion, email speakers@h2k.net. We also have a mailing list
for ongoing discussion about the conference. Email major-
domo@2600.com and put “subscribe h2k” on the first line
of the mail. Continue to check www.h2k.net for updates.
DEF CON 8 is July 28th to the 30th in Las Vegas. Wacky
hackers descend on Las Vegas for the eighth annual com-
puter underground convention. Last year over 3,000 peo-
ple showed up to party, exchange information and ideas,
and hack on the local network. This year we have the en-
tire Alexis Park resort to ourselves, which means almost
double the space! This means more speeches, more
demonstrations, and more things to do. There will be the
fantasy net connection, Capture the Flag network contest
with new rules and goals, The Spot the Fed Contest, and
the social engineering contest to name a few. There will be
live bands and an even larger 24 hour rave area, a vendor
area where people can sell shirts, tools, and other good-
ies. This year the speeches will be separated into different
tracks, from “newbie” talks designed to introduce new
hackers into different areas of interest to “Uber Haxor” for
those people looking to refine their skills or get the latest
tech info. Any of this stuff get your attention? Even if it
doesn’t you can still hang out by the pools and watch the
conference through the hotel TV system! Check out
www.defcon.org for the latest planning information and
speakers, or for previous year's speeches. Email The Dark
Tangent (dtangent@defcon.org) for more information.

CRYPTO OUTLAW T-SHIRTS. Governments around the
world are turning innocent people into crypto outlaws.
Where will the madness end? Cryptography may be our
last hope for privacy. From Curvedspace, the unofficial
band of anarcho-capitalism. Get yours at
curvedspace.org/merchandise.html.
HTTP://IPAOLOS.COM since 1996. Lockpicks, auto entry
sets, confidential trade publications, survival tools, an ex-
citing line of affordable switchblades, powerful air rifles
and pistols, and a complete line of super-realistic Airsoft
guns. Danger: do not brandish these guns in public, you
may be arrested/shot. We guarantee what we sell UN-
CONDITIONALLY for 30 days, in addition to factory war-
ranties, and will beat the competition’s prices hands down!
No “spy store” or “Y2K” hype here, you won't believe it!
Visit us to post messages to our discussion board, add
your email to our mailing list, or place an order with our
easy-to-use catalog! We can ship internationally, and will
only sell to qualified customers. U.S. customer can now
pay with VISA/MC.

PLAY MP3S IN YOUR CAR OR HOME: Mpjuke unit plays
mp3 cd, cdr, and dvd disks. Can be mounted in car, home,

or even inside a free drive bay of a PC. It can be trunk
mounted in a car or placed under the dash. The unit is self
contained, pre-assembled, and it includes a wireless re-
mote. For more information, visit:
http://iwww.mp3carplayer.com/2600 or e-mail
2600@mp3carplayer.com. Sign up for our affiliate program
and earn some cash. Resellers needed. $25 from every
2600 sale will go to the Kevin Mitnick fund. We will ship
anywhere that we can.

COMPLETE TEL BACK ISSUE SET (devoted entirely to
phone phreaking) $10 ppd for hard copy or CD-ROM
PDF/GIF version with lots of extra related data and plans
for voice changers, scramblers, tone boxes, bugging, etc.)
$14 ppd. Forbidden Subjects CD-ROM (330 mb of hacking
files) $12 ppd. Pete Haas, PO Box 702, Kent, OH 44240-
0013.

HACKERS WORLD. 650 MB hacking files $15, 650 MB
phreaking files $15, Anarchy Cookbook 99 $10, list of
warez CDs $5, Surveillance Catalog $5, Virus 99 (730
pages about computer viruses) $5. Send all orders to: 700
Palm Dr. #107, Glendale, CA 91202. Make all checks out
to Edgar.

REAL WORLD HACKING: Interested in rooftops, steam
tunnels, abandoned buildings, subway tunnels, and the
like? For a copy of Infiltration, the zine about going other
places you're not supposed to go, send $2 to PO Box
66069, Town Centre PO, Pickering, ONT L1V 6P7,
Canada.

HACK THE RADIO: Hobby Broadcasting magazine cov-
ers DIY broadcasting of all types: AM, FM, shortwave, TV,
and the Internet. It includes how-to articles about equip-
ment, station operation and programming, enforcement,
and much more. For a sample, send $3 U.S. ($4 Canada
or $5 international). A subscription (4 quarterly issues) is
$12 in the U.S. Hobby Broadcasting, PO Box 642, Mont
Alto, PA 17237.

PEOPLE WITH ATTITUDE. Check out the political page at
the Caravela Books website: communists, anarchists, Klan
rallies, ethnic revolt - all at: http://users.aol.com/car-
avela99 - and a novel “Rage of the Bear” by Bert Byfield
about a 15-year-old blonde girl who learns the art of war
and becomes a deadly Zen Commando warrior - send $12
(postpaid) to: Caravela Books QH93, 134 Goodburlet
Road, Henrietta, NY 14467.

INFORMATION IS POWER! After years of being in the
scene we've put together a publicly accessible site for
people to talk about a wide variety of hacking genres. In
addition, we have obtained feeds for our own private news
center for information and articles about current computing
happenings worldwide. You can find all this, and more, on
our site at: www.sotmesc.org/gcms.

THE BEST HACKERS INFORMATION ARCHIVE on CD-
ROM has just been updated and expanded! The Hackers
enCyclopedia ‘99 - 12,271 files, 650 megabytes of infor-
mation, programs, standards, viruses, sounds, pictures,
lots of NEW 1998 and 1999 information. A hacker’s dream!
Find out how, why, where, and who hackers do it to and
how they get away with it! Includes complete YIPL/TAP
back issues 1-91! Easy HTML interface and DOS browser.
US $15 including postage worldwide. Whirlwind Software,
Unit 639, 185-911 Yates St., Victoria, BC Canada V8V
4Y9. Get yours!

TAP T-SHIRTS: They're back! Wear a piece of phreak his-
tory. $15 (s/h incl.) buys you the TAP logo in black on a
white 100% cotton shirt. As seen at Beyond Hope.
Cheshire Catalyst-approved! Specify L/XL. Send payment
to TPC, 40A Weis Rd., Albany, NY 12208.

CAP’N CRUNCH WHISTLES. Brand new, only a few left.
THE ORIGINAL WHISTLE in mint condition, never used.
Join the elite few who own this treasure! Once they are
gone, that is it - there are no more! Keychain hole for
keyring. Identify yourself at meetings, etc. as a 2600 mem-
ber by dangling your keychain and saying nothing. Cover
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one hole and get exactly 2600 hz, cover the other hole
and get another frequency. Use both holes to call your dog
or dolphin. Also, ideal for telephone remote control de-
vices. Price includes mailing. $79.95. Not only a collector’s
item but a VERY USEFUL device to carry at all times.
Cash or money order only. Mail to: WHISTLE, PO Box
11562-ST, Clt, Missouri 63105.

IAM INTERESTED IN HIRING SOMEONE familiar
with accessing telephone information. Generous pay. Please
contact me at C. Chao, PO Box 375, Middle Village, NY
11378.

NEED HELP WITH CREDIT REPORT. Please respond
to B. Mandel, 433 Kingston Ave., P.O. Box 69, Brooklyn,
NY 11225.

HELP TO FIND TROJAN HORSE PROGRAM. Under-
stand there is a Trojan Horse program which may be added
as an attachment to an e-mail (which appears innocuous
when viewed or read) but which will execute and record any
password used by the recipient and then send it by e-mail to
an outside recipient. Further, that if the outside recipient
doesn’t receive it for any reason, the e-mail message with
password(s) will not bounce back to the sender. Also, there
is another Trojan Horse program which, after it installs itself
in the UNIX-based ISP of the target, will mail out copies of
all incoming/outgoing to an outside recipient without the
target being aware of it. Can anyone help with complete in-
formation, details, and programs? bryna5@usa.net

I NEED TO OBTAIN credit report information on others
from time to time with little or no cost. Can someone help?
test/test@usa.net

NEED HELP FINDING AND USING WAREZ SITES. I
am looking for several specific graphic, photo, and music
production programs. Need help getting to them. Compensa-
tion will be given for working full versions. E-mail netvam-
pire@iname.com for list or details.

NEW, COOL WEB AND PRINT MAGAZINE. It will be
the Time/Life, People, Spin for generations X, Y, and Z.
Looking for writers on all subjects or anything of interest. E-
mail jobs @whynotmag.com. Benefits include publication,
free stuff, concert and event tix and passes. Photographers
and artists also wanted. Join NOW!

TELEPHONE NUMBER HELP. Help to find list of tele-
phone numbers for each telephone company/city where a
testman calls to find out all telephone lines connected to a
particular address. Also where can one get unlisted tele-
phone numbers without cost. The information used to be
somewhere on the Internet. help-discover@usa.net

IAM LOOKING FOR ASSISTANCE in cracking al-
phanumeric password protected MS Access files. Please
send all info to laptop300@yahoo.com. Your help will be
greatly appreciated. In return, anyone needing info on
WHCA (The White House Communication Agency), I will
be happy to lend assistance with copies (or fax) of all
ground fiber (T1 through OC128) in DC metropolitan area
or other documents.

MINIATURE PEN-MICROPHONE that is very sensitive
and transmits at least 300 feet to an FM radio. Need the
name/address of manufacturer(s) (and prices if available).
Reply to b/o/b@usa.net.

I'M LOOKING FOR THE ORIGINAL/OFFICIAL TAP
MAGAZINE/NEWSLETTER.Contact me if you have any
information regarding the original TAP phreaking maga-
zine/newsletter.| suggest you provide the condition of the
magazine/newsletter and the price that you would want for
it when e-mailing me at menace26@hotmail.com or icq
13693228. | want the ORIGINAL copies only.

WANTED: Heathkit ID-4001 digital weather computer in
working condition. Also wanted: microprocessors for
Heathkit ID-4001, ID-1890, ID-1990, and ID-2090. Advise
what you have, price, and condition. E-mail:
heath.kit@usa.net

SUSPECTED OR ACCUSED OF A CYBERCRIME IN
THE SAN FRANCISCO BAY AREA? You need a seman-
tic warrior committed to the liberation of information who
specializes in hacker, cracker, and phreak defense. Con-
tact Omar Figueroa, Esq., at (800) 986-5591 or (415) 986-
5591, at omar@alumni.stanford.org, or at Pier 5 North,
The Embarcadero, San Francisco, CA 94111-2030. Free
personal consultation for 2600 readers. All consultations
are strictly confidential and protected by the attorney-client
privilege.

CHARGED WITH A COMPUTER CRIME in any state or
federal court? Contact Dorsey Morrow, Attorney at Law
and Certified Information System Security Professional, at
(334) 265-6602 or visit at www.dmorrow.com. Extensive
computer and legal background. Initial phone conference
free.

OFF THE HOOK is the weekly one hour hacker radio
show presented Tuesday nights at 8:00 pm ET on WBAI
99.5 FM in New York City. You can also tune in over the
net at www.2600.com/offthehook or on shortwave in North
and South America at 7415 khz. Archives of all shows dat-
ing back to 1988 can be found at the 2600 site. Your feed-
back is welcome at oth@2600.com.

THE FAMILY, a close-knitted anarchy social group has
formed for hackers, phreakers, and computer nerds. Join
with your kind in furtherance of independent ideology, fi-
nancial freedom, and prosperity. Master the possibility of
collective thought and association with members of your
own mindset. For further enlightenment as to the lifestyle
of the family, break the old mold, dare to explore, contact:
Purceh Branson, Drawer K, Dallas, PA 18612.

LOOKING FOR NEW FRIENDS. Am in the Corruption
Center of America (Corrections Corporation of America)
prison doing a skidbid that's taking too long. Need stimu-
lation and information. Am WM 5'10”, brown hair, brown
eyes (for the ladies). Used to go as Admkirk on irc. Bored
out of my mind and looking to make a connection.
Steven Lezak, #000091-A0250176, Diamondback Cor-
rectional Facility (CCA), P.O. Box 780, Watonga, OK
73772-0780.

BOYCOTT BRAZIL is requesting your continued assis-
tance in contacting PURCHASING AGENTS, state and
municipalities, to adopt “Selective Purchasing Ordi-
nances,” prohibiting the purchasing of goods and ser-
vices from any person doing business with Brazil.
Purchasing agents for your town should be listed within
your town’s web site, listed on www.city.net or www.mu-
nisource.org. Examples of “Selective Purchasing Ordi-
nances” can be reviewed within the “Free Burma
Coalition” web site. Thanking 2600 staff, subscribers, and
friends for your continued help in informing the WORLD
as to my torture, denial of due process, and forced brain
control implantation by Brazilian Federal Police in
Brasilia, Brazil during my extradition to the U.S. Snail
mail appreciated from volunteers. John G. Lambros,
#00436-124, USP Leavenworth, PO Box 1000, Leaven-
worth, KS 66048-1000. Web site: www.brazilboycott.org

ONLY SUBSCRIBERS CAN ADVERTISE IN 2600! Don't
even bother trying to take out an ad unless you subscribe!
All ads are free and there is no amount of money we will ac-
cept for a non-subscriber ad. We hope that’s clear. Of
course, we reserve the right to pass judgment on your ad
and not print it if it's amazingly stupid or has nothing at all to
do with the hacker world. All submissions are for ONE IS-
SUE ONLY! If you want to run your ad more than once you
must resubmit it each time. Include your address label or a
photocopy so we know you're a subscriber. Send your ad to
2600 Marketplace, PO Box 99, Middle Island, NY 11953. In-
clude your address label or photocopy. Deadline for Summer
issue: 5/15/00.
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ARGENTINA
Buenos Aires: In the bar at San
Jose 05.

Adelaide: Outside Sa
Bar, on the corner of

Pulteney Streets. 6 p
Brisbane: Hungry Jacks o
Queen St. Mall (RHS, opposite
Booth). 7 pm.

Canberra: KC’s Virtual Reality Cafe
11 East RW, Civic. 6 pm.
Melbourme: Melbourne Central
Shopping Centre at the Swanston
Street entrance near the public
phones.
Perth: The Merchant Tea & Coffee
(183 Murray Street). Meet outside.
pm.

Belo Horlznnte Pelego's Bar at
Assufeng, near the payphone. 6pm.
Rio de Janeiro: Rio Sul Shopping
Center, Fun Club Night Club.

CANADA

Alberta
Calgary: Eau Claire Market food
court (near the "milk wall").
Edmonton: Sidetrack Cafe, 10333
112 Street. 4 pm.

British C:

Vancouver: Pacific C
Fair, one level down
level by payphones.

Queb

Montreal: Bell Amph
Gauchetiere Street.

ENGLAND
Bristol: By the phones outside the
Almshouse/Galleries, Merchant
Street, Broadmead. Payphones:
+44-117-9299011, 9294437.
6:45 pm.
Hull: In the Old Grey Mare pub,
opposite The University of Hull. 7
pm.
Leeds: Leed City train station
outside John Menzies. 6 pm.
London: Trocadern Shopping

illy

Ay

Athens: Outside the bookstore

Papaswtiriou on the corner of

Patision and Stournari. 7 pm.
INDIA

New Delhi: Priya Cinema Complex,
near the Allen Sokl{ Showroom.
ALY

Milan; Piazza Loreto in front of
McDonalds.
JAPAN

Tokyo: Ark Hills

Subway sandwi

Suntory Hall).
MEXIC!

Mexico City: Zocalo
Station (Line 2 of
line). At the "Departan [
Distrito Federal" exit, near the
payphones & the candy shop, at
the beginning of the "Zocalo-Pino
Suarez" tunnel.

POLAND
Stargard Szczecinski: Art Caffe.
ing 0ok j

Aberdeen: Outside St. Nicholas'
Church graveyard, near DX
Communications' mid-union street
store. 7 pm.

Glasgow: Central Station,
payphones next to Platform 1.

Bwl.d'l ng. 7 pm.

Birmingham: Hoover Galleria food

court by the payphones next to

Wendy's. 7 pm.

Tuscaloosa: University of Alabama,

Ferguson Center by the payphones.
Arizona

Phoenix: Peter Piper Pizza at Metro
Center.
'l'mson- Bamnes & Noble, 5130 E.

Payptiones: (213) 972- 9519 9520;

625-9923, 9924.

Sacramento: Round Table Pizza,

127 K Street.

San Diego: Leucadia's Pizzeria on

Regents Road (Vons Shopping

Mall).

San Francisco: 4 Embarcadero

Plaza (inside). Payphones: (415)

398-9803, 9804, 9805, 9806.

San Jose: Orchard Valley Coffee

Shop/Net Cafe (Campbell).
Connecticut

X 4
Miami: Dadeland Mall on the raised
seating section in the food court.
Orlando: Fashion Square Mall in
the food court between Hovan
Gourmet & Panda Express.
Payphones: (407) 895-5238, 7373,
4648; 896-9708; 895-6044, 6055.
Pensacola: Cordova Mall, food
court, tables near ATM. 6:30 pm.

Illinois
Chicago: Screenz, 2717 North Clark
St.

' Baltimore:
“the Inner iiarbor

‘Reno: Mer%dw Wm.»d MalL Palms

Indiana
Ft. Wayne: Glenbrook Mall food

cky

gl.ouisvlue' Barneb & Noble at 801
S Hurstbourme Pkwy.

Louisiana
Baton Rouge: In the LSU Union
Building, between the Tiger Pause
& McDonald's, next to the
payphones. Payphone numbers:
(225) 387-9520, 9538, 9618,
9722, 9733, 9735.

Massachusetts
Boston: Prudential Center Plaza,
terrace food court. Payphones:
(617) 236-6582, 6583, 6584,
6585, try to bypass the carrier.

Michigan

Ann Arbor: Michigan Union
(University of Michigan), Welker
Room.

Biloxi: Edgewater Mall food court

(near mirrors) at 2600 Beach Blvd.

(really).
Missouri
St. Louis: Galleria, Highway 40 &
Brentwood, elevated section, food
court area, by the theaters.
Springfield: Barnes & Noble on
Battlefield across from the mall.
Montana

Butte: Butte Plaza Mall on Harrison
d e

fuad court by Sharro. 3-9 pm.

New Hampshire

Nashua: Pheasant Lane Mall, near

the big clock in the food court.
New Mexico

Albugquerque: Winrock Mall food

court, near payphones on the lower

level between the fountain &
arcade. Payphones: (505) 883-
9935, 9941, 9976, 9985.

North Carolina

! charlotte: South Park Mall, faised

area of the food court.

Raleigh: Crabtree Valley Mall, food

court.

Ohio
Akron: Arahu:a on W. Market

Oklahoma
Oklahoma City: Shepard Mall, at
the benches next to Subway &
across from the payphones.
Payphone numbers: (405) 942-
9022, 9228, 9391, 9404.
Tulsa: Woodland Hills Mall food

regon
Union Block, 403 NE

eer Place Mall (not
'), food court.
ansylvania
elpl 30th Street Amtrak
Station &t 30th & Market, under
the "Stairwell 7" sign. Payphones:
(215) 222-9880, 9881, 9779,
9799, 9632; 387-9751.
South Dakota
Sioux Falls: Empire Mall, by Burger
King.
Tennessee
Knoxville: Borders Books Cafe
across from Westown Mall.

Ft. Worth: North East Mall food
court near food court payphones,
Loop 820 @ Bedford Euless Rd.
6 pm.

Houston: Galleria 2 food court,
under the stairs near the

payphones.
San Antonio: North Star Mall food

court.
Utah
Salt Lake City: ZCMI Mall in the

ton: ‘Borders Books at
nd Cherry St. on the

Spokane: Spokane Valley Mall food
court.

Wisconsin
Eau Claire: London Square Mall
food court.
Madison: Union South (227 N.
Randall Ave.) on the lower level in
the Martin Luther King Jr. Lounge
by the payphones. Payphone: (608)
251-9909.
M'ilwaukee' Mayfair Mall on

start a meeting in your city, leave
2 message & phone number at
(631) 751-2600 or send email to
meetings@2600.com.
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Full details on page 56.
Updatres on www.h2k.net.

Join us for +his historical event!




Asian Payphones

N\

P

Bangkok, Thailand. This phone looks like it's Tokyo, Japan. Will ISDN payphones ever be a
been through an awful lot. common site in the States?
Photo by MC Telecom Photo by MC Telecom

Shanghi, China. A true work of art with th Beijing, China
phone number proudly displayed. Happy telephone workers.

Photo by Julian Photo by Julian
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HOPE 2000
HOrel PEnnsvylvania
New York City
July 14h +o July 16+h, 2000

It’s not too late!

(Well, it is if you read this after mid July.)
Keynote speaker: Jello Biafra
Premiere showing of our documentary
"Freedom Downtime”

Two tracks of speakers and panels plus
films and music around the clock!
See page 56 or www.h2k.net.
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“Posting information about MPAA’s anti-privacy oper-
ations and techniques will make that information
easily available to those engaged in, or planning for,
digital piracy of individual works.” - MPAA’s “Director
of Anti-Piracy, Worldwide” Kenneth A. Jacobsen in a
filing to the court to prevent the media and the pub-
lic from learning what they are saying in pre-trial de-
positions. He really did say “anti-privacy operations”
in his filing. Freudian slip? You decide.
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While many are deeply distressed, who
among us can say they're surprised at the unfold-
ing events of this year? Anyone who can needs to
start paying closer attention.

Corporate America has gone mad with litiga-
tion and its obsession with the net. Meanwhile,
governments the world over are doing everything
possible to close the Pandora’s box of freedom
the net has created. It's getting pretty ugly out
there.

Qur troubles are only a small part of the story.
Sure, we've never faced this kind of corporate
venom before. But when things like the Telecom-
munications Act of 1996, Digital Telephony, the
Digital Millennium Copyright Act (DMCA), and
“anti-cybersquatting” bills win easy passage,
it's inevitable. The Internet, once the shin-
ing beacon of free speech, cultural ex-
change, and open expression is fast
becoming the exclusive property of
big business and oppressive
regimes. At least, this is how it ap-
pears in their minds. We cannot
let our own perceptions be cor-
rupted by this invalid premise.

How else would it be possi-
ble to claim that a piece of e-mail
(the “ILOVEYOU virus”) could
cause $10 billion in damage and
that, once again, hackers are re-
sponsible? How would it be possi-
ble to completely gloss over the
fact that, once again, all of the prob- /4%
lems were because of a gaping
weakness in a program called Mi-
crosoft Outlook and that this is a lesson
that should have been learned from the
Melissa virus a year earlier? Very few in the
hacker world have been affected by any of these
demonstrations of stupidity and it's because we
know not to blindly trust programs (particularly
ones from Microsoft) when it comes to security is-
sues. The corporate media misses this vital point
and instead looks at hackers as the cause of the
problem, when anybody in the world could have
done this simply by sending e-mail.

The way the media covers things is only a
small symptom of a problem that continues to get
worse. Several years ago it would have been al-
most unheard of for a corporation to bully some-
one into submission on the net using nothing but
its might. Today we seem to hear of a new case
every day.

No doubt a lot of what's happening is bol-
stered by court developments such as those
which are proceeding against us. And if we were
to back down and agree that it was acceptable to
deny people the right to know how technology
works, a dangerous precedent would be set and
then you would see a hundred more lawsuits filed
for “offenses” ranging from writing source code to
writing articles about source code.

It's safe to say that new developments in
technology are scaring the corporate world to

death. What milestones like Napster represent to
them is a potential loss of the control they've held
for so long. Whereas before, record companies
(yes, most of the major ones are owned by the
same corporations suing us under the DMCA)
made the decision as to what music would be-
come popular, now the potential exists for people
to do this on their own and completely bypass the
traditional means of distribution. There’s little de-
bate that this could erode some of the massive
profits these companies currently enjoy. But it's
far less clear that artists themselves would be ad-
versely affected. Many, particularly those who
aren’t already in bed with the record companies,
have come out in full support of Napster and the
increased ability for the consumer to choose.
Naturally, the music industry has distorted
the issues in this case in much the
same way the motion picture industry
has distorted the ones in ours. For
one thing, all Napster does is point
people to sites that have the mu-
sic they're interested in. One
could even consider that to be a
service to anyone wanting to
shut those sites down. Another
issue is that the record compa-
nies seem to believe they have
the right to make money every
time someone hears a song they
own. This is the same mentality
that has made it illegal for Girl
. Scouts to sing “Happy Birthday”
= around a campfire. The truth is, they
don’t have this inalienable right to get
paid each and every time someone plays
their music. Unless we give it to them. The
net is merely a new medium, the modern day
equivalent of trading cassettes with friends. In
fact, CD sales have been increasing over the past
year. The record companies’ reaction? They
would have increased even more were it not for
MP3s and things like Napster. Right. Eventually,
they will lose this battle but not before wasting a
lot of time and money trying to stifle the develop-
ment of technology.

A wise man once wrote, “That ideas should
freely spread from one to another over the globe,
for the moral and mutual instruction of man, and
improvement of his condition, seems to have
been peculiarly and benevolently designed by na-
ture, when she made them, like fire, expansible
over all space, without lessening their density at
any point, and like the air in which we breathe,
move, and have our physical being, incapable of
confinement or exclusive appropriation. Inven-
tions then cannot, in nature, be a subject of prop-
erty.”

That wise man was Thomas Jefferson.

We don'’t favor piracy in any way. People who
sell CDs that they have burned are clearly making
a profit off of someone else’s work. But sharing

Continued on page 40
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THE ART OF

SYSTEM PROFILING

by Thuull

Opportunity Hacking is the process of
finding a neato new exploit that you some-
how manage to get compiled... so you
scan the entire Internet looking for any
system at random that just happens to
have the hole that you know how to get
into. Lame.

System Profiling is the act of picking
out one system or network and saying to
yourself, “| want in that system,” then re-
searching the system or network to learn
what it does and how the system works.

System Profiling is not about finding a
single hole in a system, accessing the
system, and considering yourself done.

System Profiling is about learning all
there is to know about the system in ques-
tion... maybe it has holes, maybe not... but
a successful system profile does not have
to result in owning the system. Hacking is
all about learning, right?

This article is for a specific target audi-
ence. It is not designed to be interesting
for script kiddies. If you are a script kiddie,
and are only here to be a part of some-
thing bigger than you are, skip this article.

Specifically, this is targeted at system
administrators, security professionals, and
non-malicious curious people interested in
the security of complex, heterogeneous
networks.

Target

For the purposes of this article, we are
going to assume that your target company,
“ABCorporation,” is the secretive type.
They don’t want you playing around on
their network. They have firewalls, they
have both active and passive Anomaly |D
Systems. (Note: Active IDS Systems are
those such as ISS RealSe-
cure, which sit on a /
network and look for
known “attack pat-
terns” in real time.
Passive IDS Systems \
are those that take infor-
mation passing through the 8
network and store it in some database, for
anomaly detection and/or data correlation
at a later time). They have a trained staff
of security professionals.

But, of course, this is what interests
you about the ABCorporation....

Start your profiling simple. Use the ser-
vices that they intend to make available to
the public to glean whatever information
you can.

/

S syntax advice. He had gotten frustrated

Website

Surf their website. Many companies
will make available on their web sites all
kinds of interesting information about the
people who work there, their computer
systems, their business partnerships, etc.,
etc., etc. Use this information to your ad-
vantage.

They have e-mail addresses on there?
Those might give you the username
scheme that they use... worth a try. One of
my favorites... do they list the names of
their sysadmins? Some do. Tell me, how
do sysadmins find new jobs these days?
They post their resume on the Internet!

Do a couple of web searches on the
sysadmin’s names. Check out www.mon-
sterjobs.com, www.dice.com, and
www.computerjobs.com, as well as a slew
of similar sites. See if you can find their re-
sumes online. Maybe someone who works
there now is attempting to jump ship.... If
you do find one of these resumes, you can
just about guarantee that you now know
what kind of systems your target company
is using. Is the guy(s) a CNE? Bet they
use Novell.... MCSE? Well, Windows
then... you get the idea.

Usenet

Any names that you get of employees
off of web pages or other means, go out to
dejanews and do a search on the names.
You'd be surprised what you may find
there. Or simply do a search at dejanews
on “@ABCorporation”. You'll see the posts
of everyone with one of those e-mail ad-
dresses.

| once found a string that a firewall ad-
ministrator at my target company
¢,_had started... guy was having

problems with his ipchains fire-
wall and was looking for specific

in the string because he was getting dis-
jointed responses. So he posted his entire
list of chains and the exact syntax of every
rule in every chain.

Whois

There are other sources of info too.
Pull up a terminal. Start doing whois’s: AB-
Corporation@arin.net,
ABCorporation@whois.ripe.net, ABCorpo-
ration@whois.networksolutions.com, AB-
Corporation@whois.internic.net, you get
the point.

You'll find that the different databases
list different things about your company.

Most companies will have multiple

Page 6
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blocks of IP addresses... some of these
blocks will be portions of the network that
used to belong to another company, per-
haps a company that had been bought
out, etc. But we'll get to that in a little bit.
There was a company that | targeted at
one time that had seven different Class C
address spaces, one of which was sub-
leased from a local ISP. As all of the other
blocks were through major Internet carri-
rs, | checked out the Mom and Pop one.
- Turnsouta dlsgrantled division in the
company, their distribu orogramming
nt, had be n d the use of
g D i

showed up as
to that com

pany. Let's sa
dig comma
ers;
printlink.net

ration.com
ation.com

e output. You kno
apany has intrusion
/ou want to attemp

««««««««««««

gain mformatlon ab
pany’s network wit
the IDS system.
from the dns serve
ABCorporation.com, your r
probably travel across the fire\
hence probably across their ID
However, ABCorporation is nc
have IDS systems physically lo
their ISP. So: :

dig @ns1-auth. spnnﬁmk
ration.com axfr

If ns1-auth at
transfers, you've
complete zone of
addresses, at ABC
licized via dns,
system at the t

“So?” you a
from the abo
have been
cent):

“ftp1 1H IN CNAME prod
10M IN NS ns

ddress spaces
one little <snip> of
only about 13

ut). That gives you
s C’s which you can
to the same com-
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company to their upstream service
provider. That being the case, the routers
must also have routable IP addresses. See
line 117? “inet 1H IN A 201.195.10.10"
That's another interface on the same
router that holds ES1.ns. And it's tel-
netable. So, telnet into that router. In this
case in particular, the username/password
were ABCorporation/ABCorporation. From
there, telnet to other 10.30.1.x IP ad-
dresses. What else was on the 10.30.1.x
address space, you ask? Well, all of the
firewalls had 10.30.1.x interfaces, as well
as their CA Unicenter boxes (network dis-
covery), as well as some of their internal
routers. All of this was on the inside of the
firewalls. Of note, you are going to need to
find another machine on the inside that you
can telnet to from here in order to do any
real investigation. Right now, on this router,
you cannot compile exploits, etc., as you
are on a router. In this case, that CA Uni-
center box | mentioned had telnet open
with the same username/password as
above. Bingo, Solaris 2.6 machine.

| found out later that they had done this
because the nature of the company’s re-
mote access from home didn’t allow them
to access the border routers while dialed
up to the internal network when they
worked at home. So, they needed a way to
connect to the border routers (which they
could reach from the Internet), and from
there into some of the internal network de-
vices inside the firewalls. Another case of
corporate security policy gone wrong. The
policy had good intentions, but internal em-
ployees who were inconvenienced by
these policies created a way around them.
They had no idea what this meant to the
security posture of the organization.

Business Partnerships

Okay, we already said
that your target is para- .
noid. Let's assume at
this point that none of
the above vulnerabilitie
are available directly
from the Internet. But,
you do know that your
target company has a
close business partner-
ship with a web-portal:
XYZCompany, let's say.
(You learned this from
your website jaunt ear-
lier.)

Well, typically, a
company who has a
tight business partner-
ship with another com-
pany, depending on
what the companies do
for each other, will have

special services allowed through their fire-
walls between them. They might even
have a dedicated point to point or two be-
tween the two companies, sans firewalls.

Take a quick look at XYZCompany. Are
they a Mom and Pop shop? Twenty em-
ployees? Internet presence? Bet they'll be
a lot easier to get into than your final tar-
get. And, once there, you can enjoy re-
laxed restrictions into your target
company... probably.

Corporate Acquisitions

Along these same lines, look for com-
panies that have recently been bought/ac-
quired by your target. In most large
organizations, the process of buying an-
other company is a long and tedious one,
but the primary reason for technology com-
panies to merge is so that they can use
each others’ technology.:So one of the first
things to happen is usually a change in
firewall rules, or the establishment of an in-
ternal network link to the “new arm of the
company.”

However, a corporate merger is a politi-
cal beast.

Company officers will normally be very
careful about stepping on toes, especially
since the guy who used to be the CEO of
the bought company is now a VP in your
target company and probably a little
touchy. So the extension of corporate pol-
icy to the “new organization” usually takes
a couple of months, or even years to be
fully enforced. The same thing applies to
the security policy.

Normally, the company that was bought
is usually a lot less established than your
target, so maybe they don'’t have a security
department. Maybe their sysadmins are
lazier - who knows?

What does this mean to you? Quite
simply, profile the recent ac-
quisitions.

Perhaps you're picking up
on a subtle theme here.

Sun Tzu, in “The Ancient
Art of War” said, “Where you
are weak, make your enemy
think you are strong, where
you are strong, make your
enemy think you are weak.
Attack your enemy in his
weakest point with your
strongest force. In this way
you will be victorious.” or
something very similar....

In practical terms, you
know they have firewalls, you
know they have IDS systems,
-~ why bang your head on those

protected avenues when you
can probably find an avenue
~ 'that's not protected at all?
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A Brief Intro

To Biometrics

by Cxi ~

A new area of physical security
that has become increasingly popu-
lar, and will become exponentially
popular as its uses are more easily
implemented and its need is more
clearly seen, is Biometrics or Bio-ac-
cess. Access to what? Biometrics is
not just to be used in access to
buildings or computers, but will soon
be used for access to your bank ac-
count, your credit cards, or even to
make a phone call. Biometric sys-
tems grant access based on per-
sonal identification, which is based
on a preprogrammed pattern of
recognition, providing not only identi-
fication but also verification. In order
for this to work, we must keep in
mind the theory that physiological
traits are unique for everyone. | will
give you a quick synopsis of what
occurs when you use a biometric
system.

The process for identification be-
gins with a request for recognition by
a person who submits certain biolog-
ical information. This is then com-
pared to an existing database. The
speed of this process all depends on
the size of the database, size of the
usually large file, and processing
speed of the computers. New com-
pression technology is shrinking the
file size of this “bio 411,” allowing for
a larger capacity to process large
amounts of comparison data.

For the most part, biometrics re-
quires contact with body parts. Be-
cause of the chances of disease
transmission, video and laser scan-
ning are being implemented in many
applications to eliminate the need for
anyone to touch anything. With the
constant use of computers today, se-
curing access and information is no
longer a business matter, but some-

thing that people have to be con-
cerned about in their private lives as
well.

There are seven common biomet-
ric categories being used today. Fin-
gerprint, hand geometry, retina scan,
iris scan, facial geometry, voice veri-
fication, and signature verification
are all considered a part of biometric
security. Fingerprint analysis is the
oldest and most commonly known
form. But this has evolved from the
old ink and
paper sys-

compo-
nents. The ridges on the fingerprint
are converted into mathematical
keys so that each fingerprint is really
a series of mathematical equations.
Also, the more fingers used for iden-
tification means a more accurate ver-
ification process. But, this also
means doubling, tripling, or even
quadrupling the storage size
needed. Higher resolution of the sys-
tems allows for more of these equa-
tions, which in turn results in greater
accuracy. Initial reading and storage
can take anywhere from five to ten
seconds and verification only about
one or two seconds. Hand geometry
is very similar to fingerprint systems
and is actually just an extension of
them. It creates mathematical equa-
tions usually based on the height,
width, and length of the hand. This
could lead to a possible problem with
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very identical twins who have the
same hand size.
Retinal scans re-
quire the exami-
nation of the eye
at a close range
(about one to two
inches). This is
very intrusive and
long and therefore
has only been im-
plemented in iy
places with very
high security re-
quirements. An iris scan makes a
mathematical map of the iris (area
around the pupil). With an estimated
200 points within the iris, it is fairly
easy to do so and can be very dis-
criminating depending on how many
points are processed. Since eye
color is not the issue, black and
white cameras (which translates to
cheaper systems) can be used to
capture the image, which will be
stored and compared to a live scan
during the next verification process.
This is much more
accurate than hand |
geometry because
even members of
the same family, in
cluding those very
identical twins, will
have different iris
scans. Face geom-
etry is the result of
hand and finger
recognition. It take
a video image and
selects facial point
in order to make a
decision to grant
access. The most
common use deter- §
mines the distance ™% :
between two points on the face. An-
other use involves measuring heat
spots with an infrared camera (which
translates to more expensive sys-
tems). This avoids problems created
by objects that may cover the face.
Voice verification has also become
increasingly popular. It analyzes
voice pitch, speed, and pattern and
forms it into a personal digital signa-

ture. Many systems have been made
more accurate by re-

quiring a standard
word pattern to be
used for reference
dentification and
onfirmation. This is
Iso a system that

S avoids disease

gl transmission be-
cause it requires ab-
solutely no physical
contact. Signature
verification divides a
person’s signature characteristics
into two parts: those that remain con-
stant and those that change. This
usually requires using an integrated
writing tablet system and can be very
costly.

There have also been many dif-
ferent implementations of these
kinds of bio-access. Many require
some form of card access that is ver-
ified by one of the previously de-
scribed methods. This makes the
verification process much quicker
since the com-
puter merely
compares the live
_data to the data
matching the
owner of the card
as opposed to
searching the en-
tire database for
a match (or to not
find a match). Fu-
# ture technology
will use smart
cards to hold the
comparison data
themselves and
therefore elimi-
nate the need for

larger, quicker
databases to store and process
these large bio-information files. But
can you just imagine what would
happen if someone (and you know
they will) figured out how to hack
one of those smart cards? People
would be able to create their own
identities pretty easily and gain ac-
cess to restricted places without
much effort on their part, since the
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computer let them in. And computers
never lie, kid (sorry... lame ass Hack-
ers quotation. | know... but it had to
be done). Also, compatibility is an is-
sue. Many manufacturers of these
systems use different protocols and
therefore you can’t have a “universal
file” to be used on all security sys-
tems everywhere... yet. But obvi-
ously this is something the
government (Department of De-
fense) would want and supports not
only with words but also with funding
supplied by the National Registry.
With the possibility to keep every
person’s unique characteristics on
file (not to mention what else would
be possible) and maybe not even
need to store the file on your own
computer with the new smart cards,
wouldn’t you prefer to do this? A
committee known as Bio-API has
been formed to look into creating
standards for the industry. Another
standard developed by many indus-
trial developers, the government,
and even MIT is the Speaker Verifi-
cation-AP| (SVAPI). There is a free
software developer’s kit online
which | suggest you download
if you're a Windoze person
(95 and NT).

Biometrics itself is such
an intrusive and invading
procedure that many have
said it needs its own form of
security. However, as of yet '
there is no law or regulation govern-
ing the sale or transfer of biometric
information that is legally acquired.
This means that if you apply for a job
and are required to submit to a bio-
metric scan, the controlling agency
provides absolutely no protection for
your private information. There is a
pending California bill, AB50, which
is attempting to stop the copying of
biometric information. Another issue
for concern is the efficiency of such
systems. Are they really needed?
Are people going to stop using
ATM'’s or banks because they can’t
stand to wait for that damn iris scan
only to learn that they can’t get their
money because of some system
bug? Well, the National Biometrics

Test Center has developed testing
standards for evaluating the perfor-
mance of biometric access equip-
ment, previously only performed by
the manufacturers. The best chance
for standardization has come from
the National Computer Security As-
sociation which has created a certifi-
cation program for systems and
system components such as scan-
ners that will set error rates based on
a standardized testing method.

Now, we can look at this new
technology any way we choose. If it's
left in the hands of the private and
business sectors, and used in ways
which doesn’t discriminate or elimi-
nate people’s options for doing
things, this can be a great thing and
an added level of security for people
in their homes, and for businesses
fearing corporate espionage or what-
ever paranoia they may have. How-
ever, if placed in the hands of the
government, we could be giving
them one more power that would en-
able them to control and monitor our
lives. Depending on where these

systems are made, the gov-
—~~.__ernment could be able to
~», watch when we come
ﬁ A\ and go from our
~1 houses, log on to our
. | computers, take money
/ from an ATM, or even
¥ see what pay-per-view
movies we buy. That my

friends, is a very scary thought and

something | hope | never have to
think of as a reality.

Here are some biometrics manu-
facturers if you would like some
more information:

HID

Biometrics2000.com

Identix

For more information about bio-
metrics check out these websites:

Iris-scan.com

biometrics.cse.msu.edu

www.dogpile.com - find stuff
yourself!

Shouts: ASleep, glock, minus,
LordViram, and the rest of the
ct2600 crew!
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i1 by Anonymous
1  The Tennessee Department of Correc-
1tion (TDOC) has “upgraded” their little
1 piece of the State’s network. MIS (Man-
1 agement Information Systems), the peo-
I ple responsible for the piece of crap
I called TOMIS, was given the task.
I TOMIS runs under UNIX as a clumsy in-
terface with infuriatingly cryptic menu
names and a pathetic online help menu.
As of November 1999, TOMIS users
said goodbye to their old Memorex Telex
terminals and received MTX 1683 termi-
g nals. This is because MIS and “The Pow-
jers That Be” didn’t like the idea of having
g several PC’s connected to TOMIS for the
i paperpushers to do their memos and stuff
g on. Their paranoia was well placed be-
I cause the PC I used was equipped with Q-
I BASIC and the client app for connecting
I to TOMIS (grin). The prison staff are un-
I der trained and barely computer literate.
I Most staff had dumb terminals, so PC se-
I curity has been largely overlooked.
Is the system “secure” now? MIS laid
12 shitload of fiber, bought hundreds of
:MTX terminals (diskless), 15" color mon-
Iitors, and printers. Now TDOC staff have
access to the State’s NT server! Of
course, they didn’t do any real training
jand the staff are still clueless about how
j to do anything above the simplest tasks.
j MIS didn’t want to go through all the
I trouble of putting all the TOMIS stuff on
Ithe NT server, so you can either log onto
1 TOMIS or the NT (but not both). The NT
I provides access to MS Word, Excel,
lemail, etc. I didn’t see anything all that
I exciting on it, but it’s worth exploring be-
I cause of all the subnets attached to it.
Due to the poor training, I was lucky
Ienough to have the opportunity to spend
=sevcral hours on the TOMIS and NT
“helping” teach the staff I work for. What
incarcerated hacker would pass that kind
of chance up? After a short time I realized
j that one of the little MIS idiots forgot to
j set a configuration password on one of
1 the terminals. Under the watchful eye of
I clueless staff members, I was able to view
1 and change anything I wanted. Anyway,
Lhere’s a little info for anyone who’s inter-
lested in checking out one of the most pa-

Fun With TDOC

thetic systems I’ve ever seen.
NT Server
Domain Name: state.tn.us
DNS Server: 170.142.82.150
Default Gateway: 170.142.48.129
TOMIS (UNIX)
Domain Name: tn3270.state.tn.us
Por: 23

Warning: TOMIS only runs batch
processes (called “conversations” or “re-
questable reports”) and any interactive
process will stand out. -

Login Proceedure

1. Type IMS2 under State Map (hit en-
ter).

2. Type BI’NUMBER?” (replace
“NUMBER” with a valid user ID).

3. Tab down to Password field and en-
ter password.

4. Type in the answer to the two per-
sonal questions (there are two of them
from a list of twenty).

5. You are now at the Main Menu.
Move your cursor to the lower left hand
corner of the screen next to Function and
type in the conversation you want from
the following list:

LCD2: visitor status

LCD3: staff assignments

LCD4: institution travel

LCDA: standards

LCDB: fee types

LCDC: treatment programs

LCDD: criminal justice person

LCDE: staff

LCDF: plan of service

LCDG: contact notes

LCDH: travel

LCDI: offender fee inquiry

LCDIJ: revocation warrants

LCDK: transfer in request

LCDN: family/contacts

LCDQ: fee payments

LCDR: fee exemption

LCDU: offender fees

LCDV: offender receipts

LCDW: work site assignment

LCDX: work site referral

LCDY: work site report

LCDZ: work site application

LCLA: offender attributes

LCLB: offender aliases
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LCLC: offender employment
LCLD: offender treatment
LCLE: offender education
LCLF: offender findings
LCLG: offender orientation
LCLH: inst transfer request
LCLIJ: PSI referrals

LCLK: PSI text

LCLL: offender debts and assets
LCLM: PSI victims

LCLN: classification

LCLP: classification test results
LCLR: criminal history

LCLS: assignments due

LCLT: CAF weights

LCLV: CAF score

LCMA: commissary item
LCMB: commissary purchase
LHSB: accident

LHSE: health assessment
LHST: limited activity notice
LHSV: health history

LIBA: incompatibles

LIBD: segregation

LIBE: future disciplinary hearing
LIBF: grievance

LIBJ: incidents

LIBK: disciplinary

LIBL: disciplinary decision
LIBM: board/committee members
LIBN: offender property

LIBO: offender property arrival
LIBP: offender claim

LIBQ: cell search request
LIBR: cell search results

LIBS: drug audit results

LIBT: property audit findings
LIMC: RQST cell/bed assignment
LIMD: arrival/departure

LIMF offender cell change
LIMG: chain schedule

LIMH: dead offender

LIM]J: escape transfer

LIMK: escape

LIMM: visitor history

LIMN: current visitors

LIMQ: count room

LIMR: pop counts

LIMS: site

LIMT: admit request

LIMV: non-rider

LIMW: schedules

LJEA: offender pay

LJEB: education test results
LJEC: program notes

LJED: job/class assignment
LJEE: job/class termination
LJEF: job audit

|
i
|
|
|
|
|
1
|
|
1
|
|
|
|
i
|
1
|
1
1
|
1
|
1
1
|
|
|
|
I
|
|
|
|
|
|
|
1
|
|
1
|
i
1
1
|
1
|
|
|
|
I
|
1
|
|
|
|
1
1
: LJEG: work permit
=

LJEH: job/class register

LJEJ: register placement

LJEK: job set up

LJEL: position request

LJEM: job position ID

LJEN: offender attendance
LJEP: pay policy

LJER: class section

LJES: special education referral
LJET: job/class inquiry

LJEV: class set up

LOEB: diet order

LOEC: drug order

LOED: radiology order

LOEE: laboratory order

LOEJ: radiology results

LOEK: laboratory results
LOEL.: services provided
LPDA: board action

LPDB: parole/committee
recommendation

LPDD: interested party/comments
LPDE: parole predictor

LPDF: proposed plan

LPDG: SAIU findings

LPDH: probation petitions filed
LPDJ: hearing subpoena request
LPDL: ISC requesting courtesy
LPDM: other state recommendation
LPDN: parole staff action
LPDP: eligibility docket

LSSA: TOMIS user ID

LSSB: security alert

LSSC: access revocation

LSSD: security conversations
accessed

LSTA: dead/delinquent/street time
LSTB: offender credits

LSTF: offense statutes

LSTJ: judgment order

LSTM: credit law waiver
LSTP: ISC sentences

LSTQ: Tennessee sentences
LSTR: sentence actions

LSTS: detainer

LSTT: diversion

LSTV: SMS offender credits
LSWA: e-mail

LSWB: report request

LSWC: report set up

LSWD: TOMIS ID add

LSWE: phonetic compare
LSWFE: user procedures

LSWG: forms maintenance painter
LSWH: restore offender
LSWK: terminal printer

LSWL: TOMIS ID maintenance
LSWN: name search compare
LTFB: trust fund organization

|
|
|
i
|
|
|
1
i
i
i
i
1
1
|
1
1
1
1
1
I
|
i
i
i
i
|
i
|
I
I
|
i
i
|
I
|
|
i
|
1
i
|
1
1
|
1
1
1
|
|
|
I
|
i
I
I
1
1
I
I
i
1
4
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:l LTFC: payroll release request people! They aren’t at a terminal, but are .:
I LTFE: trust fund transactions very willing to give out info to anyone |
1 LTFH: trust fund obligations who has their pager number. Call 1-800- 1
1 If you choose a conversation that 841-7243 between 10:00 p.m. and 12:00 1
I requires a Site ID, here are a few to a.m., Monday through Friday. On Satur- |
I get you started: day and Sunday it’s 7:00 a.m. to 4:00 i
I BPCO: Board of Parole Central Office  p.m. Another interesting place to look for I
I CENT: TDOC Central Probation information is the Data Center. TOMIS |
: Office users call this number when reporting :
I CNRC: Central Records equipment malfunctions. I
i DCCO: TDOC Central Office System Development Services I
1 CNV: Conversion (615) 741-1000 1
1 EIC: Escape Information Center The Data Center (615) 741-1001 i
1 Need Help Using TOMIS? If you’re reading this article and think- |
I The TOMIS Hotline (aka System De- * ing, “Hey, I could hack TOMIS and 1
1 velopment Services) can be reached be- change prisoner release dates and they’ll |
Itween 8:00 a.m. and 4:30 p.m, Central let them out!” you’re dead wrong. Central I

1 Time Monday thru Friday. If you don’t Records checks each inmate’s paper file |

llike dealing with personnel who might be  before releasing them. Hacking isn’t b
Isitting at a terminal trying to figure out about short circuiting “justice” anyway, is I
} who you are, then just call their on-call it? :
L-----------------——-—------------------‘

Str@ml}gu Abuses [For Your

Hofie [@hone

somebody and record the conversation, I just rig
by Static a microphone into a karaoke machine and plug
the phone into the machine and vice versa. The
new thing however is this inane little possi-
bility: Musical performance for multiple
people over the phone from the pri-
vacy of anywhere, as you can plug
instruments into the phone. I'd very
LA much like to be the first musician
to ever do something like this (if
anyone would possibly be inter-
ested in this venture, do drop me a
line sometime. (I play
Industrial/IDM/Darkwave/Elec-
tronica/Ambient/Whatever.)
All of the wires and adapters
can either be bought at the
store we’ve all come to know
and love/hate as Radio Shack, or
your local music shop. Also, any phone
with the aforementioned 1/8 inch input/output
jacks is capable of this nonsense in case you
don’t feel like gravedigging all over to find the
phone I use for this. And finally, there is a
plethora of strange things one can attempt via
phone with this method that I haven’t or never
will bother to think of... so I leave it to the rest
of you out there to play with the options and at-
tempt really oddball things. If anyone has any
ideas about things to do, I'd sure as hell like to
hear them.

static@mentalwaste.8m.com
There are quite a lot of rather
strange phones on the market
right now. One of them is
the Conairphone model:
HAC SW8260. This little
bugger consists of an al-
most bite-sized control and a
1/8 inch input/output jack that the
headset (the part through which we
speak and listen... please stop me if
I’m getting too technical here) con-
nects to. The little 1/8 inch head-
phone-plug-sized jack is what makes
this article worth printing. With the proper
wires or patch cords and plug
adapters, we can do all kinds of fun
shit. Any piece of audio equipment
can be used in conjunction with this phone since
the input and output all come from the little
jack. Some of the things we can do are: record
any phone conversation of interest without noti-
fying the party/parties on the line, patch peo-
ples’ most intimate conversations into PA
systems, and generally put any noise we wish
directly into the phone. While recording conver-
sations over the phone is nothing terribly excit-
ing or new, this is a somewhat newer and lazy
way to go about it. Hell, if I want to talk to
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More Advantages
of AllAdvantage

by KireC

The article written about AllAdvantage
in the Spring 2000 issue of 2600 caused
me to look into the program for myself, in
normal, hex, and reverse compile mode.
They pay 50 cents per hour of your surf-
ing (only if the browser is highlighted -
this is unfair because most people multi-
task while using the browser and don't
get credited) for up to 10 or 25 hours per
month. You get 10 cents per hour of a re-
ferral’s surfing time, but you can only get
paid for the same amount you have
surfed (i.e., if you have surfed 10 hours
and they have surfed 15, you can only
get paid for 10 of theirs). It's a fine deal,
but would be much better if it counted
time when other applications were high-
lighted, not just the browser. My goal in
examining the program was to shut the
ads off, as well as the whole bar, and still
get paid. | used the green LED to test
this, as well as checking my account sta-
tus daily. Green LED means you’re being
paid, red means you aren't.

You do have the ability to turn off Al-
IAdvantage ads, but not the whole box.
The program needs Internet Explorer or
Netscape installed in order to run, so it is
dependent on those programs. The easi-
est way to stop the flashy graphics is to
go into your browser options and turn
graphics off. (MSIE is under the “Ad-
vanced” tab, in Multimedia. Uncheck
“Show Pictures”.) Before using the pro-
gram, you can modify “startup.gif” to be
whatever you want it to be. The viewbar
will force the image to fit, so image size
doesn’t matter. You can also change
“startup.html” to change what it starts au-
tomatically. Whenever | start the viewbar,
| look at 2600.

You are free to alter any of the html
files in AllAdvantage’s directory. However
you should write-protect all files that you
alter and backup the originals. After you
start the program, it will create a few dif-
ferent web pages in its installation direc-
tory: “motd.html” and “ad.html|” which will
be deleted when you quit the program.
While running the bar, edit those two web
pages, and delete everything in between
the two <noframe> </noframe> tags,
save, and then write-protect your altered
files. Next time you load the viewbar, you

will see your own pages instead of the
ads. Certain alterations cause the view-
bar and/or whole system to crash. If this
happens, hover your mouse over the Al-
IAdvantage icon in systray (this will get rid
of the AllAdvantage icon) and then lower
your screen resolution, and say, No you
do not like it and want it changed back.
Your screen is now redrawn correctly.

Another way to just disable the ads
and keep the viewbar open involves a
hex editor with code access, like HIEW.
There is html code inside of “viewbar.exe”
that should be altered. Find the first oc-
currence of the ASCII “html” and that's
what creates “ad.html” which shows us
the ads. First occurrence is on line
004351f0. Don't alter the hex here, alter
the code itself. Change lines 0043510 to
004351f2 to noop commands, hex code
90. If you change the next lines, you
won't get paid because they control the
LED. The viewbar is then only loading the
page “motd.html” and won't show you ads
(it performs NO_Operation upon loading
“ad.html”). | couldn’t figure out how to
shut the whole bar down, but these fixes
will turn the ads off. If anyone knows how
to turn the whole bar off, that would be
helpful. Anyone interested in continuing
this project should note that the program
appears to have been written with Visual
C++ because it uses an MFC (Microsoft
Foundation Class).

As far as | know, AllAdvantage can't
detect these, but they will probably start
soon. They’ll probably fix these bugs
quickly and might cancel your account if
you use this. That’s why you backup the
original files; reset everything when you
download the new viewbar, it will proba-
bly check for some of these fixes.

Even if you do shut the ads off, you
still need to actively surf (either in person
or with a program). The point of this was
just to see if it could be done. The best
way for AllAdvantage to detect these is
for them to check the user’s actions
based on repetitiveness and random-
ness. | don’t condone turning their ads off
and cheating them, nor do | condone their
act of only crediting your account if your
browser is highlighted. You are the only
one responsible for any action taken with
this information.
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OVER THE VERIZON?

We counted 706 domains registered by Verizon, the new massive company formed by the merger between Bell
Atlantic and GTE, including such classics as verizon-wireless-blows.com and verizonshits.org. They seem to think
that if they take all of the nasty words, nobody will be able to put up a site they don’t like. When we found that they
beat us to verizonsucks.com, we registered verizonREALLY sucks.com. That didn’t go over well at the corporate of-
fice. They sent us a threatening letter and demanded that we turn it over to them or else. Apparently they feel that
criticizing corporations on the net is now illegal. Since we made this public, many new sites have been registered by
individuals with all kinds of nasty descriptions of Verizon (use your imagination). We grabbed verizonshouldspend-
moretimefixingitsnetworkandlessmoneyonlawyers.com (yes, we believe it's the longest domain name possible).
While we await the next threat, here’s an entertaining list of all the Verizon sites we’ve uncovered. Remember, they
spent 70 bucks on EACH of these!

DIRECTVVERIZON.COM EVERIZON.COM EVERIZON.NET EVERIZON.ORG GOVERIZON.COM GOVERIZON.NET GOVERIZON.ORG GOVERIZONGELLULAR.COM
GOVERIZONCELLULAR.NET GOVERIZONCELLULAR.ORG GOVERIZONMOBILE.COM GOVERIZONMOBILE.NET GOVERIZONMOBILE.ORG
GOVERIZONPCS.COM GOVERIZONPCS.NET GOVERIZONPCS.ORG GOVERIZONWIRELESS.COM GOVERIZONWIRELESS.NET GOVERIZONWIRELESS.ORG
GTE-VERIZON.COM IMVERIZON.COM IMVERIZON.NET IMVERIZON.ORG IVERIZON.COM IVERIZON.NET IVERIZON.ORG JOININVERIZON.COM
JOININVERIZON.NET JOININVERIZO} ININVERIZONWIRELESS.COM JOININVERIZONWIRELESS.NET JOININVERIZONWIRELESS.ORG

JOINVERIZON.COM JOINVERIZO IZON.ORG JOINVERIZONCELLULAR.COM JOINVERIZONCELLULAR.NET JOINVERIZONCELLULAR.ORG
JOINVERIZONMOBILE.COM JO OINVERIZONMOBILE.ORG JOINVERIZONPCS.COM JOINVERIZONPCS.NET JOINVERIZONPCS.ORG
JOINVERIZONWIRELESS.CO ET JOINVERIZONWIRELESS.ORG MY-VERIZON-WIRELESS.COM MY-VERIZON-WIRELESS.NET MY-

VERIZON-WIRELESS.ORf Y-VERIZONWIRELESS.NET MY-VERIZONWIRELESS.ORG MYVERIZON.COM MYVERIZON.NET

MYVERIZON.ORG YVERIZONCELLULAR NET MYVERIZONCELLULAR.ORG MYVERIZONLD.COM MYVERIZONLD.NET
MYVERIZONMOBIL MOBILE.NET MYVERIZONMOBILE.ORG MYVERIZONPCS.COM MYVERIZONPCS.NET MYVERIZONPCS.0RG

ONWIRELESS.NET MYVERIZONWIRELESS.ORG NEWSONTHEVERIZON.COM NEWSVERIZON.COM NEWVERIZON.COM
ON.NET SHOPVERIZON.ORG SUPERPAGESVERIZON.COM SUPERPAGESVERIZON.NET
.COM VERISON.NET VERISON.ORG VERISONWIRELESS.COM VERISONWIRELESS.NET
G VERIZON-ABS.COM VERIZON-ABS.NET VERIZON-AIRMAIL.COM VERIZON-AIRMAILNET
ERIZON-BITES.COM VERIZON-BITES.NET VERIZON-BITES.ORG VERIZON-BLOWS.COM
M VERIZON-CO.NET VERIZON-CO.0RG VERIZON-COMMUNICATION.COM VERIZON-
COMMUNICATION.NET VERIZO JION:ORG VERIZON-COMMUNICATIONS.COM VERIZON-COMMUNICATIONS.NET VERIZON-
COMMUNICATIONS.ORG VERIZON- / ERIZON-COMPANY.NET VERIZON-COMPANY.ORG VERIZON-CORP.COM VERIZON-CORP.NET
VERIZON-CORP.ORG VERIZON-CORPORATION.COM VERIZON- RATION.NET VERIZON-CORPORATION.ORG VERIZON-GLOBAL.COM VERIZON-
GLOBAL.NET VERIZON-GLOBALNETWORKS.COM VERIZON-GL RKS.NET VERIZON-INC.COM VERIZON-INC.NET VERIZON-INC.ORG VERIZON-
| DRATED.ORG VERIZON-LD.COM VERIZON-LD.NET VERIZON-MAIL.COM

S.0RG VERIZON-STINKS.COM VERIZON-STINKS NET VERIZON-
N-TELCOM.COM VERIZON-TELCOM.NET VERIZON-TELCOM.ORG
EKOM.COM VERIZON-TELEKOM.NET VERIZON-TELEKOM.ORG
IRELESS-BITES.COM VERIZON-WIRELESS-BITES.NET VERIZON-
-BLOWS.NET VERIZON-WIRELESS-BLOWS.ORG VERIZON-WIRELESS-
SUCKS.COM VERIZON-WIRELESS-SUCKS.NET VE LESS-SUCKS.ORG VERIZON-WIRELESS.COM VERIZON-WIRELESS.NET
VERIZON-WIRELESS.ORG VERIZON.COM VERIZON.NET VERIZE VERIZONADS1.GOM VERIZONADS1.NET VERIZONADS1.0RG VERIZONAGENTS.COM
VERIZONAGENTS.NET VERIZONAGENTS.ORG VERIZONAIRFONE.COM VERIZON .NET VERIZONAIRFONE.ORG VERIZONAIRMAIL.COM
VERIZONAIRMAIL.NET VERIZONAIRMAIL.ORG VERIZONB2B.COM il VERIZONBIGYELLOW.NET VERIZONBIGYELLOW.ORG
VERIZONBITES.COM VERIZONBITES.NET VERIZONBITES.ORG VERIZONBIZ.NET VERIZONBIZ.ORG VERIZONBLOWS.COM
VERIZONBLOWS.NET VERIZONBLOWS.ORG VERIZONBROADBAND ADBAND.NET VERIZONBROADBAND.ORG VERIZONBTOB.COM
VERIZONBUSINESSLINK.COM VERIZONBUSINESSLINK. R .
VERIZONBUSINESSSERVICES NET VERIZONBUSINESSSERVICES.ORG VERIZONCAB | VERIZONCABLE.NET VERIZONCABLE.ORG

VERIZONCARDSERVICES ORG VERIZONCARE.COM VERIZONCARE NET Vi
VERIZONCARRIER.ORG VERIZONCARRIERSERVICES.COM VERIZONCARRIERS
VERIZONCELLULAR.NET VERIZONCELLULAR.ORG VERIZONCENTREX.COM VERIZ

MYVERIZONWIRELESS.CO!
OVERTHEVERIZON.COM SHOPVERiZON COM Sk

VERiZON-BLOWS,NET VER1ZON-

STINKS.ORG VERIZON TELCO.COM VERIZON TELCO, ET VERIZON-TELCO.OR
VERIZON-TELECOM.COM VERIZON-TELECOM.NET VERIZON-TELECOM.OR
VERIZON-TELKOM.COM VERIZON-TELKOM.NET VERIZON- TELK
WIRELESS-BITES.ORG VERIZON-WIRELESS-BLOWS.COM

ONCENTREX ORG VERIZONCHARITABLE.COM
ERIZONCHAT.ORG VERIZONCLASSIC.COM

VERIZONCOMMUNICATIONS COM VERIZONCOMMUNICATIONS NET VERJZONCOMMUNICATIONS ORGVI
VERIZONCOMPANY.ORG VERIZONCONSTRUCTION.COM VERIZONCONSTRUCTION.NET
VERIZONCONSUMER.NET VERIZONCONSUMER.ORG VERIZONCONSUMERSE!
VERIZONCONSUMERSERVICE.ORG VERIZONCONSUMERSERVICES.COM VERIZONCONS
VERIZONCORP.COM VERIZONCORP.NET VERIZONCORP.ORG VERIZONCORPORATION.COM VEF |
VERIZONCREATIVE.COM VERIZONCREDITCARD.COM VERIZONCREDITCARD.NET VERIZONCR! D.ORG VERIZONCREDITCARDSERVICES.COM
VERIZONCREDITCARDSERVICES NET VERIZONCREDITCARDSERVICES.ORG VERIZONDAT VERIZONDATA.NET VERIZONDATA.ORG
VERIZONDATASERVICES.COM VERIZONDATASERVICES.NET VERIZONDATASERVICES.ORG VERIZONDATASOLUTIONS.COM VERIZONDATASOLUTIONS.NET
VERIZONDATASOLUTIONS.ORG VERIZONDEALS.COM VERIZONDEALS.NET VERIZONDEALS.ORG VERIZONDIGITALTV.COM VERIZONDIRECPC.COM
VERIZONDIRECTORIES.COM VERIZONDIRECTORIES.NET VERIZONDIRECTORIES.ORG VERIZONDIRECTORY.COM VERIZONDIRECTORY.NET
VERIZONDIRECTORY.ORG VERIZONDIRECTORYSERVICES.COM VERIZONDIRECTORYSERVICES.NET VERIZONDIRECTORYSERVICES.ORG
VERIZONDIRECTPC.COM VERIZONDIRECTTV.COM VERIZONDIRECTV.COM VERIZONDIRECTV.NET VERIZONDIRECTV.ORG VERIZONDSL.COM
VERIZONDSL.NET VERIZONDSL.ORG VERIZONE-COMMERCE.COM VERIZONE-COMMERCE.NET VERIZONE-COMMERCE.ORG VERIZONE.COM
VERIZONE NET VERIZONE.ORG VERIZONECOMMERCE.COM VERIZONECOMMERCE NET VERIZONECOMMERCE.ORG VERIZONEMPLOYMENT.COM

IMERSERVICE NET
I éNCONSUMERSERVICES ORG
ON.NET VERIZONCORPORATION.ORG
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VERIZONEMPLOYMENT.NET VERIZONEMPLOYMENT.ORG VERIZONENTERPRISE.COM VERIZONENTERPRISE.NET VERIZONENTERPRISE.ORG
VERIZONENTERPRISESERVICES.COM VERIZONENTERPRISESERVICES.NET VERIZONENTERPRISESERVICES.ORG VERIZONENTERTAINMENT.COM
VERIZONESHOP.COM VERIZONESHOP.NET VERIZONESHOP.ORG VERIZONET.COM VERIZONET.NET VERIZONET.ORG VERIZONFASTPACKET.COM
VERIZONFASTPACKET.NET VERIZONFASTPACKET.ORG VERIZONFOUNDATION.COM VERIZONFQUNDATION.NET VERIZONFOUNDATION.ORG
VERIZONGLOBAL.COM VERIZONGLOBAL.NET VERIZONGLOBAL.ORG VERIZONGLOBALNETWORKS.COM VERIZONGLOBALNETWORKS.NET
VERIZONGLOBALNETWORKS.ORG VERIZONGLOBALSERVICES.COM VERIZONGLOBALSERVICES NET VERIZONGLOBALSERVICES.ORG
VERIZONGOVERNMENTSERVICES.COM VERIZONGOVERNMENTSERVICES.NET VERIZONGOVERNMENTSERVICES.ORG VERIZONHELP.COM
VERIZONHELP.NET VERIZONHELP.ORG VERIZONHIGHSPEEDDATA.COM VERIZONHIGHSPEEDDATA.NET VERIZONHIGHSPEEDDATA.ORG
VERIZONHOME.COM VERIZONHOME.N RIZONHOME.ORG VERIZONHOMECHOICES.COM VERIZONHOST.COM VERIZONHOST.NET VERIZONHOST.ORG
VERIZONHUB.COM VERIZON RIZONHUB.ORG VERIZONIM.COM VERIZONIM.NET VERIZONIM.ORG VERIZONINC.COM VERIZONINC.NET
VERIZONINC.ORG VERIZO! .COM VERIZONINCORPORATED.NET VERIZONINCORPORATED.ORG VERIZONINFO.COM VERIZONINFO.NET
M VERIZONINFORMATION.NET VERIZONINFORMATION.ORG VERIZONINFORMATIONSERVICES.COM
ERIZONINFORMATIONSERVICES.ORG VERIZONINFOSPEED.COM VERIZONINFOSPEED.NET
F( DSL.COM VERIZONINFOSPEEDDSL.NET VERIZONINFOSPEEDDSL.ORG VERIZONINMATE.COM
INMATE.ORG VERIZONINNOVATION.COM VERIZONINNOVATION.NET VERIZONINNOVATION.ORG
[ZONINNOVATIONS.NET VERIZONINNOVATIONS.ORG VERIZONINTERACTIVE.COM VERIZONINTERACTIVE.NET
RNATIONAL.COM VERIZONINTERNATIONAL NET VERIZONINTERNATIONAL.ORG VERIZONINTERNET.COM
VERIZONINTERNETNET ET.ORG VERIZONINTERNETSOLUTIONS.COM VERIZONINTERNETSOLUTIONS NET
VERIZONINTERNETSOLUTIONSI NETWORKING.COM VERIZONINTERNETWORKING.NET VERIZONINTERNETWORKING.ORG
IZONINTERNETWORKINGSOLUTIONS.NET VERIZONINTERNETWORKINGSOLUTIONS.ORG
VERIZONINVESTOR.COM VER ZONINVESTOR.ORG VERIZONINVESTORRELATIONS.COM VERIZONINVESTORRELATIONS.NET
VERIZONINVESTORRELATI( OM VERIZONIR.NET VERIZONIR.ORG VERIZONIS.COM VERIZONISDN.COM VERIZONISDN.NET
VERIZONISDN.ORG VERIZ ONISHOP.NET VERIZONISHOP.ORG VERIZONJOBS.COM VERIZONJOBS.NET VERIZONJOBS.ORG
VERIZONLABORATORIES.COM VE! LABORATORIES.NET VERIZONLABORATORIES.ORG VERIZONLABS.COM VERIZONLABS.NET VERIZONLABS.ORG
VERIZONLARGEBUSINESS.COM VERIZONLARG T VERIZONLARGEBUSINESS.ORG VERIZONLARGEBUSINESSSERVICES.COM
BUSINESSSERVICES.ORG VERIZONLARGEBUSINESSSOLUTIONS.COM
INESSSOLUTIONS.ORG VERIZONLD.COM VERIZONLD.NET VERIZONLD.ORG

OM VERIZONMAILNET VERIZONMAIL.ORG VERIZONMEDIA.COM
SAGING.COM VERIZONMESSAGING.NET VERIZONMESSAGING.ORG
MOBILITY.COM VERIZONMOBILITY.NET VERIZONMOBILITY.ORG
[IMEDIA.ORG VERIZONN.COM VERIZONN.NET VERIZONN.ORG VERIZONNET.COM
ONNETWORK.NET VERIZONNETWORK ORG VERIZONNETWORKSERVICES.COM
VERIZONNETWORKSERVICES NET VERIZONNE i ! NOC.COM VERIZONOL.COM VERIZONOL.NET VERIZONONLINE.COM

VERIZONONLINENET VERIZONONLINE.ORG VERIZONPAGES.COM PAGES.NET VERIZONPAGES ORG VERIZONPAGING.COM

VERIZONPAGING NET VERIZONPAGING.ORG VERIZONP NET VERIZONPCS.0RG VERIZONPHONEFRAUD.COM
VERIZONPHONEFRAUD.NET VERIZONPHONEFRAUD.OR ERIZONPHONES.NET VERIZONPHONES.ORG VERIZONPLUS.COM
VERIZONPOLICY.COM VERIZONPRESS.COM VERIZONPRO ODUCTS.NET VERIZONPRODUCTS.ORG VERIZONPUBCOM.COM

VERIZONPUBCOM.NET VERIZONPUBCOM.ORG VER LICCOMMUNICATIGNS COM VERIZONPUBLICCOMMUNICATIONS.NET
; > VERIZONR : ERIZONREADY.ORG VERIZONREGULATORY.COM
VERIZONREGULATORY.NET VERIZONREGULATORY.

[ZONRETAIL.NET VERIZONRETAIL.ORG
VERIZONRETAILSERVICES.COM VERIZONRETAILSERVICES.NET VERIZONR RIZONSATELLITE.COM VERIZONSATELLITETV.COM
VERIZONSECURITY.COM VERIZONSECURITY.NET VERIZONSECURITY.OR RATION.COM VERIZONSERVICECORPORATION.NET
VERIZONSERVICECORPORATION.ORG VERIZONSERVICES.COM: VERIZONSERVICES.ORG VERIZONSHITS.COM
VERIZONSHITS.NET VERIZONSHITS.ORG VERIZONSHOP.COM =
VERIZONSMALLBUSINESS NET VERIZONSMALLBUSINESS.ORG VERIZONS SERVICES. COM VERIZONSMALLBUSINESSSERVICES NET
VERIZONSMALLBUSINESSSERVICES.ORG VERIZONSPECIALOFFERS. COM VERIZONSPECIA
VERIZONSPONSORSHIPS.COM VERIZONSPONSORSHIPS.NET VERIZONSPONSORSH
VERIZONSTINKS.ORG VERIZONSUCKS.COM VERIZONSUCKS NET VERIZONSUCKS.OR
VERIZONSUPERPAGES.ORG VERIZONTARIFFS.COM VERIZONTARIFFS.
VERIZONTECHNOLOGIES NET VERIZONTECHNOLOGIES.ORG VERIZONTECHNO
VERIZONTELCO.COM VERIZONTELCO.NET VERIZONTELCO.0RG VERIZONTE
VERIZONTELECOM.COM VERIZONTELECOM.NET VERIZONTELECOM.ORG VERIZONTEL
VERIZONTELECOMMUNICATION.ORG VERIZONTELECOMMUNICATION
VERIZONTELECOMMUNICATIONS ORG VERIZONTELEKOM,COM VERIZONTELEKOM,NET VERIZONTELEKOM ORG VERIZONTELEPHONE.COM
VERIZONTELEPHONE NET VERIZONTELEPHONE.ORG VERIZONTELEPRODUCTS.COM VERIZONTELEPRODUCTS NET VERIZONTELEPRODUCTS.ORG
VERIZONTELKOM.COM VERIZONTELKOM.NET VERIZONTELKOM.ORG VERIZONTERMINALS.COM VERIZONTERMINALS NET VERIZONTERMINALS.ORG
VERIZONTEXAS.COM VERIZONTV.COM VERIZONTVCHOICE.COM VERIZONUSA.COM VERIZONUSA.NET VERIZONUSA.ORG VERIZONVIDEO.COM
VERIZONVIDEQ.NET VERIZONVIDEQ.ORG VERIZONVIDEOPLUS.COM VERIZONVIDEOTV.COM VERIZONVPN.COM VERIZONVPN.NET VERIZONVPN.ORG
VERIZONWEB.COM VERIZONWEB.NET VERIZONWEB.ORG VERIZONWEBATONCE. COM VERIZONWEBATONCE.NET VERIZONWEBATONCE.ORG
VERIZONWHOLESALE.COM VERIZONWHOLESALE.NET VERIZONWHOLESALE.ORG VERIZONWIRE.COM VERIZONWIRELESS-BITES.COM
VERIZONWIRELESS-BITES.NET VERIZONWIRELESS-BITES.ORG VERIZONWIRELESS-BLOWS.COM VERIZONWIRELESS-BLOWS NET VERIZONWIRELESS-
BLOWS.ORG VERIZONWIRELESS-STINKS.COM VERIZONWIRELESS-STINKS.NET VERIZONWIRELESS-STINKS.ORG VERIZONWIRELESS.COM
VERIZONWIRELESS.NET VERIZONWIRELESS.ORG VERIZONWIRELESSBITES.COM VERIZONWIRELESSBITES.NET VERIZONWIRELESSBITES.ORG
VERIZONWIRELESSBLOWS.COM VERIZONWIRELESSBLOWS.NET VERIZONWIRELESSBLOWS.ORG VERIZONWIRELESSDATA.COM
VERIZONWIRELESSDATA.NET VERIZONWIRELESSDATA.ORG VERIZONWIRELESSE.COM VERIZONWIRELESSEATS.COM VERIZONWIRELESSEATS. NET
VERIZONWIRELESSEATS.ORG VERIZONWIRELESSMESSAGING.COM VERIZONWIRELESSMESSAGING.NET VERIZONWIRELESSMESSAGING.ORG
VERIZONWIRELESSMESSAGINGSERVICES.COM VERIZONWIRELESSMESSAGINGSERVICES. NET VERIZONWIRELESSMESSAGINGSERVICES. ORG
VERIZONWIRELESSSTINKS.COM VERIZONWIRELESSSTINKS.NET VERIZONWIRELESSSTINKS.ORG VERIZONWIRELESSSUCKS.COM
VERIZONWIRELESSSUCKS.NET VERIZONWIRELESSSUCKS.ORG VERIZONWORLDWIDE.COM VERIZONWORLDWIDE NET VERIZONWORLDWIDE.ORG
VERIZONXDS1.COM VERIZONXDS1.NET VERIZONXDS1.0RG VERIZONYELLOWPAGES.COM VERIZONYELLOWPAGES.NET VERIZONYELLOWPAGES.ORG
VERIZONYP.COM VERIZONYP.NET VERIZONYP.ORG WIRELESSVERIZON.COM WIRELESSVERIZON.NET WIRELESSVERIZON.ORG
WWWVERIZONSUPERPAGES.COM WWWVERIZONSUPERPAGES NET WWWVERIZONSUPERPAGES.ORG

VERIZONMEDIA NET VERIZONMEDIA.ORG VERIZONMEDIACENTER
VERIZONMOBILE.COM VERIZONMOBILE.NET VERIZON
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- Securing ASP: A deeper cut

/ by AgentK
kent@tegels.org

In issue 17:1, Guinsu provided a
primer on securing ASP-driven data-
base-centric web sites. If you have not
read that, it is worth doing now. In this
article, | am going to expand on some of
the issues Guinsu glossed over and dis-
cuss some alternatives. Not that | am go-
ing to provide the end-all, do-all. If you
want that, read Richard Harrison’s excel-
lent book ASP/MTS/ADSI Web Security
(1999, Prentice Hall PTR).

SSL is Only Part of the Solution

One principal of modern information
security is not to make your security un-
defeatable, but rather to make it so
costly (in terms of time, computing, and
other factors) as to deter all but the most
determined. Another principal is that the
more you know about the parities in a
transaction, the more trust you can have.
These principals manifest themselves as
encryption and authentication. Secure
Socket Layer (SSL) is the current
method of choice for encryption. For
good reason - at current levels breaking
128-bit based encryption would require
incredible luck or barely imaginable com-
puter power.

Defeating authentication is a different
matter. First, | recommend that you do
everything you can to create “real” user
accounts for secured site users. By this |
mean populate an ADS or NTDS struc-
ture with accounts. Then add these ac-
counts to groups. Finally, use NTFS
ACLs to “lock down” the content and
scripts to those groups.

Why not just store user accounts and
password in, say, SQL tables? Two rea-
sons: Well-secured directory services
tend to query and respond faster than
comparable SQL structures. And direc-
tory services tend to backup and recover
quicker and better in the event of disas-
%r than RDBMS services.

Keep in mind that IUsers will al- \
ways use “password” (or something
equally as inane) for their password. The
weaker the password, the less you
should trust it. What makes for good
passwords? As a starter, | prefer:

At least eight characters, six of which
can be from the English alphabet exclud-
ing vowels.

At least two of which must be digits
(0-9).

At least one must be one of |, $, A, or

No more than three of the characters
in the password can be found in the User
ID.

Logging users in can be an issue.
Unless you know that your clients are
using Windows and IE exclusively (a pity,
but it happens), you’re probably going to
have to rely on the so-called “basic au-
thentication.” The level of password en-
cryption here is, essentially,
meaningless. So, if you are going to
have to do it, at least require that a se-
cured channel (e.g., an https session)
has been started first. Then redirect to
an ACL protected file set.

If you are going to have a secure site,
SSL is certainly worth its weight in
molybdenum. But so is - if you cannot
use some other authentication technique
- requiring strong passwords. Using Di-
rectory Services can be faster and more
failure resilient. The best affect is
achieved by combining the three.

Understand Your Environment

What | mean by this is that you need
to understand how to secure your physi-
cal platform, how IIS works, and what
can go wrong. Lets start at the hardware
level.

A Good Foundation:

The most basic thing you “must” have
for a security environment is a firewall. In
my opinion, Microsoft Proxy Server is not
good enough in and of itself to fill this /
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/ bill. There’s certainly nothing wrong
with building a Solaris, Linux, or BSD
firewall on an NT network, either. In fact,
it can offer some advantages. Next, con-
sider putting your Internet machines in a
network that is otherwise detached from
your internal network. Yes, it would be
nice if all the system were “completely
integrated” in some respects. Since
you'll have to be willing to accept de-
graded security for your web platform, do
you really want to risk everything on it?

One ftrick I've used is to use private
networks with networks. For example,
suppose you have three |IS servers with
an exposed, registered |IP address and
you need an SQL server. There’s very lit-
tle reason to use an exposed, registered
IP address for that. If you can use
IPX/SPX, you could just add an extra
NIC to each web server and to the SQL
server, bind IPX/SPX to those. Thus web
servers can talk free to the SQL server,
but you eliminated some risks by not ex-
posing the SQL server to IP-based at-
tacks. If IPX/SPX is not an option, use
private and not normally routed (10,
172.16 and 192.168) IP addresses to
connect machines.

By the way, never put both IIS and
SQL on the box if at all possible. You're
just begging for both performance and
security issues by doing this. NICs and
hubs are cheap. Lost orders and leaked
client information may not be.

The ASP Object Model

ASP is really nothing more than an
application that runs inside the ASP
process. In some respects, ASP is noth-
ing more than a script interpreter. What
is different about ASP is that it also re-
tains state by the use of application and
session objects on the server and re-
sponse and request objects formed from
the HTTP transactions. | could go on and
on about this, but prefer not to. Get a
copy of ASP 3.0 Programmer’s Refer-
ence by Alex Homer (et al) (2000, Wrox
Press) for the nitty-gritty.

Guinsu discussed the session object
Qlength. Most of what he said was ac-

curate. To overcome some of these \
issues, | recommend that all you store in
session is one or two things: some
unique key to represent the user (or
user-session) and a reference to an MTS
object that contains your data. This gets
a bit complicated of course, but really
helps both performance and security.

One thing that | would point out is
that cookies are becoming more univer-
sally accepted but if your clients refuse
them, you can use server-side persis-
tence instead. Basically, this works as
long as you can safely assume that your
client will have a fixed IP address (or cer-
tificate serial number) for the duration of
their visit to your site. You could then de-
vise some data store using this as the
key.

Something | felt did not get well ex-
plained is that ASP uses COM (and
COMH+) to pass scripts off to an inter-
preter. Thus, as long as the program-
ming language you choose to use
supports COM, you can use it within
ASP. | prefer PerlScript, from ActiveS-
tate’s ActivePerl. For what it's worth, Perl
is not PERL.

What Can Go Wrong?

Like any system, power outages,
theft, fire, and other common perils must
be considered. But some Microsoft pro-
cedures and products can yield unan-
nounced problems. A key one to
consider is FrontPage and the Front-
Page Server Extensions (FPSE). There
are others, of course.

Ask any level headed SysAdmin
about FPSEs and if you don'’t get a “bit-
ter beer face,” you'd better disable their
account quickly (or at least make them
recite “Security Considerations” from the
“FPSE Resource Kit” three times, out
loud, and in their underwear before the
CEO and CIO). Remember that Front-
Page was originally designed to make
Web publishing easy. It overachieved.
Part of the simplicity of FrontPage is that
it managed the marshaling of files to and
from Web servers transparently. When
installed on default NTFS or FAT parti)
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tions, anybody with FrontPage can
access and edit files too easily. They
can even upload harmful scripts and ex-
ecutable files. This is obviously not a
good thing. Even more insidious, since
FPSE are programs, they are suscepti-
ble to class attacks like buffer overflows.
| do not know that “Netscape engineers
are weenies” any more than Microsoft
developers are a little too willing to com-
promise good security for ease of use.

Yet, you can actually tame these par-
asites - it just takes a little work. When
installing on Windows systems, make
sure that you put your \inetpub\ root only
on an NTFS partition. Make absolutely
sure to completely remove the “every-
one” group from the ACLs for the parti-
tion or path before you install lIS (or as
soon as you possibly can thereafter). Do
not, however, deny “everybody,” as no-
body, not even the Administrators, will be
able to access those directories. For
good measure, | also turn on most of the
auditing features for this path - just to
see what people are doing. Installing the
most current version of the Microsoft
Data Access Components (MDAC) is
also a prudent thing to do before in-
stalling 1S on NT4.

Next, make sure you have the most
current version of the extensions in-
stalled for your platform. The ones that
ship “Option Pak 4” and on the FP98
media aren’t. Install these immediately
after you get the IIS service installed and
well before you connect the machine to
an Internet pipe. Then run the FPSE ad-
ministration program and run the “check
and fix procedure.” This will give you the
option of “tightening security” which you
should do as soon as possible. And, as a
matter of practice, install every service
pack and hot fix appropriate thereafter.

Something that's getting a lot of play
as | write this are “Denial of Service At-
tacks.” DoSA’s are not hacking and
you're not “I133t” because you can do
them as far as I'm concerned. On the
other hand, if you aren’t designing your
@b apps considering that somebody

will pound it just to see how much \
abuse it can take, you are not doing
yourself any favors either. If you create a
bunch of objects during “session_on-
start”, even the “Human Ping of Death”
could knock out easily. Rule of thumb #1:
Create session objects sparingly, if at all.
Rule of thumb #2: Expire objects as
quickly and explicitly as possible. A slug-
gish server is almost always better than
a dead one.

A small but dark cloud for you Win-
dows2000 folks: Watch out for WebDAV.
WebDAV (the Web Distributed and Ver-
sioning Protocol) extends HTTP’s com-
mand set to allow FPSE like functions
(and therefore, weaknesses) without
FPSE muddling the picture. With Web-
DAV and enough access rights, folks can
open, edit, and save virtually any file
they have access to remotely. Again, tak-
ing great pains to edit your ACLs can im-
pede the abuse of WebDAV.

There are a couple of other compo-
nents to keep an eye on too. One of
these is the FileSystem Object and its
ability to read and write files on the
server (see Chuck Newman'’s “Sharing
Too Much” at www.webtechniques.com/

archives/2000/04/newman/. Also, be
very careful with any object-code library
that lets users put files to server (SA-
FileUp and ASPUpload). You're just ask-
ing for a trojan horse if you make those
too easy to find and use.

Sleeping Well At Night

So, with all of these threats, gotchas,
and gremlins in the ASP environment,
can you sleep well at night, assuming
that your web servers are safe? Taking
the steps outlined herein can help, but
the best you can hope for is that you've
made it tough enough to break your site
that the sIHackers will go elsewhere for
fun. The keys to a good night’s slumber
are: using strong encryption and authen-
tication; understanding and hardening
your environment and keeping abreast
of, and reacting quickly to, what can go

wrong.
iy
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by princessopensource

Jello Biafra, former front man for
the Dead Kennedys, social activist,

-and keynote speaker for H2K, has
never built a red box or hacked a
PBX system. His “eleetness,” how-
ever, is undeniable.

In a 1997 interview with the on-
line magazine Bad Subjects, Biafra
voiced his support of the Internet,
along with the need for it to remain
uncensored. His commitment to
free speech in all forms of media
comes with personal experience. In
1986, around the same time 2600
was celebrating its second birthday,
police raided Biafra’s home, search-
Ing for a poster of rotting genitals by
artist H.R. Giger, copies of which
the Dead Kennedys included in
their album, Frankenchrist. Biafra
was charged with “distributing
harmful matter to a minor,” but the
case was later dismissed. Biafra
has since become one of music’s
most ardent supporters of free
speech, and is a vocal member of
tf?_]e o,rganization, “Rock Out Censor-
ship.”

Along with his praise of the Inter-
net, however, Biafra also had a few
warnings about its dangerous po-
tential for misinformation. He cau-
tioned against allowing all the
information the net bombards us
with to numb our minds, as well as
not being sucked into the belief that
everything posted on a website is
true. These words of advice are
consistent with the hacker ethic by
which many of us choose to live.
Along with the adage, “Knowledge
is power,” comes the responsibility
and desire to search for the truth
and weed it out from the bullshit.

Jello Biafra is right on target with
his warning about the sense-numb-
ing experience an avalanche of
multimedia can cause. If we do not
take a stand against Internet cen-
sorship, the net could become just
another outlet for the mass media to
force-feed us a one-sided version of
the “news.” With increasing litigation
over copyrighted domain names

and software, a frightening future of
the Web as a silicon-based equiva-
lent of network television and Top

40 radio may not be as far off as we
think.

Hackers need Biafra for his mu-
sic and his mind. We need albums
like Frankenchrist to remind us what
can happen if we idly sit by and
watch groups like the MPAA and
RIAA take away our rights to create
and use code and share music we
enjoy with others. We end up like
people the Dead Kennedys mocked
in songs like, “The Stars and
Stripes of Corruption.” “The blind
Me-Generation/Doesn’t care if life’s
a lie/So easily used, so proud to en-
force...” Biafra's post-Dead
Kennedys activism and formation of -
his own record label, Alternative
Tentacles, serve to illustrate that we
must remain steadfast in our ideol-
ogy. A corporate job in systems ad-
ministration does not mean we
should forsake our love for figuring
out the “how’s” and “why’s” of the
ways things work, and we need to
ensure that the government does
not eradicate our means to do so.

Jello Biafra's presence at H2K is
sure to send a powerful message to
both hackers and non-hackers alike
- information does not just want to
be free, it needs to be that way.
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Hacking the
Three
Holed Payphone

by Munzenfernsprechermann
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.

Once upon a time there were no computers
to decipher, no electronic voice mail systems,
no cable TV, and no Internet. There was one gi-
ant phone company and they built, owned, and
operated all the payphones. These payphones
were standardized. They came in one color
(black) and in one basic style (see photo).
Think about it. For almost forty years, phone
hackers in the US and Canada were all tamper-
ing with the same piece of equipment. Over
time, unauthorized people gleaned a substantial
body of information on the mechanics and ma-
nipulation of these phones.

Although most of this information is now
arcane, it may be of interest to present day
phone phreaks or veterans who want to remi-
nisce. The basic characteristic of this unit was
the three different sized holes on top for insert-
ing nickels, dimes, or quarters. Each coin gen-
erated a specific sound when dropped into the
slot. A single ding for a nickel, a double ding
for a dime, and a hearty gong for a quarter.

Through these audible chimes, the operator
could “hear” how much money had been de-
posited. These phones were invariably rotary
dial, although some were retrofitted to tone di-
aling in later years. There was usually a coin re-
turn plunger in the upper right (missing in this
photo) and a return slot or hopper on the lower
left. The body of the phone was divided into
two separate locked compartments. The upper
part was accessible to repair personnel and rela-
tively insecure. The bottom section was heavy
steel and held the coin box. It required a sepa-
rate key. The handset was connected with an
unarmored cord and hung in a cradle on the
left, which activated the unit when it was lifted.
The whole thing was mounted on a cast metal
plate that held the phone securely and sealed
off the back and sides.

The basic game was to try and get a free or
cut-rate phone call out of this ubiquitous black
beast. Strategies consisted of various coin ma-
nipulations, messing with the wiring, or befud-
dling the operator (software?) to achieve this
goal. A free long distance call was far more dif-
ficult and prestigious than a local one.

Coin Hacks

These phones required a coin to activate the
dial tone. For the most part, you needed a dime
or two nickels just to see if the phone was
working. This characteristic led to beaucoup
lost coins if a phone was out of order. Lost
money was a common occurrence and undoubt-
edly began the adversarial relationship between
the phoning public and the public phone. The
least finessed method to get a dial tone was to
use a slug to simulate the nickel or dime. Vari-
ous foreign coins worked flawlessly, my per-
sonal favorite being the Trinidadian penny.
Drop one in; ding ding, hummmmmm, you
were good to go. Aside from genuine slugs
made in high school metal shop, a favorite was
the #10 large pattern brass washer. Available by
the pound, they were the perfect width and di-
ameter of a dime, but usually required a little
tape over the hole or some spit to slow them
down. They were not reliable enough for a long
distance call (please deposit nine washers) but
would usually generate a dial tone by the third
try.

A rather elegant coin trick involved a nickel
and some excellent timing. You dropped a
nickel in the slot and if you slammed the coin
return plunger at just the right time, you got
your double ding and a dial tone. Of course, it
was only a 50 percent discount and it hurt like
hell, but it was handy if you were short on
change. There were people who claimed they
could use a coin on a string and pull it out but
this was a myth since diameter, magnetic char-
acteristics, and rolling weight were key in get-
ting a coin accepted.

Hardware Hacks

Although not quite the fortress of solitude,
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this basic phone was fairly well guarded. The
handset was unscrewable which was a boon to
vandals but yielded little hacking opportunity.
On certain models you could place a wire (pa-
per clip, bobby pin, etc.) through the mouth-
piece and then ground the other end to a
conductive part (usually the coin return) of the
phone. If done properly, it yielded a dial tone.
I’d like to know how somebody stumbled
across that one. Another similar stunt was to
edge a piece of gum wrapper foil under the
back right seam and slide it slowly up and
down until you shorted out some essential
wires, yielding a dial tone. I do recall getting a
rather nasty shock while performing this ma-
neuver on a rainy day.

A great deal of effort went into securing the
phone itself but the wiring was often exposed. I
believe it was a three pair line, but I don’t know
how many wires were essential. One pair car-
ried a fairly high voltage to operate a coin drop
solenoid in the bottom of the phone. Your cash
was held in limbo above the coinbox. If your
call was completed the money was dumped into
the box or diverted to the coin return if the call
was incomplete. I once witnessed a lineman
shorting two posts at the junction box and
yielding a load of change from a clogged chute.
He told me he was often sent out to repair a
phone that simply had a full coinbox. He also
said the company security guys sometimes
planted UV dyed coins in the upper end of the
phone to try and catch their repair personnel
stealing. I was never able to repeat his perfor-
mance and yet I once again got a memorable
electric shock for my efforts.

Some talented folks were able to momentar-
ily short two of the wires to get a free local call.
A bar in my neighborhood had a doorbell
rigged to the line for that purpose. They main-
tained a Bell System employee who hung out
there had installed it. It was rumored you could
achieve the same effect by piercing the insula-
tion with a pin.

The phones were hardened against attack,
but they were often easily pried from their
moorings. If one was stolen, however, it took a
serious effort to get it open, which discouraged
your average impatient thief. People were
known to clog the coin return and return later to
unstuff it and reap their reward. This led to the
retrofit of a coin return hopper (see photo) that
was not so readily plugged up.

The blue and red boxes opened up a world
of possibilities for payphone aficionados. There
was a much simpler device that predates them
and was pretty good at yielding a free connec-
tion for the caller. Sometimes referred to as the
“brown box,” it was a capacitor/resistor combi-
nation placed across the receiving end phone
line. By absorbing the voltage surge when the
phone was answered, the payphone believed the
connection was never completed and returned

the money when you hung up. Not as facile as a
tone box, it was still a cool trick if you were
calling someone with one of these devices. A
phone installer found one in my house and he
just confiscated it, along with half a dozen ex-
tension phones that were stamped “Property of
the Bell System.” Never heard another thing
about it.

Software Hacks

Technically, these old electromechanical de-
vices ran without software, but there were some
decidedly non-hardware methods to outsmart-
ing the payphone system. The most obvious
was simply calling the operator and telling
them the phone ate your dime. Sometimes they
would mail you a dime but more often than not
they’d put through a local call for free. For long
distance calls, the operator would come on the
line and ask you to deposit the cost of the first
three minutes. By adding up the bongs and
dings s’he would verify you entered the correct
amount. If there was a dispute, they would sim-
ply return the change and have you reenter it.
Some enterprising soul recorded these sounds
and played them back but was foiled when the
recorder deposited too much money. The opera-
tor activated the return solenoid, but when there
was no handy recording of coins spilling into
the return slot, the ploy was ruined.

Long distance calls were easily made with
bogus or real credit card numbers. The system
was pathetically easy to crack, but then it had to
be readily understood by thousands of long dis-
tance operators. Essentially, the calling card
number was the billing phone number plus
some extra meaningless digits and a letter. The
letter corresponded with one of the specific dig-
its in the billing number. So, say the third digit
was the key one. The letter at the end had to
match the assigned value of that digit. If you
had a list of the ten letters for a given year and
the location of the key digit, you could make
your own fictitious accounts. There were no
high speed computers to verify your number
and it would work for quite a while until it hit
the hot sheets. As mentioned, the codes
changed annually, but if you had a friend who
was an operator, or perhaps a night watchman
in a big office building, you could come up
with enough numbers to puzzle it out by early
January. Phone security would invariably call
the receiver of a bogus card call and ask if they
knew who had called them from the originating
city. Not a good system if you lived with your
parents.

Abbie Hoffman published a lot of this stuff
in Steal This Book, and after Esquire magazine
wrote their seminal “Phone Freak” article in the
sixties, a lot of it came to an end. Eventually
the single hole “Urban Fortress” phones phased
out the three-hole phone and we all had to im-
prove our skills to stay ahead of the curve. The
rest, of course, is history.
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PACKET ANALYSIS AND
HEADER SNIFFERS

by Javaman

I decided not too long ago that [ wanted to gain
a deeper understanding of how internetworking
functions on the lower levels, particularly the func-
tion and stateful interactions of protocols. After
studying several RECs, writing some code, and ask-
ing many questions, I feel much more in touch with
the raw data floating across my CATS strands than I
ever have before. Hopefully this article and the code
attached will help you make the same journey.

The reader may ask what he or she may gain
from reading this article and examining the attached
source. [ hoped to target several groups: the novice
programmer who wants to learn a form of network
coding, the sys/net admin looking to add a few more
tools to their kit, and the beginning hacker interested
in adding some network level skills to his or her ca-
pabilities.

This is a good time to mention that all code here
is for educational use only. It was never intended to
be the basis of an attack, theoretical or not. The
source displayed was written to teach me
several things, namely libpcap (the
packet capture library used), low
level packet analysis, and possi-
bly primitive IDS (Intrusion
Detection System) techniques.
With that said, let’s discuss
some basic network concepts,
then move to the header sniffer
code.

Protocol Introduction

Almost everyone who is read-
ing this article has heard the term
TCP/IP, but all may not understand the
significance of the pairing. The name of the
game when it comes to modern networking is encap-
sulation. Like a digital matryoshka doll, data trans-
ported via TCP is wrapped with a TCP header,
which is in turn wrapped by an IP header, which is
in turn packaged in an Ethernet header. Not only is
this true for TCP, but for any protocol carried by IP,
such as ICMP, UDP, and numerous routing proto-
cols. It may be a good idea to eventually commit the
size of each header in bytes to memory, which can
be determined by writing a simple program. This
can be extracted from the code attached.

Each protocol, which has its own associated
header, serves a different task. Additionally, each in-
ner protocol adds new functionality. For example,
the Ethernet header provides the simplest of address-
ing (which card on the subnet to pass a packet to),
while TCP governs things such as ordered and guar-
anteed packet delivery, along with multiplexing.
This provides future growth in our networks, and is
probably the reason why machines that are 20 years
old are still capable of communicating on the net-
works of today, and undreamed of protocols and
transmission techniques of today can still work

across the majority of the networks.

Because of the length involved and the reality
that it would be impossible for me to improve upon
the original RFCs, complete specifications on how
each protocol works and finite state diagrams for
connection-based techniques are not included. This
information can be pulled from the RFCs listed
throughout the document. If print is preferred, I
highly recommend the books written by the late W.
Richard Stevens.

General (And Amazingly Brief) Protocol
Overview

IP over Ethernet: The lowest layer that we shall
be concerned with, the Ethernet frame, defines some
basic properties about what our packet is going to
look like. The Ethernet header will define the source
and destination Ethernet addresses, along with the
ethertype, which can be thought of as the data stored
inside the headers, be it an IP packet or an ARP re-
quest. More information can be found in REC# 1042

and RFC# 1700.

ARP over Ethernet: ARP and RARP
are two components used in trans-
porting IP over Ethernet. ARP, or
Address Resolution Protocol,
provides a facility to translate
an IP to an Ethernet address.
This allows a machine to
know which gateway to ad-
dress a packet to if it is out-
bound of the subnet or which
machine on the subnet the
packet is destined for. RARP, or
Reverse Address Resolution Proto-
col, provides a complimentary service
to ARP, and converts an Ethernet address to
an IP. Refer to RFC# 826.

ICMP: ICMP, or Internet Control Message Pro-
tocol, is where many functions pertaining to Internet
operations, such as dealing with routing difficulties,
resides. Facilities such as ping (ICMP_ECHO) oper-
ate on the ICMP level. All these protocols have a
similar header, with some possessing additional
fields, such as Timestamp/Timestamp Reply’s three
timestamp fields. Consult RFC# 792.

UDP/TCP: Through the use of sockets, UDP
and TCP allow for multiplexing of the communica-
tion between two machines. Rather than every
packet being destined for the IP only, User Datagram
Protocol and Transmission Control Protocol allow
for an additional address, known as a port. UDP
only facilitates this functionality, but TCP goes fur-
ther. The protocol allows for guaranteed and ordered
delivery of data through the use of sequence num-
bers, a metric unique to the current packet used for
identification and ordering, and acknowledgment
numbers, which are passed from the receiver to the
sender to inform the latter of what the last packet re-
ceived was. A separate field just containing flags in-
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dicating the negotiation and termination of commu-
nication is included additionally inside the TCP
header. All the fields and flags for TCP are too nu-
merous to mention here. Please read RFCs 768 and
793.

Functionality

By now one may be wondering what the func-
tion of the code below is: rather than like most
packet sniffers which grab the payload of the com-
munication, this code displays the headers of the
protocols only. Why is this useful you may ask?
Well, it’s simple: examining initial SYN counts,
watching badly formed headers drop by, determining
sources of attack, etc. I wrote this tool to gain a bet-
ter understanding of networking in general. Hope-
fully it will assist you in the same way.

Explanation of Code

The comments in the code make the source
rather self-explanatory. The program does some
variable initialization, command line parameter
parsing, and then some libpcap calls to locate the
network card. Each packet is then passed to a func-
tion called handler(), which then takes the char array

(the raw packet), and formats it into something a bit
more readable. This may seem oversimplified, but I
believe the code contains the best explanation possi-
ble. Learning to read source code is an important
skill, and is the one by which I learned most of my
programming capabilities from.

Keep in mind that libpcap, a cross-platform li-
brary, is required for this code. Libpcap can be
found at:

ftp://ftp.ee.lbl.gov/libpcap-0.4.tar.Z

To compile the code, enter the following com-
mand:

gcee -0 headers headers.c -lpcap

This code has to be run as root, since it involves
putting an interface into promiscuous mode. As with
anything that needs to be run as root, read all the
source carefully beforehand. This is just common
sense.

If you are really really paranoid, you should be
able to chmod your ethernet device to 666, but I
would not recommend that on a box with more than
one user.

/*

* You have been warned.

&l

/* Numerous includes.

il
#include <pcap.h>
J#include <stdio.h>
#include <unistd.h>
#include <arpa/inet.h>
#include <netinet/in.h>
#include <netinet/ether.h>
#include <netinet/ip.h>
#include <netinet/udp.h>
#include <netinet/tcp.h>
#include <netinet/ip_icmp.h>
#include <sys/socket.h>

* and the length of headers, respectively.
i

* command line options.
*/

void help (void);

int main(int argc, char **argv)
{

int buffsize = 65535;
int promisc = 1;

int timeout = 1000;
char pcap_err[PCAP_ERRBUF_SIZE] ;
u_char buffer(255];

* headers.c, a header analysis tool written by Javaman
* This software is for educational use only.

netinet/* is struct definitions and
* the ntohs/ntohl functions, which are described later.

/* Since the packet handler function is called by pointer,
* there is no standard way to pass from main()
* Because of this, the *dump and *len variables are implemented
* to store the switch to display various header parameters

char ethdump, ipdump, tcpdump, udpdump, icmpdump, arpdump;
char ethlen, iplen, tcplen, udplen, icmplen, arplen;

/* handler() is the function called later by pcap_loop, the

* actual function that grabs packets off the line.

* help() is a synopsis of the command line flags to the program,
* which is displayed for the user by calling the program with no

void handler (char *, const struct pcap_pkthdr *, const u_char *);

/*Maximum buffer size il
/*Promiscuous mode?
/*Read timeout in milliseconds */

to handler().

Don't) mind*ifTdoi*y
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char i;

char *dev;

struct in_addr net, mask;
pcap_t *pcap_nic;

/* Initialize all flags at false (0) */
ethdump = 0;

ipdump = 0;

icmpdump = 0;

tcpdump
udpdump
arpdump

{1 I [}
(===

‘
v
i

/* Determine the size of each packet. */
ethlen = sizeof (struct ether_header);
iplen = sizeof (struct iphdr);

tcplen = sizeof (struct tcphdr);

udplen = sizeof (struct udphdr) ;

icmplen = sizeof (struct icmphdr) ;

arplen = sizeof(struct ether_arp);

/* If no arguments are supplied, display command line args and quit.*/
if (argec == 1) {

help() ;

exit (0);
}

/* Parse command line arguments with getopt() */
while ((i = getopt(argec, argv, '"eutica")) != EOF) {
switch (i) {

case '1':
ipdump = 1;
break;

case 'e':
ethdump = 1;
break;

case 't':
tepdump/ = Lz
break;

case 'u':
udpdump. = 1;
break;

case 'c':
icmpdump = 1;
break;

case 'a':
arpdump = 1;
break;

}

/* Find a device capable of sniffing the network.

* This could be hard coded into the app, or supplied
* as a command line argument. Left as an exercise to
* the reader.

ko

if (!(dev = pcap_lookupdev(pcap_err))) {
perror (pcap_err) ;
exit(-1);

}

/* Attempt to open the card in *gasp* promiscuous mode. */

if ((pcap_nic = pcap_open_live(dev, buffsize, promisc, timeout, pcap_err)) == NULL) ({
perror (pcap_err) ;
exit(-1);

}

/* Grab the IP and netmask of the interface into in_addr net and in_addr
* mask. This could prove useful later, and is generally valuable

* information to have.

iy

if (pcap_lookupnet(dev, &net.s_addr, &mask.s_addr, pcap_err) == -1) {
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perror (pcap_err) ; N
exit(-1);

/* Now we are ready to grab raw packets.

pcap_loop runs until a SIGINT is issued (ctrl-C) by

grabbing data from interface defined in pcap_nic and passes

the data to the function called in the third argument.

The parameters passed to this function, handler(), are discussed
below.

* ok F F X

L
while (pcap_loop(pcap_nic, -1, (pcap_handler)handler, buffer))

}

void handler (char *usr, const struct pcap_pkthdr *header, const u_char *pkt) {
/* Pointers to structures for the headers of different packet types.
* The pointer to the raw packet, expressed as const u_char *pkt,
* is going to be cast to the individual structs (with an offset
* for each packet) to facilitate easier manipulation later on.
i
struct ether_header *ethheader;
struct iphdr *ipheader;
struct udphdr *udpheader;
struct tcphdr *tcpheader;
struct icmphdr *icmpheader;
struct ether_arp *arppkt;
struct in_addr source, dest;
int y;:

/* This is the first cast, and it assumes that all packets coming
* down the line are proper Ethernet packets. This is a fair
* ggsumption

Ko

ethheader = (struct ether_header *) pkt;

/* If dumping of Ethernet packets is specified, print the source
* and destination Ethernet (MAC) address, along with the ethertype.
* The ethertype can be thought of the protocol encapsulated
* by the Ethernet header.

)
if (ethdump) {

printf("'\nEthernet:\n"); :

for: (v '=0: ¥ =< 65 ¥+x+) | §
printf("%02x", ethheader->ether dhost[y]);
if (yl=5) {

printE(ham);

} else {

}

printEitxat)
}

For!\ (=0 i< 6l i
printf('%02x", ethheader-sether_shostly]):
1f (y!=5) {
prainti(® 1
} else {

}

praintE(int);

}

/* The call to ntohs() is to convert the byte order from network
* (big endian) to host (which in most people's cases is going

* to be little endian). This will let the data dumps

* make sense.

B

printf("Proto: %04x\n', ntohs(ethheader->ether type));

——

If the ether type is 0x0806 or it is 0x0835, then the packet is
either an arp or a RARP packet. This is how machines translate
an, 1P address into a MAC address (arp) or vice-versa (RARP). The
latter is used by x-terminals to discover their IP address, for
example. The reason why the constants appear reversed is to show
the effect of network byte order without calling ntohs().

* % O * F F

)
if (arpdump && ((ethheader-sether_type == 0x0608) || (ethheader->ether type ==
0x3508))) {
/* Another cast to a packet type. */
arppkt = (struct ether_arp *) (pkt+ethlen);
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/* The memcpy() is just to place the ether addresses in a slightly
* easier to remember place.
7
memepy (&source, &arppkt->arp_spa, 4);
memcpy (&dest, &arppkt-sarp_tpa, 4);
printf (*\nARP:\n");
printf ("%$04x %04x\n", ntohs(arppkt->ea_hdr.ar hrd), ntohs(arppkt-
>ea_hdr.ar_pro)); 1
printf ("%02x %02x %04x\n", arppkt->ea_hdr.ar_hln, arppkt->ea_hdr.ar_pln,
ntohs (arppkt->ea_hdr.ar_op));
for (y = 0; ¥y < 65 ye+) {
printf("%02x", arppkt->arp_shaly]);
1f (yr=hyid
printE(" i)
} else {
printe (" \n*);
}

for (y = 0: ¥ < 4; y++) {
printf("%02x", arppkt-sarp_spaly]);
i a1 N SIS
PEINCE (", M
} else {

}

printf("\t(%s)\n"', inet_ntoa(source));

for (v = 0; ¥ < 67 y++) {
printf('$02x", arppkt->arp_thaly]):;
1f =5 4
printE(Ye )
} else {

}

PrIntE(ING )

for ly = 05 ¥ < 4 we+) {
printf ("%02x", arppkt->arp_tpalyl):;
6 sl vl e R
princEi( s )
} else {

}

printf("\t(%s)\n", inet_ntoa(dest));

}

/* If the ethertype is 0x0800, the encapsulated data is IP.
* Read: the good stuff is below.
*
if (ethheader-sether_type == 0x0008) {
ipheader = (struct iphdr *) (pkt+ethlen);

/* 1f the user selected to see the IP header and it is IPv4, then
* dump the IP header. IPv6 would be easy to add, and is left
* as an exercise to the reader.
X
if (ipdump && (ipheader->version == 0x04)) {
memcpy (&source, &ipheader-ssaddr, 4);
memcpy (&dest, &ipheader->daddr, 4);
printf("\nIP:\n");
printf("$1x %1x %02x %04x\n", ipheader->version, ipheader->ihl,
ipheader->tos, ntohs(ipheader->tot_len));
printf("%04x  %04x\n', ntohs(ipheader->id), ntohs(ipheader-
>trag off));
printf("%02x %02x %04x\n", ipheader->ttl, ipheader-s>protocol,
ntohs (ipheader->check) ) ;
printf ("%08x (¥s)\n', ntohl (ipheader->saddr), inet_ntoa(source));
printf("%08x ($s)\n", ntohl (ipheader->daddr), inet_ntoa(dest));
}

/* Same as above, but for UDP headers. Inside the IP header
* there is a protocol field, which specifies if the payload
* is UDP, TCP, ICMP, EGP, or a host of protocols. You can
* find the full list in RFC #1700, Assigned Numbers
Sl
if (udpdump && (ipheader-sprotocol == 0x11)) {
udpheader = (struct udphdr *) (pkt+ethlens+iplen);
printf ("\nUDP:\n");
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printf("%04x %04x\n", :ntohs (udpheader->source), ntohs (udpheader-

>dest) ) ;
printf("%04x %04x\n", ntohs (udpheader->len), ntohs (udpheader->check));
¥
/* Again, same as udp, but for tecp.*/
if (tcpdump && (ipheader->protocol == 0x06)) {
tcpheader = (struct tephdr *) (pkt+ethlen+iplen);
printf('\nTCP:\n");
printf("%04x %04x\n", ntohs(tcpheader-ssource), ntohs(tcpheader-
>dest) ) ;

printf ("%08x\n", ntohl (tcpheader->seq));

printf("%08x\n", ntohl (tcpheader->ack_seq));

printf("%1lx %02x %$1x:%31x:%1x:%1x:%1x:%1x %04x\n", tcpheader-sdoff,
tepheader->resl + tcpheader->res2, tcpheader->urg, tcpheader->ack, tcpheader->psh,
tcpheader->rst, tcpheader->syn, tcpheader->fin, ntohs(tcpheader->window)) ;

printf ("%$04x %04x\n", ntohs(tcpheader->check), ntohs(tcpheader-
>urg_ptr)) ; ;

}

/* This subsection is for ICMP. The separate individual if's encompass
* the two general forms of ICMP headers. A full list of ICMP headers
* can be found in RFC 792.
%
if (icmpdump && (ipheader-sprotocol == 0x01)) {
icmpheader = (struct icmphdr *) (pkt+ethlen+iplen);
printf ("\nICMP:\n");
printf ("%$02x $02x %04x\n", icmpheader->type, icmpheader-
>code, ntohs (icmpheader->checksum)) ;
if ((icmpheader->type == 0x08) || (icmpheader->type == 0x00) ||
(icmpheader-s>type == 0x0d) || (icmpheader->type == 0x0e) || (icmpheader->type == 0x0f) ||
(icmpheader->type == 0x10)) {
printf ("%04x %04x\n', ntohs (icmpheader->un.echo.id),
ntohs (icmpheader->un.echo.sequence)) ;
} else if (icmpheader-stype == 0x05) {
printf("%08x Gw: %s\n', ntohl(icmpheader->un.gateway),
inet_ntoa(dest));

}
}
return;

}

/* The help function describes the various command line options
* supported at this time.
Al

void help(void)
{
printf ("Headers by Javaman vl\n');
printf ("For information purposes only.\n");
printf ("Options:\n");
printf ("\t-e\tDump Ethernet header\n");
printf ("\t-a\tDump ARP/RARP info\n");
printf("\t-i\tDump IP header\n");
printf ("\t-c\tDump ICMP header\n');
printf ("\t-t\tDump TCP header\n");
printf ("\t-u\tDump UDP header\n");

Conclusion
Hopefully this tool has helped introduce the reader into some basic concepts of low level IP operation. This snip-
pet can be added to to provide some basic IDS functionality, and possibly a tool for other, as of yet unimagined
projects projects.

Pertinent Links
RFC Database: www.fags.org/rfcs
This has been where I have been reading my RFCs from. Libpcap: ftp.ee.lbl.gov/libpcap-0.4.tar.Z
The code was written using libpcap v0.4. Hopefully by the time this article is published, the code will not be up-
dated, just for simplicity purposes only. Philtered.net: www.philtered.net
The code contained in this article can be downloaded from this site, with no comments, of course. If you want
commented code, buy this magazine. Additionally, my e-mail address along with other projects from our group
can be found.

RFC List
RFC 768: User Datagram Protocol, RFC 791: Internet Protocol, RFC 792: Internet Control Message Protocol,
RFC 793: Transmission Control Protocol, RFC 826: Ethernet Address Resolution Protocol, RFC 1042: Transmis-
sion of [P Datagrams over IEEE 802 Networks, RFC 1700: Assigned Numbers
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DANGEROUS THOUGHT SECTION

Clarification

Dear 2600:

I really respect what you guys do and the
rights of hackers that you stand up for. I do believe
that you have a bad view on what a hacker is. I
hate to break it to you, but a cracker is a hacker.
These recent attacks were hackers. I bet you’re
shaking your head right now but it is true. Every
group of people has its bad people. There are bad
priests, doctors, and lawyers so why can’t you
guys just agree with that instead of trying to make
two separate groups, hackers and crackers? We all
do the same thing: mess with computers and the
like. If you call Jack Kevorkian a doctor, the other
doctors don’t get mad and say “He’s not a doctor,
he is a murderer.” Some may say that but the ma-
jority still believes that he is a doctor. I do under-
stand that you would like people to stop viewing
all hackers as bad, but in the age of morons that is
impossible.

Kevin V
Trenton, OH

We don’t know where you got the idea that we
want to perpetuate this “cracker” nonsense. We
believe the word does a great disservice to hackers
everywhere as it criminalizes without explaining
the crime and the end result is that the uninformed
get a mostly negative view of the hacker culture.
We also don’t know how you're so certain that
these recent attacks were the work of hackers. It’s
been widely reported that anyone with the right
script could have done this. Is anyone who can
type a command to be considered a hacker? We
recognize the possibility that it could have been a
hacker but it’s really irrelevant as it’s as much an
act of hacking as cow tipping.

Dear 2600:

This message is in reply to a letter posted by
Desaparecido in 16:4. In his letter, Desaparecido
claimed that it is an elitist group of “hackers,” or
those who “have the knowledge™ who actually
have the “power.” It is my belief that by stating
this, he is creating a sense of an aristocracy (one
that obviously does not exist) between the elite
(hackers) and the rest (society). This is not true
and such images should be avoided! If we are seen
as elite/elitist, or aristocratic, then we are just as
damned as the “powers that be” (government). We
must strive to show society that hackers are no dif-
ferent from the common man, that they do not
wield any hidden weapons, or for that matter any
hidden knowledge. Assuming that the goal of
hackers is to create a free and informational future
for mankind, an elitist view would create an exact
opposite result. So, in conclusion: Desaparecido
had the right idea, but used the wrong word! “We”
should not be separated from “them.”

Treker

Dear 2600:

In regards to what Black Knight had written in
16:4. He is either a Seal wannabe or a Seal. Only
Seals say dumb things like that. I don’t see a rea-
son for honoring the U.S. Navy Seals. If we are
going to honor someone in the armed forces it
should be all branches of the military because no
matter how little or how much work each and
every one of them do, without one another the job
wouldn’t get done. They all work as a team.

Einstein

We’ve started a tidal wave here, haven't we?

Dear 2600:

Just kind of wondering how come when 1
typed www.fucknbe.com it didn’t hit 2600’s web
site but instead hit NBC’s. I knew that you guys
were getting sued for owning the domain name but
I didn’t think that you would give it up that easy. |
suppose one lawsuit a year is enough, huh? Under-
standable, I guess.

Mark

No matter what we did on this, people thought
we were giving in. Initially we had the site pointed
to NBC. Then they threatened us with legal action.
We pointed it to our site so that people would see
the story, not because they told us to, After people
started to think that we were pressured into that,
we pointed it right back to NBC. Then people
somehow thought we were pressured again. So, to
make matters simple, we’ve pointed fucknbc.com
to CBS and fuckcbs.com to NBC. Hopefully, this
will make everyone happy. We should point out
that CBS has taken the existence of our site a lot
better than NBC. Of course, their parent company
(Viacom) is already suing us for DeCSS. We hope
to have some more permanent sites in place that
will do more than point in the near future.

Dear 2600:

There has been a number floating around the
Houston area in the past couple of months. It is
supposedly a number to call to detect a tap on your
line. As the story goes, if your line rings busy, it is
tapped. Otherwise it gives you a weird musical
sound. The number is 817-284-7847 (or 817-
BUG-RUGS). I don’t really believe all of the hype
but I was wondering if you would give it a ring
and give me your opinion.

Transmissions from the South

This comes up every couple of years. There are
no such numbers. The easiest way to prove this is
to tap yourself and see if you notice a change. The
number, incidentally, goes fo a sweep tone which,
if someone were tapping you, would annoy them
no end if you called it for long periods of time .

Getting Around Stupidity

Dear 2600:
A while back I was using a school computer
that had a filtering system enabled. It was intended
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to filter out porn, bomb-building techniques, and.
other miscreant information. Intriguingly, it also
blocked 2600, which seems to have become the
norm for filter programs these days. Not easily dis-
suaded, 1 tried some different variations, and found
that 2600.net, .com, and .org were all blocked. But
aha!! Country codes! God love the Canadians be-
cause 2600.ca was wide open. It’s got to be the
easiest way to get around those pesky filters.
Dr Jest

That’s one of the reasons we encourage people
from other countries to get the 2600 domain and
point it our way. In exchange, you’ll get a sub-
scription for as long as it stays up. And don’t for-
get to try www.2600.middle-island.ny.us as well.
Almost no one thinks to block that one.

Dear 2600:

I was using the computers at school which run
CyberPatrol. Screw hacking it when alls ya have
to do is use an anonymous proxy server. I went to
www.aixs.net and surfed all I wanted. Let’s see
CyberPatrol try to block the proxy servers now. Ha
ha!

Karr0t TOp

You think they won't try?

Dear 2600:

I just found an interesting bug in the blocking
software that my library uses to unblock sites that
don’t deserve to be blocked (as well as ones that
should). The trick is this: after you type out the
URL, you add “:80” after the .com to specify the
port address. That seems to be the default port ad-
dress, and allows you to get in.

phil

Dear 2600:

I work for a company that has your 2600.com
domain banned in its proxy. In fact, someone let
you know of this in the letters section of a previ-
ous issue. We get a big red graphical stop sign and
a note saying this site is known to pose informa-
tion security risks and contains possible computer
viruses.

Aside from expressing your rights to comment
on the quality of the company, your registering of
the domains like verizonREALLY sucks.com and
the more creative VerizonShouldSpendMoreTime-
FixingltsNetworkAndLessMoneyOnLawyers.com
also provides a workaround for those of us who
wish to stay updated by reading the news/content
of your web site while at work (on breaks of
course).

sonnik
A side benefit we hadn’t even thought of.

Dear 2600:

Well as many of you know Metallica has their
panties in a wad about MP3s and the service of
Napster. Recently about 300,000 or so people were
banned from Napster. This happened to a friend of
mine. He would try to register a new name and it
wouldn’t let him. Well, his cousin was poking
around the Windows registry and found something
that Napster put there. He simply removed it and
got a hew Napster name. If you know your way
around the registry, just poke around - it’s in there

somewhere.
GhettoBlaster
(formerly Jason Louisiana)
Discoveries
Dear 2600:

In a letter a while back on Citibank ATMs, you
guys had someone ask what the “Undocumented
Feature” was. After taking about two hours to fig-
ure it out I realized that if you use the seeing-im-
paired function you are not charged the $1.50
surcharge for using their machine as opposed to
using the standard function. Just thought you
would like to know. Also, I asked the bank man-
ager and was thrown out of the office. Oh well.
Thanks.

Squee

Dear 2600:

I have been meaning to pass this on for some
time now. The default password for AT&T cell
customer voice mail boxes is 1111. We found this
out when Hurricane Floyd sunk what was at the
time our local exchange.

Allin

Dear 2600:

Recently I visited www.ask.com for the hell of
it and when I got there my mind was at a loss for
questions to ask him. Eventually my mind began
to wander so I typed “Is Jeeves gay?” and almost
immediately (due to my 56k) the results popped
up. Under the section “T have answers for:” the
first one was “Is Jeeves gay?” so it struck my cu-
riosity and I clicked on it. The resulting page dis-
played:

429 File None of Your Business

This file is none of your business. You have a
lot of nerve even clicking on this link.

This made me happy because even though it’s
a crappy search engine, it still has a sense of hu-
mor and that’s what’s missing in the technology
world of today. After that uplifting discovery I de-
cided to make Jeeves one of my most frequently
used engines. Thanks Jeeves.

Elektr0chrOnik

We wonder what the results would have been
had Jeeves really come out of the closet. Would
Jundamentalists start boycotting it?

Dear 2600:

A few months ago I got arrested for some traf-
fic warrants that were building up for a couple of
years and I noticed the laptops that authorities are
utilizing in the squad cars. I had read briefly about
them but never saw one. I only noticed that it was
a Panasonic laptop and had what looked like a real
“stripped down” look to it, OS speaking. As if it
were almost a *nix system. But by talking to the
officer, I eliminated that idea as he was too fucking
stupid to use an Atari. Unfortunately, I was picked
up at 7:00 in the morning and could not see well
without my contacts. But he did mention that it
used radio frequency and not cellular and the net-
work that they used for this communication was
“tee lits.” This is not how it is spelled but I had
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never heard of that network/company so I spelled
it the way it sounded.

My second encounter happened after coming
home from a nightclub in Dallas. My roommate’s
car was broken into and the CD deck was stolen.
Of course, we called the police to get a report so
his insurance would pay for it. When the officer
arrived, I noticed the laptop again. I have to admit
that the officer was extremely friendly but not too
informative. I asked a couple of questions about it
and he finally offered for me to “jump in and
check it out!” Uhmmm... OK. So here I am at

_three in the morning, drunk off my ass, sitting in
the driver’s side looking at his laptop without su-
pervision.

This laptop was Motorola and highly cus-
tomized. Touch screen with a Windows NT 4.0
platform. He said that they use the “tee lits” net-
work for the communication but was unsure about
the means of transfer. And I forgot to trace the ca-
ble to find out myself. D’oh! But I'm positive that
tracking software currently used is Tiburon (as in
shark) by Maco (possibly misspelled) or the other
way around. Again, I apologize for the lack of
consistency as I was drunk. No “ipconfig” as it just
flashed and died. He mentioned that they do send
e-mail back and forth so I assume it’s Internet pro-
tocol related.

bill

We're glad to see people continue the quest for
knowledge even while under stressful conditions.
It’s an extremely valuable skill to have.

Car Talk

Dear 2600:

In 16:4 you published a piece titled “I Own
Your Car” by Slatan. In the story the author claims
to have worked for “one of the most prestigious
car companies.” It’s fairly obvious to me that the
article is about the Cadillac Evoq, a vehicle which
was a concept car that GM has put on a track for
production. The Evoq has been portrayed in the
press as being “Cadillac’s Corvette” and will also
reportedly share some mechanicals with the
Corvette. The “night vision” the author refers to is
available as an option on current Sevilles. The on-
board navigation system he references sounds a lot
like GM’s OnStar system which is available on
many of GM’s luxury vehicles. I personally know
people who build show cars and prototypes for
General Motors, and the author’s assertion that he
got access to six of them, let alone was able to
drive one off of the premises, is ludicrous. Even
assuming that this story is true, anyone who would
jump into a prototype vehicle that they have no
personal knowledge of, drive it at speeds of “over
150” and come off of an exit ramp on I-75 (a road
I travel regularly, sometimes in the early morning
hours described in the article) “at 75 mph” is a
complete asshole. Sometimes certain prototype
cars are meant for photo or display use only, and if
the author’s story was true then he endangered
others on the road, especially when this dumbass
“flipped off the headlights.” However, I think that
this story was complete bullshit, as the Evoq has
been in the press for a long time. To read more

about the Evoq at Car & Driver, go to
www.caranddriver.com/FrameSet/0,1350, sl New
Article_sl_0_cm_1633_cm_2321_1_16_cm_00,00
.html.

Devil Moon

Dear 2600:

In response to the article “Hacking Explorer
(the car)” by Bob in 16:4, the keyless entry system
techniques he outlined should work on any Ford
keyless entry system. I can personally verify that
along with the Explorer, these sequences also work
on the Windstar minivan models. Additionally, af-
ter entering the five digit code and unlocking the
driver’s door, you can press the {5-6} key to un-
lock the trunk or equivalent. Besides Ford models,
I can verify from experience most of these keyless
entry system sequences also work on the Mercury
Grand Marquis.

The Artful Dodger

Annoyances

Dear 2600:

Russ was complaining in 16:4 about how in-
considerate folks can be with their cell phones.
There’s a company in Israel that produces boxes
which jam cell phone signals and, while they don’t
list prices on their web site, I'm sure it’s worth it if
you’ve had it with the mobiles. The company is
Netline Technologies, and they can be found at
www.c-guard.com

thegeek
Glasgow, Scotland
That'’s one technique. Here's another.

Dear 2600:

Don’t know if anyone has tried this. I was on
the bus today and overheard some man talking on
his phone (loudly enough for everyone to hear).
While he was talking I wrote down some of what
he said. I got name, address, phone number, place
of work, and other good stuff. When he was done I
started up a conversation with him, Addressed him
by name and asked how his new apartment was.
He was dumbfounded. I shared with him what he
just told the rest of the bus and he didn’t even real-
ize it. Neat.

Funk Strings

Dear 2600:

I just want to say this magazine is by far the
most intellectually stimulating thing I can find in
bookstores today. Anyway, I was just reading the
issue I got today (love the Looney Toons cover)
and it wasn’t on the shelf. I looked in every part of
the store, even in the computer book section. I
asked the clerk at the front if they carried the mag-
azine. He said, “Yeah, not a lot of people really
buy it though.” After about five minutes of wait-
ing, it came up to the front bundled in the rope it
was shipped in. He said, “You wanna buy these, all
we’re going to do is throw them out.” I said, “Re-
ally.” He replied, “We’ll return them, of course.” I
said, “Let me see 20 of those.” He handed them to
me and I went straight to the magazine shelf and
put them there. God, people like that really piss
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me off.
2MnYiDiZ

We appreciate your help. It’s amazing the ef-
forts people go to to make sure we get on the
shelves. It’s also pretty sad how hard others try to
keep us off them. When things like this happen, let
us know the exact locations so we can follow up
and make sure they don’t continue to do these evil
things.

Dear 2600:

Melissa was the warning to which Micr*s*ft
obviously did not listen. Now there is Smash (the
ILOVEYOU virus), which eventually wipes out
your hard drive. My corporate e-mail has been
shut down as a containment measure. As I under-
stand it, this virus infected thousands of exchange
networks in the U.S. in just one day! What is it go-
ing to take to get big corporations to realize that
Micr*s*ft can hurt them? The sad reality is, they
won't listen until their networks are infected by a
virus that simply wipes out everything, and pro-
ductivity takes a nose dive. I just hope I’'m not
around when they start firing people because they
don’t know what to do.

ryan

Someone ought to write one of these things
that simply replaces Microsoft Outlook with some-
thing secure. That would be a public service and
might put an end to the stupidity we’ve all had to
endure in the media on this topic.

Retail Tips

Dear 2600:

In response to Creature’s letter concerning the
touch screen POS systems used in Ruby Tuesday:
most Ruby’s that I know of use a Micros 2800 sys-
tem. These employ a proprietary operating system
stored on a flashable rom chip. All the worksta-
tions work as individuals that broadcast changes as
they are made to the rest of the units on the sys-
tem. Most Ruby’s will have a Win 9x box in the
office that attaches to the Micros machines for re-
porting and credit card processing.

The interesting thing about the 2400 and 2800
series Micros systems is that the manager mode is
entered with a key or a swipe card. If you have ac-
cess to a terminal, remove the back cover, then re-
move the two screws holding the top cover in
place. Look for the connector that the key-switch
connects to. Use a paper clip (or any other conduc-
tive material), replace the cover, and you too can
be a manager. From the main screen, holding shift
and enter will take you to manager mode. From
here you can have all sorts of fun: free food, alter-
ing of prices, deleting employees, etc.

SnoFlak

All of which practically guarantee you’ll be
caught really quick.

Dear 2600:

Cheers to all those people out there who have
enough courage to come forward and expose the
secrets of so many chains. We should all applaud
the risk they are taking and their willingness to do
it nonetheless. Hopefully, all those stores that have

been overcharging us, the consumers, for years
will finally see that if they don’t change their ways
the consumers will strike back. I hope you, the
good people at 2600, will continue to print these
articles as well as ignore the idiotic requests of
these stores.
gas fumes

More like demands, you mean. But we don't
print information for the purpose of revenge. We
print information, period. We like to learn about
how things work. We don’t advocate using what we
print in a destructive way, even when it may ap-
pear to be justified.

Dear 2600:

This is in response to Phelix who asked about
Pizza Hut’s SCO Unix-based POS system in 17:1.
I’ve worked with a few SCO-based POS systems,
but all of them have a common thread (at least
from what I have seen). Most SCO-based POS
systems come from a company called Infinite So-
lutions in Atlanta, GA. (Infinite Solutions also
markets themselves under three different company
names and was recently bought out by a company
called Savior Technology Group). They're used by
a lot of bridal/tuxedo shops, hotel chains, and
pizza places because of the database backing that
these systems can do. Pizza Hut, Papa John’s, WH
Smith Hotels, and Domino’s Pizza are some places
that use this type of system.

There are two ways that these systems are set
up in stores. One of which is where they have one
server and cash registers. The cash registers are
“polled” to the SCO Unix server via a modem at
night. In some stores, a bunch of registers are con-
nected to one modem via an IRC Cable (yes, re-
ally, that is the name of it). Then, after all the
registers are done polling, the server dials up the
home office and transmits data (usually at 9600bps
eeeek!). All of this is done via cron jobs.

The second way these systems are set up
(mostly for pizza chains), is where they have one
SCO box in the store and dumb terminals around
the store. The SCO Box usually sits in the man-
ager’s office with a 33.6 fax/modem attached to it.
At the end of the day, the on-duty manager enters
their cashier PIN in and it processes the daily
sales, then dials the home office and transfers
sales.

The only difference is that at least one of the
companies I have worked for has switched from
modems to a networked ISDN system. (Some
stores have very large sales databases that need to
be transferred at night and it just take too long
over a modem.) This will only make the work for
you harder.

The modems in these SCO boxes are also used
for administrative purposes from the home office,
or Infinite Solutions. Usually when you purchase
one of these POS systems you are required to pur-
chase (expensive) yearly support for these. This is
because most of the time, the store does not own
the hardware or OS that the POS system runs on
and just owns the sales data. (Dumb idea, huh.)
This is so they can, as Infinite Solutions puts it, of-
fer premium customer service and support. (Big
Jjoke.) Usually when you dial up, you get an SCO
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SysV login prompt and that’s it. The modem con-
nection is straight tty device (so easy to hack). And
the sales data that is sent via the modem is done so
via UUCP (I find it hard to believe it’s still done
this way). The only problem with some systems is
that in some store setups, the modem is not set up
for AA (auto-answer), so you may not be able to
dial directly into the machine. (Administrative
things are done by having the manager of the store
make the modem dial out to the home office, in-
stead of the home office dialing in.) As far as lo-
gins, usually the home office and Infinite Solutions
have administrative logins that give you direct ac-
cess to the login prompt. And when you dial up
into the SCO box, it does allow for root to be di-
rectly logged into! (dumb dumb) The logins to the
system that are administrative can vary from com-
pany to company. And it’s the same for the root
password. Usually, when Infinite Solutions has to
do support on the box, they call someone at the
home office to get the root password and login. In-
finite Solutions usually has a non-root login to
every box though, just so they can poke around.
(It’s usually “infinite”.) The other way around this,
if you don’t want to try the modem route, is to get
a cashier passcode for the store manager or a dis-
trict manager. These types of passcodes have extra
features than the normal cashier logins. This is so
managers can run reports and do weekly system
maintenance and backups. And on some versions
of the POS system, you are allowed to exit to a
SCO prompt!

OK, so you’ve gotten into the system. Now
what? And to me it would be more like “Why?”
The thing about it is that most of the SCO boxes
have most compilers and system tools taken off.
There is usually just enough stuff on there to run
the POS system, the database that backs it, and
some minor administrative tools. Hell, even *“user-
add” doesn’t exist on most of these systems. What
is on the system depends on what package the
company decided to purchase from Infinite Solu-
tions.

1 hope this helps you in your journey to hack a
Pizza Hut POS system.

Cybah

Additional Info

Dear 2600:

I just wanted to say that in addition to the pro-
grams listed in “Killing a File” (16:3), another one
that can be used to clean-wipe a file is none other
than the popular encryption program PGP. To
make a more secure delete, you can encrypt a file
and then use PGP’s Wipe feature to clean-erase it.
It renames the file to all A’s, rewrites over the file’s
contents, and then overwrites the file completely.

Immolation

Dear 2600:
MMX might want to mention that mini DMS’s
or mini CO’s or whatever you call them in the U.S.
interfere with the test of a line to the point where in-
accurate readings will leave the inexperienced lost.
mbve

Dear 2600:

After reading the article by Prototype Zero on
the Sprint ION network I thought I would send
some corrections. I have been working on the ION
project for nearly a year and have to tell you first
of all ION is scheduled for general availability in
April in Kansas City, Denver, and Seattle. Next, |
have to tell you that Cisco is not even a major ven-
dor in the ION network. The DSL DSLAM at each
of the CO cages is using a Lucent Stinger and the
CPE side is a Sprint internally developed device.
Next, the voice lines are not unlimited. The plan
was to make up to four phone lines available per
customer. As of last month they were only able to
get two to work. Some of the problems with the
implementation is that it is Voice over IP over
AALS. The quality of the sound is similar to talk-
ing over a couple of soup cans on a string. These
problems will be corrected when they start using
AALZ2. Oh yeah, and since the beta test they dis-
covered the Network Neighborhood problem. You
know, the one where you can browse your neigh-
bor’s computer. Other parts of the country that are
not going to have ION but will have DSL access
include but are not limited to Florida and North
Carolina.

Qwertydvorak

Dear 2600:

I am responding to Handle6015’s letter in
17:1. What you stumbled on is Timbuktu, a remote
access program. It allows TCP/IP, Appletalk, or
Dialup access to another computer. Look mode
lets you see the other computer’s screen, control
lets you do whatever you could if you were at the
computer. I know it’s for Mac. No idea if they
make it for another platform.

DAR

Dealing With The MPAA

Dear 2600:

What effect do you think we, the customers,
could have on the MPAA if for one month we boy-
cotted purchasing movies and music? As hard as it
might be to do, it may be necessary to show them
how we feel. You have to hit them where it hurts.

Scott

While it would be great to be able to show this
kind of force, we have to face the fact that the vast
majority of people aren’t aware of the facts in this
case and have no idea how they’re being manipu-
lated. So, in addition to a boycott not being feasi-
ble, we wouldn’t actually be proving anything
since so many people still wouldn’t know what it’s
about. Our strength and energy needs to be di-
rected towards educating people in one place at a
time. It's a daunting task but it does work. We've
already made a great deal of progress since the
beginning of the year. A boycott will be far more
effective after we've reached even more people.

Dear 2600:

It was only a matter of time. After all the
bruhaha over DeCSS someone has finally created
a legal DVD player for the Linux platform.
LinDVD has been created and will be marketed by
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Intervideo for $29.95 and will be available this
spring. Hope this helps you out some.
Sys Edit

That’s all fine and good but it doesn't solve the
problem. The very concept of a “legal” player on
certain platforms is absurd. Consumers own the
hardware, they’ve bought the software... to require
any more from them is, quite simply, wrong. If you
can get your toaster to play DVDs, you have every
right to, assuming you bought the toaster and the
DVD.

Dear 2600:

This is for Mr. Jack Valenti of the MPAA con-
cerning the DVD FAQ on www.mpaa.org:

“What is the DVD Content Scramble System
(CSS) and how does it work?

“CSS is the copy protection system adopted by
the motion picture industry and consumer elec-
tronics manufacturers to provide security to copy-
righted content of DVDs and to prevent
unauthorized copying of that content. CSS is akin
to the lock on your house.”

This is a lie. CSS does not prevent the copying
of DVDs in any way. Traditional encryption meth-
ods are not capable of protecting data if the view-
ing platform is going to decrypt it without
requiring a key. What you claim is possible but it
is far more advanced than simple CSS.

Through lies and propaganda you have con-
vinced the public, and even the courts that through
cracking, CSS hackers can now duplicate and dis-
tribute pirated DVDs. Oddly enough, you are not,
to my knowledge, suing manufacturers of DVD
burners that employ bit-by-bit copying. These de-
vices do facilitate the copying of DVDs. The rea-
son you are not attacking those manufacturers is
simple. You attack only the weak.

You are mistaken if you believe you can stop
the “hacker” community. They create, sustain, and
promote modern technology. Technology is the
most powerful tool in the world today, and you are
fighting people who understand it better than any-
one.

mr. blonde

Well said. Being thought of as weak does have

its advantages.

Dear 2600:

This can’t be happening. Eight corporations
have united to shut down 2600 once and for all.
We have no rights anymore, so you will probably
lose as the judges are on the side of the big guys,
but be assured that hackers everywhere will keep
up the fight. What’s next? Will there be a list of
government (i.e., corporate) approved web sites
that we have to look at? If you look at a nonap-
proved web site, will the FBI drag you away and
have you executed? Will we only be able to per-
form government approved actions with comput-
ers? It’s getting apparent that the big guys want
total power, nothing less. They want to control
your lives like Pol Pot controlled the lives of Cam-
bodians. The only consolation is that America will
probably have a civil war, break up, and become
about as stable as Russia. Starving to death amid
ruins is not an enticing idea, but we can laugh at

the corporations who will have to lie in the bed
they made. How can I help before I too “disap-
pear” one day and am never seen again? Oh yeah,
I’ve decided it’s too dangerous to use my old han-
dle and real e-mail address, so I set up this one.
Mr. Roboto
The best way to help is to get the word out to

the many millions who only know what they've
seen in the mass media. That means virtually any-
one you talk to will learn something from you.

Dear 2600:

I am a recently hooked reader of your maga-
zine, and have found it both informative and enter-
taining. I was appalled to find out about the MPAA
case against you guys. I have tried my best to
spread the word about both the case and your mag-
azine to everyone I can talk to. Recently at our lo-
cal movie theater I was passing out some flyers.
The manager came out and asked me what I was
doing. So I explained about the case and what was
going on. To my surprise he took my side and we
now have flyers posted all throughout the movie
theater, including one in the ticket booth. I gave
him some flyers and he said he would pass them
out if anyone asked about the posted flyers. I
thought that was pretty cool. Just thought I would
share.

Jedi’s Chaos

Sometimes it’s all in how you present your
case. One thing is for sure - people with clues are
out there and they deserve to be acknowledged
when they stand up.

Dear 2600:

I have been reading 2600 since I was a fresh-
man in high school when one of my older
brother’s friends handed me a copy of your maga-
zine and said, “Educate yourself.” I am now a
freshman in college and have been enjoying your
magazine for the past four years. I just wanted to
let you guys know that you have done a great job
keeping me informed and that I have repeatedly
had to come to the aid of the hacker name when
people use it in a derogatory manner. Also, thanks
to your online ordering, I don’t have to scrounge
through the magazines at the bookstore anymore.
I’ve finally gotten off my ass and ordered a two
year subscription. Keep up the good work, and
fuck the MPAA! Oops, I hope they didn’t hear me,
I wouldn’t want to be sued....

Daewoo

No, we doubt you’ll be sued but we can almost
guarantee they’ll bring up comments like that at
the trial in an effort to show how we constantly de-
ride them and wish evil upon them. The fact is that
we don’t - it’s entirely their arrogant attitude to-
wards the very people who keep them in business
(that would be the consumer) that provokes such
hostile remarks. We believe a mere glance at the
court transcripts (available online at
www.2600.com) will invoke more bad feelings to-
wards the MPAA (and the major corporations they
represent) than anything we could say. Also, in
case you missed the announcement, our trial has
been scheduled for July 17 in New York - the day
after H2K! We hope to see many people stay in
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New York for the fun.

Dear 2600:

I just started hosting your DeCSS files and
read some of the letters the MPAA sent to others
telling them to remove the files from their servers
and release the identity of the person responsible
for hosting them. I was wondering, if I were to re-
ceive a letter like this, would I be legally obligated
to give them my personal info?

g00fy

You’re not obligated to do anything until a
court of law tells you to. These letters are meant to
get you to buckle or, ideally, frighten someone
above you so that they do the MPAA’s dirty deeds
for them.

Dear 2600:
What exactly is the argument? When you buy
a DVD (or anything else for that matter) it’s yours.
Therefore you should be able to do whatever you
please with it. You should be able to watch it on a
computer or see a European DVD on an American
player. Why is it that you are being sued for help-
ing people do this?
steve n az
(heretic/pogo)
It’s a very good question. The short answer is
that they’re trying to change the rules. When you
buy something, they want you to be merely buying
a license to use it as they decree you should. That
means you would have to accept all kinds of con-
ditions, like not having the ability to skip over
commercials. (If you figured out a way to do this,
you would be in violation of the contract and sub-
Ject to what we’re facing.) What's interesting is
that the MPAA and the film studios had to deceive
the courts and the public by claiming this was
about piracy when that was not the issue at all. Ei-
ther they don't understand their own case or they
realized just how far they would get by telling the
truth.

The Mitnick Case

Dear 2600:

My husband and I enjoy your magazine im-
mensely (in fact, you’re partially responsible for
our being married in the first place... but that’s an-
other story). We’ve followed Kevin’s case through
you and have attempted to educate all who would
listen, and we’re relieved that he’s finally free.

One question has continued to bother me in re-
cent months - where the hell was the ACLU during
all of this? I’ve searched both the Southern Cali-
fornia and the National web sites, and there is no
mention whatsoever of Kevin’s case. When has
there ever been a more cut-and-dry violation of the
5th and 6th Amendments? Was this not worthy of
their attention? They must have been contacted
and they must have responded in some way.

On a lighter note, my six-year-old daughter
(already quite computer literate) has a CD-rom
game called “Gus Goes to Cybertown.” While it’s
a fairly cheesy title, I was delighted to discover
that at one point in the game, a little “Cyber-
Buddy”’ pops up from behind something-or-other

and declares, “Hackers are people who love to ex-
periment with computers!”

Destigmatization has finally begun, and at the
kindergarten level, no less!

Sienne (805)

Yet another way we've managed to subvert the
youth. As for the ACLU, yes, they were contacted
regarding Kevin Mitnick, as was the EFF, Amnesty
International, and every other organization we
could think of. The reasons for not getting involved
differed, from not wanting to condone Mitnick’s
actions (however minor - he was still considered a
“criminal” and that's enough for most people) to
not having the ability to figure out all of the tech-
nical nuances of his case. The latter actually wor-
ries us more since it’s now possible to lock
someone away for five years simply because peo-
ple don’t understand the technology. Don't think
we’ve seen the last of that tactic.

Dear 2600:

One day I was walking home from a friend’s
house and I saw a flyer taped to a power line. Lo
and behold it was a “Free Kevin” flyer. It was half
ripped off so I only saw a picture. I was amazed.
The odd part is that it was like a block away from
my house. No main roads anywhere. You see, I
live in Jeffersonville, Indiana. The city can be
summed up in one sentence: “This place is stuck
in the 50’s.” T am so shocked to see that the Kevin
story got this far. I mean we still have Apple Ile’s
in the computer lab at school for god sakes. You
got the word out - good job.

Technomatrix
We helped. Our readers did the most important
part.

Dear 2600:

I just wanted to thank VinceC (a 2600 reader
tired of hearing the phrase “Free Kevin”) for writ-
ing the letter that appeared in issue 17:1. This self-
ish moron who shunned the Kevin Mitnick case
provided me with the hardest laugh I’ve had in
months. Not only did this idiot give us a wonderful
lesson on life (free of charge, no less), but to quote
him exactly, “You fuck with the bull, you get the
horns.” I haven’t heard that stupid ass saying since
at least 1986! Thanks again to VinceC, the 80’s re-
ject, for the laugh.

Cowabunga dude.

SpeedkOre

Fun With Cable Companies

Dear 2600:

I get RoadRunner from Cox Communications,
which is actually a pretty cool DHCP ISP, but
what they did was stupid. They must have been
monitoring my packets or something because I
port scanned a friend from school. After a few
days I noticed that I wasn’t able to go online, so I
called up Cox. They said I had some violation. The
lady on the other end said I was trying to do a DoS
attack on somebody and I was icmp flooding him.
I tried to explain that a DoS attack would require
many many more messages but they didn’t believe
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me. They told me I was visiting sites like root-
shell.com. I'm a freak about security (which is
why I don’t run NT) and was only trying to make
my computer secure. What makes me really mad is
that Cox is spying on its customers by looking at
what sites they connect to! What business do they
have over what site I connect to? Well, aside from
having no Internet access for 14 days, I got in
trouble with my parents and am going to have a
hard time ever buying a 2600 again, Just thought
you guys would like to know that.
RootX11

This is the risk involved when we hand over
our Internet access to major corporations who
dominate the industry. They can and do watch you
and the sites you visit and have little or no under-
standing of anything other than their rigid poli-
cies. The obvious solution for you would be to
switch to another company that understands what
a port scan is and has some technical knowledge -
maybe a site actually run by hackers. But how
many people have the ability to choose one cable
provider over another? How many non-Fortune
500 companies offer cable access?

Dear 2600:

I read tacit’s letter on BlackICE in the Spring
2000 issue and I just wanted to mention that this
“firewall” seems to consider a ping to be an attack!
My friend (who has a cable modem) has a copy of
it, and I noticed he was receiving a lot of “at-
tacks.” I wondered how the hell anyone even knew
his IP, since he never even does anything other
than use the web. A couple of the “attacks” came
from other Roadrunner IPs. I then noticed that
most of them were “TCP probe attacks”. Is that a
ping or is it just me? Now pinging is considered a
hack, I guess. Do we live in strange times or what?

Jijack

Dear 2600:

Snot Gnome wrote to ask about Cox Commu-
nications’ channel 117, which contained what I
think is a spectrum analyzer graph on it. I used to
work at TCA Communications, the Internet branch
of TCA Cable, which was just bought out by the
much larger Cox Cable. I was the cable admin in
charge of rolling out the cable system company-
wide.

It is common practice to have a spectrum ana-
lyzer up at the cable headend to tell you what kind
of interference is going on in a given segment at a
particular time. And usually they’ll have a little
camera mounted up above it which is broadcast on
a channel so that the field techs can go out into the
field, adjust things, and then plug into a cable any-
where on the line, turn to channel whatever (117 in
this case), and see if they did any good to help the
noise.

So, Snot Gnome, if you want to know a trick
that will not only tell you whether or not that is a
spectrum analyzer on your node of the network,
but will also disrupt everyone’s TV and cable mo-
dem service on your node, try this:

Get a hairdryer, then get some coax that is
plugged into the cable from the cable company.
Then wrap the cable around the hairdryer several

times. Finally, turn the hairdryer on.

What just happened: Since the cable you
wrapped around the hairdryer has an open end, it
functions as an antenna for your segment, and
since you wrapped it around a moving motor, you
created a lot of interference - basically broadcast a
signal at all frequencies, overlapping all the spe-
cific frequencies that cable modems and TV sig-
nals come down and go up the cable line on. Now
don’t worry, you haven’t permanently damaged
anything, but for the duration of the time you run
that motor in the hairdryer, you have disrupted the
signal to all cable subscribers on your segment of
cable.

This is the most annoying thing you can do to
a cable company, especially if you do it a lot, be-
cause they will have to dispatch a whole team to
sweep your segment to find the source. If you do it
once or twice, they probably won’t find you. But if
for some reason you decide to do it on a regular
and/or patterned basis and then you start seeing
bunches of cable trucks in your area, you will
know to stop because they are narrowing it down
to your area.

I wouldn’t suggest doing it on a regular basis
because, believe it or not, even though cable com-
panies are very stupid sometimes and provide
crappy service, they really are concerned with pro-
viding better service. When you tie up their re-
sources with something that is basically a stupid
problem like this, you take their man hours away
from real problems or doing things like rebuilding
your backbone.

Rizzn Do’Urden

Info Needed

Dear 2600:

I read an article in your magazine last year
called “Hacking the Aspect.” I found that informa-
tion to be very useful when I wanted to set up a
new idle code on my phone at work. Well, now
that I have the Aspect switch down, my company
has merged with another and we are getting a Lu-
cent switch installed. Now I need to get informa-

' tion about that switch so I can begin having fun

again. If anyone knows about them and would like
to share, I would be grateful.
Popeye

School Update

Dear 2600:

Yet another example of stupidity in schools: I
downloaded a couple of the anti-MPAA leaflets
from your site to post around my high school. It
was a vain attempt, considering the type of people
who go to my school, but I wanted to at least do
something. I first asked my history teacher so as
not to cause any problems. She thought it was an
excellent show of political awareness and gave me
the go-ahead. I posted them on a few different stu-
dent bulletin boards around the school and left it at
that. Big mistake. About three hours after I posted
them, I got called down to the office. The principal
immediately demanded to know if I had posted the
leaflets. I said I had and he blew up. He threatened
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me with suspension for “inciting students to illegal
activities.” Apparently, he thought supporting the
side of the “DVD pirates” meant I was telling peo-
ple to copy DVDs. He then asked me where I had
gotten the leaflets from and I told him honestly.
Another big mistake. He dragged me down to the
computer lab and made me show him how to log
on to both openDVD and your site. One look and
he went nuts. He dragged me back to the office,
started accusing me of being a cracker, and called
my parents. He then carried out his threat of sus-
pension and told me he would notify the authori-
ties about my “obvious activities in computer
‘crime.”” Turns out he didn’t, but I was escorted
out of the school by a security guard. I tried to ex-
plain the situation to my parents, telling them I
only had posted a leaflet, but my principal got to
them first. He convinced them to restrict my ac-
cess to computers and search my room. He told
them to restrict my access to phones as well, but
they stopped short of that. When I was finally al-
lowed back into school, I was prohibited from us-
ing the computer lab or pay phones. And the
students decided I already was a criminal. They
started blaming all the computer problems they
ever had on me. Some even came straight up to me
and begged me not to damage their computers. 1
wonder if I would’ve gotten this response if I sim-
ply put up a flyer saying “Save the rain forests.”

Izubachi

And who says they don’t teach you how

screwed up our society is in school?

Dear 2600:

With all the hoopla over hacker persecution
and kids getting expelled for asking about Kevin
Mitnick, perhaps I can point some things out. First
of all, if you must take 2600 to school, try to keep
it hidden. Although it may seem like bowing to
pressure, it’s much better than suspension or ex-
pulsion. Secondly, keep away from your school’s
security programs! If they happen to be running an
incredibly vulnerable and loopholed piece of soft-
ware, print out a list of flaws and anonymously
mail it to whoever is in charge of the computers.
Don't get NetBunny or whatever. I did and am fac-
ing possible suspension. If you absolutely must put
the latest and greatest s00p3r HaxOr program on
the computers, tell no one! If you do, it will be
abused and you will get to see the principal’s of-
fice. Third, read the letters in 2600 and don’t make
the mistakes others wrote about. Life is as bad for
the hacker who sticks his neck out as many letters
report it to be.

Eric S.

Dear 2600:

I’ve read the sad tales of other readers who
have been condemned in their own schools for
simply “exploring” the computers. I, however, am
lucky. A week ago I was looking around the com-
puters in the library and noticed somebody had in-
stalled the BO2K client on one of them. These
computers being networked, I knew there was an
immediate danger. I went through and deleted all
files related to BO2K and searched the registry. At
precisely that moment, the librarian came up to me

and asked what I was doing. I told her I was fixing
the computer (knowing her feeble mind couldn’t
comprehend what a favor I was doing). She pan-
icked and went on about how I was “messing
with” the files and, oh, get this, I was hacking, too!
I was taken to the assistant principal’s office where
I was expecting two weeks suspension. Luckily,
one of the techs the school contracts was in the
next office fixing the PC there. I shouted from
across the office hoping he would hear my cries
for help. He came over and I told him the whole
situation and exactly what I did and what I was ac-
cused of. He checked out the computer than came
back with a smile on his face. He told them that I
did nothing wrong. Then the librarian started
telling the tech that I was hacking. He then
stopped her and said, “No ma’am, he wasn’t hack-
ing, he was helping” and just started laughing. I
urge other readers to take similar actions in trying
get a respected voice to speak for them should this
happen.
Code_WarriorX

If there were more respected and intelligent

people hanging around, this would be easy.

Dear 2600:

I wanted to add my input to P2129’s letter in
the Spring 2000 issue. We also have to wear the ID
tags (I'm S6585). If you leave your ID at home,
you must buy a new one for $5 or you have to
leave. Rip-off! If you make a habit of forgetting
this “dog chain,” you could lose some good money
or get expelled. It would seem to me that they
(government) wants to turn everyone into robots
with different serial numbers. Keep up the good
work!

cs0074life

But it goes beyond that. Who is demanding
these moronic policies? Who thinks the V-Chip
and the Clipper Chip are the answers? Who wants
to hand over virtually all responsibility to an out-
side force? We’re living in an ultra-paranoid, sus-
picious society fueled by ignorance and
intolerance. No government in the world would re-
sist this enticement to take away some rights and
help fuel the fear a bit. But ultimately it’s the peo-
ple who make the decisions, even though most of
the time they don’t even know they’re doing it.

Dear 2600:

Since everyone lately seems to be writing in
with their own school story, I thought I'd write in
with my own little interesting story. Mine doesn’t
involve me being mistreated a whole lot, well ac-
tually not much at all. I was a TA (Teacher’s Assis-
tant) last semester in the Counseling Center and
had access to many computers in the center. One
day when my “teacher’” was off at a meeting the
whole period, I decided to have a little fun with
the computers. So I changed all of the desktop
backgrounds. I went to 2600.com and changed
every other computer to your logo with the dog
and the guy on the top of your page, and on the
other computers I tiled the little Free Kevin stick-
ers in the background. The next day on the morn-
ing announcements it was announced that
“someone has hacked all of the computers in the
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Counseling Center and this hacker will be caught.”
I just burst into laughter because of how stupid
they were to say that their computers were hacked
- all I did was simply change the background pic-
ture. What is the world coming to when schools
are so stupid as to think that changing a back-
ground is hacking?

Blooder, The Tide on a strict leash

Dear 2600:

Before I start, let it be known that I am an “old
guy.” I joined the ranks of the hackers via the
phreaking route about 15 years ago. I am the “In-
ternet Systems Manager” at a very large school
corporation. We have (on any given day) some-
where between 15,000 and 20,000 students in at-
tendance.

Firstly, I have so little respect for academia
now that I work for a branch of it that I am consid-
ering home schooling my kids. I have worked for
this K-12 school corporation for six years. What I
see is a preponderance of techno-ignorance the

- size of which would boggle your imagination. But
yet, these people know that if they don’t have the
toys around, they will be looked down upon by the
community. So, begrudgingly, they are trying their
best (which ain’t so good) to use the technology.
Don’t get me wrong, there are some who are mas-
ters at both teaching and technology. But to most
of them, it’s just a job. To those who talk the talk
and walk the walk, I salute you!

Budding hackers: Fear not the wrath of your
teachers and administrators for they know not
what you do! So when they haul you to the office
or question you, don’t smart off. Just be quiet and
respectful. When they are done yapping about this
and that, ask them these questions: What evidence
do you have that I was hacking? If someone was
hacking, how would you know? Why is hacking
bad and why are hackers bad? Do you know the
difference between a hacker and a vandal? What
are the moral implications of hacking as opposed
to falsely accusing someone of something when
you have no evidence or idea of how it would be
accomplished?

Someday soon I would like to come up with a
strategy for budding hackers to follow. But for
now guys, Do No Harm, Leave No Tracks, Be Re-
spectful. I find that you can accomplish more by
asking respectful questions that help the people
who are accusing you realize how stupid they look
and sound.

ICMP

Criticisms
Dear 2600:

I am a new subscriber (today really), and I was
reading your Winter 1999-1900 (nice touch btw),
and saw an advertisement for boycotting Brazilian
products (more specifically coffee). After visiting
the web site for the campaign, I noticed that it
sounded a lot like X-Files where the U.S. govern-
ment is trying to implement some sort of mind
control program. The crux of the whole issue is

that Brazil is the main site for their experiments.
Personally, I have two problems with that. The

first is that I am a Brazilian and know quite a few
people in power there. They tell me many things
that go on down there, but when I questioned them
about this program they told me they had no clue
about this. I know that this is probably the stan-
dard answer about all programs that are run in “se-
cret,” but they have no reason to lie to me. Also,
they mentioned that should Brazil be participating
in such an “experiment” and the truth was discov-
ered, they would have too much to lose with some
of the US’s enemies who are active importers of
Brazilian products. Second, the Brazilian govern-
ment doesn’t have the facilities with which to do
such an experiment. They are more interested in
lining their own pockets. They would never spend
enough money to finance something this big.

I understand that 2600 is a strong supporter of
freedom of speech (which I endorse), but that
should not include outright lies, which is what this
Boycott Brazil campaign is based on. There is an-
other side to that story, which you should consider
when publishing future advertisements for that
campaign.

Patrick

To start with, we take no position either way
on Marketplace advertisements our subscribers
place. The only time we take an active interest is if
it’s a rip-off of some sort. Now, as for the assur-
ances you received from the people in power down
there, surely you don’t believe them just because
they said so? If you really want to get to the bot-
tom of this, do everything in your power to prove
that it’s true. That’s the only way you can conclu-
sively prove that it isn't.

Dear 2600:

I am terribly sorry about the irrationality of the
MPAA. However, I can’t quite figure out why you
would print articles dealing with United States
government security. [ am referring to two articles
in the latest issue. I mean the last thing you need is
the federal government on your trail. And there is
an ad stating that someone will fax secrets of the
White House Communications Agency. Why
would you print such a thing? And don’t tell me its
because he’s a subscriber. I am so proud to read
your magazine but would hate for you to go down
in flames over something so stupid.

cryptofreq

We talk about government security because it’s
of interest. If we were to self-censor our material
because we were worried about what someone
might think, we wouldn't be able to print much of
anything. Concerning the ad, it’s interesting that
you inserted the word “secrets” into it. The origi-
nal ad never said that - it simply offered “docu-
ments” that are most likely public but not easily
found. This is exactly our point - if we followed
your advice, we would have turned the reference
material into a secret and not printed the ad even
though we had no evidence. Our fear would have
silenced us long before any action from a third
party. We can’t go down that road. Comfort your-
self by knowing that anyone foolish enough to
trade classified info through our Marketplace will
certainly get an unwanted taker very quickly.

| Continued on page 48|
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Continued from page 5

music over the net is just not the same thing. In
all likelihood, more people will be exposed to new
artists as a result, meaning the record companies
will no longer be the only way they can reach the
public. This obviously works much better with
artists who are looking for exposure on the net.
Those who don't want their material spread in
this way should make their wishes known, but we
cannot see how, short of banning anonymity alto-
gether, it would be at all possible to prevent peo-
ple from trading music.

Such thoughts are not at all far from the con-
troversy. In recent remarks at a conference,
Edgar Bronfman, chairman of Seagram, which
owns Universal, which, yes, is suing us under the
DMCA, came up with this gem: “Anonymity...
means being able to get away with stealing, or
hacking, or disseminating illegal material on the
Internet - and presuming the right that nobody
should know who you are. There is no such right.
This is nothing more than the digital equivalent of
putting on a ski mask when you rob a bank.”
Make no mistake - anonymity is as much a per-
ceived threat to corporate America as encryption
has been to the Clinton administration. In both in-
stances, the very fabric that defines the net is be-
ing remodeled by people who have no right at all
to do this. Unless we let them.

And then there’s speech. Free speech has al-
ways been the enemy of those seeking to exert
massive control. Now that legislation has made it
possible for this control to be extended to the net,
we can look forward to increasing attacks on
mere speech. For instance, if you intend to regis-
ter a domain name that is critical of a corporation,
watch out!

It used to be that you could criticize whoever
you wanted and, as long as you weren'’t libelous,
your rights were respected. That's all changing.
George W. Bush said it best when he tried to shut
down www.gwbush.com for being critical of him:
“There ought to be limits to freedom.” Fortunately,
he failed. But many others are continuing to at-
tack speech nonetheless. ‘

In addition to some parody political sites of
our own, we thought it would be fun to register a
few four-letter word domains as well - this be-
came possible within the last year as Network
Solutions stopped being the only Internet regis-
trar in this country. For years, they had prevented
the use of certain words because they consid-
ered them offensive. Now, thanks to competition,
you can find a registrar who will give you the site
you want. And that's how www.fucknbc.com was
born. We didn't even get around to publicizing the
site or, for that matter, making a site. We simply
pointed it to NBC until we could figure out what to
do with it. Somehow, the folks at NBC found our
domain name and threatened us with legal action
if we didn’t stop engaging in “trademark infringe-
ment.” They either honestly believed that by hav-
ing NBC anywhere within the web site’'s name
that we were somehow violating their rights or
they think they have the right to tell us not to
point our sites at them. Neither of these assump-
tions is true although we have started to see
challenges on many fronts recently concerning
linking from one site to another. The MPAA has
tried to get us to remove our links to other sites
which still have the DeCSS files by. filing even
more court papers against us. This time, major

media not owned by the corporations suing us
such as the New York Times made a point of link-
ing to our links to show their oppaosition to this
motion.

The fun continues with a company that tech-
nically doesn't even exist yet. You may have seen
some advertisements for Verizon Wireless, who
have somehow managed to co-opt the peace
sign as their corporate logo. That's just the begin-
ning - a really big company will be named simply
Verizon and it is set to encompass all that is cur-
rently Bell Atlantic and GTE. In an effort to stave
off those free speech advocates, at least 706 do-
mains were registered, including all variations of

verizonsucks, verizonblows, verizonshits, you
name it. Apparently, their new logic leads them to
conclude that if they simply take all of the critical
names, nobody will be able to criticize them. So
we decided to take
www.verizonREALLYsucks.com, knowing that we
would one day find a use for it. It didn't take long.
This time the legal threat said we were violating
the new anti-cybersquatting law and that we were
required to immediately hand over the domain to
them for free. While some of the goals behind the
anti-cybersquatting act were worthwhile (people
who take a company name for the sole purpose
of selling it to them at a huge profit are rather
sleazy, after all), we knew it would be quickly
abused. There is nothing even remotely related
to cybersquatting in what we have done. Verizon
obviously has all of the sites it wanted to register.
We simply thought of a new one that criticizes
them. Since they already took sites that criticize
them and obviously have no intention of using
them for that purpose, they are a lot closer to cy-
bersquatting than we are. While we're pleased
that we may be Verizon’s very first lawsuit, we're
annoyed at the utter waste of time these huge
entities continue to cause.

We have a distinct advantage as we're able
to tell the world when things like the above hap-
pen. But there are countless other cases going
on right now where individuals are being targeted
because some corporation with a huge legal
team doesn't like something about someone’s
site. How likely is it that an individual will be able
to stand up to this? Not very, if we don’t stand up
for each other.

Our trial has been scheduled for Monday,
July 17 (the day after the H2K conference ends)
at the Federal Courthouse in New York. We hope
to see many of you there. Check www.2600.com
for updates and any changes.

Page 40

2600 Magazine



by Zarathustra

This is a pretty simple spoof on a date value stored
in the registry and is written as simply as possible which
is a pretty weak hack, but when I was just getting into
the scene, I would have loved to have found an article
like this, partially as a good example of how to proceed,
but mostly as a confidence booster. Doing the hack
yourself makes you understand what’s actually going on
and gives you the confidence that you can succeed. The
key is that it’s so simple to do that you don’t need to un-
derstand assembly language or how the V-Table is set
up, nor do you need any specialized software so there
are no roadblocks to keep you from doing this.

Hex Workshop’s Registry Based “Security”

Hex Workshop is a hex-editing program for Win-
dows 95 from BreakPoint software. When I down-
‘loaded the trial version of Hex workshop V2.54 (not the
newest one because it can fit on a floppy), and installed
it (no EDIBC support), it told me that I have a 90 day
trial edition of this software. Fair

A SIMPLE HEX HACK ﬁ

curity process you were at:

Minor value Means

00000000 Still free.

AA000000 14 days left to register.
BB000000 Locked out!

When the program hit the 14 day point, it changed
the Major key, which I ended up never bothering to ex-
plore. If the date is set to before January 1, 1990 then
running Hex Workshop advanced the minor value by
one each time. If the date is set to after Jan 18, 2038
then Hex Workshop crashed every time. Advancing the
date by one decremented the fourth bit by one. Advanc-
ing the month by one decremented the second bit by
one. Advancing the year by one decremented the last bit
by one. Deciphering what I assumed would be an en-
crypted date was starting to look a lot simpler that I had
thought.

Okay, so here’s the Major Key formula:

enough. The next time I ran it, five sec-| MMDDYYYY

onds later, it told me that I had used up| YYYY QAEA[\)IS ED: gAEANS Il\:flEl;\A JMEANS

(riny ninety day trial, and that I had 14 Egﬁ 132? E? 3(1) 5y F,Elg
ays to register. Next, it told me that I E841 1982 E2 29 F9 MAR

have totally expired my trial and that I F8 APR

had to buy the software. This really

raised my interest as to how this product Fage 1950 il 1 Eg ‘ élég

was calculating time, and so, assuming RE OCT

that my clock being set to May 11, 1980 F810 2037 FD 02 FD NOV

was a root of the problem, I started to in- i F08e i 4 i R

vestigate.

Hex Workshop has two different security mecha-
nisms built in: the first one is so that you can insert your
serial number in order to enable the full version, and the
second is to disable the product once you’ve used it for
more than ninety days. This article focuses on the sec-
ond. The great thing about cracking non-network en-
abled software is that you have the entire puzzle in front
of you, and all you have to do is understand what’s hap-
pening. If you don’t understand what’s going on you
have no hope of ever cracking it. Because this program
is time limited, it must have a date stored somewhere. If
you can find where the date is stored and how, you’ll be
a lot more successful modifying that than trying to di-
rectly modify code. Good targets are small, suspicious
files in the program directory and the windows registry.
In this case, running regedit, and looking at “My Com-
puter/HKEY LOCAL_MACHINE/SOFTWARE/Brea
kPoint/Hex Workshop/2.50” reveals the keys “Major”
and “Minor”, Taking a wild guess, I erased them, then
ran Hex Workshop which told me that this was the first
time I had run the product. Bingo! The next time I ran
Hex Workshop, it told me that I had fourteen days left to
register and the next time it told me that I had used up
all of my time. This was obviously the pertinent data. It
was starting to look like there wouldn’t too many pieces
to this puzzle.

After much experimentation with changing the
windows system date and seeing the effect on the keys,
[ learned that:

Which means that date and month are FF(hex) mi-
nus the MM or DD, then converted to decimal, and year
is FFFE-DDDD converted to decimal. Other than the
sneaky month thing this could be a windows default en-
coding.

Although one could easily write a program to write
yesterday’s date to the “Major” value using Re-
g0penKeyEx, it turns out that writing “000AAAAA™ to
the Major key and 0 to the minor will always avoid the
date check problem. Unfortunately, it doesn’t stop the
program from crashing after January 18, 2038 or from
resetting the registry values if used before January 1,
but in order to fix that we’d have to debug other peo-
ple’s code, which is beyond the scope of this article.

I hope that this was an interesting introduction to
the exciting world of cracking software. Although this
was definitely beginner level and most projects are a lot
more complicated, the same basic techniques can be ap-
plied to a lot of software. The key is to be able to recog-
nize when to switch from modifying data to modifying
code. With an increasing emphasis on modular software
development, software tends to have lower cohesion,
making it way easier to modify with no side effects.
With super-high pressure on programmers, a lot of
shoddy code gets released. So if a product has encrypted
data you might as well check the binaries for security
holes. In addition, you’ll find that as you trace through
more software, you’ll develop a greater appreciation for
why and how Windows works.
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SECRE TS 0 dDE L

( by Deamtime

| work as tech support for Dell computers.
Because of Dell’s reputation and tradition for reli-
ability and technical excellence, we recently be-
came the biggest OEM, both domestically and
internationally. Because of this fact | thought a
brief article about this brand of computer might
be in order.

Same Computer, Different Support

The first thing you ought to know about Dell
tech support is its divisions. All accounts fall into
one of three categories: HSB (home and small
business), PAI (public and international), and
Relationship (large company accounts). Different
divisions have different support policies and
boundaries. Most computers are in the HSB cat-
egory. Computers in this category have a “magic
30 day” window from their ship date. PAI ac-
counts are mostly government and education ac-
counts. | haven't had any experience with the
Relationship accounts so | won't talk about them

General Dell Info

All Dell BIOS chips are branded with the
computer’s service tag. Service tags are five
digit (some new computers have seven digit
tags) alphanumeric identifiers of the specific
computer. The database lists all of the informa-
tion about the components and software that the
computer shipped with. It also lists most of the
owner’s information, including the credit card
info. This database is a simple SQL database
with laughable security. It also, until recently, has
been run off of Compaqg Tandem servers. Go fig-
ure. The service tag is imprinted into the BIOS
for the purpose of identification in the case that
the computer is stolen. It can also be found on a
sticker on the case.

Dell, like most major OEMs, purchases spe-
cial versions of most system components. If you
see, for instance, an advertisement for an SB
Live! card and order one for your Dell the fea-
tures are likely to be different. Also, many of the
cards now have an EPROM chip on them that
records the last time diags were run and the re-
sults. | don’t know how much storage is on the
chips or what else they may record, but it isn’t
unlikely that they store information about the op-
erating system, configuration, or any of a host of
other “diagnostic” information types.

The “Magic 30 days”

For HSB computers the first 30 days after
they ship they are under a “total satisfaction”
warranty. My advice is that anything you are
likely to do with the computer, do within the first
30 days. If you are going to install Linux on the
box, do it then so that if you are unable to tune
any specific driver to your liking (or even if you
end up damaging components with “risky” code)
you can get a replacement for that component or
even for the full system. During this time you can
also get upgrades to most components at cost.
(This means “really cheap.”)

After this 30-day period most computers are
covered by a year’s worth of “onsite” warranty
(Ithough you can also purchase two additional

years of this warranty). If you don’t want some

stranger coming over to your house and fid-
dling around in your system (not a bad choice,
from what I've seen of their work), you have the
option of replacing the part yourself. If you take
this option you will be asked for “collateral infor-
mation” which is generally your credit card info. If
you refuse to give it to the tech, they will have to
get manager approval to send out the part any-
way (generally, this is pretty easy to do). The
reason for the collateral info is that Dell almost
always wants the defective part to be shipped
back to them. This aids in issue tracking and
also allows for refurbishing. Almost all parts sent
out in this manner will be refurbished. You can
request that new parts be sent to you (this also
requires an approval, which will almost never be
granted if there is no collateral info). I've seen
this become an issue most often with monitors,
which go through almost no testing before being
reissued.

The next two years generally are “parts only”
service. This service follows along the lines of
the above requested self-install.

Classified Drives

PAI accounts differ from HSB accounts in
several ways. First off, PAl customers do not
have to troubleshoot over the phone. They also
have the option of “classified drives.” A classified
hard drive is one that is suspected to contain
sensitive information. These drives are most of-
ten in the Department of Defense, although any
PAI customer may claim one. There is no record
on the service tag which computers have classi-
fied drives. These drives, when defective, are
destroyed on site and are not returned to Dell.
You have to inform the technician that you have
a classified drive, as they will not ask.

ZZTop

All Dimension computers come with a com-
pressed drive image on a hidden partition. The
only certain way of absolutely getting rid of this
partition is a low level format. This “hidden” parti-
tion isn't a partition at all. The image is written at
the end of the drive. The executable program
“ZZTop” finds, expands, and writes this informa-
tion to the drive, much like Norton’s “Ghost” pro-
gram. Many images are coming out of the
factory corrupt these days (see the “Dell Today”
section below). If this is the case and it is discov-
ered within the first 30 days, you have the option
for an STM CD. This CD contains the same in-
formation. If you decide to use the STM as a
system maintenance utility, make backups of
both the CD and the floppy that comes with it. If
either one fails past the first use you will not only
get no sympathy but no replacement.

support.dell.com

All technical information, from pin-outs to
jumper settings, white papers to driver files, on
all Dell components ever shipped (including
8086's - seriously) can be found at the support
web site. The search function is a little sketchy
but with a bit of persistence you can find any in-
formation that you might need.

SE Tech Support

“Acts of God” are not covered under the )
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HSB warranty. If a lightning storm took out
your modem, for the love of all that is good

don’t tell the technician. As soon as that is en-
tered into your log, that part cannot be replaced
by any technician. All phone techs have a
badge number to identify them. Make certain
you get that number and use it whenever refer-
ring to the tech in your communications with
Dell. All branches of support have five digit ex-
tensions to their queue. Get that number and
watch your call times plummet. Don't mention
that you are taping a call - you will be hung up
on immediately. Don’t threaten legal action -
your tech support will be suspended completely
until the legal department reopens it. (Only
method of contact with legal? Surface mail, nat-
urally.) Also, don't just stop making payments on
your computer expecting that Dell will repos-
sess it. Instead, they will take you to court, usu-
ally filing in a federal court (interstate
commerce) in North Dakota or Hawaii on a
Wednesday. They give minimum notice, usually
down to the minute and almost always win. |
have heard that they are able to garnish wages
and totally destroy credit for years.

Dell Today

Redhat has started shipping on some

gimension desktops. Support is by Linux
are.

The Dimension line seems to be plagued by
unreliable modems. Do not under any circum-
stances order any Conexiant modem on a Di-
mension. Dell has terminated their contract with
Conexiant and will stop shipping their POS
when they run out of stock. | have seen exam-
ples where a customer ordered a USR hard-
ware modem and got a Conexiant instead.
Read your invoice carefully. If this happens to
you, call customer service. Because of the in-
crease in sales, the computers are not being
burned in any longer at the factory. | have seen
instances that make me doubt that they have
even been turned on. Loose or unseated cards
are not uncommon (sometimes even processor
or ram). Neither are unconnected power or data
cables. Misinstallations of software and poor
backup images are also common issues. Burn
in your computer when you first get it.

This article didn't mention anything about
laptop or server support. | don’t know much
about those divisions. All | can guess is that
they are much the same as we are. Have fun
with your Dell and, hey, have fun with Dell toy

HOW DOMAJNS ARE STOLEN

by Crim, Redomega

Network Solutions controls many of the
.com, .net, and .org domain names for the Inter-
net. When you purchase a domain name, you
are expected to supply them with three contacts
for your domain: Administrative, Technical, and
Billing. You are also supposed to supply each
contact’s name, address, phone number, and e-
mail address. All of this information is kept in
NSI’'s public Whois database (www.networksolu-
tions.com/cgi-bin/whois/whois).

Modifying a Domain

So you've registered your domain name with
NSI, but you need to modify or update your con-
tacts or name server address. You simply go to
www.networksolutions.com/makechanges/ and
supply it with your domain name. Fill out a Host
Form for your domain and use the “Mail-From”
authentication. This will e-mail you the correct
form to update your domain. When you receive
this form in your e-mail box, you are supposed to
send it back to hostmaster@internic.net and it
will check your e-mail address with the one in its
database to see if they match. If they do, your
domain is updated.

Exploiting

Updating NSI’s records using the “Mail-
From” method doesn’t seem to be all too secure.
The easiest way | have found to modify some-
one else’s domain is to request a modify form
from Network Solutions and save it to your hard
drive. From this you can change form blanks to
whichever domain you wish to modify. After mak-
ing your changes to your form, the only problem
is having the e-mail sent from the technical con-
tact’'s e-mail address. This is easy to do. Look up
the technical contact’s address using the above
Whois database. Then you can use a somewhat
well known trick to “spoof” your e-mail address:

1. Telnet into any mail server on port 25: tel-

net mail.server.com 25

2. You should connect to the server's SMTP
server. You need to give it false info by entering:

HELO some.fake.website

3. Now to tell the server who is sending the
e-mail, put in the technical contact’s e-mail ad-
dress:

MAIL FROM: address@server.com

4. Now that the SMTP server knows who is
sending the E-mail, you need to tell the server to
whom the e-mail is being sent to. Put in:

RCPT TO: hostmaster@internic.net

5. Now tell the server to start the body of the
e-mail:

DATA

6. Now you should paste your domain modify
form into the telnet session.

7. To send the e-mail type a period on an
empty line.

8. Then type QUIT

This will send hostmaster@internic.net the
domain modification form as if it came from the
technical contact’s e-mail address, and it will
process the form. The only problem | see in this
method, is that hostermaster@internic.net sends
out two automatic e-mails to the technical con-
tact’s address. The first is just an acknowledge-
ment that it received the form and the second
shows that the changes have been made to the
Internic database.

Summer 2000

Page 43




Playing With

Dominos

by Dr.Clue
dr.clue@grond.demon.co
Lotus Notes/Domin
sentially allowing

.uk
0 u?wa re system, es-
‘ormation between

Beoplle. s a omposed of the
omino serv ’s big, it's com-
plex, and it at don't quite
make sens environments.
This make

) |
ng here, but I'll

here's
try and conce ways to have
fun with Domi

Notes was di  a subsidiary of Lotus
called IRIS Associa “have a help site called
notes.net, where you can download upgrades, trial
versions, and moderately useful documentation.

Basic Concepts ol

Notes works with documents. Within a database,

ou have forms which-documents are created from.

hey define the fi ny scripts that are
executed. Onc ted from forms,
they are view, vs. You can also
create folde but contain
copies of th n be seen in
more than document -
delete it fr rom the data-
base. Adoc at exists within
the folder - ill still be in a
view somew OK? Let’s carry
on, then

MTA
| Notes mail. The Domino
server has a Public Name and Address Book (PNAB)
which contains all the users for the Notes domain, plus
all the groups. Additionall have defined

__ When sending email within Notes, all you're doin
is just replicating a document between servers - it's no
a mail system in the “real’ e of the word. This has
some interesting us - firstly with the
SMTP MTA. Th sk running on the
otes proprietary

mails into S omino 4.6 an
earlier, mo ti-relaying fea-
tures were ‘main notes.ini
file. These any lazy ad-
mins haven !
As S ust clonverl in-
coming email apply any re-
strictions. Thi OS. ﬁp you Send

multiple emails serve
them and then conve: |I¥. Once_converted
Domino checks its notes.ini file to see if it should
bounce those emails. If it should, it either converts the
email to SMTP again and bounces it, or else forms a
Notes NDR report, converts that to SMTP, and sends
that back.

As you can see
of extra work h
must reject wil
that's a bit lam

r, it must accept

erver is doing a ton
.with emails that it
knees. However,
lo? Well, Notes
d IDs - like Joe
nverted and
ts config. Us-

g

m

ain.tld -
Often the SMTP MTA is reconfigured to show:
joe_user/acme@smtpmta.domain.tld ’
\ Using this addressing scheme, and with a little

user in the ACL, or'by u

trial and error. )(ou_ can bounce messages
through the MTA to internal Notes groups. Bounce

messages and SMTP.« gged into the stan-
dard Notes log on. . This is crowded

and difficult to r mino admin will
create special ¥ certain
events. Howe essentially an
add-in, your 0  limited. This
means fhere'’s king around
will go unnotit wed through
that'if an adr & lgalnst relay-
ing, he’s unlik ort of creating
special views to vity.
Via the Web

Domino servers als n add-in http task.
When Notes 4.5 came out, this add-in was called
Domino. Version 1 and 1.5 were launched, before the
marketroids confused the whole scene by changing
the name of the Notes server to Domino. From 4.6 on-

wards, http has been b an add-in, as well as
other interesting thi > and the SMTP MTA.
One of the first th otes admin will

have done is di
haven't, when
see a nice listi

ing. If the
server, you'll
1 the server,

with their direc! g a Notes
database via @ efault, the
http task will URL. So,
for accessing the

http://domi

There's a ho can be used.
“?EditDocument” is: - “?0penForm” is
also nice. Have a dig d"see what else you

can come up with.
A Word About ACLs
Access to the Notes da

tabase is conﬁgued b

.,5# i b 7 :
sing a Grou ;

member. Anonymous is not on the ACL by default - this
defines the highest | gess available to a non-
authenticated us | switch defined in a
separate area o Viaximum Internet
Browser Acce o Editor, which
it and delete

means you
other people , by default,
ship very se | databases.
This is gettin in still has to
go throuEh h d configure se-
cure ACLs. T e databases
slip through, more than it
should. ; ,
Domino Logq . 1 i
The Domino lo se is called, quite origi-

nally, log.nsf. This.?s where things get siuffed and
where an alert admin will look to see who's been play-
ing around on his servers. Access violations (and other
errors like File Not Found) will also appear on the
Domino server’s console. The hitp task can be config-
ured to either log to the Notes log or else to text files
living in the data directory. Domino will log separate
files, making it a pain to use standard log analysis tools
(which expect one file in CLF formatz, he main ones
are access log, error_log, and referrer_log. Data-
bases themselves track user accesses, and what you
do. You can only delete this from a Notes client and if
you have Manager access to the database. However, if
xou haven't authenticated, then you will appear as
nonymous on the list. So to track you down, the ad-
min has to search and synchronize éntries in the data-
base’s user activity list, the Notes log, and the http
access and referrer logs. Bit of a pain, en?
| hope this has given you a bit of an insight into
Domino, and has whetted your ac?apehte for mp

Have fun and explore, but don't be destructive!
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by Xprotocol
When you go to check your e-mail, you
type in your name and password and, if cor-
rect, you get access to your mail. E-mail
websites use what is known as CGI pro-
grams. These are programs stored on an e-
mail server used for many things like
password prompts, online polls, etc. The
only way to hack a CGI program is either by
brute forcing someone’s name or gaining il-
legal access to the server and searching for
password files.

Many people have a non-virtual domain
website (meaning they don’t get a .com but
something like
www.geocities.com/areaS1/nebula/1416/)
which they probably get for free. The server
may not offer CGI tools or even a CGI bin
to store your own programs. Even if the
server has a CGI bin for your programs, you
still need to know the language. However,
many websites and servers offer free Java
Applet source code for neat webpage design.
Someone can easily get ahold of this code
and put a password prompt on their website
for friends or members. Since Java is a pro-
gram about as much as HTML is, it can’t be
used for high security. Any password prompt
that is a Java Applet just takes you to an-
other site. Example: You get a Java Applet
prompt at www.awebsite.com. Entering the
correct username and/or password will take
you to www.awebsite.com/home.html.
Someone could easily guess this and go di-
rectly to the so called protected website with
no password prompt. However, if you try
this with a CGI script you will get an “Incor-
rect name or password” message or a user-
name and password prompt.

As you can see, Java is the much easier
choice, but comes with less protection.
Many non-virtual domain websites will use
Java Applets as a source of security. The
neat thing for hackers is that these can be
hacked very easily and without having to
gain illegal access to that server. When I first
came in contact with one of these things, I
had no Java experience at all and very little
programming knowledge. I broke through
the barrier in about two days.

First, you may want to install an HTML

editing utility such as
Frontpage Express. If
you can’t get ahold of
one, using Notepad will work just fine.

Find the password prompt that you want
to break. Make sure that it is Java. At the
bottom of your browser there should be a
message that says “Applet Initialized.” This
means that the password prompt is java. Us-
ing Internet Explorer, right-click on the page
and choose edit or view source if you don’t
have an HTML editor.

In the editor, it displays the Applet as
passl.class. In Notepad I get the entire
HTML code with a string that looks like
this:

<applet code="psw1.class” align="base-
line” width="367" height="187"
archive="psw1.jar”’>

This tells me that the Applet uses two
sources of code, pswl.class and psw1 jar.
Pswl.class however is just the Applet code
and is contained within the HTML of
www.awebsite.com. Using Internet Ex-
plorer, I type in
www.awebsite.com/psw1 . jar. This asks me
if I want to download or open the file. Select
open and choose Notepad when asked what
to open the file with. I search through all the
code looking for a file. I find one we’ll call
text.txt. Using IE again, I type in
www.awebsite.com/text.txt. There in front
of me is a list of usernames and passwords. I
can now use these to determine the hidden
webpage. I type one in and it takes me to
www.awebpage.com/home.html. I can now
type directly into my browser this address
without getting a password prompt.

Right now you might be wondering, “If
I’m not breaking into the server and just go-
ing to a public website, is this illegal?” Well,
yes and no, but no for the most part. The
person might not be able to sue you because
he did not use strong enough protection.
However, you might not want to take the
chance. If you really want to do this, go
ahead and do it on a public computer.

The technique to breaking Java Applet
passwords is looking through all files associ-
ated with that page and looking for more un-
til you get some sort of list.

Summer ZOOb |
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by obitus
(obitus@marmoset.net)
The purpose of this box is
to add a measure of pri-
vacy to your phone calls. It
does this by blocking your
phone when someone else
in the house picks up an-
other phone on the same
extension.
Theory/Background

This box is based on the
Fuscia Box that was in-
cluded in Hacker’s Infor-
mation Report #2. | was
not able to get that box
working so | set out to
make my own, simpler ver-
sion. Basically this is the
theory behind the device:
your phone line has elec-
tricity running through it.
When you are talking to
someone, the voltage is
around 20 or so volts.
When someone picks up
another phone in the
house, the voltage is cut in
half. The box runs on two

15v zener diodes. The
diodes only allow the elec-
tricity to flow through it if it
is above the preset voltage
of the diode. So when
there are two phones in
the house off the hook, the
voltage on the line is only
like 10 volts. That isn’t
enough to flow through the
diodes, which causes your
phone to be blocked. You
have to use two zeners be-
cause, depending on how
you have the box hooked
up, the electricity flows
through differently. With
only one zener, the box
would only work 50 per-
cent of the time because
the zener only tests the
voltage if the electricity is
flowing through it from a
certain direction. From the
other direction, the elec-
tricity can flow through
freely.

Construction

The first thing you want to
do is run over to your local
Radio Shack and pick up a
few things. Here's what
you need:

1 modular phone jack.

2 15v zener diodes (they
come in a two-pack).

1 small switch, such as an
spst micromini toggle
switch (the type really
doesn’t matter - you just
want it small enough to fit
in the phone jack). You will
also need a couple of feet
of phone cord.

Assembly

1. Open everything up and
spread it out on a clean
workbench. You will want a
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screwdriver, something to strip
wires with, and these directions
close at hand.

2. Locate your modular phone
jack and open it up. Inside should
be eight screws with eight wires
running to them. The two that we
are working with are the red and
the green.

3. Unscrew the other screws. You
may want to keep the black and
the yellow wires. Cut the rest as
close to the socket as you can.

4. You should have a red wire and
a green wire running from the
socket to two separate screws
and six empty holes.

5. Move the green wire and screw
it into an empty hole.

6. Next, solder two short wires to
the poles on your switch.

7. Then solder the two anode
ends of the two zener diodes.
(The anode end of the zener is
the end not marked with a black
stripe - look at the back of the
package that they came in.)

8. Take your phone cord and cut
off one of the plugs. Peel back the
insulation and expose the green
and red wires. Strip the ends of
these wires.

9. You will want to screw the red
wire from your piece of phone
cord to the screw that is holding
the red wire from the socket.

10. Next you will want to screw
the green wire from your phone
cord to the screw that isn’t holding
anything at the moment. One wire
from the switch and the cathode
from one of the zener diodes will
also be screwed to that screw.

11. The other wire from the switch
and the cathode of the other
zener will be screwed to the
screw that is holding the green
wire from the socket.

12. Lastly, drill a hole in the cover
of the modular jack and push the
switch through. The cover should
just snap on.

That was easy, wasn't it?

Use

To use this sucker, just hook it be-
tween the wall and the phone.
You will have to figure out which
way is “privacy mode” and which
way is “bypass mode” if you used
the toggle switch. To do this, call
up a friend and tell them to chill
for a second. Flip the switch back
and forth. You should be able to
talk to your friend with the switch
in either position. Next, run and
take another phone off the hook in
the house. Run back to the phone
with the box connected to it. Flip
the switch back and forth. In one
position of the switch, you should
be able to talk to your friend. This
is “bypass mode.” A flip of the
switch should yield a dead phone.
This is your “privacy mode.”
Conclusion

This is a pretty easy box to build.
There is a limited amount of sol-
dering involved, so even the
novice phreak should be able to
build one. As | said before, the
concept of this box is based on
the Fuscia Box article in HiR2. |
just simplified the design a bit. |
have found that these modular
phone jacks are useful for building
boxes in. They are fairly small and
portable. They can be used to add
features to almost any phone. If
you screwed some wires with
gator clips attached to them to the
same screws that the piece of
phone cord is screwed to, you
could make a beige box that
would block your phone if the line
you were trying to phreak was in
use.

Summer 2000
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| Continued from page 39 |

Dear 2600:

While in many cases you do the ethically cor-
rect thing by discouraging miscreants who would
only disgrace hackers further, in some cases, you
fail to gracefully admit when you are wrong (case
in point: orn’s letter in 17:1). It is the mark of a
mature and responsible individual to admit their
faults, and you do not seem to be able to do so.
Aside from this minor complaint, you are doing
an excellent job of spreading the hacker message,
and opposing forces of injustice everywhere.

You can write one of your snide responses to
this letter about how orn was the party at fault in
your exchange, but his point about the contract
between user and administrator is a valid one, a
point which you refuse to acknowledge.

The_36th_Chamber

Actually, we did acknowledge that Geocities
had the right to remove pages of people who got
around the ads. We're not disputing the existence
of the contract. But we find the premise of the con-
tract to be morally repugnant and something that
users will (and should) try to bypass. Technically
we’re all supposed to be watching the commer-
cials on TV but many of us fast forward through
them. We maintain that any time one is forced to
endure an advertisement, it is wrong.

Dear 2600:

Being a firm believer that someone should
construct their own computer anyway (sort of like
tying your own fishing flies), I was mildly of-
fended to have found such a stupid article in 2600.
First of all, the cost for building your own ma-
chine generally comes out as being more for a
couple of reasons (most notably geeky pride and
the search for more 31337 parts), but you get ex-
actly what you want in a machine. Secondly, who
the hell would want three ISA slots? Thirdly,

good chip when I could buy an AMD chip.
Fourth, “768 RAM”???7? Bober wants to put three
256mb chips in there?! You most likely wouldn’t
need a keyboard or a mouse with that setup be-
cause it would cost both of your arms and a leg to
get the RAM. I do have to say thanks to bober for
pointing out my error - I guess I had always pro-
nounced SCSI as “scuzy” when, in fact, it should
have been “‘suczy.”

dustbert

Helping New People

Dear 2600:

In 17:1, phiber_life wrote in talking about
people on IRC who refuse to help out neophytes
coming around, asking questions. I am one such
person, for a few reasons.

First, I'm on IRC to chat with my friends. If I
were in #please-ask-me-all-your-hacking-ques-
tions I would understand. But I am not. I never
promised any information and people insisting on
bothering me when I tell them I’'m busy are not
people who deserve my respect.

Second, almost all of the questions are either
“How do you hack hotmail?”” or ““Can somebody
teach me how to hack?” If you try and explain

that it’s not a simple matter of pressing a button
like in The Net they lose interest. So why should I
bother with someone who doesn’t really want to
learn?
Notmyrealhandle

If the name of the channel you're in is some-
how appealing to people who want to be part of
the scene, you should consider that when you’re
deluged with questions. If you simply want to talk
to your friends, IRC enables you to do that com-
pletely unseen if you so choose. It’s also a trivial
matter to set your client to ignore anything an id-
iot says. What's most important is that you don’t
Jjudge people asking questions as morons until
they do something that proves they deserve the la-
bel. Perhaps there are some IRC users who
wouldn't mind the designation of “stupid question
answerer” and who wouldn’t mind when the rest
of us transferred these people over to them,

Ideas

Dear 2600:

I have an idea on how you guys can get more
subscribers. Make it so that when you subscribe to
2600 you get a piece of gum in each issue that
you receive. Wait, make that a pack of gum since
this is a quarterly mag. This way, even if people
aren’t pleased with the quality of the mag, at least
they have a pack of gum, right?

Me and my friend did this when we made our
parody mag Random Acts of Stupidity and we
found that the general feeling was that people en-
joyed the gum (a mag and a stick of gum for
$1.50, wow!). Although we got suspended for our
views in the mag, it was a great success. I think
the gum deserves the credit for this one though.
Anyway, just an idea.

MrBid

Everyone enjoys gum - there is no doubt about
that. But we feel we should stay focused on what
we do best and stuffing thousands of packs of gum
into envelopes ain't it. Since your views managed
to get you suspended, they must be worth some-
thing. We hope you pursue them and leave the
gum for your teachers to hand out.

Injustices

Dear 2600:

When I was boarding a flight in New Jersey,
after I had put my bag through the X-ray machine,
I was pulled aside. The security guard decided to
do a random search through my bag (which I had
absolutely no problem with). As he was searching,
he found a 2600 magazine and immediately con-
fiscated it. I asked why he did this. He responded;
and I quote, “I don’t want you hacking into the
airplane’s computer system and crashing it.” I
laughed when he said this and walked away.

Is this world so uneducated on the meaning of
real hacking? Don’t people know that the real
hackers hack to gain knowledge and not to cause
destruction? I was appalled by this!

My story continues. As I was boarding the air-
plane, the security guard had two other security
guards waiting for me. They immediately pulled
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me aside and began to question me. After all was
said and done, they took away all my electronic
devices (CD player, electric toothbrush, Gameboy,
etc.) fearing that I would hack into the airplane’s
computer. I really think people should realize that
to hack something you must have a system with
an input and output device a.k.a. a computer.
Well, thanks for your time and I hope my letter
serves some kind of purpose. See you all at H2K!
Anthrax

When things like this happen, you need to get
names and witnesses. Unless you're leaving out
some vital detail, your rights were severely vio-
lated. You cannot have such things confiscated by
security guards in an airport. To have reading
material questioned, especially on a domestic
flight, is absolutely unacceptable. We hope that if
this happens again to anyone, that they make a
major fuss, even if it doesn’t seem to be a big deal.
Trust us, it is.

Dear 2600:

Someone ought to teach priceline.com a les-
son. I recently purchased a plane ticket through
priceline.com without realizing that I entered the
wrong return date (damn clock on my computer
was reset and I forgot to set it back to normal).
Well, I got the ticket and then went about trying to
change the return date back to the one I actually
wanted. Damn bastards wouldn’t let me, even
though it was an honest mistake. I then went to
Delta Airlines and tried convincing them - no such
luck. So now I’'m stuck spending 400 bucks for a
175 dollar ticket. Damn, I wish I could be a ninja.

SHemp5150

Dear 2600:

In yet another breach of freedom, corporate
America has shut down another site with threats
of legal action. You guys remember the “Dialec-
tizer”? Funny little CGI program that would take
someone’s site and reword it as it would be writ-
ten by Elmer Fudd or the Swedish Chef. They
also did Redneck, Cockney, and Jive too! Pretty
harmless and amusing, right? Not so, says corpo-
rate America... check out the notice on the site
now at rinkworks.com/dialect/notice.shtml. Basi-
cally so many people have threatened the author
with legal action it isn’t worth his while to keep
fighting them anymore. Absolutely-fucking-
ridiculous! Where will it all end? When the
“mega-corporation” owns everyone and every-
thing do you think it will stop? Then what?
Maybe we will have to beef up space exploration
so we can start taking over alien cultures too.

KoDo

There is no misunderstanding here. The web
has become a battleground between free speech
and corporate interests. Never before have so
many people been threatened. But we have many
many individuals on our side from all over the
world who have a chance to win the war as long
as they don’t back down. It’s not going to be easy
and it’s not going to be pleasant. But if we let
these powerful entities dictate how we express
ourselves, we will have lost the most powerful
voice we’ve ever had.

Dear 2600:

I enjoy the free speech and thought forum that
your magazine provides for those of us who prefer
to go against the conformist views of society. I
have felt the need to write you regarding a bit of
injustice that I have been subjected to. I have been
working for a Fortune 500 IT services provider as
a data recovery specialist at a Fortune 100 gas
manufacturing corporation for the past 2.5 years.
Now that I have accepted a job offer from a small,
local ISP as a UNIX/web administrator, I can
write without fearing for my job. Approximately
1.5 years ago, one of my primary duties, in addi-
tion to a host of other things, was programming of
print servers for the gas corp’s LAN. This was ac-
complished by telnetting into a VAX/VMS system
from a Windoze desktop box, then using NCP to
connect directly to the MAC address of the print
server. Now, let’s think about this for a moment.
Whoever has this password can connect to any
ethernet interface on the LAN as long as they
know the MAC. Scary, huh? Anyway, once inside
the print server, I was supposed to set the IP num-
bers, hostname, turn off all the protocols except
for TCP/IP, and run a queue test. Those in charge
of the corporate “process” for doing this had in-
structed us to do it using four enable/disable com-
mands, one for each protocol. The documentation
for the print server revealed that, using a slightly
different context, TCP/IP could be enabled and all
other protocols disabled with one command. In
the interest of efficiency, I took it upon myself to
concatenate these four commands into one and
use the shortcut from now on. About three or four
months later, I received a telephone call from the
head of Network Printing, in which he informed
me that “just between us” several LAN printers
were dropping off-line and they had suspected a
hacker of causing the damage. He then asked me
to read back the commands I used to configure
print servers. At this point I recited my modified
version of the syntax that I had been using from
memory. “OK,” he said. “We’ll be in touch.” A
week later, I was told that the liaison between our
company and the contract would like to speak
with me. I walked into the meeting room and
there sat my supervisor, the head of MIS Security,
the head of the Help Desk, and the Network Print-
ing Team. “What the fuck is going on?”’ I won-
dered. I was taken aback when I found out. They
told me that I had deviated from the approved cor-
porate process for configuring print servers and
that, in my concatenating of these commands, I
had caused servers to be dropped from the LAN at
random. That was an obvious crock of shit to any-
one who has a moderate amount of networking
knowledge. I was then forced to go meet MIS Se-
curity for an official interrogation where I was
watched while programming a server. When I
catered the four commands into one, Security de-
manded to know where I learned these “unap-
proved commands.” I explained that simple,
logical shell knowledge was all it took to figure it
out and that the end result was identical. I was
stripped of my ID badge and parking pass and
was told I would not be able to return to work un-
til the issue had been investigated by the proper
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authorities. During my suspension, I researched
the issue at hand and found a document on the
print server manufacturer’s web site explaining
that there was a bug in older firmware revisions of
the card that a DHCP=1 flag would override a
hard coded address after one server reboot. What
was actually happening? The print queues would
lock and in order to clear them, the local admin
would reboot it. Upon rebooting the server, it
would look for a DHCP address, not be able to get
one, and then set the IP to 0.0.0.0, dropping it
from the LAN. Returning to work ten days later, I
presented this information to the proper authori-
ties, only to be told that my future with the com-
pany “didn’t look good.” I was then told to write a
kiss-ass letter to those involved in order to keep
my job. I complied. After all, I had to pay my bills
and didn’t have any back-up plan. A week later,
nothing happened to me, but the print team had
released a formal memo updating their original in-
structions with both the concatenated commands
and the DHCP=0 setting and, of course, taking
full credit for the fix. I just wanted to share yet an-
other example of how Corporate America contin-
ues to persecute us for individual thought, benefit
from our knowledge, and then take the credit for
it.

dissOnance

Starting a New Meeting

Dear 2600:

I am an avid reader of your magazine and en-
joy it very much. But I feel I am missing out on
something by not being able to attend any local
meetings because, well, there aren’t any. I live in
the small, boring state of Delaware. Where can I
find other interested people in my area who would
be interested in starting meetings? I want to help
spread knowledge so that our society in Delaware
will be more educated about hacking.

NuLL vaLue

We’re certain there are more people in your
area who share your interests. We suggest finding
a place that’s easy to get to and in a fairly popu-
lated area. Check the guidelines on our web site
and get the word out however you can. It can take
several months to build a meeting so don'’t give
up. Here’s proof that there are people around you
who would go.

Dear 2600:

I would just like to say that I think the MPAA
and NBC are a bunch of money hungry assholes. I
have printed out and posted over 200 flyers all
over Wilmington, Middletown, and a couple of
other places in Delaware. I went into video stores
and gave people copies. I am just trying to raise
consciousness about all this crap.

neurophilter

Praise

Dear 2600:

My hats off to 2600 - the only online hacker
resource that has so much as mentioned the week
long protests against the IMF and World Bank in

Washington DC, April 8-17. It’s sad that the world
of freedom seekers is so divided and most hackers
see only software and hardware and not world is-
sues. After reading other hacker and “geek” inter-
est web sites and online publications, one would
have no idea that there was a revolution in the
making.
Once again, job well done. Keep up the good
work.
Dave
NYC
You don’t have to be a weatherman to know
which way the wind is blowing.

Dear 2600:

I’m a new reader of 2600, my first issue being
the “1999-1900” one. The magazine seems to at-
tract a surprising range of readers of all levels of
intelligence. Mixed in with the great letters about
recently found exploits or information on which
military software package-of-the-week has ab-
solutely no security, you’ve got the geniuses who
want you to help them vandalize their school’s
web site or who just want to steal something from
Borders. In dealing with all this, you excel at
calmly reading their messages and adding a bit
more information where needed or politely show-
ing them exactly how stupid they really are (not
that they’re likely to notice the sarcasm in the re-
sponse).

Anyway, I just read the pair of interviews
cnn.com has about hacking (located at
www.cnn.com/TECH/specials/hackers/qandas/).
Great stuff. While you replied to the questions
with honesty, patience, and information, the good
doctor comes off as a corporate stooge. Where
your responses are well thought out and straight-
forward, we get Dr. Palmer calling hacking a
felony, while immediately proceeding to discuss
all the “ethical hacking” his organization engages
in.

First of all, I'd like to see the law that makes
hacking a felony, and second, I’d like to know
how adding the word “ethical” makes something
less felonious. While these interviews (when the
replies are included verbatim and not edited for
space) almost always show 2600 and the hacking
community in a good light, any time such an in-
terview is paired with the corporate line about
hacking, the suits come out as intolerant incompe-
tents spouting menacing sounding technobabble.
Let’s see more interviews like that!

By the way, I work at an independent K-12
school that is thankfully run by tolerant, thinking
individuals. So as long as I'm here, my copies of
2600 will always be sitting out on my desk for the
students to read. Just so people don’t get the idea
that every school is an oppressive tool of the state.

Da Clyde

Dear 2600:

I am writing to congratulate you for publish-
ing one of the most incredible issues to date,
namely the Spring 2000 issue. Each article was
interesting, well written and, most importantly,
practically informative (i.e., “Securing Web Sites
with ASP”). The Kevin Mitnick article was awe-
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some. The “How to Stay a Sysadmin” should be
required reading for the entire IS community. The
article was so true - I have forwarded it to friends
and coworkers. Every time I buy an issue of 2600
I never know what to expect. This time you ex-
ceeded my already high expectations. Consider
me from this point forward a subscriber. My
check is in the mail. Keep up the good work and
thanks for keeping the world safe from unjust cor-
porate/government oppression. An informed citi-
zen is a better citizen.

3_trinity_3

ANAC Numbers

Dear 2600:

In issue 17:1 someone named casey wrote in
stating that 958 will read back the number you’re
calling from. It doesn’t work over here in Thou-
sand Oaks, California. The magic number here is
114 (like backwards information). Just thought
you’d like to know that 958 doesn’t work every-
where.

Goop
Dear 2600:

I saw in the Spring 2000 issue that you guys
mentioned that you can dial 958 or 9580 to have
the number you are calling from read back to you.
In my area (McLean, VA) those numbers do noth-
ing. Instead we dial 811.

Best of luck dealing with the MPAA. You
guys should file a class action suit against them
for violation of the Sherman Antitrust Act. (His-
tory class actually being useful! I never thought
I’d see the day!)

PaleronD

Media Misrepresentation

Dear 2600:

Last night on the radio and more in depth to-
day in the New York Times, there was news of
Mafiaboy, the kid who allegedly launched the
DoS attacks on CNN, being caught. Although I
think what he did was completely juvenile and
stupid, on NPR they were talking about how “se-
curity experts” were saying that Mafiaboy caused
around $60 million in damage. Reminds me of the
Kevin Mitnick saga! The CNN site was down for
two hours, people.

phil

And a recent e-mail “virus” was said to have
caused over $10 billion in damage! The numbers
are pretty obviously nonsensical. It’s not unlikely
that most of whatever else these people are saying
is as well.

The Staples Threat

Dear 2600:

In issue 17:1, on pages 35 and 36, you pub-
lished a letter from Jack A. VanWoerkom. I would
like to commend you on your smart, cheeky reply.
I am gratified to know that 2600 stands by its con-
victions and will not disclose the identity of any
of its sources. I am wondering if Staples kept their
promise of legal action. Though important to

stand your ground on any such issue, it undoubt-
edly comes at a terrible time, due to your current
involvement with the MPAA lawsuit. I would like
to express my support for 2600. I hope we end
this trial by shaking up corporate America, and
opening the public’s eyes to such corruption. Edu-
cation is the key.
Cielo

We expected an increase in attacks on us be-
cause of a perceived weakened state. But this is
nothing compared to what will happen if we don't
resist each and every time we're pushed.

Dear 2600:

This is in response to the letter from “Jack A.
VanWoerkom, Senior Vice President, General
Counsel, Staples” in 17:1 regarding my article on
Staples in the preceding issue.

Firstly, I haven’t heard a title like that since
the book Takedown: The Pursuit and Capture of
Kevin Mitnick, America’s Most Wanted Computer
Outlaw by The Man Who Did It came out.

Secondly, Jack (may I call you Jack?), you
“demanded” that 2600 identify me, under threat of
legal action. Well, I'm sorry to say that 2600
doesn’t know who I am and therefore cannot tell
you, even if they wanted/were forced to.

Thirdly, you repeatedly mentioned “trade se-
crets” and “proprietary information” in your letter.
I doubt you are saying that the fact that EAS
(Electronic Article Surveillance for you home
players) stickers can be removed from products is
“proprietary information.” And since most of the
other information in the article can be observed
with a minimum of effort by a determined ob-
server, the only things you could be referring to as
“trade secrets” are your passwords. In this regard,
I have two points: First, aren’t you glad it was
someone like me who found out your passwords?
I mean, at least I notified you (indirectly, granted)
of the problem. It could have been someone with
a malicious streak who could have wiped out all
your files, or, worse yet, screwed with your sys-
tem so cleverly and subtly that you still wouldn’t
know, years (and tens of thousands of dollars of
losses) later. Now, because of me, you are warned.
And hopefully, you will take precautions to pre-
vent unauthorized access to your store’s comput-
ers. You’re welcome. My second point is in regard
to your passwords themselves. While “01BS-
dufWH.9” is a reasonable password for an Ad-
ministrator account, it really should have some
more non-alphanumeric characters in it to make it
tougher to brute-force. Having a password be only
four characters makes it extremely easy to brute-
force. Especially when the words are obvious
(“SELL”) or taken straight from corporate brain-
washing literature (“CARE”). Using the stock
symbol (“SPLS”) is just plain dumb, as is using
the store’s name followed by a simple digit series
(“Staples1234”), or the login name backwards
(“ecivreSselpatS”).

Fourthly, I have some suggestions for you on
how to beef up security at the store level. Besides
changing your passwords to something a lirtle less
obvious, I would suggest that you have floppy
drive locks installed on all the computers, includ-
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ing the ribbon computer and those in the man-
ager’s offices. You should change the default pass-
word for your phone systems as well and cease
using “Fred Klein” to rally the troops (perhaps
you could switch to “Jack VanWoerkom”?). Now,
I normally charge $40 an hour for simple security
audits, but you can have this one free... this time.

Finally, since you seem to dislike knowing
about any security problems Staples may have, I
won’t say a word about those dial-ups at the
Home Office, the fact you still use default pass-
words for your AS400 system, or anything about
your web site.

‘Maverick212

Y2K

Dear 2600:

I’m sitting here looking over the 17:1 issue of
2600 and was noticing the many “year 2000” bugs
that happened with the mag. I would just like to
say it was a nifty little bug that hit.

Mojo

Sure, get a little enjoyment out of our pain
and frustration. What a nightmare. Fortunately,
we seem to have managed to get the bugs ironed
out once and for all. Thank you CERT.

True Security

Dear 2600:

I was recently on the United States Postal Ser-
vice web site looking up a zip code when I saw
something that I couldn’t help laughing at. They
have this online service called USPS eBillPay,
which can be used to pay postage and other
charges online. On the main page, there is a little
logo with text that reads: “USPS eBillPay: As se-
cure as your mailbox.” Now, how many people re-
ally have “secure” mailboxes? I clicked on it
anyway and read more about it on the next page.
They go on and make another statement about se-
curity: “Secure? Of course! It’s the United States
Postal Service!”

pulse

Considering most mailboxes don’t even have
locks of any sort, that is a rather frightening
claim.

Listening In

Dear 2600:

I just had to finally write and speak my piece.
In 16:4 Black Axe wrote an article “An Intro to
Paging Networks and POCSAG/FLEX Intercep-
tion.” First I must thank Black Axe for all the
hours of pure fun I have had intercepting paging
transmissions. The world between radio technol-
ogy and computer technology is growing ever
closer. Anyway, I thought I would share this little
piece of the paging airwaves I picked up one
night: “Msg:Computer crime ‘in progress’ divert-
ing c.c. #s. Call me @ 894-5272. ADP#9” Can
you believe it? “Computer crime in progress.” I
actually called the number and found out it be-
longs to an e-commerce business. The guy an-
swered, but I didn’t feel like social engineering

that night so I hung up. It occurred at about 9:12
P.M. Thanks again for all the fun!
zzflop

Female Hackers

Dear 2600:

I’ve noticed that females usually don’t send
letters to 2600. This is because, like most of the
computer industry, girls don’t usually hack or
aren’t extremely knowledgeable about computers.
I myself am and many people think this is odd. I
do not brag about what I do, but anyone who
knows I’'m interested in computers thinks it’s
strange. For example, I'm the only female in my
computer maintenance class in school. The Inter-
net is a great place for women to hide their identi-
ties and get ahead. Many hide behind handles and
such and guys treat them just like one of the guys.
I don’t know. Do guys like females who hack?
Are they well respected in the hacker community?
So far, I’ve only had a few problems with my sex
in the community. I just wanted to know other fe-
male hackers’ opinions on the subject. I think that
the Internet is great, because most of the people
you talk to just assume you’re a guy and they
have no problem chatting with you. Just wanted to
know if female hackers out there are getting the
same respect as me.

MiStReSS DiVA (aka-Beui)

We find that you're treated with more respect
if you don’t make an issue of these things to peo-
ple who don’t know you at all. Your ideas and
words are what people should judge you by and
when you start to define yourself in your name
(using words like “boy” or “girl”) it’s hardly sur-
prising when people treat you differently. Some
people want this but for those who wish to experi-
ence the amazing anonymity of the net, leave the
personal descriptions for later.

Desperate

Dear 2600:

I am really desperate to hack a site and change
their stuff. I have been looking at your site for-
ever. I need to hack. I am desperate. Please help
me.

From a Wanna be Hacker

Yes folks, this is the threat to the nation’s in-
[frastructure you’ve heard so much about.

The Verizon Threat

Dear 2600:

I just read your web article on the Verizon
problem concerning domain registration, so I reg-
istered VerizonSucksDick.com about five minutes
ago just to see what happens.

majickmutex

Last we checked, those domains are going
fast. Between the 706 names that Verizon already
registered and all of the ones that people are reg-
istering now as a protest against their threats, the
people benefiting the most are the domain regis-
trars.
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by Pip Macki

This is a survey of the security of
private student information on college
campuses. The particulars in this case
were collected at the California State
University at Chico. Rather than un-
dergoing a comprehensive security au-
dit, these are only the vulnerabilities
that are casually apparent. Most of
these issues have been observed by
students during the regular course of
registering for classes, checking
grades, etc. The scope of this survey
only includes network and administra-
tive policy, and network security.
While there may be machines on these
networks running services that are vul-
nerable to attack, all of the issues
raised in this survey exist independent
of any exploitable services.

Numerous university databases con-
tain personal student information.
Most of these databases receive infor-
mation at one point or another from the
mainframe (CHIMVS). This machine
hosts the Student Information System
(SIS+), a database that contains,
among other things, information on the
enrollment status, grades, test results,
and immunization records for all Chico
State students since the system was put
into place.

CHIMVS is running OS/390 with a
front-end called Telescreen. Telescreen
has C2 certification, but only when it is
properly configured. University admin-
istrative staff connect directly to Tele-
screen via a TN3270 client. This
access method is used for everything
from reserving a room to changing a
student’s enrollment status. Not only
does TN3270 use plain-text authentica-
tion, there are no apparent TCP wrap-
pers implemented, no firewalls (or a
non-configured firewall), and many un-
secured machines on the same LAN
which still contains numerous non-
switching hubs. Essentially, traffic is
wide open to the entire world, with lit-

‘drive from a central file server after

tle if any distinction between trusted
and non-trusted networks.

It would be trivial to install SSH or
tunnel TN3270 through an encrypted
layer. Such basic steps would eliminate
an intruder’s ability to pilfer passwords
from a compromised machine from
which users do not directly access
CHIMYVS. Packet sniffing would still
be a threat even if the server were sep-
arated from the Internet and student
networks. There are currently no se-
cure means available for accessing
CHIMVS. All users are forced to login
without encryption. Physical access to
Ethernet cables is also not difficult for
a determined intruder to obtain.

Given the current setup, all IP ad-
dresses are allowed to connect to
CHIMYVS and potentially login.
CHIMVS’ direct and unfiltered con-
nection to the Internet greatly increases
the number of people who are able to
access SIS+ without any possible legit-
imate reason for having access.

Only trusted computers on the cor-
rect interface should be able to connect
to CHIMVS. However these comput-
ers (and their users) aren’t worthy of
trust themselves. Currently these work-
stations are just as exposed as
CHIMVS, but are far more vulnerable
to attack because they are also being
used to access the world wide web and
retrieve e-mail while running notori-
ously insecure operating systems such
as Microsoft Windows 95 and NT.
Some of the Windows workstations
have a virus scanner like Network As-
sociate’s V-Shield installed and pre-
vent the long-term installation of new
programs by re-mastering the hard

each reboot. Should the central file
server be compromised, the results
could be devastating. All it takes is one
workstation infected with a trojan
horse like BackOrifice 2000 (BO2K)
to permit an intruder to sniff the net-
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work traffic for passwords and student
information, log users’ keystrokes as
they enter their login and password,
and use the trusted machine as a proxy
to connect to CHIMVS. Since BO2K
is open source, it can easily be modi-
fied and recompiled to slip pass con-
ventional virus scanners.

Upon submitting forms to the Ad-
missions and Records Department, stu-
dents have been known to have a clear
view of the terminal’s screen. One
such screen displayed a TN3270 client
(showing the record of the previous
student) and a minimized session of
the Microsoft Outlook e-mail client
with the user’s e-mail address visible.
There is a long list of methods for de-
livering a trojan, and programs like
Microsoft Outlook and Internet Ex-
plorer make it very easy for a user to
unwittingly execute hostile code sim-
ply by viewing a document or going to
a web site. While the monitors can be
repositioned so that they are no longer
visible to shoulder surfing students,
finding out a user’s e-mail address is as
easy as calling on the phone and ask-
ing their name. A complete and search-
able directory of users’ e-mail
addresses, names, phone numbers, and
departments is accessible from the
Chico State web page at
www.csuchico.edu/cgi-bin/address.
Department secretaries and other staff
are still susceptible to shoulder surfing
and social engineering.

Any machine containing sensitive
information should have no Internet
connection whatsoever - it is an unnec-
essary risk and of questionable value.
Failing that, a properly configured fire-
wall is essential. Setup of all incoming
connections should be denied, with
outgoing connections limited to pre-
approved TCP ports, like 80 for http,
etc.

Onsite Mischief

There is still the issue of sharing in-
formation with other databases. Cam-
pus Computing and the College of
ECT maintain a user database that uses
Student ID (SID) numbers copied from
SIS+ for tracking and identifying e-
mail and shell accounts. Student ID
cards contain a globally unique identi-

fier (GUID) that is a different number
than the SID (which in the vast major-
ity of cases are Social Security Num-
bers). The Student ID card system is
used as positive identification for stu-
dents, faculty, and staff. Their
magstripes and barcodes contain the
non-SID GUID and are used as a
means of authentication for creating e-
mail accounts and to toll meals from
dining hall meal plans. This database is
maintained on a system known as
ICAM which ties Student ID card
numbers to SIDs (obtained from
SIS+), along with a photograph of the
person and meal information. When a
meal is used, the card is swiped at a
point of sale terminal connected to
ICAM or some intermediary computer
via a serial port. An observant student
would notice a serial cable going from
the magstripe reader into an exposed
and accessible punch-down junction
box in the basement rec room. It is a
simple matter of plugging the serial ca-
ble into one serial port of a laptop, and
the other serial port into the junction
box and running a sniffer to pilfer Stu-
dent ID card numbers, which can then
be used to rewrite a magstripe in order
to steal meals or create e-mail accounts
as someone else. The ICAM system it-
self fails in many of the same ways as
CHIMVS because of its lack of isola-
tion and protection.

The College of ECT breaches stu-
dents’ privacy by associating their full
name, obtained from SIS+, with their
system user name, and publishing it in
a public directory. It is impossible for a
student to modify this entry, as it exists
independently of the system password
file. The e-mail account system cur-
rently uses SIDs to keep track of user
accounts. It regularly checks SIS+ for
the major and enrollment status of
each account holder to verify which
machine their account should be on. If
SIS+ used the Student ID card number
as the SID, it would eliminate the need
to cross-reference the two GUIDs.

It is possible to obtain a non-SSN
SID. However, if one first registers un-
der their SSN and then changes to a
fictitious number, it is still cross-refer-
enced with the original SSN and there
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is no system in place to enforce the
change in all of the various databases -
causing much confusion and generally
breaking things. It is also possible for a
student to change the PIN (set to their
date of birth by default) with which
they access their accounts via TRACS
to register for classes and to check ac-
count information via the Student Per-
sonal Information web page. The
combination of SSN and DOB as a
means of authentication are very poor
choices. They are easily obtained and
guessed (respectively) pieces of per-
sonal information. CNS, the Commu-
nications Network Services
(www.csuchico.edu/csrv/cns), which
provides telephone service for students
living on and off campus uses social
security numbers to identify students’
accounts. They have been known to
hand people their phone bill (contain-
ing full account information) without
checking a photo ID - only their phone
number. Once a person’s SID has been
discovered, it is a simple task to auto-
mate sequential dialing (wardialing) of
TRACS
(www.csuchico.edu/schedule/tracs_book)
until the right PIN is entered. Alterna-
tively, one could theoretically write a
program to sequentially enter PINs to
the https://www-sis2.csuchico.edu/
SalvoC/mvstart2.htm web page login.
Limited testing did not indicate a login
retry limit per IP address.

Like a traditional dictionary attack,
the pool of possibly PINs can be nar-
rowed significantly. First, by limiting it
only to valid dates and a range of years
consistent with the possible ages of the
target. In the rare case of someone ac-
tually having a non-DOB PIN, the
chances are 1t is still six digits and one
can work down from that. The Student
Personal Information web page’s CGI
has numerous potential vulnerabilities,
most of which were not tested conclu-
sively, not the least of which include
buffer overflows and man-in-the-mid-

dle attacks. The login page for the CGI
is displayed in a JavaScript pop-up
window and encrypted via SSL. Vari-
ous measures are taken to try to protect
users’ sessions, the login and PIN must
be reentered each time a new request is
made, and sessions timeout in a short
amount of time. But despite using
SSL, the mistake is made of transmit-
ting the login and PIN via the GET
method of an html form tag, rather
than the POST method. Thus the login
and PIN become part of the URL the
browser goes to, and it is saved in the
browser’s history file and any book-
marks that are made of the page. Bugs
present in both Internet Explorer and
Netscape allow previously accessed
URLSs to be erroneously reported as a
referring URL to subsequently visited
sites - further increasing potential ex-
posure. Checking the history files of
public lab computers around grade re-
porting time could prove quite fruitful.

After taking the training course for
using SIS+, it is not uncommon for
users to write their password on the in-
side cover of their user manual. Asking
to borrow a department secretary’s
manual is one very easy technique for
gaining access - the Chico State web
page (www.csuchico.edu/tlp/re-
sources/oncampus/master/rmavailres.h
tml) even offers this friendly advice
for those seeking to reserve a room,
“Most department secretaries have an
account and password to access SIS+.
Below is a list of steps to access SIS+
for anyone who has a computer, a net-
work connection, and a SIS+ account
and password...."

In a red-tape filled bureaucracy like
a university, sometimes the easiest way
to analyze security is from the outside.
However, to perform a truly compre-
hensive security audit, proprietary
knowledge of the University’s data-
base management would be needed,
along with a whole lot of permission.
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MARKETPLAGE

H2K - HOPE 2000 will be taking place on July 14, 15, and
16, 2000 in New York City at the HOtel PEnnsylvania (the
site of the first HOPE Conference in 1994). This time we
have two floors and enough room to do whatever we want.
If you haven't waited too long to read this, there may still
be time to make it! Reserve your room at the hotel by call-
ing (212) 736-5000 (sentimental types can dial PEnnsylva-
nia 6-5000). Mention that you're with the H2K conference
to get the discounted rate. Unlike previous HOPE confer-
ences, we will be running this one around the clock begin-
ning on Friday morning and ending on Sunday night. We
will have two tracks of speakers plus an open mike as well
as music, films, and a/v presentations of all sorts. Catch
the world premiere of the 2600 documentary “Freedom
Downtime,” hear keynote speaker Jello Biafra, participate
in our mock trial against the MPAA, stay an extra day for
the REAL trial on Monday the 17th at the Federal Court-
house downtown. Meet hackers from around the world as
we share info on all of the latest developments. A full pro-
gram will be posted on our website. Registration for H2K is
$40 and includes admission to all events throughout the
three days. Advance registration is closed - you now can
only pay at the door. Continue to check www.h2k.net for
updates.

DEF CON 8 is July 28th to the 30th in Las Vegas. Wacky
hackers descend on Las Vegas for the eighth annual com-
puter underground convention. Last year over 3,000 peo-
ple showed up to party, exchange information and ideas,
and hack on the local network. This year we have the en-
tire Alexis Park resort to ourselves, which means almost
double the space! This means more speeches, more
demonstrations, and more things to do. There will be the
fantasy net connection, Capture the Flag network contest
with new rules and goals, The Spot the Fed Contest, and
the social engineering contest to name a few. There will be
live bands and an even larger 24 hour rave area, a vendor
area where people can sell shirts, tools, and other good-
ies. This year the speeches will be separated into different
tracks, from “newbie” talks designed to introduce new
hackers into different areas of interest to “Uber Haxor” for
those people looking to refine their skills or get the latest
tech info. Any of this stuff get your attention? Even if it
doesn’t you can still hang out by the pools and watch the
conference through the hotel TV system! Check out
www.defcon.org for the latest planning information and
speakers, or for previous year's speeches. Email The Dark
Tangent (dtangent@defcon.org) for more information.

HACKERS WORLD. 650 MB of hacking files $15, Anar-
chy Cookbook 2000 $20, Virus 2000 (351 pages of com-
puter viruses) $10, Make Money Fast (250 ways to make
money on the Internet) $5, Phone Bug (no plans, the real
device) $10, cell phone pickup device (just aim at the
phone and hit the button and it picks up the call with little
static) $20 for plans and $30 for the device. Send all or-
ders to: 700 Paim Dr. #107, Glendale, CA 91202. Make all
checks out to Edgar.

COMPLETE TEL BACK ISSUE SET (devoted entirely to
phone phreaking) $10 ppd; CD-ROM PDF/GIF version
with lots of extra data“and plans for voice changers,
scramblers, tone boxes, bugging, etc. $14 ppd. Forbidden
Subjects CD-ROM (330 mb of hacking files) $12 ppd. TAP
back issue set (full-sized copies) $40 ppd. Pete Haas, PO
Box 702, Kent, OH 44240-0013.

THE E-HOLSTER is a durable, high technology product
that is basically a shoulder holster that enables you to
comfortably carry from two to four personal
appliances/items inside of very flexible, yet protective
black neoprene or black leather pouches with safety
straps. For complete information and purchase, go to

http://iwww.eholster.com.

CRYPTO OUTLAW T-SHIRTS. Governments around the
world are turning innocent people into crypto outlaws.
Where will the madness end? Cryptography may be our
last hope for privacy. From Curvedspace, the unofficial
band of anarcho-capitalism. Get yours at
curvedspace.org/merchandise.htmi.
HTTP://PAOLOS.COM since 1996. Lockpicks, auto entry
sets, confidential trade publications, survival tools, an ex-
citing line of affordable switchblades, powerful air rifles
and pistols, and a complete line of super-realistic Airsoft
guns. Danger: do not brandish these guns in public, you
may be arrested/shot. We guarantee what we sell UN-
CONDITIONALLY for 30 days, in addition to factory war-
ranties, and will beat the competition’s prices hands down!
No “spy store” or “Y2K” hype here, you won't believe it!
Visit us to post messages to our discussion board, add
your email to our mailing list, or place an order with our
easy-to-use catalog! We can ship internationally, and will
only sell to qualified customers. U.S. customer can now
pay with VISA/MC.

PLAY MP3S IN YOUR CAR OR HOME: Mpjuke unit plays
mp3 cd, cdr, and dvd disks. Can be mounted in car, home,
or even inside a free drive bay of a PC. It can be trunk
mounted in a car or placed under the dash. The unit is self
contained, pre-assembled, and it includes a wireless re-
mote. For more information, visit:
http://www.mp3carplayer.com/2600 or e-mail
2600@mp3carplayer.com. Sign up for our affiliate program
and earn some cash. Resellers needed. $25 from every
2600 sale will go to the Kevin Mitnick fund. We will ship
anywhere that we can.

REAL WORLD HACKING: Interested in rooftops, steam
tunnels, abandoned buildings, subway tunnels, and the
like? For a copy of Infiltration, the zine about going other
places you're not supposed to go, send $2 to PO Box
66069, Town Centre PO, Pickering, ONT L1V 6P7,
Canada.

HACK THE RADIO: Hobby Broadcasting magazine cov-
ers DIY broadcasting of all types: AM, FM, shortwave, TV,
and the Internet. It includes how-to articles about equip-
ment, station operation and programming, enforcement,
and much more. For a sample, send $3 U.S. ($4 Canada
or $5 international). A subscription (4 quarterly issues) is
$12 in the U.S. Hobby Broadcasting, PO Box 642, Mont
Alto, PA 17237.

PEOPLE WITH ATTITUDE. Check out the political page at
the Caravela Books website: communists, anarchists, Klan
rallies, ethnic revolt - all at: http://users.aol.com/car-
avela99 - and a novel “Rage of the Bear” by Bert Byfield
about a 15-year-old blonde girl who learns the art of war
and becomes a deadly Zen Commando warrior - send $12
(postpaid) to: Caravela Books QH93, 134 Goodburlet
Road, Henrietta, NY 14467.

INFORMATION IS POWER! After years of being in the
scene we've put together a publicly accessible site for
people to talk about a wide variety of hacking genres. In
addition, we have obtained feeds for our own private news
center for information and articles about current computing
happenings worldwide. You can find all this, and more, on
our site at: www.sotmesc.org/gcms.

THE BEST HACKERS INFORMATION ARCHIVE on CD-
ROM has just been updated and expanded! The Hackers
enCyclopedia ‘99 - 12,271 files, 650 megabytes of infor-
mation, programs, standards, viruses, sounds, pictures,
lots of NEW 1998 and 1999 information. A hacker’s dream!
Find out how, why, where, and who hackers do it to and
how they get away with it! Includes complete YIPL/TAP
back issues 1-91! Easy HTML interface and DOS browser.
US $15 including postage worldwide. Whirlwind Software,
Unit 639, 185-911 Yates St., Victoria, BC Canada V8V
4Y9. Get yours!

TAP T-SHIRTS: They're back! Wear a piece of phreak his-
tory. $15 (s/h incl.) buys you the TAP logo in black on a
white 100% cotton shirt. As seen at Beyond Hope.

Page 56

2600 Magazine



Cheshire Catalyst-approved! Specify L/XL. Send payment
to TPC, 40A Weis Rd., Albany, NY 12208.

CAP’'N CRUNCH WHISTLES. Brand new, only a few left.
THE ORIGINAL WHISTLE in mint condition, never used.
Join the elite few who own this treasure! Once they are
gone, that is it - there are no more! Keychain hole for
keyring. Identify yourself at meetings, etc. as a 2600 mem-
ber by dangling your keychain and saying nothing. Cover
one hole and get exactly 2600 hz, cover the other hole
and get another frequency. Use both holes to call your dog
or dolphin. Also, ideal for telephone remote control de-
vices. Price includes mailing. $79.95. Not only a collector’s
item but a VERY USEFUL device to carry at all times.
Cash or money order only. Mail to: WHISTLE, PO Box
11562-ST, Clt, Missouri 63105.

Help Wanted

POLITICAL PRISONER has non-profit organization, de-
veloped his own primitive web pages to foster political
support for his release, but has no one to post his work on
the Internet. Needs someone to post it, maintain web
pages (updating), and maybe improve the cosmetics. Has
money to pay for the site (www.SwainClemency.org). Also
need mailing lists at reasonable costs. Anyone interested
may contact: Barb LeMar, Director, Sean Swain Clemency
Campaign, P.O. Box 57142, Des Moines, lowa 50317.
(515) 265-2306

LOOKING FOR ASSISTANCE in matching names and
addresses to known telephone numbers. Existing “re-
verse” search programs have not been helpful. Willing to
pay reasonable fee for each match. Call (718) 261-2686
for further details.

NEED HELP ON CREDIT REPORT, ex-wife screwed me.
Please reply to: 14NI, 5128 W.F.M. 1960, PMB#215, Hous-
ton, TX 77069. “Michael”

1AM INTERESTED IN HIRING SOMEONE familiar with
accessing telephone information. Generous pay. Please
contact me at C. Chao, PO Box 375, Middle Village, NY
11378.

NEED HELP WITH CREDIT REPORT. Please respond to
B. Mandel, 433 Kingston Ave., P.O. Box 69, Brooklyn, NY
11225.

HELP TO FIND TROJAN HORSE PROGRAM. Under-
stand there is a Trojan Horse program which may be
added as an attachment to an e-mail (which appears in-
nocuous when viewed or read) but which will execute and
record any password used by the recipient and then send
it by e-mail to an outside recipient. Further, that if the out-
side recipient doesn't receive it for any reason, the e-mail
message with password(s) will not bounce back to the
sender. Also, there is another Trojan Horse program
which, after it installs itself in the UNIX-based ISP of the
target, will mail out copies of all incoming/outgoing to an
outside recipient without the target being aware of it. Can
anyone help with complete information, details, and pro-
grams? bryna5@usa.net

I NEED TO OBTAIN credit report information on others
from time to time with little or no cost. Can someone help?
test/test@usa.net

NEED HELP FINDING AND USING WAREZ SITES. | am
looking for several specific graphic, photo, and music pro-
duction programs. Need help getting to them. Compensa-
tion will be given for working full versions. E-mail
netvampire@iname.com for list or details.

MINIATURE PEN-MICROPHONE that is very sensitive
and transmits at least 300 feet to an FM radio. Need the
name/address of manufacturer(s) (and prices if available).
Reply to b/o/b@usa.net.

I'M LOOKING FOR THE ORIGINAL/OFFICIAL TAP
MAGAZINE/NEWSLETTER.Contact me if you have any
information regarding the original TAP phreaking maga-
zine/newsletter.| suggest you provide the condition of the
magazine/newsletter and the price that you would want for
it when e-mailing me at menace26@hotmail.com or icq
13693228. | want the ORIGINAL copies only.

WANTED: Heathkit ID-4001 digital weather computer in
working condition. Also wanted: microprocessors for
Heathkit 1D-4001, ID-1890, ID-1990, and ID-2090. Advise

what you have, price, and condition. E-mail:
heath.kit@usa.net

Services

CHARGED WITH A COMPUTER CRIME in any state or
federal court? Contact Dorsey Morrow, Attorney at Law
and Certified Information System Security Professional, at
(334) 265-6602 or visit at www.dmorrow.com. Extensive
computer and legal background. Initial phone conference
free.

SUSPECTED OR ACCUSED OF A CYBERCRIME IN
THE SAN FRANCISCO BAY AREA? You need a seman-
tic warrior committed to the liberation of information who
specializes in hacker, cracker, and phreak defense. Con-
tact Omar Figueroa, Esq., at (800) 986-5591 or (415) 986-
5591, at omar@alumni.stanford.org, or at Pier 5 North,
The Embarcadero, San Francisco, CA 94111-2030. Free
personal consultation for 2600 readers. All consultations
are strictly confidential and protected by the attorney-client
privilege.

Announcements

OFF THE HOOK is the weekly one hour hacker radio
show presented Tuesday nights at 8:00 pm ET on WBAI
99.5 FM in New York City. You can also tune in over the
net at www.2600.com/offthehook or on shortwave in North
and South America at 7415 khz. Archives of all shows dat-
ing back to 1988 can be found at the 2600 site. Your feed-
back is welcome at oth@2600.com.

THE FAMILY, a close-knitted anarchy social group has
formed for hackers, phreakers, and computer nerds. Join
with your kind in furtherance of independent ideology, fi-
nancial freedom, and prosperity. Master the possibility of
collective thought and association with members of your
own mindset. For further enlightenment as to the lifestyle
of the family, break the old mold, dare to explore, contact:
Purcell Bronson, Drawer K, Dallas, PA 18612.

| AM A FAIRLY INTELLIGENT PERSON with potential to
be a computer geek looking for someone to give me one-
on-one lessons in areas necessary to be a hacker by way
of correspondence. | am presently being held captive by
the Texas prison system and | have approximately 2 years
before | am released and | want to familiarize myself with
the basics and fundamentals of hacking during this period.
Interested people contact me at: T. EDWARD JONES, No.
510071, HC 67, Box 115, Kenedy, Texas 78119, U.S.A.
BOYCOTT BRAZIL is requesting your continued assis-
tance in contacting PURCHASING AGENTS, state and
municipalities, to adopt “Selective Purchasing Ordi-
nances,” prohibiting the purchasing of goods and services
from any person doing business with Brazil. Purchasing
agents for your town should be listed within your town's
web site, listed on www.city.net or www.munisource.org.
Examples of “Selective Purchasing Ordinances” can be re-
viewed within the “Free Burma Coalition” web site. Thank-
ing 2600 staff, subscribers, and friends for your continued
help in informing the WORLD as to my torture, denial of
due process, and forced brain control implantation by
Brazilian Federal Police in Brasilia, Brazil during my extra-
dition to the U.S. Snail mail appreciated from volunteers.
John G. Lambros, #00436-124, USP Leavenworth, PO
Box 1000, Leavenworth, KS 66048-1000. Web site:
www.brazilboycott.org

ONLY SUBSCRIBERS CAN ADVERTISE IN 2600/ Don't
even bother trying to take out an ad unless you subscribe!
All ads are free and there is no amount of money we will
accept for a non-subscriber ad. We hope that's clear. Of
course, we reserve the right to pass judgment on your ad
and not print it if it's amazingly stupid or has nothing at all
to do with the hacker world. All submissions are for ONE
ISSUE ONLY! If you want to run your ad more than once
you must resubmit it each time. Include your address label
or a photocopy so we know you're a subscriber. Send your
ad to 2600 Marketplace, PO Box 99, Middle Island, NY
11953. Include your address label or photocopy. Deadline
for Autumn issue: 8/15/00.
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ARGENTINA
Buenos Aires: In the bar at San
Jose 05.

AUSTRALIA
Adelaide: Outsldéﬁmmys Snia
Bar, on the comer o?@enfeﬁ
teney Streets. 6 pm. . .
Brisbane: Hungr&]ackﬁﬁﬁ th
Queen St. Mall (RHS; opposite
Booth). 7 pm.
Canberra: KCs Virtual Reality Cafe,
11 East RW, Civic. 6 pm.
Melbourne: Melbourne Central Shop-
ping Centre at the Swanston Street
entrance near the public phones.
Perth: The Merchant Tea & Coffee
(183 Murray Street). Meet outside. 6
m.
Sydney: Central Station in the main
"dome" of the country trains area by
the big clock and Burger King. 6 pm.
AUSTRIA
Graz: Cafe Haltestelle on Jakomini-
platz.
BRAZIL
Belo Horizonte: Pelego's Bar at As-
sufeng, near the payphone. 6 pm.
Rio de Janeiro: Rio Sul Shopping
Center, Fun Club Night Club.
CANADA
Alberta
Calgary: Eau Claire Market food court
(near the "milk wall").
Edmonton: Sidetrack Cafe, 10333 i)
112 Street. 4 pm.
British wmmﬁﬁﬁi
Vancouver: c Centre FoaeH‘a' i,

POLAND
Stargard Szczecinski: Art Caffe.

Bnng latue book 7 pm.

SCOTLAND
Aberdeen: 0uts1de St. Nicholas'
Church graveyard, near DX C

pm.
Glasgow: Central Statio
next to Platform 1. 'i'

SOUTH AFRICA

w Bmld
Cape Town: At the Mlssﬁfgp!

tour".
Johannesburg: Sandtorf fnod cﬁ

UNITED STATES / gf

Alabama
Auburn: Courtyard outside the com-

puter lab at the Foy Umon Bt.'llldmg

7pm.
Birmingham: Hoover Gillena f’eod
court by the payhhones ‘next to

Wendy's. 7 pm. . = )

Tuscaloosa: Umvemty of Alébama.
Ferguson Center by the. payphohes
Arizona

Center.

¥ Tucson Barnes & Noble, 5130 E.
Br

one level d Tt
payphon ifornia .
tion, corner
Mo al. B . Inside main en-
Gau etlere t of phones. Pay
LANDL 72-9519, 95205
Br%tol. Néxt to the oranE&anﬂ" grgw 625\:99 9924, i
payphnneé opposite the "Galﬂ W en}o Romd Table Plzzag 127
stare, Merchant Street, Ewadqxeam‘@‘%l( j i
Payphones; +44-117-9299011,. 2 Leuqimas Pizzeria on

9294437, 1 30 pmi, N
Hull; In méﬂld Grey Mare puib, op-
posite The Uﬁwersnty of Hull. 7 pm.~
Leeds: Leed City.train stahqn out-
side John.» Menzies: 6 pm.
London: Trbggdero Shopping Center
(near Plcadlllyﬁrcus) lowest level.
7 pm.

Manchester: l'.yhena Interuej (afe

on Oxford Rd, next to St. Peters ™"

Square. 6 pm.
FRANCE
Paris: Place d'Italie XIII, in front of
the Grand Ecran Cinema. 6-7 pm.
GERMANY
Karlsruhe: "0ld Dublin® Irish Pub,
Kapellenstrasse. Near public phone. 7
pm.
GREECE
Athens: Outside the bookstore Pa-
paswtiriou on the corner of Patision
and Stournari. 7 pm.
INDIA
New Delhi: Priya Cinema Complex,
near the Allen Solly Showroom.
ITALY
Milan: Piazza Loreto in front of Mc-
Donalds.

JAPAN
Tokyo: Ark Hllls Plaza (in front of

Mexico City: Zocalo Sub ay Stal
(Lme 2 of the Metra, bl.ueﬁne) At
the "Departamento del Distrito-Fed=
eral" exit, near the payphones & the
candy shop, at the beginning of the
"Zocalo-Pino Suarez" tunnel.

?ocatello. Co

Sa
)Zezeneroad (Vons ShOppmg Mall)
San Franciscos 4 Emb roademfPlaza
~(inside). Payphones; {415) 3,98-
9803, 9804, 9805,/9806.
_.SanJose: Orchatd Valley
Shop/Net}afe (Campl;efl)
Connecticut

offee

TmmbulL In froft of Gloria Jean's

Coffee at-the tables.
District of Columbia
Arlington: Pentagon City Mall in the
food court.
Florida
Ft. Lauderdale. Broward Mall in the
food court by the payphones.
Ft. Myers: At the cafe in Barnes &
Noble.
Miami: Dadeland Mall on the raised
seating section in the food court.
Orlando: Fashion Square Mall in the
food court between Hovan Gourmet
& Panda Express. Payphones: (407)
895-5238, 7373, 4648; 896-9708;
895-6044, 6055.
Pensacola: Cordova Mall, food court,
tables near ATM. 6:30 pm.
Georgia
Atlanta: Lenox Mall food court.
Hawaii

Honolulu: Web Site Story Cafe inside
- Ewa Hotel Waikiki, 2555 Cartwright:
 Rd. (Waikiki).

808-922- 1677, 808-

9239282

aho

8th's!

Illinois
Chicago: Screenz, 2717 North Clark
st.

cations’' rnld-umon street sture 'i - ;a K&%"%

’b/ayphones

Phoenix: Peter Piper Pizza at Metm

je Market, 604 South

Indiana
Ft. Wayne: Glenbrook Mall food

Kansas City: Oak Park Mall food

Boston: Priidential Center-Plaza, tey
race food court. Payphbnes (612)
~236-6582, 6583, 6584, 6585, tiy to

bypass the carrier. .~
_Michigan
Ann Arbor: Michlgan Union (Univer-
sity of Michigan), Welker Room.
Minnesota

Bloomington: Mall of America, north

side food court, across from Burger
King & the bank of payphones that
don't take incoming calls.
Duluth: Barnes & Noble by Cubs. 7
pm.

Missouri
St. Louis: Galleria, Highway 40 &
Brentwood, elevated section, food
court area, by the theaters.

Springfield: Barnes & Noble on Bat-

Ohio
Akron: Arabica on W. Market Street,
intersection of Hawkins, W. Market,
“eand Ex y&?

Cleveland: Coventry Arabica, Cleve-
gﬁlgmi H ﬁack room smoking
section.
ention Center

i (downtoWn}*Bésement far back of
building in carpeted payphone area.

court (Ovedand Park). Dayton: At the Marions behind the
- Kentucky Dayton Mall.
‘Noble at 801 S Oklahoma
Ty Oklahoma City: Shepard Mall, at the
Lmﬂ!iana R benches next to Subway & across
Union from the payphones. Payphone num-
betwéen the Tiger Pau & . bers: (405) 942-9022, 9228, 9391,
to ) the payph N 9404,
%ﬁ%gmhers (225) 387 9520 Tulsa: Woodland Hills Mall food
19722,0733/8735. | | court.
New Orleans"ﬂant?aﬁn Coﬂee- 3 i Oregon
I\ ' hotse; 5555 Ca!iakﬁ vd. 6 pm. McMinnville: Union Block, 403 NE
& e Maine i i 3rd St.
. Portland: Maine,Mall by the bench at  Portland: Pioneer Place Mall (not Pi-
. the food court-door,” i j oneer Square!), food court.
N e Mapfland IS Pennsylvania
Baltimore, Barfes & Nobre cafe af / Philadelphia: 30th Street Amtrak
3 the Inner Harbor. i /  Station at 30th & Market, under the
e Massachiusetts 7 "Stairwell 7" sign. Payphones: (215)

222-9880, 9881, 9779, 9799, 9632;
387-9751.
South Dakota
Sioux Falls: Empire Mall, by Burger
King.
Tennessee
Knoxville: Borders Books Cafe across
from Westown Mall.
Memphis: Cafe Apocalypse.
Nashville: Bean Central Cafe, inter-
section of West End Ave. & 29th Ave.
S. three blocks west of Vanderbilt
campus.
Texas
Austin: Dobie Mall food court.
Dallas: Mama's Pizza, Campbell &
Preston.
Ft. Worth: North East Mall food
court near food court payphones,

tlefield across from the malt: “Loop 820 @ Bedfurd Euless Rd. 6
Mississippi ’am%ﬁ% ey
Biloxi: Edgewater Mall food court “Houstor Gailena Zfood court, un-
(near mirrors) at 2600 Beach & he.;
(really). /~ &m@,ﬁ‘g Ngrth swnau food
/Mo o ;
Buttes Butte
Ave. near JC»?enn
/ Nebras
Dntaha. Oik View Mall Bém\es }i
ble 6:30 pm. | f
i ? Nevada ?&'

Las Vegas: Wow Superstore Cafe Sa-
hara & Decatur. 8 pm. *\ N
Reno: Meadow Wood Mall, Pélms
food ‘court by.Sharro. 3-9 pm.

3 Nevl{lam shire
Nashua: Pheasant Lane Mall, near
the big clock in the food court.

New Mexico -
Albuguerque: Winrock Mall food
court, near payphones on.the lower
level between the fountain & arcade:
Payphones: (505) 883-9935, 9941,
9976, 9985.

New York
Buffalo: Galleria Mall food court.
New York: Citicorp Center, in the
lobby, near the payphones, 153 E

Rochester: Marketplace Mall fuod
court. 6 pm. b
North Carolina

Charlotte: South Park ﬁnﬂ ralseé

area of the food-court.
Raleigh: Crabtree Valley Mall, food
court.

vyt and Cherry St.

“:53rd St.; between Lexington & 3rd.

Page 58

b | Vermont \
Looai Burﬁngton' Bon:%ers Books at Church

on the second
ﬂaar of the cafe.
" Washington
“Seattle: Washington State Corven-
tion Center, first floor.
Spokane: §pokane VaLley Mall food

_cowt.,
Wisconsin
Eau Claire: London Square Mall food
“court.

Madison: Union South (227 N. Ran-
dall Ave.) on the lower level in the
Martin Luther King Jr. Lounge by the
payphones. Payphone: (608) 251-
9909.

Milwaukee: Mayfair Mall on Highway
100 (Mayfair Rd.) & North Ave. in
the Mayfair Community Room. Pay-
-phone: (4.24) 3@;-9549

AL meehhq&ﬁke place on the first Fri-
of the mbnﬁl from approximately 5
pri to 8 pm iocaliime unless otherwise
Toted. To Start'a meeting in your city,
leave a message & phone number at
(516) 751-2600 or send email to meet-
ings@2600.com,

2600 Magazine



The lawsuit against us by the Motion Picture Association of America
continues with our trial scheduled for the day after the H2K
conference!

You can show your support for 2600 and the other defendants in the
MPAA case by sporting our stylish anti-MPAA t-shirt. The front looks a
lot like the cover to our Spring 2000 issue while the back has the
above scary caricature of MPAA chief Jack Valenti.

The shirts are $25 each, the proceeds of which go to the defense
fund. In addition, we have "Stop the MPAA" bumper stickers (10 for
$10) and "Stop the MPAA" buttons (3 for $10). Please show your sup-
port and help send a message that this affront to all of our rights
won’t be tolerated.

You can order all of these items plus our regular stuff through our
online store at www.2600.com or by writing to us at:

2600
PO Box 752
Middle Island, NY 11953
U.S.A.



Glohal Payphones

Taipei, Taiwan. This thing truly scares us

Turku, Finland. Note the funky coin mechanism
on the top and the extra long cord.

Photo by MC Telecom
‘ rw v e - % &

a@TELQg

%

Freeport, Bahamas. Amazing what a little color Ch’ongju, South Korea. There's a lot going on
can do. here.

Photo by Pentastuy Photo by C. Jacques
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"Anyone wishing to make lawful use of a particu-
lar movie may buy or rent a videotape, play it, and
even copy all or part of it with readily available
equipment.” - Judge Lewis A. Kaplan's way of
dealing with the fact that it's virtually impossible
to do this with a DVD - his apparent solution is to
just go back and use old technology that isn't
subject to insane laws.
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One thing the summer of 2000 will not be re-
W ve never had so

i,

ous disease, it had to be fought with every

ounce of our strength. Thanks to the support of

and this was certainly borne out in the decision.

But the reaction of the many thousands who

of speech seems to get it right away. Why then

did our court system fail to?

pendent artists, ac
into an us versus

nate'y, there was never a choice. Like a danger-

mately prove pointless since encrypted files
couldgull be copied and read through any ex-

seeing the results of
coding (preventmg

e ability to skip
ent think it

through them.
will stop there
of controls intre
And, with the advent
prised when y
your favori
every time

that will follow
1kely to be only the

on your own ways
y controls and re-

e are no voting records on its
1an Clinton’s signing it into law.
Boﬂiﬂm House and the Senate used voice
votes to assure its passage. That means it’s as
goocl as unammous Every single elected offi-

ceds be targeted aggressively so that

PAA has gotten an lmmense amount of
publicity because of this case. People who
weren’t even aware of who the MPAA was now
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think of them in a negative way. Their victory sorts - threatened in ways even we find our-
will be more costly than our loss. And ulti- selves surprised by. While it’s relatively simple
to close one’s eyes and play ball, the results

forums - is so vital at this stage.
What we’ve seen over the last few months as a port a story that the mam% gam had ig
direct result of thlS is the tremendous growth of As we suspected it wa egin

activism in ou i g g ' ]
movement st

DeCSS case ked in
has gotten m (a
helped to soli¢ mber),

that have always been ﬁghtlng for the same
things in different ways. Since we cannot count
on the media (most of them are owned by com-
panies who are part of the lawsuit against us)

we have to do it ourse]ves As Jello Bx '

some cases just for
a cell phone (later defing

wn a street with
thorities as an

“become the media. implement of atuptoa

All of us have that ability and the net is what million doll ople were thrown into

makes it possible. But the net is also in danger prisons with u nd barbaric

i conditions. =
If you watche ews and read the papers,
you probably t same words re-
peated ove 1d lead you to be-
lieve tha somehow justified.
For thos | for those who
' € participa ry different story

the global net to mere folk]ore By portraymg than wh: on the main-

those in our community as criminals by focus- stream media soon rev itself. Thanks to a

ing on absurdities like mail viruses and “poten- new and long overdue brand of media not

tial” cnmes public 0p1n10n can be easily »!". controlled by corporate interests

Y Zanda belligerent government,

"4 7 firsthand accounts got out to the

N world in the form of video, audio,
and the written word. Most of this
was limited to the Internet but at least
one brand new satellite channel - Free
Speech TV - managed to bring this ma-
terial into millions of living rooms na-
tionwide. And, just like you would

way to accomphsh this is to get mvolved
While it’s easy to just sit back and let life hap- expect to see in those “uncivilized” foreign
pen joining forces and working tow oal na , the authorities came down hard on

it makes for significant ¢ Ang these independen lia types, harassing them
o fe %great at every oppo enying them access, and
even going so s to disrupt their legitimate
work. One unbelievable incident took place at
the Democratic ention in Los Angeles as
the people at Free Speech TV were preparing a
live broadcast. Police came in and shut down
these thmgs are not to be tolerated. We find our  the facility because of a “bomb threat.” But no
very existence - and that of free thinkers of all

Continued on page 47
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7 T _
(_Kernel Modification Using LKMs )

by dalai (dalai@insomnia.org)

This article explores the mysterious virtue of
kernel modification, with particular regard toward
LKMs and their use in the subject. Kernel hacking
is no easy task, but well worth the trouble of learn-
ing it. If you're not yet involved in it, maybe this
will catch your interest. If you are, maybe this will
teach you a few things.

I'm assuming that the reader is an experi-
enced Unix user, is fairly familiar with kernel prin-
ciples and semantics, and is a C programmer.
That's you, and you've used LKMs in routine ad-
ministration tasks, but maybe you're not sure how
they actually work? In that case, I'll begin with a
crash course on the subject.

An LKM, or Loadable Kernel Module, is a sys-
tem used by Linux as well as some other modern
operating systems to allow the linking of object
code into a running kernel without interrupting any
system traffic. Most basically, an object is com-
piled to a relocatable object (.0) file, loaded using
"insmod" under Linux, and removed using "rm-
mod". Linux also supports demand loading of
modules, using "kerneld" (now kmod). Don't forget
the man pages.

Once "insmod" is called, the module is linked
into the running system kernel and the function
init_module() is called. All modules must contain
this function, as well as cleanup_mod-

Ismod. In addition, we should ensure that our
functions do not appear in the kernel symbol
table, /proc/ksyms. To be extra careful, we should
hide the disk image after we've loaded the module
into memory.

Removing a module from the system list of
modules was first introduced to me in Phrack 52,
in an article by Plaguez entitled "Weakening the
Linux Kernel." This is an excellent article for be-
ginners and | suggest you read it. Plaguez’s tech-
nique requires little more than changing a few
values in memory, which can be referenced with
<linux/module.h>.

Unfortunately Plaguez's technique does not
work on the newer 2.2 kernels. Earlier kernel ver-
sions contained this line in kernel/module.c which
allowed his technique:

if(*q == \0' && mp->size == 0 && mp->ref ==
NULL)

continue; /* don't list modules for ker-
nel syms */

This is not present in 2.2.

To remedy this | have written what you will find
below. It simply takes the specified module out of
the module list, leaving the actual module in mem-
ory. The target module must have already been
loaded. This will unload itself after running, so
don’t bother doing it.

ule() which is called at unloading. The |--wipemod.c
purpose of init_module() is to register |/*
the functions contained within the mod-| * wipemod.c

ule to handle system events, such as
to be device drivers or interrupt han-
dlers.

The actions performed by insmod

* dalai(dalai@insomnia.org)

* usage: 'insmod wipemod name=target.o’
*

are similar to that of "Id", at least as far
as linkage goes. You are free to write
to your heart’s content, however you
may not use functions contained in li-
braries, such as libc. It seems like
many newcomers to kernel coding
don't realize this. It sounds crippling,
but you can nonetheless produce some
very interesting and useful modules,
and without overhead of static libraries.

I've narrowed this down to two
main parts: stealthing a module (to
avoid detection) and utilizing basic sys-
tem resources from within a module. If
you're curious about anything not dis-
cussed here feel free to e-mail me at
the address above.

Stealth

To effectively hide a module we
should first determine where it is likely
to be seen. We obviously should re-
move any traces of our modification
from /proc/modules, and thereby

* Notice: The target module must already be loaded,
* and wipemod will unload itself. Also, because

* it unloads itself, wipemod cannot restore a module
* into the list after it has been taken out.

* This is built for Linux 2.2.

* Ignore annoying secondary error messages.
*f

#include <linux/kernel.h>
#include <linux/module.h>
#include <linux/string.h>

char *name;
MODULE_PARM(name, "s");

int
init_module()

struct module *Imod;

Page 6
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printk("<1>usage: 'insmod wipemod name=target.o’\n");

printk("<1>Failure. Perhaps the target module isn't

if(Istremp((char *) Imod->next->name, name)){
if(Imod->next->ndeps != 0)
Imod->next = Imod->next->next;

printk("<1>Success.\n");
return 1; /* return 1 so it will unload. */

if(name == NULL){
return 1;
}
while(1){
if('Imod->next){
loaded?\n");
return 1;
}
Imod->next->ndeps = 0;
}
Imod = Imod->next;
}
}
void
cleanup_module()
[* This will never be called. */
}

/* level ndeps */

This has another useful function; it can be

used to remove a broken module from the listings.

This is very handy when you do something wrong
while creating a module and it refuses to unload,
which happens more often than you may think.
Running it for this purpose is not as safe as re-
booting, as the module is technically still in mem-
ory, but it's much faster.

Symtabs

Keeping components of your module from be-
ing listed in ksyms used to be handled by "regis-
ter_symtabs". However that has changed with
newer kernel versions. There are new ways of do-
ing this now, but why would we want to in the first
place? First of all it will keep the curious system
administrator from seeing something such as
"haxOr_passwordz()" and its address in the kernel
symbol table. Second, it will keep any other mod-
ule from referencing you, although that occur-
rence is improbable.

Selectively allowing some parts of your code
to show up as ksyms can be done by simply cre-
ating the functions you wish to be hidden as "sta-
tic". For instance, "static int return_vals()" would
not show up, whereas "int return_vals()" would.

Alternatively, you can slip
"EXPORT_NO_SYMBOLS" into your module

somewhere. This is defined in <linux/module.h>
as this:

#define EXPORT_NO_SYMBOLS
__asm__(".section __ksymtab\n.previous")

Installing your module with "insmod -x" would
also be effective, but that is boring.

Using Kernel Resources

After it has been loaded, your code of course
becomes part of the kernel and can do anything.
In the right hands this commaodity is (root * 10). As
examples of this I'll show you some interesting
things that a module can do, including how to add
your own system calls at runtime.

The list of exported kernel symbols (ones you
can readily utilize) is located in /proc/ksyms. A
more pretty version of this list can be viewed with
the "ksyms" command. Note that by default
"ksyms" does not display symbols from "the kernel
proper." You can view all symbols with "ksyms -a".

Even though you can’t directly link libraries
into your module, you can do anything from kernel
code that you would be able to do with any library,
including libc. After all, libraries eventually rely on
kernel functions to operate. As a simple example:

libc: var = getuid();

kernel: var = current->uid;

It may go understood without mention that in
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order to use the second example from above,
<linux/sched.h> needs to be included.

You can see how some inherent system calls
handle the absence of convenient library functions
in the kernel source, "kernel/exit.c" for example
(sys_exit).

System Calls

Much more interesting is the possibility of
adding system calls to a running kernel. But why
would you want to do this? Its practical use may
not be as defined as its educational purpose, but
it is not nonexistent. An example of possible use
for this would be to provide temporary portability
for compiling and running certain programs on an
other than native platform. Dirty, but not without
utility.

Viewing the assembly source in arch/i386/ker-
nel/entry.S, we see that several things happen
when the switch is made from user mode with the
system call. Initially registers are saved, a com-
parison is made against the value of NR_syscalls
to make sure that the requested call is within
bounds, and control is passed to the system call.
The actual call is indexed by numbers contained
in <asm/unistd.h>, one for each system
call(__NR_syscall), which reside in "void
*sys_call_table[]".

Knowing the above we can implement our
own system call as follows:

And we can call it as such:
_asm__("movl $250, %eax
int $0x80");

Or with _syscallO().

Bottom-half Handlers

Bottom-half handlers are part of the interrupt
mechanism of Linux. The purpose behind them is
to speed up system operation. When an interrupt
occurs the main interrupt handler will typically do
a small amount of work, and then return control to
the OS. At a later time the interrupt's bottom-half
will be executed. This is typically the bulk of the
interrupt code. Doing things this way allows the
system to spend a minimal amount of time within
a single interrupt.

It's very possible to register our own bottom-
half handlers, even without providing support for
any actual interrupts. Using functions already
built into the kernel, we can register a function as
a bottom-half, mark it to be run, and thereby have
our code executed as any real bottom-hailf.

But why would we want to do this? Surely by
now you know to trust me when | say there's a

#include <linux/kernel.h>
#include <linux/module.h>
#include <linux/sys.h>
#include <stdio.h>
extern void *sys_call_table[];
asmlinkage static int sys_my_func();
void *old_val;
int
init_module()
old_val = (void *) sys_call_table[250];

sys_call_table[250] = (void *)
sys_my_func;

return 0O;

}

asmlinkage static int
{sys_my_func()

printk("l am a working system call.\n");
return 0;

}

void
?Ieanup_module()

sys_call_table[250] = old_val;
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purpose behind some weird manipulation of the
kernel that | present. In this case, we do it so that
a desired bit of code is executed on a relatively
constant basis, so that we may repeatedly per-
form a small task. For example, you may want to
continuously check /var/adm/utmp and report
when a user logs in/out.

Bottom-halves are checked for execution
upon every return from a system call, as you can
see in arch/i386/kernel/entry.S. Take a look at
kernel/softirq.c as well. V)

i init_bh initializes a function as a handler, mark_bh marks

i it to be executed upon the next scout for bottom-halves,

y disable_bh uninitializes it. Each time a bottom-half is run,

. it is removed from the queue, therefore we call mark_bh after
o each run of the registered function.

#include <linux/kernel.h>
#include <linux/module.h>
#include <linux/sched.h>
#include <linux/interrupt.h>

#tdefine EMPTY_BH 30
static void our_half(void *);

int
init_module()

init_bh(EMPTY_BH, (void *) our_half);
mark_bh(EMPTY_BH);

return O;

}

static void
our_half(void *null)

/* insert code here... */

} mark_bh(EMPTY_BH);  /* mark to run again */

void
cleanup_module()

disable_bh(EMPTY_BH);
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some other ha¢
fixed. And I finish w:  nonsensical
ravings of a teenager with girl problems.

Cybertime Software is the preferred
time-restriction program used by Internet
cafe's and other net clubs that offer access
to T1 networks on suped up computers for
a $5/hour fee. The reason it is so popular is
that the site (www.cybertimesoftware.com)
offers a fully operational download.

The software has two main parts: a
server side to sell hours and monitor cus-
tomer usage, and a client side that will
lock a computer until a customer logs in.
The installation requires that the client
side computer have read/write access to
the installation directory on the server.
That translates to the client computer hav-
ing access to 1) the password hash of cy-
bertime and 2) the ability to run server
programs from the client computer. I
found the hash to be stored in the
c:\ct5\db global information.dbf. (C:\ct5
is default installation.) The hash is kinda
imbedded at the end of the rather small
file. (It contains the admin login name and
password only.) I couldn't find a hash
cruncher that could make heads or tales of
it, so I did what any 2600 reader would
do. I made my own. It took a few hours to
understand how the algorithm was en-
crypting the passwords/accounts but the
fact that it didn't add any random charac-
ters to the hash made it a lot easier. So
here's the coding table for alpha numeric
accounts and passwords. I didn't want to
mess around with all the ascii possibili-
ties. Compare the position of a hash char-
acter in the string so it will correlate to the
character at left. i.e., password ABCDE =
hash 6T2FG, clever; but obviously not
enough.

" How To Hack
VberTlme Software

Encryption Table for Master
Admin Account/Password

6SZ~~~~m~maSZ~~
8TO++++B+BbTO++
SE A A CoENED
,04FFFFVFVWO4FF
[2]GGGGWGWX2]GG
|[4{HHHHxHXxY4{HH
J~1yly)]~1
o{+JJJI(J(*{+JJ
p~_KKKK&K&"~_KK
q+FLLLL%L%$+FLL
r GMMMMEME!_GMM
sFHaaaaNaNnFHaa
tGlIbbbbObOUGIbb
zHJVVVVuVUAHJVV
1IKWWWWcWceDIKWW
SJLXXXXdXdEJLXX
[KMYYYYS5Y56KMYY
JLa))))7)78La))
#Mb****9*9<Mb**
=aVAAAA>A>,aVI\A
-bW$$$$.$./bW$S
eVX!IIvx!
fWYnnnn;n;:WYnn
gX)UUUU@U@oX)UU
hY*AAAAPAPpY*AA
i)*"DDDDQDQQ)*DD
K&E5555r5rS&£55
kA6666S6Ss”66
L%N7777s7sT%N77
I$n8888T8TtSN88
M£09999t9tZ£099
mlU<<<<Z<ZzIU<<
aNu>>>>z>z0Nu>>
BnA,,,,0,01nA,,
bO¢....1.120¢.,
j*SEEEERERr*$EE

COPNOUAWN=N<XXS<C-HOIOUVOZIr X" IETMMOUOT>»

The best way to get CUSTOMER login
names and passwords is to do a search for the
backups (*.CTB) that store the passwords in
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cleartext. Or once the Admin password is over the prompt and you can play whatever's
snatched, use the customer server program to  on it. Another method is to login, click OK
view the passwords. Note that all that was on the Slllych ompt, double click on the game

done to hack Cybertime so far was to down- to be played, then logout, login, and wait at
e progragn, Soail the mastaal, dnd e the Message for the game to load. This will

work on any game that takes a few seconds to
Notepad to look through all the files as the load a CGI intro. If your cafe has the regis-

password was changed. The next part of the tered version of Cybertime, the demo warn-
~ ing will not appear. Most owners can't refuse
yut their own little message in its

tecting trojans and stuff that |
sneaky without telling you (li
to your autoexec.bat
puter). Cybertime's
ing function that wi
240 transactions be
So I set out to find i
found that
in registry:
X Hie

defeat it is to login and
the computer and
_you into the com-
ortcuts are gone.
gin, then (turn the

1 will need a
1 reinstalla-

ad for the
irectory, or do the
said the package know the admin or
sure that every installati
ing table, but still, you c

method to just decode it each ner usage screen logged in as ad-
Date tracking ther, the client side customer monitor

100
9 b d to say this took me
8 B lish, but in truth I
7 a days ago and I've
6 m ition or something
5 M ‘whole time and I'm
4 1 & smart as it may look like.
3 | e v And if I may I would like to say that my girl
g k B is stressing me. Anything I do pisses her off
1 K a ind she never seems happy to see me. I told
0 m @ about my hacking a long time ago and she

didn't like it so I stopped. But not anymore

ce she doesn't seem to want me. I've taken
a few old habits and I shan't stop ripping
1ll midnight! Oh... wait, that was like three
10urs ago.... Another thing. Small update, it
them. b as been four days now, and I made a few fi-

The evaluation copy will alert you that ~ nal changes to this article and would like to
you are using a demo copy every time you lo-  mention that I've shaved my head and eye-
gin. When this happens, stick in a CD that = Brpws in an effort to express my frustration
has an auto-run on it. The auto-run will play with the opposite sex.

A big N will mean negative. e
Well, that about covers the elite hac
The rest are pretty lame, but they are e
tive and if you're thinking about purchasing
the software you should at least know of
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JUN 2B 2008 15:22 FR CBS LAW DEPT 212 975 7292 TO 916314742677 P.B2/82

@CBS

CBS CORPORATION
61 WEST 62 STREET
NEW YORIK, NEW YORK 100196188

(212) 976-4601
FaX: (212) 975-7202

BANFORD L. KRYLE
ASSOCIATE GENERAL COLINSEL
CONTRACTS RIGHTS AND DEVELOPMENT

Re: CBS TRADEMARK
Ladies/Gentlemen: June 27, 2000
A matter of serious concern has come to our attention.

2600 Enterprises is using the world famous CBS trademark in combination with the word
“fuck™ and using this expression as a pointer to nbc.com.

Please be advised that this misuse of the CBS trademark constitutes a very scrious
trademark infringement, various violations of the federal Lanham Act and is irreparably
diluting our valuable and well-known trademark.

Unless you immediately cease and desist form using the CBS trademark in any manner
and confirm in writing such use has ceased by no later than June 28, 2000, we will have no
alternative but to take appropriate action to protect our trademark.

CBS continues to rescrve all of its riphts and remedies.

Very truly yours,

findd | Tl

2600 Enterprises

P.O. Box 99

Middle Island, New York 11953
Attention: Mr. Emmanuel Goldstein

REGISTERED, RETURN RECEIPT REQUESTED
FAX: 516-474-2677

cc:  emmanuel@2600.com

SIK/4196/46

#*k TOTAL PRGE.BBZ2 *kx

NEVER LET IT BE SAID THAT WE DON'T ADMIT WHEN WE'RE WRONG. IN THE SUMMER ISSUE
WE ACTUALLY PRAISED CBS (EVEN THOUGH THEIR PARENT COMPANY VIACOM IS PART OF
THE MPAA LAWSUIT). WE SAID THEY WEREN'T FREAKING OUT OVER WWW.FUCKCBS.COM
LIKE NBC WAS OVER WWW.FUCKNBC.COM. WERE WE EVER WRONG. IT SEEMS THAT THEY
HADN'T HEARD OF THE SITE UNTIL WE SAID THAT! WE FEEL BAD THAT SOMEONE BEAT US

TO FUCKFOX AND FUCKABC SO, IN ORDER TO GET MORE CORPORATE LETTERHEAD WE'RE

REGISTERING WWW.FUCKABCANDFUCKFOXTOO.COM. LET'S SEE IF ONE DOMAIN CAN GEN-

ERATE THREATS FROM TWO DIFFERENT CORPORATIONS.
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Target

onSc&‘m?nrauk e 53rd’ Havgfggzised The guiding rule of Madi
brought a whole new ¢ Dk nue is“C hile eym young.";
modern arsenal. While nt ainstr dlgﬁ‘las this:
ably the most well knowr igat
ns developed during WWIl, a
2 uch more widespread imple-
ment of war came into its own around the same basic
Eme as the war broke out. This weapon is propa- get inside the

ganda wars ended too, right? Unfortunate|y.
no. Today our minds are continually fucked
by corporations using the same old tech-

1 our compﬁfer,' \
| over the phone

lndwidual Peopl
vince the majo
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(Aw wTROpUCTION ToO SPRIVT TON)

by The Prophet

Sprint Integrated On«»Demand Network (ION) isan

integrated voice and data services network, which is
available on a limited basis in the Denver, Kansas City,
and Seattle areas (and coming to other cities soon).
TON includes local and long distance calling, call wait-
ing, caller ID, Vmcemaﬂ ‘and Internet service. As of
this writing, there is only one service package avail-

able; it includes four telephone lines with unlimited lo-
cal calling and a shared 750-minute long distance

paeicage Internet servme with two static TP addresses at
upto 8 megabxts per second (Mbps) downstream and

leps upstream (although this varies depending on the
quality of the local loop), voicemail, an Earthlink ac-
count with dial-up access and five e-mail user ac-
counts, and a 3com Home Connect USB digital _
camera. The price for this service is $159 per month.

Spnnt also plans to offer a service aimed at residential :

subscmbers which will offer 1Mbps downstream and

128Kbps upstream, along with two telephone lines, for
about $80 per month. Installation costs $300,and in-
cludes imtallat:on of Sprint’s Integrated Servlces Hub  th

I o -Othemse the two units are funCthl’lally idenﬁcal

(ISH), all ne@essary telephone wiring, and up to two
new RJ-45 Ethernet jacks. To order Sprmt ION, you

must be in the service area and live ina Smgle-faguly Uiy
N ~ stallers, and runs between the ISH and the Network In«
 terface Device (NID) on the side of your house. A
separate 4-pair cable runs from the RJ-11 jacks onthe
- ISH back to the NID; where each pair is connected to
~ your home’s inside teIephom wiring. I run a crossover.
~ cable from one of the RJ-45 jacks on the ISH tomy

resxde: ce. You ‘must alsé agree toa very roadly writ=
ten service cdntract whmh gives Sprint the nght to | ’

vice: the fntegrated Serv1ces Hub (ISH), a dty )
per lcep that Sprint leases fzom your local phone
company, and Sprint’s own eguxpment TON servie

comes to ycm by way of a channelized A’IM connec-
tion, ranging from 4-8Mbps downstream and SGOKbps- .
1Mbps upstream (depending on distance). Thm'e are i
three channels. One carries Internet data, one carries _
- ber of active telephone calls, and more. Sprint also reg-

voice signaling data, and one carries voice data. The

ATM loop runs over a coppet loop with no dial tone, o

which is leased from your local phone company (In-

cumbent Local Exchange Carrier or ILEC). The ILEC

calls this kind of line “dry pair.” -
Your ISH is on one side of the ATM connecnon,

and a Lucent 24-port DSLAM card is on the other side.
" Control Protocol (SGCP). Both streams are converted

The Lucent “Stinger” series DSLAM is located in
Sprint’s locked co-location cage, which is inside of the

ILEC’s central office (CO). Only authorized Sprint per-

sonnel and contractors can gain access to the co-loca-
tion cage. Sprint maintains all of the eqmpmem -
necessary to provide you with ION service, with the
exception of the dry pair that is leased from your ILEC.

‘bﬁo&d ‘management features. Technicians can view the

If there is a problem with the dry pair, Sprint must con-
tact the ILEC on your behalf you cannot contact the
ILEC directly. '
~ Integrated Services Hub

The Integrated Services Hub (ISH) is a combma—

: uon rauter and muiuplexer whmh you buy from Sprint

- stallmg the ISH is ha1f~pnce My ISHisa la:ge black
box that mounts on the wall. It contains five RJ-11
~ jacks and two RI-45 Jacks One of the RJ-11 jacks is
‘used for the ATM connection, and the remaining four

RJ-11 jacks are used for te}ephbne hnaé. The RJ-11 and
RJ-45 jacks are on cards, similar to line cards in a cen-

. tral ofﬁce On my ISH, there is mom fer seven addi-
~ tional cards, each of which can comam up to four

_ phone lines or two RJ-45 jacks apiece This means that.
~ asingle] ISH of this type can handle up to 32 telephone
 lines. The large black ISH design is likely to be in-

stailed pnmanfy in smal! busmess env:zomnents A

~ The ATM drop connects to your ISH by way of an
RJ-11 cable. The cabhng is done by Sprint ION's in

10/100BaseT Ethemet switch; you can also pluga :
computer directly into the RJ-45 jack. The ISH oper- '

_ ates at 10BaseT or lOOBaseT speeds, in cxther fuli er
‘ :halfwdupiex

Sprint can remotely maintain your ISH and has

number of MAC addresses on your network, the n

ularly npdates the software in the ISH, u'ausparanx tu
the user, -
Voice Routing
~ When you make a telephone call your voice trafﬁc
is carried using Real Time Protocol (RTP), and signal-
ing data is carried alongside it using Sunple Gateway

to ATM-encapsulated IP packets at the ISH, and routed
over the ATM loop thrc;ugh Spnnt s ATM cloud. A sep-
arate ATM cloud covers each Metropolitan Service

~ Area (MSA), for example, the Kansas City or Denver
 areas. At Sprint’s central cfﬁee, these packets are con—_

verted to reguiar channchzed voice traffic plus 857
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data. This is accomplished using proprietary Telcordia

(fmmerly Bellcore) software called Service Manager,

Whlch runs on HP 9000 series computers. Depending
the type. of traffic (long dwtance or local, respec-

tively), itis exﬂler routed to Sprint*s long distance net-

work or to the local ILEC tandem (usually a Nortel
iMSZSO) exoept if a call is to another Sprint ION
number If the call is to another Sprint ION number, it
fcmams entnrely within the Sprint ION network, and is

called an “on-net” call. On-net calls are always free, re-

gardless of distance. This is because Sprint does not in-
cur access chafges in carrying them. This makes ION
the ﬁrst serV:ce where any call ca.n bea Iocal call. Be-
cause voice over IP over. ATM is not efficient, Sprint is

lmgrahng to an end-to-end ATM solunon for voice traf-

fic. When on-demand video (which is presently being
lested internally) is avallable, it will be camed as emi-

?[P tmmelmg scrvtces lee vmce traffic,
ed as IPovarATM All data traf-

: ely used, latency is much less than at‘
Tin, ;_pbmts Whﬂe Spnnt clamas mzm

:thaktf,

oﬁe m.tie away from my central ofﬁce and my loop dpQ

emes at 6.4Mbps downstxeam, and 640Kbps upstream.

Asa practlcal matter, data transfer speeds are often

3501(—4001(33/3 1 receive similar pe,rformancm from i
other well-connected sites suchas
hittp://mssjus.www.conxion.com.

Dashboard

~ Sprint offers a utility called Dasbboard whmh is’
an_SSL page located at https://www.sidm.sprint.com.
Ostensibly, this is branded “Sprint ION Control Cen-
ter,” but Sprint perso

Dashboard. When you log onto Dashboard, you have

access to localized Earthlink content, such as news and

weather. If you need support with your Earthlink ac-
count, you can a!se réceive it through the Dashboard.

el always refer to the product as

You can also leave technical support e-mail messages
to Spnnt ION staff Fmaily, a wdeo phone feature is in-

 cluded.

The most interesting part of Dashboard is Home

. -: Manager Usmg Home Manager, you can control the
. behavior of call forwardmg, anonymous call rejection,
 call waiting, and caller ID blocking from your PC. You

can also changc the ports on the ISH on which your
telephones ring (allowing you to change which phones
ring in what rooms with only a few mouse clicks). Fi-

~ nally, you can create additional accounts that are autho-
. ‘nzed to use Dashboard and control which funcnons
, that those accounts can perform.

 In the future, Sprmt plans to add- addmonal feam

 tures to Dashboard. You will be able to mmeve and
~ play vo;cemazl messages on your PC, order pay -per-
- view movres, ‘and view the number of nunutes remain-
 ingin your plan You will also be able to vww and pay
j your bxll and ﬂpdate bnllmg mformauon

Ticketing Procedures . o
- Customers who are expenencmg dxfﬁculty mth '

. ION service call 1- 877-806—4668  They are then con-
. nected to the To _Soluuons Center (INSC) in Atlanta,
- Gﬁorgia This is the first level of support. The represcn—

tatives there are trained to handle most routine ous-
tomer support issues. They also serve as a filter to other
groups within Sprint ION; customers are never allowed

~ totalk to anyone outside of the INSC. If the trouble is
~ beyond the scope of the INSC’s abilities, they will
~ open a trouble ticket, which is assigned a severity level

_and sent to the approptiate “fix agency.” The fix agcncy
- will vary depending on the type of trouble.

~ In general, problems with data connectivity are re—

ferred to the Internet Service Center (ISC) in Atlanta,

and problems with voice comtectmty are referred to

- the ISMC in Kansas City. If the problems are deter-
~ mined to be with the physical hardware, Broadband
4'.Local Network Operations (BLNO) is contacted. They
~ deal with ILECs and the hardware in the co-location

. cages | inside of CO’s. If other equipment in the Sprmt

network has uﬂdergone a physical failure, the NTAC

. network operations center handles the problem. Be-

- cause of all of the different organizations respons:ble
limited by the speed of the site that you are connecting L
to. From http://www. gamesdomam com, I can average

for fixing problems with the network, it can sometimes

~ take several days to get a problem resolved if mulnple
~ agencies are involved.

~ Telephone Numbers . ,
~ The folicwmg are the telephone numbers used in-

_ tema]ly at Sprint to contact various fix agencies. Cus-
~ tomers should not call these numbers directly; they will
be referred back to the INSC (at 877- 806-4668) '

 ISMC: 913-534-7200
~ BLNO: 877-602-2235 _
Dispatch (Earthlink): 800-366-5943
~ Dashboard PW Reset: 877-746-8466
Voicemail PW Reset: 877-282-6100
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o THE

GEOSPATIAL
_ REVOLUTION

/by Silvio Manuel

This article serves to illustrate the explosion
lin Geographic Information Systems that has
paralleled the growth of the IT world in general.
It is a summary of 1) what a Geographic Infor-
mation System (GIS) is; 2) the main software
vendors involved in the GIS market; and 3) why
it is important to you. This article is not a de-
tailed explanation of GIS programming, nor
does its scope encompass the intricate details
of different GIS platforms. In short, this article’s
purpose is to provide the reader with a basic
understanding of GIS without exploring the
[subject in intricate detail.

Geographic Information Systems finds its
roots in two disciplines, Geography and Statisti-
cal Analyses. The advent of computing, and
imore accurately, powerful microcomputing al-
lowed the development of GIS systems. The
icore to any GIS is the ability to combine tabular
data with an exact spatial location. A ready ex-
lample can be found in census data, where
enormous amounts of detailed information are
located. By implementing this data into a GIS,
the entire database can be queried, not only by
database fields, but also by spatial require-
ments. This is equivalent to looking at a paper
map of the United States which is filled with
thumbtacks. Each thumbtack has a piece of pa-
per attached, detailing the information about
that location. By using a GIS complex, analy-
Ises can be performed on a location.

The uses of a GIS are limited only by the
ability of its owner and the data available. It has
become popular in everything from city plan-
ning to ecological conservation. At the heart of
the system lies a topological model to which
the data is pinned. The data file, which is al-
most always vector-oriented (if it is not vector
@1 some means must be available to emu-

late this), is populated with a database or \
records. The spatial pieces of the data, which
resemble its real world counterpart, are com-
prised of points, lines, and polygons. Since the
file has topology, every line has a “right” and a
“left,” and every polygon has an “in” and an
“out.” This is how each database record is
linked to its spatial coordinates. The most visi-
ble example of this is your local Emergency

911 system.

Most E911 systems across the country are
now based on a GIS. This is the reason all rural
routes were given E911 addresses, so that they
could be more easily located (and this also
makes them more easily assimilated into the
GIS database). When you tell the E911 opera-
tor your address, (and | don't even think it's
necessary to tell them anymore), it is fed
through the GIS. The address is analyzed (it is
either a left or a right address), then the appro-
priate record in the GIS is found using this
code. Once the record is located, GIS utilities
like ESRI's Network Analyst can determine the
quickest route from several different locations,
taking into consideration traffic flow, traffic con-
gestion, and any other variables for which data
is available. This is a simple example, and |
have seen much more complex uses. What
makes this a viable system is its a) cheapness
(most commercial GIS software packages are
relatively cheap), b) its ease of use (although
earlier versions of GIS software could be ex-
tremely complex, this has changed in recent
years), and most importantly, c) the ease with
which it can be customized.

Several GIS packages are available com-
mercially, but the most popular are Mapinfo,
MGE, ArcView, GeoMedia, and Arcinfo. MGE is
based on the Microstation CAD engine, devel-

oped by Bentley Systems and Intergraph. /
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@View and Arcinfo are both distributed by reports, census data, and public records.\

Environmental Systems Research Institute, This information is then sold to groups who use
lcommonly called ESRI. In the past Intergraph’s it in conjunction with a GIS to determine every-
packages dominated the GIS market but the thing from lending qualifications to high crime
last five years have seen ESRI rise to almost areas. To 99.9 percent of the population, this
total dominance. This lead has been due to the  goes on without their awareness or consent. If
company’s devotion to distributing its software you apply for anything from health insurance to
to educational institutions at large discounts, a loan, a company possessing such a database
thus creating a trained workforce in college can reference your info and study where you
graduates, and to its scriptability. ArcView has live, what you eat, what you buy, and with a lit-
its own scripting language, Avenue, that is sim- tle guesswork, why you buy it. To many readers
ple but useful. Thousands of programs for spe-  of 2600 this isn’t a new idea, and to others it
cific tasks are easy to find on the Internet or may seem a “conspiracy theory” or paranoid
from ESRI themselves. If a program is not sci-fi delusion. Yet it is an absolute reality.
available then one can be produced at little or For a detailed description of such practices,
no cost. This means that anyone can purchase check out:
the basic ArcView package and then tailor it to “Protecting Personal Privacy in Using Geo-
their specific needs. graphic Information Systems,” Photogrammet-
So, why is any of this important? And how ric Engineering and Remote Sensing, Vol. 60,
does it affect you? Anyone with even a little No. 9, September ‘94 pp. 1083-1095 ;
imagination can see how a system that can in- “We Know Who You Are and We Know
tegrate and analyze huge databases with spa- Where You Live: The Instrumental Rationality
tial data to create targeted, specific results in of Geodemographic Systems,” Jon Goss, Dept.
the form of maps, graphics, projections, etc. of Geography, Univ. of Hawaii.
can be misused. And it is. The bottom line is that very soon in the fu-
Some companies deal in this information. ture these systems will be an everyday part of
The spatial data is cheap, well, it's actually our lives, with the possibility existing for them to
free. An almost limitless amount of geographic be used or abused. Thus, it is necessary to
data is available from the United States Geo- have at least a basic understanding of them,
logical Survey, Terraserver, and other such how they are used, and how they affect you.
sites. This data is being collected by some This article has skimmed over a great deal, but
companies, who then assimilate the spatial in- hopefully will provide answers to the above
formation with massive databases compiled questions. So keep an eye out, because some-
from grocery stores, mailing lists, credit one really is watching you, and it ain’t that
\ guardian angel you keep talking about! /

88 FREEDOM DOWN'

) = e D W WA WL L

The new feature-length documentary from 2600
Films is making the rounds. Check www.freedom-
downtime.com to see if it'll be playing in your part
of the world. We will post updates on VHS and DVD
availability as we get them.

Fall 2000 Page 17



ANnoOMaly Detection
Systems

by Thuull

In order to talk about detection sys-
tems, we must first explore the intent
behind what detection is all about. The
whole idea is to identify attacks against
your network, primarily to determine
whether or not an attack may have
been successful and to get a handle
on what is currently being done “on the
other side of the fence,” so to speak.

Intrusion Detection systems have
primarily been compartmentalized into
four distinct camps, which in them-
selves are defined by a combination of
two factors. First, a system can be “Ac-
tive” or it can be “Passive.” Second, it
can be “Host Based” or “Network
Based.” So, when combined, you can
have an intrusion detection system
that is “Active/Host Based,”
“Passive/Host Based,” “Active/Network
Based,” or “Passive/Network Based.”
There are obviously other ways that
IDS systems can be categorized, but
this paradigm set forth by Internet Se-
curity Systems pretty much covers all
the bases.

In order to be classified as an “Ac-
tive” IDS, the system must be capable
of real-time (or near real-time) re-
sponse to an identified incoming at-
tack, such as updating firewall rules
based on the attack, or notifying a
command console of the activity imme-
diately after it occurs. “Passive” sys-
tems generally record the activity and
store it for easy reference at a later
date. “Host Based” systems are ex-
actly that; they reside on the individual
hosts that are being targeted. “Network
Based” systems sit somewhere on the
network between the attacker and the
target, and spy on the traffic as it flows
by, looking for attacks. Generally, net-
work based systems reside either in a
demilitarized zone (DMZ), between a
network’s firewall and their upstream
provider, between the network’s fire-
wall and the rest of the internal net-
work, or any combination of these
three.

Now, let’s talk a little bit about
trends. Since the inception of intrusion
detection systems as we know them
today, they have generally been based
around the concept of “attack signa-
tures.” That is, every attack has a sig-
nature that distinguishes itself from
other normal network traffic and from
other attacks. This is done very simi-
larly to the way that most popular virus
scanners are designed. The system
scans all the traffic, and when it sees a
pattern that matches that of a known
attack, it does whatever it was set up
to do (page an admin, update firewall
rules, notify a console, etc.).

An oft unrecognized means of ac-
complishing intrusion detection is
“‘Anomaly Detection.” With an anomaly
detection system, traffic that normally
can be found on the network is ig-
nored, and bits of traffic that are not
normally seen are highlighted and
brought to the network owner’s atten-
tion. This has distinct advantages, as
outlined below.

We all know that there is no such
thing as a “secure” system. Every ma-
chine that is attached to the Internet
today can have its security defeated.
What keeps this from happening in
most cases is that the vulnerabilities
that are on the systems have not yet
been found. But they’re there, you can
bet on it. So, what happens when a
new vulnerability is found? The individ-
ual that found it will likely create some
exploit code for it, to take advantage of
the vulnerability. This code is then
shared with friends, or kept to oneself
for a certain period of time. Eventually,
it will probably end up in the hands of
the security community as a whole,
and a fix for the vulnerability will be
coded. Now, between the time that the
exploit is coded, and the fix is coded,
what good are intrusion detection sys-
tems based on attack signature?
None, whatsoever. Simply because of
the fact that in order to be able to de-
fine a signature that identifies a dis-
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criminate attack, one must know what
that attack “looks like” as it crosses the
wire, or finds itself on its target system.

What | plan to set forth with this arti-
cle is an alternate means of “visualiz-
ing” security on your network, be it four
Linux machines sitting behind a dual
channel ISDN, or the largest banking
network in the world.

Let's make some assumptions:

A. You cannot keep someone who
wants access to your network from ob-
taining access, short of unplugging the
machine.

B. You cannot stop someone from
wanting to gain access to your net-
work.

C. You have limited resources _‘;’ﬂc
e %

to accomplish )
your security Rl
(don'twe all?). . .3 -

With these as- i; 1§ %
sumptions in ' 6 R
mind, what can
you do? Well, you
can throw man-
power and re-
sources at
solving the
problem -
purchase
clustered
firewalls, intru- -‘
sion detection ;-‘
systems, secure all ‘\
of the machines in |
the network, etc.
But, what is
the best that i
you can really hope to accompllsh‘?

The best you can really do is make
it difficult enough for the attacker to get
in so that it takes him more time to do
so than he intended. Second, you can
identify the initial scanning that must
take place in order to determine what
services exist on your network that
may be vulnerable. And, third, you can
take actions, either aggressive or pas-
sive, to ensure that the traffic no longer
continues to be able to access the ma-
chines that may be vulnerable.

How can you do this? How can you
identify all traffic that may be question-
able, even exploits that were coded

Syt reALamanTe

yesterday? Anomaly Detection.

An extremely effective Anomaly De-
tection system can be built on any
Linux platform with simple freeware
tools and a little modification. These
tools consist of ipchains/ipfwadm, port-
sentry, logcheck, gnumeric, and an e-
mail address. Here's how the system
works.

On every system, ipchains/ipfwadm
is set up to log all traffic going to ports
that are not listeners. If it's a web-
server and you use ssh, have ipchains
log every packet that goes to any port
other than 22/tcp or 80/tcp. Modify
portsentry to execute logcheck any-
time that portsentry trips. Use portsen-
try -actp. Modify logcheck to
i 5 e-mail you any unusual
activity that appears in

Lis. the logs to your e-
i mail address. Use
i .§ gnumeric, or any
iz other spreadsheet

i1 that you like, to
i i maintain a
% record of every
7 rogue packet on
1 each machine.
¢! Maintain ip ad-
3} | dress, date and

{1 time of the ac-

g tivity, ports in-

2 volved

¥ 3 (including

| % source port),

@ dns resolution
of the offending
ip address (if

available), and
contact information re: the owners of
those ip addresses.

With this system in place, you will
see every packet that enters your net-
work that does not belong on your net-
work. Every packet. Face it, for an
attacker to be able to compromise your
system, he must know what services
are running, what OS’s you use, etc.
He must do some preliminary checking
to determine what is on your network.
Slow him down, give yourself the abil-
ity to see it happening, and give your-
self some time to respond. The
response, of course, | leave up to you.
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HuNTING

Twe PAPER CARNTVORE

/ by BrotherBen

I am sure most 2600 readers out there
have heard about Carnivore. If not, I ad-
vise all parties interested in privacy and In-
ternet security to do a quick search on
“carnivore FBI” and do a little a reading.
Carnivore (originally called “Omnivore™)
is a system designed to analyze huge
amounts of email traffic and extract any
mail sent to or from individuals for whom
wiretapping warrants have been issued. By
law the device should not be used to indis-
criminately scan all public Internet com-
munications. Naturally that is against the
law and at least on paper neither Carni-
vore, traditional wiretaps, nor the “mythi-
cal” ECHELON can be used against US
citizens without a court order. But more on
that later.

I have been informed by sources close
to the FBI (think Infrastructure) that Carni-
vore is nothing more than a glorified snif-
fer. The media is describing the device as
an email scanner that collects all traffic re-
ceived by targeted ISPs and “selects” mes-
sages sent by individuals for whom the
FBI has received wiretapping warrants.
There are many ways this could be accom-
plished, such as installing a script on the
mail gateway that greps for certain mes-
sages and sends them on to an analysis ma-
chine, but in fact the deadly “Carnivore”
simply sniffs all traffic at strategic bottle-
necks on the ISP to perform its mission.
There are literally a dozen different scenar-
ios I could envision for sniffing an ISP’s
mail gateway, but the end result is the
same: Carnivore sniffs all port 25 traffic,
collects the data, examines the mail head-
ers for target senders and recipients, and fi-
nally archives those messages. An agent
shows up daily at the ISP to collect a
floppy/zip/whatever archive of the mes-
sages (interestingly enough, the PC hous-
ing the Carnivore software (script?) is
reportedly locked in a cage 24-7). Note
that Carnivore could collect traffic from
any port, but almost all of the printed
quotes from FBI officials refer to the de-
(ice as an email scanner. However, the

current state of wiretapping laws in

the USA may allow sniffing of just about
any type of traffic, including web surfing.
In fact, I am sure the FBI would begin col-
lecting html traffic if a target were using
Hotmail or Deja as a mail service.

The media has hyped Carnivore heavily
in recent months due to privacy issues
raised by certain groups (such as the
ACLU and EPIC), but the concept of Car-
nivore is nothing new. In fact, the ACLU is
far too late to play the role of alarmist, as
the FBI has been conducting limited Inter-
net surveillance operations without Carni-
vore for years - and getting similar results.
What has raised media interest lately is the
fact that at least one ISP has been ordered
to allow the FBI to scan their e-mail traffic
on a daily basis. The problem here is that
the FBI presumably collects all TCP/IP
traffic and discards that information not
pertinent to the current mission. In theory
then, the FBI must at least temporarily “lis-
ten in” on all e-mail sent to a given ISP in
order to track one or two suspects. Like-
wise, depending on the configuration of the
scanner, the FBI could be receiving all
TCP/IP traffic routed to that subnet (see
above). We are left to trust that the FBI
will only use the information it needs to
accomplish its mission, and that these
“needs” are modest and lawful in scope.

The point of this article is not to present
a paranoid rant about yet another invasion
of our privacy - we have all experienced
our share of government ignorance, op-
pression, lies, etc. In fact the Carnivore de-
vice itself is quite mundane, assuming it
doesn’t end up in a role similar to ECHE-
LON, in which private communications are
subjected to a logic engine that evaluates
messages for threat conditions. The capa-
bility is there, of course, and once again we
have to trust the establishment to control
itself - something our government was
never designed to do. In the FBI’s defense,
I have been told that there are oversight
committees designed to prevent abuses of
power, but technology issues are very diffi-
cult to oversee because members of 0\9
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/ sight committees are not always tech-
nically proficient enough to understand the
actual threats involved. We see similar
problems occurring with the depositions in
the MPAA/2600 case.

The critical issue with Carnivore is the
level of access initially granted to the FBI
for operations. All traffic could likely be
collected and examined at the whim (or
misconfiguration)
of an agent. Cur-
rent wiretapping
laws are simply
incapable of ad-
equately
dealing
with email,
because the
amount of
traffic and
technology
concerns
differ
greatly
from the
POTS sys-
tems of the
past
decades (in
fact, one could ar-
gue that modern tele-
phone systems have outgrown traditional
wiretapping statutes). Wiretapping laws
have been modified over the past few
years, but in fact a real understanding of
global, switched data communications is
still in development. The recent court order
concerning ISPs and Carnivore proves this
perfectly - we now have tap and trace regu-
lations being applied to a medium in which
“bad” communications are tightly interwo-
ven with “good” ones, and the FBI is left
picking through our lives in search of a
few bad apples. I hope this trend changes
soon but patience alone will not institute
such a change.

Naturally I understand that cryptogra-
phy appears to be a panacea for the Carni-
vores amongst us. Even though I advise all
serious privacy advocates to use cryptogra-
phy whenever necessary, viewing cryptog-
raphy as a final solution is flawed for two
reasons. For one, it is not enough to reac-
tively avoid bad legislation by using “loop-
holes” such as cryptography. We cannot
@ume that our current algorithms are in-

YCARNIVoRe

decipherable, or that cryptography \
will soon become mainstream. We must
act to stop the trends in legislation by
proactively voicing our discontent. Sec-
ondly, if the powers of the FBI are. circum-
vented by our regular application of strong
crypto, we may see another push to in-
crease surveillance powers, such as regis-
tering private keys - probably in the name
of stopping terrorism. The
end result will be the in-
creased control over com-
munication lines by
various agencies. As
stated earlier, the use of
public mail services such as
Hotmail and
chat protocols
like IRC will
certainly prompt
e the FBI to monitor
other types of IP
traffic.

I have
never seen
the govern-
ment back
) down from a
i —.fight just be-

cause they

were out-
smarted (arguably, prohibition may be an
exception to this). If we allow broad pow-
ers of search and seizure to exist, I seri-
ously doubt that overt secrecy will act as
anything more than a speed bump for our
watchmen. The ultra-paranoid will always
have a “solution” to problems such as Car-
nivore. SSH connections to remote systems
running sendmail, dedicated, encrypted
dial-up connections, and other VPN solu-
tions all come to mind. Though using such
methods is advisable, it is comparable to
the tuna out-swimming the shark in the
belly of the whale. The greater issue must
be addressed.

The fact that exporting 128 bit encryp-
tion from the USA is viewed as a felonious
offense should tell us how seriously our
government misunderstands and over-leg-
islates technology. We must normalize and
distribute strong cryptographic systems,
while simultaneously restricting the power
of governmental institutions to control and
prohibit technology. One cannot occur
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VIA FACSIMILE: (631) 474-2677 (2 pgs.)

Debra Padrick, Director

Theatrical Production

Simcs e Viop siosiene WARNER BROS.

Friday, July 07, 2000 Production Clearance &

Permissions Department

A 3500 W, Olive, Suite 200

Permissions Burbank, CA 91522

2600 Hacker Quarterly 818-977.1232

7 Strong's Lane i b A

Setauket, NY 11733
Bus: (631) 751-2600

Re: "Swordfish"
To Whom It May Concern:

Warner Bros. respectfully requests permission to use “2600 The Hacker Quarterly Magazine” as
background setdressing/prop, in, and in connection with, our feature motion picture, currently entitled
"Swordfish” (the "Picture"), starring John Travolta, and in connection with the distribution, exhibition,
advertising and other exploitation of the Picture, by Warner Bros., its assignees and licensees, in all media
whether now known or hereafter devised, in perpetuity throughout the world.

‘You understand and agree that Wamner Bros. owns all rights in and to the Picture, and that we will be the
primary worldwide distributor of the Picture, and that you will make no claims or demands based upon
the above mentioned use, You represent and warrant that you are the owner, or the authorized
representative of the owner, of the rights herein granted, are authorized to execute this letter of consent’
and that no third party permissions are required. You are granting this consent for no compensation, but
you understand that Wamner Bros, may rely on this consent if it elects to include the aboye material in the
Picture. Neither this letter, nor the request for this letter, is intended to diminish Warner Bros.’ right to
use the material if and to the extent it would otherwise be permitted to do so by applicable laws,

Should you favor us with your consent, please indicate so by signing in the space provided below and
faxing back to me at (818) 977-2288. If you have any questions or comments please feel free to call me
at (818) 977-2152. Thank you for your courtesy and consideration in this matter where time is of the
essence,

ACCEPTED AND AGREED: Warner Bros., a division of Time Wamer
Entertainment Company, L.P. _

By:
Name; Its: Authorized Representative,

Title:

HOW'S THIS FOR NERVE? ON
THE SAME LETTERHEAD AS THE
COMPANY SUING US, THEY ASK
FOR PERMISSION TO USE US FOR
THEIR PROFIT. IT'S AMAZING HOW
EVEN WHEN THEY'RE ASKING FOR A
FAVOR THEY SOUND THREATENING!
CAN YOU SAY

WWW.FUCKWARNERBROTHERS.COM?
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The Making of a Pseudo-Felon

U ANSAida

by Brent Ranney

“I’m bored and depressed. I think I’ll
hack extenders for seven days, 24 hours
a day. It’s relatively harmless isn’t it?”

At the age of 19, home from college,
around the time of Thanksgiving 1993, I
used a 386 computer, a special computer
program, and a 2400bps modem to con-
duct hacking activity on midwest based
LDDS Metromedia Communications - to
obtain phone access codes through its
service. In other words, I tried to cheat
the telephone company.

In the middle of the night, I took a
printout of access numbers the computer
program generated and strolled over to a
pay phone. I tested every access code.
They all failed to work despite the com-
puter program logging them as valid
with a carrier signal.

When I returned to school, everything
appeared normal. I was oblivious to the
fact that a federal search warrant had
been obtained to search my dorm room.

My friend and I were unaware of any-
thing amiss when we entered our dorm
building on an early winter evening. An
anonymous student had tipped me off
earlier in the parking lot that the school
was considering me as a suspect for in-
ternal PBX abuse. I was not involved
and knew nothing about it.

Before we entered the elevator to
reach our floor, a student bellowed,
“There’s FBI agents running around on
the 3rd floor!”

“That’s our floor,” I thought. “It must
be drugs or something.” I felt bad for
whoever was getting arrested. Though
feeling uneasy, I garnered some comfort
in thinking it probably had nothing to do
with me.

A pudgy man, his face almost blush-

ing, was standing in front of my door
conspicuously. The guy greeting me out-
side my dorm room happened to be the
area manager of security for the local
telephone company.

“Are you Brent?” he queried.

“Yesss,” I said.

The phone cop turned around to face
the door. He knocked two or three times.
Immediately the door flew open and the
barrels of small hand guns were pointed
at me, wielded by men dressed in what
you might call “land warrior nerd” attire.
They were wearing telemarketer head-
sets and I heard the cracking of walkie-
talkies.

I don’t remember the specifics. All I
know is that I was facing the other way,
my hands against the wall up above my
head. “What is this?” I asked.

They frisked me and my friend. “Do
you have any weapons? Any knives?
Guns?”

“No,” I said, flabbergasted. On cue,
an agent flashed his ID. It wasn’t the FBI
after all. It was the Secret Service.

I was shocked. Everything seemed to
go in slow motion. I didn’t feel like it
was really happening. I was so nervous.

I asked for a lawyer. A couple of
hours later, I found myself in an empty
holding cell, after submitting to finger-
prints, pictures, and idle chit-chat.

I had a friend, whose father was on
duty as a cop the night when I came into
the police station. “He looked like a
stereotypical hacker,” his father later told
him. Apparently the man had seen a lot
of hackers coming through the station
(small as the town was) and he could
spot them immediately.

Before I was left alone in the cell to
lament my sins, another cop stayed be-
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hind and eyeballed me for a long minute.
His look shot the message, “You're go-
ing to get it bad boy, and you are a bad
boy, no matter what you think.”

I signed a waiver for release, relin-
quishing some of my rights. I was re-
leased from police custody and returned
to my dorm, a new man, stripped of all
my electronic possessions. They had
taken every computer-related article I
had, every disk, every issue of 2600. A
year later, after
my conviction,
everything was
returned,
mostly broken. §
I just wish they
hadn’t de- :
stroyed the
computer art-
work [
painstakingly
created.

I withdrew
from the
school. “T hope
you get away
with it,” my po-
litical science
professor told
me as [ bid him
farewell. “I hate
the phone
company,” he
added.

I met with the
Secret Service agent again at a later date.
Whenever I met the agent, the phone cop
was with him - always present, under
some shadowy pretense, like cancer-man
from The X Files. 1 was encouraged, im-
plicitly pressured, to reveal information
on other people who committed crimes. I
told them about real criminals I was
aware of - people who were profiting
from fraud.

In these closed door sessions, I admit-
ted illegally obtaining the access codes
and divulged every detail about the
crime. Prior to my actual arrest, the area
manager of security for the local tele-
phone company contacted my mother
and promised I would not be arrested or
prosecuted, with the understanding that
they just wanted me to stop. He told her I
was responsible for $100,000 in dam-

ages. Unfortunately, she believed his
white lie. He told her that if she didn’t
cooperate by disclosing my whereabouts,
she would be an accessory to the crime.

Regardless of what was promised, I
openly confessed to involvement un-
knowing of the unscrupulous tactics em-
ployed on my mother. A year later, I
plead guilty to “possession of access
codes with intent to defraud.” I was sen-
tenced to three years probation, fined
$500, and ordered to par-
ticipate in a a halfway
house program for two
months. Throughout my
probation, I was tested
for drugs. I had no drug
history. What I did pos-
sess was long hair and a
penchant for black
clothing.

My offense is a
felony for one reason
and one reason only: the
access codes could be
used to call out to any
state. Because of this in-
terstate characteristic it
N is federal and therefore
a felony charge. No
losses were reported by
any of the respective
long distance companies
I had tampered with, al-
though the local
company claimed a loss
of about $17 to $30 in administrative
fees. The judge and prosecution rational-
ized that taxpayers are indirectly victim-
ized because of the cost related to
investigations and prosecution of “ma
jor” cases such as mine.

I don’t envy Kevin Mitnick for the or-
deal he’s endured with the government. I
think of myself as lucky to have never
spent a day in jail. If I had, I don’t think I
would have emerged a survivor. Quite
honestly, I probably wouldn’t be here to-
day.

I don’t think this mark on my record,
this felony, reflects with much accuracy
what kind of person I am, or what kind
of employee I am. Many youths do stu-
pid things which aren’t necessarily inju-
rious to anyone. Before Steve Wozniak
and Steve Jobs co-founded Apple Com-
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puter, they “cheated” the phone company
with a device called a “blue box” while
in college at Berkeley, CA. Didn’t they
turn into quasi-responsible multimillion-
aires?

“They didn’t get caught,” a landlord
said to me, whose rental operation rou-
tinely turned away convicted felons per
police sponsored programs. Is this to be
the scale in which we judge the severity
of a crime? Simply speaking: “Don’t get
caught”?

There’s no distinction today between
a crime of violence and a recreational
hacker. I don’t expect there ever will be.
How do you explain the proverbial Scar-
let Letter to the uninformed public who
thinks hackers like Kevin Mitnick are di-
abolic monsters?

Seven years later, I don’t justify what
I did back in ‘93. But society shouldn’t
exaggerate the impact of it either. The in-
terests of the multi-million dollar corpo-
rations have been protected, rest assured.
Kevin Mitnick was silenced and before
him so were many lesser-known hackers.

The branding is done, it’s over. No
appeals, no expunging. I am a convicted
felon for life.

Are we to be made as examples, to
sway public fear and distrust? Is this the
result of manufactured propaganda to
serve corporate interest? Should the mi-
nor aggravation of a corporation result in
§1 lifetime felony conviction for a college

id?

I’m not hiding anything and I accept
responsibility for something I should
have never done for the sake of curiosity
to make a few free phone calls.

Kevin Mitnick is, dare I say, an astute
genius, but not a criminal mastermind. I
was psychologically evaluated by the
government and labeled off-the-record as
not having “criminal thinking patterns.”
I’ve always considered myself an ethical
person despite Ma Bell groupies who
consider one guy with a few access
codes to be of critical importance to the
subversion of a nation.

Not abiding contemporary law has
disproportionate consequences depend-
ing on whether or not the violation of the
law involves life and limb or involves
property. If you are thinking about tin-
kering with the phone company or other

mega-corporations, think twice. Then
consider beating your wife instead. By
example of length of sentences served,
this act is more acceptable to our society.

But, God forbid, “Don’t get caught”
beating your wife while in possession of
a red box.

Afterthoughts

Since my conviction in the early 90’s,
I’ve ceased participating in any hacking
activity - anything that might be con-
strued as illegal. Frankly, I absolutely
shudder at the thought. I don’t keep my-
self privy to the latest hacking tools. I
flee from gray areas of computer activity.
I am 100 percent dedicated to a philoso-
phy of anti-hacking. Call it fear, call it
cowardice, but I capitulate with tyranny
when it threatens my well-being. Para-
noia is now a part of my everyday life.

I wasn’t always that way. I use to
stand up for myself. But the futility of
raising arms against a million to one
odds 1s not my cup of tea. But there are
others, more courageous than me, who
face these odds every day. You may
know them: Bernie S., Kevin Mitnick,
the staff of 2600, and nameless others in
America and in third world countries.

By writing this article, authoring it
with my real name, I fear I'm jeopardiz-
ing my well-being. Without any prod-
ding of our imagination, we can assume
the Secret Service peruses 2600. And if
the SS thinks I’ve somehow resurfaced
as a threat, they might conceivably pay
me a visit. Like Bernie S., they might
want to check my wiring.

I don’t have a vendetta - I'm just
telling a story and offering an opinion. I
haven’t voiced my disapproval in a
domain name like 2600. But I wonder,
how is writing an opinionated article any
different?

To the credit of law enforcement and
in particular the probation department, I
was treated humanely. I’'m not going to
judge these people. They generally re-
spected me and I respect them. I do think
they’re part of a larger problem - a pre-
occupation with power, an aristocracy
that pulls the government strings to pro-
tect Corporate America. (That’s where
these laws directed at hackers come
from.) Perhaps this threatens our rights
of freedom more than any hacker.
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Flaws In Outsourced

ECommerce

by Dean Swift

I have been asked to write about flaws in
ECommerce systems, in particular, systems for
which I have written my shopping basket soft-
ware. The general trend that I have discovered
is that any web site that has third party credit
card processing may be subject to a particular
class of implementation flaw. I discovered this
accidentally when interfacing my software to
third party credit card processing software.

Few people write interfaces for ECommerce
systems because numerous solutions have been
written already. While it’s productive to re-use
existing software, potential flaws in a system
are left unchecked. A flawed system can be-
come popular because new users may assume
that previous users were satisfied with criteria
such as security.

I had written a shopping basket to the exact
requirements of a clothing web site. One of the
requirements was that the existing workflow
(FTPing web pages) could continue. Another re-
quirement was that the existing search engine
listing could be maintained or improved. An-
other requirement was that any changes would
preserve the level of compatibility. A further re-
quirement was that it should be cheap to host. I
was unable to find prior art which met the re-
quirements, so I proceeded to write the software
to specification.

This was the first version of MTECS (TM) -
the Multiple Tier ECommerce System. The sys-
tem is encapsulated into a number of stages or
tiers. Unlike many layered systems, all of the
tiers described are presented to the end user as
web pages. Each tier can be hosted on a differ-
ent web server or outsourced to a different
party. MTECS Tier 1 is an optional program. It
transparently modifies the web site to propagate
a session key in the absence of cookie function-
ality in the web client.

MTECS Tier 2 is the shopping basket; a
construct to allow more than one type of prod-
uct to be accumulated before purchase. It was
intended that further tiers would be added for
payment, although Tier 2 functions as a stand-
alone program using the “Print ‘N’ Post” (TM)
ordering system.

After architecting and implementing this so-
lution, the customer decided not to deploy the
software, which left me with software surplus to
requirements. [ was determined to use the soft-

Systems

ware and it was re-purposed
for digital books
(http://www.great-books.com/),
hydroponics (http://www.eso-
terichydroponics.com/), seeds
(http://www.pukkaseeds.com/), &
power tools (http:/www.hunter-
tools.com/), my personal web
site (http://www.gandalf.user.xir-
ium.com/), and other web sites.

Each web site required the soft-
ware to be adapted or required utility software.
Fortunately, the requirements were not so de-
manding that other software would have been
suitable. More fortunately, the initial web sites
did not require credit card processing and de-
pended on the standalone “Print ‘N’ Post” (TM)
ordering system, which is more affordable and
low in risk.

This changed after the success of Esoteric
Hydroponics (http://www.esoterichydrponics-
.com/). After adding MTECS Tier 2, without
credit card processing, return on investment for
the entire web site occurred within two months.
(It must be stated that the web site was fairly
active with 44000 hits per month before the
ECommerce software was added. The web site
is fairly large and the URL of the web site is ad-
vertised in ongoing, targeted, print media adver-
tising campaign. Additionally, the web site is
distributed to potential customers as a platform
independent CDROM.)

Esoteric wanted to add credit card process-
ing to obtain more revenue and to keep ahead of
competitors. A successful system would also be
referred to Pukka Seeds (http://www.pukka-
seeds.com/) and Hunter Tools (http://www.-
hunter-tools.com/). We evaluated the cost of
processing credit card transactions and soon
discovered that for small volumes, it would be
cheaper, easier, and more secure to outsource.

Obviously, it was sensible to choose a
company with established procedures and it was
desirable to choose a company with low
charges. There was also the stated requirement
that the company should be based in the same
country. This would reduce risk, simplify pay-
ment and minimize potential problems and as-
sociated cost. The market leader in the UK,
NetBanx, was immediately eliminated, due to
excessive charges and direct experience with
the company.
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We agreed upon WorldPay PLC
(http://www.worldpay.com/), due to perceived
technical competence and low initial costs. I
was required to interface my software to World-
Pay immediately. WorldPay has a 24 hour sign
up process, although delays were encountered.
WorldPay reduces costs by leveraging bank au-
thentication processes and requires that signa-
tures of representatives are confirmed by a
bank. This requires a meeting with your bank
manager and additional paperwork before
WorldPay approval. WorldPay also requires a
Direct Debit to be established before approval,
presumably to ensure continued payment for
service.

WorldPay also performs their own due dili-
gence, at cost to the customer. This means that
an organization failing this process does not get
a full refund. Fortunately, some of the adminis-
tration can be processed while web site devel-
opment occurs. Two weeks later, after much
paperwork and two days of programming and
testing, it was done. Unfortunately, the software
did not accurately reflect the business rules:
haggling.

Esoteric Hydroponics allows discounts (on
large volume purchases only). Of course, this
would have to be provided securely so that it
would not be open to abuse. I began writing a
passworded utility to allow the insertion of a
negative price, although this, quite sensibly, was
not accepted by WorldPay. Then I considered
writing a utility to dump the existing catalogue
as a web page that would allow prices to be
changed. This would sidestep the fixed pricing
restriction of the shopping basket.

MTECS Tier 2 (the shopping basket) al-
ready has a utility to dump catalogues as
HTML. After the catalogue has been uploaded,

a CGI script can return a section or all of the
catalogue as a web page. This can be modified
and inserted into the web site as required. All
‘that was required was an additional format for
{the output.

Unfortunately, this would be a massive se-
urity flaw. If the output was obtained, it
would allow anyone to purchase anything at
any price. With trivial modification, it would
Iso be possible to order nonexistent items or
tems with subtle changes in description. This
. remains a problem because anyone with suffi-
. cient information and expertise may be able to
implement such an attack.

Fortunately, Esoteric is already alert to

' such practice. I had demonstrated how easy it

8 is to change prices with “Print ‘N’ Post”
* | (TM). This facility is little more than a con-
& struct to ensure a legible order is received by

snail mail. If someone accidentally or mali-
ciously modifies the products and prices when
placing an order by mail, it makes little differ-
ence whether the order is written or printed. Ob-
viously, it requires more skill and effort to
maliciously modify a web page, but this shows
that computer output should not be trusted.

This left the matter of third party credit card
processing. It is hard to obtain specific details
from WorldPay. Indeed, I was unaware of some
of the best technical features when WorldPay
was selected. Nevertheless, with a growing
client base, it is only a matter of time before
such an attack would be attempted on a success-
ful web site such as Esoteric Hydroponics. I im-
mediately informed the client of the
implications of the security flaw.

“That can’t be right: we use the same sys-
tem as VictoriaWine.” Well, 35 minutes later, I
was able to purchase wine and pay the amount
of my choice. This is quite worrying because
VictoriaWine (http://www.victoriawine.co.uk/)
is a well known brand in the UK. What is more
worrying is that VictoriaWine doesn’t use
WorldPay, as previously stated. VictoriaWine
uses DataCash (http://www.datacash.com/).

Yes, we had cracked two credit card pro-
cessing systems within an hour. How many or-
ganizations have this problem? How many
other systems have this flaw? I attempted to find
other customers of these systems without much
success. Both companies are discreet about
clients. Attempts to discover hyperlinks to the
flawed CGI failed. (The search engines Al-
taVista (http://www.altavista.com/) and InfoS-
eek (http://infoseek.go.com/) allow searches by
URL and by hyperlink, but do not record hyper-
links to CGI scripts or “secure” web pages.) At-
tempts to 