


FORMAT

The 1995 cover format continued the previous year’s style - for the most part. The price
($4) remained printed on the cover as well as the Canadian price ($5.50) in parentheses
next to it. The page length quietly increased to 56 pages with the page numbering
scheme mostly remaining as it was in previous years (page 54 was numbered for Spring
and Summer but not thereafter). The contents had the following unique titles: Spring:
“READ”; Summer: “GUTS”; Autumn: “WHAT?”; and Winter: “CONSUME”. Little
messages continued to be found on Page 3 masked into the dotted line that separated
the contents from the mailing info. These messages read as follows - Spring: “you have
always been here” (a line from Babylon 5 that seemed somehow apropos); Summer:
“scooby snacks” (the name of a popular song from Fun Lovin’ Criminals); Autumn: “we
will survive” (a line from a Grateful Dead hit on the occasion of Jerry Garcia’s death
and applicable to the turbulent state of the hacker world); and Winter: “beyond hope”
(a hint at a sequel to last year’s HOPE conference, albeit one that wouldn’t take place
for another year and a half). In the middle of each issue, our first two letters pages now
took the form of one giant double page with an envelope icon spanning the whole thing.
Letters titles continued to be unique - Spring: “The Better Letters”; Summer: “Letters
are the cornerstone of any civilized society.”; Autumn: “Language is a Virus from Outer
Space”; and Winter: “Thoughts of the Reader”.

COVERS

The first three covers of the year were drawn by Holly Kaufman Spruch and the last one
wasn’t drawn at all, but was a photograph credited to Phriend1, Shawn West, and Walter
(in order, the photo contributor, our webmaster, and our dog). The mini-covers in the
upper right continued to appear on each cover until Winter.

Spring 1995 had a lot going on. Kevin Mitnick had just been captured in North Carolina
and that was expressed pictorially. A car is seen pulled over with Kevin’s initials (KDM)
on the license plate. The slogan on a North Carolina license plate was “First in Flight,”
a reference to the Wright Brothers’ successful flight at Kitty Hawk. This plate, however,
reads “First to Fall,” a warning to the rest of the hacker community that this was only
the beginning. The car also has a yellow HOPE bumper sticker like the ones given to
all of our subscribers the previous year, as well as a PANTHERS sticker (the Carolina
Panthers would begin their first season in the NFL later in the year). Lined up along the
street are several buildings. The first, attached to a gas station, reads EXON, but it’s
not related to oil giant EXXON. It’s a reference to Senator Jim Exon, who spearheaded
the Communications Decency Act, an attempt to enforce decency on the Internet which
would become law in 1996 before being struck down by the Supreme Court in 1997.
C.O.S. refers to the Church of Scientology and their continuing attempts to shut down
Usenet discussion that was critical of them. Netcom played heavily into the capture of
Kevin Mitnick, even though information we had already published showed that their
system wasn’t exactly secure against anybody. The building with “23” on it is a reference



to the 23-count indictment that had been handed down against Kevin. The mini-cover
contained the source code for one of the files found in a directory of Kevin’s, further proof
of how so many people had access to this kind of thing.

The domestic terrorist attack in Oklahoma City dominated the Summer cover, with a big
“OK” displayed on a television set. Obviously, things were not OK anywhere. The TV set
has a big padlock on it, making it impossible to tune to another channel. In fact, the only
channel is “Channel 1.” A prop plane is seen on the ground with the word “Freehdom” on
the side, a reference to FBI Director Louis Freeh and his antiquated, anti-freedom stance
on encryption in light of the Oklahoma City bombing, which had no connection at all to
encryption. Finally, the remnants of a destroyed building are fenced off with a sign on
the fence reading: “Coming Soon! New Federal Prison.” The Clinton administration’s
response to this attack, along with many other actions in recent months, led us to believe
that the future held lots of oppression and prison building. We weren’t far off the mark.
The mini-cover was much more lighthearted, with a simple @ sign. This was nothing
more than a greeting to New York City’s first Internet cafe that had just opened: The
@Cafe.

Autumn 1995 took the form of a web browser pointed at the address http://www.oblivion.
net, an apparent reference to the pivotal independent film Living in Oblivion that had
recently come out. (Web browsers, as well, had only recently come out with Netscape
Navigator and Internet Explorer being new on the scene.) Buttons read “Back”, “Forward”,
“Home”, “Reload”, “Point”, “Focus”, “Zoom”, “Shoot”, and “Stop”, mixing web and
camera terminology terms. An eye icon in the corner seemed to indicate concern over
being spied upon via the World Wide Web. Additional buttons on the second column read
“What’s New?”, “What’s Cool?”, “What Sucks?”, “What Sucks 2”, “Escape”, and “Hack
Here”. Apparently we weren’t thrilled with the content of the web so far and saw the need
for some active change. There are several images within the web page being viewed. We
see apes sitting in a theater watching a movie with three separate images. The first image
appears to be that of a movie being made, another Living in Oblivion reference. Next, we
have what appears to be the monolith from 2001: A Space Odyssey, which ties in nicely
with the apes who are watching. However, viewed under a black light, the face of Jerry
Garcia of The Grateful Dead can be seen within the black rectangle. (Garcia had recently
passed away.)




The third image shows a bulldozer about to knock over a radio transmitter. The visible
radio waves indicate that the tower is still broadcasting. This is a reference to troubles
at the Pacifica Radio Network, which WBAI was a member of. The name “Scott” is on
the side of the bulldozer, a reference to Pat Scott, the executive director of Pacifica, who
had recently cut staff and programming at Pacifica station KPFA in Berkeley, California.
The F.R. in the background stood for Free Radio. There was a pirate station known as
Free Radio Berkeley that had popped up recently which embodied the spirit that seemed
to have been forgotten at Pacifica. One of the apes watching the screen has a club with
ISDN written on it. Throughout 1995, we were battling to get ISDN installed through
NYNEX and probably would have had more luck had we hired an ape to do it. The mini-
cover is an excerpt from a voicemail manual with a whole lot of commands that seem to
mirror some of the buttons on the cover’s web browser.

For the second year in a row, the Winter cover was a major change from the others. This
time it would also be a harbinger of things to come as hand artwork was dispensed with
and replaced with original photography for the very first time. It would be a while before
we’d see another hand drawn cover. There would also be no more mini-covers from
this point on. The cover photo came to us through a series of accidents - quite literally.
Someone photographed the aftermath of a van crashing into three NYNEX payphones
in New York City. But we couldn’t just print that. The official 2600 dog, Walter, had
gotten hit by a car in October, so we added him into the photo even though he’d never
even been to New York City. And the van which crashed into the phones wasn’t a phone
company van and certainly wasn’t ours. That was another change - the original van was
blue. And so, our first Photoshopped cover was born. (Walter, while never regaining
full mobility, was nursed back to health and would live another three and a half years.
Medical bills were paid with the help of 2600 supporters who got a Walter t-shirt in
exchange.)

INSIDE

The staff section now had credits for Editor-In-Chief, Layout, Cover Design, Office
Manager, Writers, Network Operations, Voice Mail, Technical Expertise, and Shout
Outs. It remained on Page 2 and shared space with the postal Statement of Ownership
in Winter.

For the first time, there was a unique quote for each issue:

Spring: “There are an estimated 35,000 hackers in the U.S. and their community is
growing by an estimated 10 percent annually. They are not isolated individuals, slaving
away in a vacuum, hackers have established formal operations within every metropolitan
city in North America. Hackers communicate via compromised Internet gateways, long-
distance calls stolen from corporate victims and through about 1,300 underground
bulletin boards across the U.S. This infrastructure collects and disburses a constant flow



of stolen calling-card information, corporate voice-mail-access data, compromised PBX
DISA-port numbers, hackable modems, cloned cellular telephones, and stolen cellular-
phone IDs.... The threat to U.S. businesses also has recently taken a new direction, due
to hackers’ growing numbers and maturity. Security investigations have confirmed that
known hackers are employed within Fortune 500 firms, which know nothing about the
individuals’ prior activities. The risk to U.S. businesses is clear. What will happen when
one of these hacker’s employment is terminated? Will the individual destroy or damage
the company s voice/data networks, release vital information about these networks to
other hackers, or plant the seeds of future destruction in company systems? Time will
tell.” - unbridled paranoia from The Organized Hackerhood, part of McDonnell Douglas’
internal security newsletter leaked to us by an inside hacker.

Summer: “In a dramatic confirmation of how vulnerable Defense Department computers
connected to the Internet actually are, the Defense Information Systems Agency revealed
that it has conducted mock attacks on more than 8,000 DOD computers over the last two
years. The DISA team successfully broke into more than 88 percent of the computers. Less
than 5 percent even realized they had been attacked.” - Federal Computer Week, February
6, 1995.

Autumn: “The threat that contemporary electronic intruders pose to the PSN [Public
Switched Network] is rapidly changing and is significant. As a result of their increasing
knowledge and sophistication, electronic intruders may have a significant impact upon
national security and emergency preparedness (NS/EP) telecommunications because
more than 90 percent of U.S. Government telecommunications services are provided
by commercial carriers. ...technological changes and market forces in the domestic
telecommunications industry are fueling a trend toward increasing automation and
downsizing of staff. Consequently, there are now greater numbers of current and former
telecommunications employees who may be disgruntled than at any time in recent years.
These individuals should be viewed as a potential threat to NS/EP telecommunications.”
- The Electronic Intrusion Threat to National Security and Emergency Preparedness
Telecommunications, published by National Communications System of Arlington, VA
and leaked to us by a disgruntled employee.

Winter: “All speech is not protected by the First Amendment.” - Senator Arlen Specter
(R-Pa.)

Mailing info continued to be printed on Page 3 as required by the post office. Starting
in Summer, we began listing 2600.com email addresses next to appropriate categories
(subscriptions, letters, articles) and dispensed with our generic Internet address that had
been located at The Well (2600@well.sf.ca.us).

1995 really began with a bang as fugitive hacker Kevin Mitnick was captured in Raleigh,
North Carolina on February 15th. At the time, we were the only media outlet questioning
the facts as they had been presented. We focused on the inaccuracies in the story.
We pointed out that one of the biggest pieces of evidence against Kevin (a file in his
possession that had thousands of credit card numbers from Internet provider Netcom) was



something that had been in the possession of many people. In fact, we had even reported
on it the previous year! We also were the first to criticize the involvement of New York
Times reporter John Markoff in Kevin’s capture. “One week before his capture, Mitnick
contacted us to express concern over information he had received indicating that Markoff
was actively aiding law enforcement to help track him down. It seemed bizarre at the
time but as events unfolded, it appeared that this is exactly what was going on.” And at
the same time, we started to ask some questions about just what was actually on some of
those systems that Kevin had been accused of accessing: “...who could keep quiet about
a password sniffer designed for the NSA that could run on virtually any machine? So far,
the press has.”

Kevin’s trial was set for July 10th in North Carolina. He pleaded guilty to one charge
out of 23 which translated to eight months in prison. (We had no idea of how much
more was to come.) By the end of the year, we had printed a technical explanation of
the methods used to infiltrate security expert Tsutomu Shimomura’s system, allegedly by
Kevin Mitnick. From the beginning, we wanted the actual facts to be revealed, something
the rest of the media seemed content to overlook in place of standard anti-hacker hysteria.

Almost immediately after the Kevin Mitnick arrest, 2600 writer and HOPE conference
coordinator Bernie S. also found himself being targeted by the authorities. While Kevin’s
story dominated the Spring issue, Bernie’s was featured in the opening pages of the
Summer edition. “It’s almost a given that the first few pages of 2600 will be devoted to
the latest travesty of justice.” We certainly had no shortage of material this year.

Bernie’s story was Kafkaesque in its absurdity. Local police had spotted him selling
crystals for a Radio Shack tone dialer to someone in a parking lot and had at first thought
it was some kind of drug deal. When they eventually figured out that these crystals could
be used to make free phone calls if used in a particular way, they came after him like
he was Al Capone. The local Haverford Police teamed up with the United States Secret
Service and threw everything they could at Bernie. And they had a lot to throw. But what
was particularly bizarre here was that nothing he possessed and nothing he was doing
constituted a crime - except if twisted and distorted to give the impression of some kind of
conspiracy. “Imagine a world where reading, experimentation, and software are the only
ingredients needed to put a person in prison indefinitely.” We didn’t have to imagine for
very long; this was precisely what was going on right in front of our eyes.

Those who questioned these tactics soon found themselves targeted as well. One local
college student was threatened with a lawsuit by the Haverford Police for criticizing them.
While laughable, that kind of a threat to an individual coming from law enforcement can
be extremely intimidating. And it was.

In a demonstration of just how corrupt and in league these agencies were, the Haverford
Police dropped all charges against Bernie at the same instant that the Secret Service had
him charged federally. We all learned how easy it was for them to lock someone up with
virtually no evidence. “It is becoming clear that this is an agency out of control which
threatens to hurt not only hackers but anyone who values free speech in this country.” It



seemed that Bernie had angered the agency by sharing pictures of Secret Service agents
visiting the office of a friend with fellow hackers at the Philadelphia 2600 meeting and
attending members of the media. Again, nothing illegal had been done. He just pissed off
the wrong people.

Later in the year, Bernie S. was forced to plead guilty to “possession of technology which
could be used in a fraudulent manner” in order to be released soon. The alternative was
to face years in prison if convicted by a jury, something which seemed certain given the
powers the Secret Service possessed.

We had very strong criticism against various civil liberties groups that remained silent
while all of this was going on. At the time, defending hackers seemed to be quite low on
their priority list.

And we were quite vocal in our criticism of the agencies responsible. “It is becoming clear
that if we are to survive as a democratic society, we must make it a priority to eliminate the
Secret Service as a watchdog over American citizens.”

Our brand new 2600.com server had gone into service and email addresses were set up
for both Kevin and Bernie. Readers could send them email, and we would print it out and
mail it to them in prison.

Our site hit the ground running with all kinds of new email addresses announced for
everything from articles to meetings. For the first time, our meeting guidelines were
announced in our pages so that everyone knew where we stood and what it was that linked
us all together. A sample flyer for the Boston 2600 meeting was printed, capturing the spirit
of what the meetings were all about. A reader shared their experiences of the reactions they
got while wearing one of our shirts. And the payphones at the New York 2600 meeting
stop taking incoming calls, cutting us off from calls that other meetings used to make to us.

We continued to offer free subscriptions to readers in Eastern Europe as changes in that
part of the world proved historical and inspirational. We learned that the Internet link
between Hungary and the outside world was a single 64Kbps line.

The Church of Scientology tried unsuccessfully to shut down critical discussion of its
operations on Usenet newsgroups. They were successful, however, in permanently
shutting down a famous anonymous remailer in Finland (anon.penet.fi) and getting the
email address of someone who posted something they considered to be proprietary. It was
a chilling moment for hackers everywhere.

It was the year that the Oklahoma City bombing took place and, somehow, hackers felt the
backlash from the authorities, even though there was no high tech or encryption of any sort
used in the terrorist operation. The authorities used the “what if” argument to win support
for more controls. Both government and mass media called for restrictions on encryption
and the net, despite the fact that those involved used neither. Those in the hacker world
saw the threat: “...curtailing speech and liberty never advances the cause of freedom and
once begun is very difficult to reverse.” Meanwhile, encryption was effectively outlawed



in Russia, surprisingly (or not) with the influence of our own FBI.

1995 wasn’t without its lighter moments, though. We published an intercepted memo
advising system admins to take the White Sands Missile Range off the Internet during
the weekend of 1994’s HOPE conference. We found humorous excerpts from a NYNEX
security publication outlining all kinds of misdeeds by employees. We had fun with AOL’s
internal rules on the use of certain words. (“If you would not hear it on Saturday morning
network cartoons, don’t use it here on AOL.”) And we held a contest to find the oldest
computer on the Internet. Our spirit was anything but squashed.

Technologically, all sorts of changes were in the air. There were rumors of a merger
between NYNEX and Bell Atlantic. A new media called DVDs would be around in less
than a year, storing many times what a CD could hold. Readers reported their first use of
digital cellular modems. Nationwide Caller ID would be in place by the end of the year.
Cable companies were beginning to offer dial tones.

We published articles on pager hacking, packet sniffing, military hacking, chipcards
(old in Europe, new for us), hacking Disney, the legality and safety of war dialing, and
COCOTs, along with the usual healthy dose of NYNEX horror stories. We designed a new
2600 t-shirt with the code of the Michelangelo virus on the front. We paid tribute to Jerry
Garcia after his untimely passing. We uncovered a mystery mode on Citibank ATMs which
provoked a good amount of discussion. And we continued to monitor problems at certain
Barnes and Noble outlets, where readers reported vanishing copies of our magazine.

“The summer of 1995 will be remembered as the year Hollywood discovered the Internet.”
Whether or not it was, it certainly seemed to be the case then as both The Net and Hackers
were released within weeks of each other. In addition to hackers being in the news, hackers
were in the theaters and it seemed the spotlight of attention was never far off.

As always, we spent a good amount of time warning readers about corporate abuses. We
advised strongly against giving one’s name and address to Radio Shack, particularly after
privacy abuses were uncovered. Readers also reported on a disturbing practice by some
chain stores that insisted on searching customers’ bags upon leaving. We discovered yet
another dimwitted NYNEX service that allowed anyone to find out how much money
was owed on a particular phone number - and how overdue it was. After we played the
amounts of phone bills for various corporate media giants over the airwaves of WBALI, the
service was quickly discontinued. “Apparently, invading corporate privacy is the quickest
way to get large corporations to notice privacy issues.”

We also got into a big fight with an Internet service provider named PSI. We signed up
for ISDN service with them on the condition that they support “data over voice,” which
allowed us to send data over the voice path at 56k, rather than the 64k of the data path.
If we did the latter, NYNEX would charge us a penny a minute, which would have made
it financially impossible to operate our new server around the clock. PSI revealed that
they actually didn’t support this service after we signed up with them, putting us in an
impossible situation. Rather than cave in, we went public and even recorded a phone call
of their representatives agreeing to offer the service they were now telling us they didn’t.



We stuck the recording up on our website and waited for the reaction, which wouldn’t
come until 1996.

Throughout it all, we always looked forward to the promise of the future. We knew the
authorities acted against us because they were afraid. They feared what the net could
become and so we faced “the beginning of a long war involving individuals, big business,
and governments.” Above all else, they didn’t want to lose control. But it was already too
late. “For the first time in the history of humanity, sheer, uncontrolled communication
and exchange of information without regard to national borders or class distinction is a
distinct possibility in the very near future. What we’ve seen so far is only a taste.”

Still, we advised against blind allegiance to anything, including new technology. “Just
because technology makes something a hundred times easier to accomplish is no reason
to not look upon it with a healthy dose of skepticism.” Being perpetual skeptics helped
to keep us sane.
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¥1/bin/sh
port=3111
while true: do

netstat -na | grep Sport >/tmp/$Sp

grep ESTABLISHED </tmp/$$p >/tmp/SSE

recipfound=$?

if | $recipfound -eq 0 | ®

then A

where="awk ' (print substr($2,1,length($2)-5))"
</tmp/SSE
finger @Swhere >/tmp/$sw

cat /tmp/$$p /tmp/SSw | /usr/ucb/Mail -s Sport-Swhere
pager@selden.com

date; cat /tmp/SSp

sleep 15

else

sleep 10

i1

done
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away in a vacuum; hackers have established formal operations within every
metropolitan city in North America. Hackers communicate via compromised
Internet gateways, long-distance calls stolen from corporate victims and through
about 1,300 underground bulletin boards across the U.S. This infrastructure
collects and disburses a constant flow of stolen calling-card information, corporate
voice-mail-access data, compromised PBX DISA-port numbers, hackable modems,
cloned cellular telephones, and stolen cellular-phone IDs.... The threat to U.S.
businesses also has recently taken a new direction, due to hackers’ growing numbers
and maturity. Security investigations have confirmed that known hackers are
employed within Fortune 500 firms, which know nothing about the individuals’
prior activities. The risk to U.S. businesses is clear: What will happen when one of
these hacker’s employment is terminated? Will the individual destroy or damage the
company’s voice/data networks, release vital information about these networks to
other hackers, or plant the seeds of future destruction in company systems? Time
will tell.” - unbridled paranoia from The Organized Hackerhood, part of McDonnell
Douglas’ internal security newsletter leaked to us by an inside hacker.
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The World vs.

Kevin Mitnick

By this time, you would have to have
been living in isolation not to have heard
about the Kevin Mitnick story. Front page
headlines and TV newscasts around the
world announced the fugitive hacker’s cap-
ture on February 15 in Raleigh, North
Carolina.

If you read the opening paragraph of the
New York Times on February 16, you would
see Mitnick described as a ‘“‘computer
expert accused of a long crime spree that
includes the theft of thousands of data files
and at least 20,000 credit card numbers
from computer systems around the nation.”
That portrayal is rather damning, to say the
least. But let’s look a little closer.

To the average person, the “theft of
thousands of data files” would imply that
somebody fook away specific and valuable
items as part of an elaborate plot. In reality,
copying thousands of computer files is
easy, quick, and, in most cases, relatively
harmless. When put into this context, even
if the files were of a sensitive nature, we
can see how it’s not necessarily part of an
evil plot if someone comes along and
copies them.

With regards to the credit card numbers,
this is far more misleading. For one thing,
only one computer system (Netcom) had its
credit card numbers accessed, not “comput-
er systems around the nation”. And this
compromise was not even news - the
Autumn 1994 issue of 2600 reported it
nearly half a year ago. Apparently, Netcom
did nothing to secure the credit card num-
bers of its subscribers and, despite multiple
warnings and basic common sense, kept
this sensitive information online. And, as an
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ironic twist, Netcom claimed responsibility
for helping to catch this most dangerous
criminal in a letter to its subscribers entitled
“Netcom Helps Protect The Internet”.

Nearly every story ever written about
Kevin Mitnick can be traced to one source:
New York Times reporter John Markoff.
Markoff was also the co-author of 1991%
Cyberpunk, a book that focused on Kevin
Mitnick (among others) and which was
described by Mitnick (2600, Summer
1991) as having “many, many false state-
ments, misrepresentations, and inaccurate
stories”. Mitnick believed Markoff and his
wife (co-author Katie Hafner) were miffed
at him for not helping with the book. And,
as the years went by, it became clear that
Markoff was still fixated on the Mitnick
saga. In the summer of 1994 he penned a
front page article in the New York Times,
complete with Mitnick’s picture, which
announced to the world that he was a fugi-
tive. The only substantive “crime” Mitnick
was accused of was probation violation yet
the Times saw fit to make this a front page
story.

One week before his capture, Mitnick
contacted us to express concern over infor-
mation he had received indicating that
Markoff was activefy aiding law enforce-
ment to help track him down. It seemed
bizarre at the time but as events unfolded, it
appeared that this is exactly what was going
on. Markoff had been working with a friend
of his (Tsutomu Shimomura) whose com-
puter site had been compromised on
December 25, resulting in another puzzling
front page story that just didn’t seem news-
worthy enough to be on the front page.

(continued on page 46)
Spring 1995
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=W = = 1 dono well 50942 Jan 7,.23:23 btraq.tar.gz
—rw=r——r—= 1 dono well 2251792 Jan 6 08:57 foo.gz

— W= 1 dono well 0 Jan 6 08:46 out.gz
drw=—r—--r—--— 2 dono well 512 Dec 31 12:21 News

ok s e o 1 dono well 4076 Dec 31 00:21 cloak.c
-Irw-r--r-- 1 dono well 560 Dec 31 00:20 inn.resu

=W e 1 dono well 24576 Dec 31 00:20 inn

W e 1 dono well 1156 Dec 31 00:20 fooshtool
W= == 1 dono well 82 Dec 31 00:20 bug.sh

. o it ) 1 dono well 187350 Dec 31 00:17 eye.tar.dz
—rW=X=—X—-— 1 dono well 16384 Dec 30 23:52 cloak

=W = 1 dono well 341563 Dec 30 23:00 nfs.tar.gz

e At S 1l dono well 1495040 Dec 30 17:18 mail.tar
—rw-Yr—--—r-—-— 1 dono well 178336 Dec 29 23:34 master.passwd
—EW-r ==Y —— 1 dono well 2914 Dec 29 23:23 athole.txt
—rW-Y——Yr-—-— 1 dono well 24576 Dec 28 10:33 log2
—EW-X-—r-—— 1 dono well 1781771 Dec 27 19:46 aa

e T e 1 dono well 24576 Dec 21 16:19 (nfsd)
—rW-r--r—-— 1 dono well 24576 Dec 20 19:47 (biod)

—EW-X === 1 dono well 143189 Dec 17 02:07 netshit

WY === 1 dono well 16384 Dec 15 23:29 sum
—rw-Yr=—-r-—-= 1 dono well 16384 Dec 15 23:02 zap

e otk o 1 dono well 16384 Dec 15 23:02 time
—rw-r—-r-—-— 1 dono well 491520 Dec 15 22:52 kermit

WX ——T—— 1 dono well 1506579 Dec 15 09:30 pw-backup.23.tar.2Z
—rw-r—--r-—-— 1 dono well 24576 Dec 11 20:48 logl

WX T =~ 1 dono well 4621 Dec 11 20:45 passwdrace
—EW=Y = 1 dono well 13228 Dec 10 00:26 ns.c

A e S 1 dono well 637827 Dec 7 00:50 4004
—rW-r——X—— 1 dono well 257615 Dec 6 06:38 ocldnw.tar.Z
—rWoE=—X=— 1 dono well 184864 Dec 6 06:38 oldctek.tar.Z
SEWE G A 1 dono well 8142621 Dec 5 04:26 nw.tar.Z
=EW=E— =T 1 dono well 6813202 Dec 5.03:48 o.kbaxr 2z
—rwW-Yr-——-X-—-— 1 dono well 11185 Dec 3 02:04 vsr.gz.crypt
W= R 1 dono well 10402 Dec 3 02:04 tcpd.tar.gz.crypt
—ErW—Y=—Y—— 1 dono well 10247 Dec 3 oz=03 1 fiicL.gz. cEypt
b e i ] 1 dono well 440996 Dec 3 02:02 marty.tar.gz.crypt
=W Rt 1 dono well 1024 Nov 30 22:38 aliases.pag
W T e 1 dono well 1336 Nov 30 11:15 foosh
~rW-I—=X—== 1 dono well 90112 Nov 29 23:23 in.telnetd

b e oG s 1 dono well 16384 Nov 29 22:32 sss

=T W= mei—— 1 dono well 1755 Nov 29 22:13 =zap.c

S WS T e 1 dono well 60586 Nov 29 21:37 z

WS A 1 dono well 61, "Nov! 26 L9: 05" &.c
—rWXIXWXXWX 1 dono well 10112 Nov 26 13:25 zap2
—rW—Yr——X-—— 1 dono well 3390 Nov 26 13:25 =zap2.c

=W = 1 dono well 26444 Nov 24 20:48 portd.c
—rw-r—--r—-— 1 dono well 50599 Nov 23 21:53 key2.zip
TEW-=TE A 1 dono well 607687 Nov 23 01:41 mbox.Z

SEW T 1 dono well 48786 Nov 23 01:33 zipcrypt.zip
—rw-r—-—-Xr—-— 1 dono well 136912 Nov 23 01:33 zipcrack.zip
—TW-E == 1 dono well 297223 Nov 22 01:55 zipstuff.tarx.Z
5 St 1 done well 5947301 Nov 22 01:53 kocher.tar.Z
—rw-r——r—-— 1 dono well 13213 Oct 27 11:42 s8s8.cC

=EWH e 1 dono well 150 Oct 27 11:37 unxor.c
-rw-r——-xr--— 1 dono well 4910 Oct 27 11:37 sniffer.c.gz
—rw-r-—-r-—-- 1 dono well 12646 Oct 25 13:44 sunsniffer.c
SEWS X s e 1 dono well 205725 Oct 24 20:16 1022csn.tar.z
“rw-or-—-r-- 1 dono well 139047 Oct 23 18:33 tcpd.tar.zZ
—ErW-EX—~——T—— 1 dono well 2139 Oct 23 17:45 passwd

W~ —~=E—= 1 dono well 1216403 Oct 23..17:321i1le

~EW—E—=—E - 1 dono wall 540 Jun 12 1992 mbox

If Kevin Mitnick was the mastermind behind it all, how come we were able to get ahold of one of his directories so easily
after he was arrested and the directory deleted? These are the files he was accused of stashing on The Well, including
0108.gz, the Netcom credit card database. From the looks of it, lots of people were able to get access to this.
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THE &

This is an adapted, translated, and
updated version of an article that appeared
earlier in Hack-Tic, the Dutch hacker mag-
azine, issue 24-25.

In Holland the phone company is
called PTT-Telecom, and they are mighty
proud of their new card-phones. And they
should be: they take the old style optical
cards, the newer chipcards as well as mag-
netic cards of all sorts. The phones are
built by a firm called Landis and Gyr and
they look nice too.

This article deals with the prepaid chip-
cards as they are being used in a number of
countries world-wide. To make these cards
cheap they had to make them dumb. Very,
very, very dumb. In fact there is not much
more on these cards than a little EPROM or
EEPROM and a counter. There are two
types of prepaid chipcards for telephones,
and one type is actually a little bit more
intelligent than the other. Here is what the
cards do.

Cards of Type 1
This is the oldest type of card. It comes

in two varieties. One is being used in
France and Monaco, the other in Sweden,

Type 1 Cards, ISO position

5 1 Yecc BY

2 R/IW
( 6 3 Clock
4 Reset

> 5 Gnd
( 6 Ypp 21Y

7 Data
& & Fuse

~

0% \_| l_/

B > (& N -
=N I

LD C4
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Spain, Norway, Andorra, Ireland, Portugal,
The Czech Republic, Gabon, and Finland.
The phone talks to the cards using a syn-
chronous protocol and they are built using
NMOS technology. They contain a 256 bit
EPROM of which 96 bits are write protect-
ed using a hardware fuse. The chip uses 85
mW when it’s being read, needs 21 Volts to
program and has a 500 ns access time.

Chip Position

The chip could be in two different
places on the card. The first position is
called AFNOR, and it’s the old position the
French used to use . The new position is an
ISO (International Standards Organisation)
norm, and therefore we’ll call it the ISO-
position. If you decide to build your own
reader-writer you’ll probably only need to
worry about the ISO position: even the
French have switched to the ISO-position,
so AFNOR cards are becoming rare. To
read the drawings: the cards are being held
with the chip in the upper left corner, con-
tacts facing up.

What They Do

The next drawing is a timing diagram,

Type 1 Cards, AFNOR position

& 4 1 Veec BY
2 RIW
7 ] 3 3 Clock
[ | 4 Reset
5 Gnd
6 L2 |ewpay
7 Data
5 1 & Fuse
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vep

Reset
: Clock
' = t2:
e
: ; : . RW
X X X §><Data Pin
Reset Read Read Writing
card bit 1 bit 2 bit 2

which shows you what the communication
with the card should look like. If you read
it you’ll see that if reset is pulled low and
clock is pulsed then the card’s internal
counter resets. If reset is then brought high
you can "clock out" the data bits to the out-
put pin one by one. If you raise not-read-
write and put the programming voltage on
the Vpp pin and pulse the clock you pro-
gram the bit that you jumped to using only
the clock. This bit will go from 1 to O.

A few things to keep in mind: all signals
in this drawing except Vpp are TTL-level.
That means a low is 0 volts, a high is 5
volts. The cards of this type that we tested
with all run perfectly fine off the 3.3 volts
coming out of a notebook’s printer port.
The Reset, Clock, and R/W input pins can
be directly connected to a PC’s parallel
port. Vpp is switched between 5 and 21
volts. The tl and t2 time durations in the
timing diagram must both be between 10
and 50 ms. When reading the card, Vpp and
Fuse must be at 5 volts. The next two draw-
ings show the memory contents of this
card's two varieties.

Security

The chip on the card does not let you

Spring 1995

2600 Magazine

write bits back to 1, so raising the value of
your card through normal interaction does
not work. Because the whole chip is
EPROM you could try to erase it. This is
going to be tough, because the plastic that
the chip is embedded in is totally opaque at
ultraviolet wavelength. If you do succeed
you’ll have to re-write the first 96 bits con-
taining country-code, card-type, etc. This is
also not easy, because the card has a hard-
ware fuse that is quite literally burned.
Conclusion: filling up empty cards is not
easy.

Cards of Type 2

Of the two outdated systems, this is the
newest one. Cards are being used in
Holland, Germany, and Greece. They don't
need 21 volts anymore and they’re just a lit-
tle smarter than the type 1 cards. The chips
are always in the ISO position.

What They Do

When looking at the timing diagrams
you’ll notice the internal counter going
back to zero when a clock pulse happens
within a reset pulse. As soon as reset goes
low, the corresponding memory bit is out-
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put through the output pin. Every rising
flank on the clock pin increases the inter-
nal address counter, but the correspond-
ing bit does not appear on the output pin
until clock goes low again (part A of the

drawing). The number of units left on the .

card is stored in 5 bytes that work as an
abacus. The amount is stored octally, and
the value of a byte is determined by the
number of bits at the 1 position, regard-
less of their position in the byte. The bits
in the counter can be written to zero. A
whole byte can be written back to $FF, but
only if a bit in the higher-value byte is
erased at the same time. At best the value
of the card stays the same, it never goes
up. The first byte of the counter contains

Memory Map Type 1 cards
(France and Monaco)

byte bits meaning
1 0-7 lssuer code
2 8-15 $03: France / Monaco
3-11 16-867 9 bytes to be specified by
manufacturer. Factory batch,
maybe even serial number.
12 &6-95 Total number
13-31 96-247 Telephone-tics. Every time a
unit is used a bit in this area is
written to ‘I". The first 10 units
are written in the factory to
test the card. Cards are 40, 50
or 120 units or $05 for 40
units.
32 248-255 | $FF when card is full
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Memory Map Type 1 cards
(other countries)

byte bits meaning
1 0-7 Issuer code
2 8-15 $83: phone card of this type

3-4 16-31 $6XXX total number of units on
card + 2 (see below)

5-11 32-87 7 bytes to be specified by man-
ufacturer. Factory batch, maybe
even serial number.

12 86-95 Country code (see below)
135-31 26-247 Telephone-tics. Every time a

unit is used a bit in this area is
written to ‘1. The first 2 units
are written in the factory to
test the card. Cards are 10, 22,
25, 30, 50, 80, 100 or 150
units. The value in bytes 3-4 is
BCD coded. Examples: bytes 3-
4 say $8012 for 10 unit card,
$8152 for a 150 unit card.

Valid country codes:

$1E Sweden

$22 Spain

$30 Norway

$33 Andorra

$3C Ireland

$47 Portugal

$55 Tchechia (or whatever...)

32 248-255 | $00

only 4 usable bits, the first bit (64) is a
card-enable that is zeroed out when the
card initializes. The next three bits (65-
67) are sometimes used for tests in the
counter-area suring production. The max-
imal value for the card thus becomes 5 x
4096 = 20480 units. In Holland a unit is a
cent (guilder/100), in Germany it’s a
Pfennig (Mark/100), and in Greece they
are actual telephone cost-pulses.

If the phone booth wants to write a bit to
zero it clocks there and then it does a reset
pulse followed by a clock pulse. The reset
pulse means a write-operation is in
progress and the next clock pulse should
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not be used to increment the internal
counter, but to do the actual write instead
(B in timing diagram).

The phone could also write a bit and
write all the bits in the byte below that
back to 1. This is done by just going
through the write operation twice. The first
time it does the write time, the second time
signals the card to set the byte below the
current one to $FF (C in timing diagram).
This operation is called "erase" in all the
documentation we have. Both during write
and erase the clock should be on for at
least 10 milliseconds.

The next drawing shows the memory
content for this card type. The issuer code
is always $80 in Holland. The byte with
"Specific Data" is EEPROM that can only
be written to by the manufacturer. The doc-
umentation is cryptic, but it’s rumoured to
have to do with chip testing. The byte is
$FF in all cards we’ve seen so far. The 5
bytes that are issuer-determined could be
anything. In Holland the first one gives you
the manufacturer (SCA Gemplus, $2A
Solaic). The second byte is the value when
bought. $22 is 10 guilders (1000 units), $42
is 500 units (5 guilders), and $62 is the 25
guilder card. There can be no more units on
the card than this maximum.

Manufacturing

The data that we have on this type of
chip tells a few things about the state in
which the PTT’s get the cards. The cards
are locked for transportation using a
"transport code" of three bytes. Only if you
know these three bytes can you program
the chip and turn it on to become a
phonecard.

The memory map in the "transport
state” is as follows: 0-23 are static, 24-71
cannot be erased, there is "enable memory"
(7) in bits 72-79 and the transport code is in
bits 80-103. These bits cannot be read how-
ever. It seems the code has to be clocked in
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(!) though the output pin and the chip com-
pares and acts accordingly.

Security

Although this card does allow you to set
bits back to 1 again, the card is smart
enough not to let you do that unless you
reset a bit in a higher register, so the effect
is neutral at best. We tried to fool the card,
but all the obvious stuff doesn’t work.
Maybe something works using UV-light,
but it’s not very likely.

We have no idea how to enter the trans-
port code after production. It is well possi-
ble that the card can be reprogrammed after
entering the code. There may well be hack-
ing potential here. By the way, not all the
cards have a different serial number in the §
telco bytes: each batch of 100 cards is elec-
tronically identical.

Building Your Own Reader/Writer

You can have your computer play pay-
phone. Using the schematic below you can
build a reader/writer that can read cards of
type 1 and 2 and write to cards of type 2. If
you wish to write to type 1 cards you can
add in the 21 volt part yourself. There is
very little hardware to build as you can see.
The software to go with this is phone.exe.
Just hook this up to your PC’s parallel port
and you’re set. Note that cards of type 2 will
not run off the 3.3 volts often found on

Type 1 Cards, IS0 position

1 5 1 Vec 5Y
2 Reset
2 6 3 CIOCk
| l 4 n.c.
1 5 Gnd
3 ] [ 7 6 n.c.
7 Data
4 & n.c.
n.c. = not connected
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(A) Reset

LClock

Him ' Wi | 2 3 4. Addr Register

w (0) >< ) X @) X (3) §><Data Pin

(B) Reset

n : ;n+1§ n+2 n+3 Addr Register

(n) X(nn)ﬂ ?(n+1) X (n+1) )( (n+2) §><Data Pin

write

(C) Reset

mli h+1 n+2 Addr Register

(n) ;><(n+1jyj;< i(n+1) :;X(n-ﬂ)}/_é\{ (;_1+1) ;><Da1;a Pin
write

erase

Page 10 2600 Magazine Spring 1995



notebook printer ports. The card-detect con-
tact can be left out. Our software will also
think a card is inserted when you press a key.

At the end of this article there is a
source called phone.c. If that is compiled
using Borland C++ with options -O2 -2 or
with Microsoft C 6.0 with options -G2r -
Ozax then you can do everything the phone
can: read the entire card (-v for more infor-
mation), writing (-w<bit>) or erasing (-
e<bit>) bits. You could of course modify
the program so that a new (lower) value is
programmed in just one step, but that is left
as an exercise to the reader. Phone -t brings
you in a test mode: keys "p", "r", "c", and
"f" toggle Power, Reset, Clock, and French
reset respectively. A real phone reads the
card in a rather peculiar way. Option -r
simulates this behaviour.

Listening In

With the help of this "snooper"
schematic, you can get your PC to listen in
on the conversation between a card and a
phone. You can write a program to monitor
what happens on the printer port bits in
real time. Takes at least a 386 to be fast
enough to see what is going on. This will
work also on notebooks with the 3.3 volt

Card and Phone Farallel Port
2 (V+)
V 100nF
ol e
Vee () (10
Reset {_)

& >c4 O
Clock O——7>0—6—O 12

Data (O—2 >c10 O13
1 >012
14 15
Gnd O 2 O(stnd)
Vv HC4049

Memory Map Type 2 cards

§ | byte bits meaning
printer port. The left part of the schematic
is hooked up in parallel with the phone and ! il S ko
card, the right goes to the printer port on &-15 country code
the PG 16-23 ‘specific data’
4-8 24-63 5 bytes ‘card data’,
Goldcard could be production
codes, etc.
j Valid country codes:
Many countries have these nasty steel $2F G ity
doors that close behind the card as you $38 Greece
insert it. The Dutch, being naturally para- 77 Nethariande
noid and miserly, only insert their card in
the phone if they can still see it. So the | 2 I ks 25:;;:“&:
Dutch phonecards stay in sight during the x512  settoTina
conversation. This makes it very possible to register deter-
build a fake chipcard that has wires coming i :'h:fbyfl"e i
out in the back and then simulating the
Spring 1995 2600 Magazine Page 11



Chi pCard Socket

Parallg-:l Port DB-25

Vee (O
10 uF
‘et ———O6 D4
Reset ()— =B DS
4 D2
Clock (O e e v 1
020..P0
French
(Reset) i ' ~2 25 Gnd
$ —O 11 Busy
Gnd (O 12 PO
10k 100K
(Vpp) O Ik — BC547B
card detect
Data () b
10k
(Vpp) O A

entire chipcard from a notebook computer.
This potentially gives you an "always full"
phonecard. The program must however do
exactly the same thing as the real card. We
made a fake chipcard by peeling the chip
out of an empty card and soldering (careful,
not too hot!) thin transformer wires to the
contacts.

The program we made is called KPN-
GOLD.EXE, and it reads a dumpfile in the
same format as made by PHONE.EXE. Of
course the program also participates in the
whole abacus countdown routine. But as
soon as power drops (card removed from
telephone), the card goes back to its origi-
nal value. You can also use this combina-

Page 12

2600 Magazine

tion of fake chipcard and software to test
your own chipcard reader-writer. We have
been playing with three PC’. One as
phone, one as card, and one as snooper, to
tap the conversation.

The V+ in the emulator schematic is
attached to pin 1 of the 4049 and pin 16 of
the 4053. Pins 14 and 8 of the 4049 and
pins 3,4, 5, 6, 7, 8, and 9 of the 4053 are
attached to ground. In the vicinity of the
chips you put a 100 nF capacitor between
V+ and ground.

Security Logic?

Supposedly the cards have a special
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Dummy Chipcard

Parallel Port

< 10

Yce o ! D {>02

4k7

013

100k
Reset © , 5 |[>C4

100k [1]
Clock © i Z Dcﬁ

9 10
D’C 11I>G12 i

1
XY
x |12 e
Data 0—14 1?(/\(
Y3 el
V+ chips 5B
15
21X
Gnd © 0 25

W

"security mechanism" that keeps the phone
from accepting an emulator as the real card.
We only read about this mechanism after
we had successfully emulated the card, but
we did notice something funny. At the end
of the first reading cycle the phone issues a
very fast reset of only a few microseconds,
and it expects the card to do the correct
behaviour. We solved this by having the
entire reset behaviour done by a bit of hard-
ware in the emulator. Maybe we hacked the
"security mechanism" this way. Ah well....

More Intelligent Cards

There are also chipcards out there that
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have complete microprocessors with RAM
and EEPROM on them. These cards are
used in the new PAN-European GSM
mobile telephone system for instance. In
Germany these cellular telephony cards
also work in payphones: the call shows up
on your cellular phone bill. All the Dutch
phones can do this too, and rumour has it
that there will be a whole range of spe-
cialised chipcards. There may be cards
that can only call one number (nice busi-
ness card). This type of card can be
secured much better with the use of chal-
lenge-response tricks and cryptography.
Maybe we’ll write about all this in a future
issue.
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The Law

In most countries the use of the emula-
tor to make free calls would be against a
law or two. Phone companies are said not
be amused by it either. We published this
information to show that all the "secure
systems" that they are so proud of turn out
to be flaky every time you take a closer
look. Because the PTT tends to deny this
type of thing if you just say it, we did it. No,
we don’t spread KPN-GOLD.C or KPN-
GOLD.EXE, don’t even ask.

Update

Since we published this in August, the
PTT did something to the phones that
makes them able to distinguish between our
emulator and the real card. They were real
amused to have done it a week before
Hack-Tic came out. I guess we talked too
much about this whole project before it was
in print. In a future issue, we’ll tell you
what they did to secure it. Remember, these
cards are so dumb, it can’t be hard to fool
the phone.

#include <stdio.h>
#include <bios.h>

#include <conio.h>
#include <stdlib.h>
#include <ctype.h>

f% L ouEputsel| iy

#define DETECT 0x10
#define POWER 0x08
#define ISO_RESET 0x04
#define R_W 0x04
#define CLOCK 0x02
#define FRENCH_RESET 0x01
(% dnputsy *{
#define I_0O 0x80
#define CARD 0x20
unsigned int Pp;
unsigned char data[32];
unsigned char bits[256];
int num_data;
int one = 0;
int verbose = 0;
int silent = 0;
int go = 0;
struct card_country {
unsigned char num;
char *name;
unsigned char type;
Yi
struct card_country ccl] = {
{0x01, "Demoland", 1},
{0x03, !"France", 0},
Page 14
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{0x1E, "Sweden", 1},
{0x2F, "Germany", 2},
{0x30, "Norway", 1},
{0se3 350 WAnderaralin L});
{0x3B, "Greece", 2},
{03 Ipeland® ), (VLY
{0x47, " Poreugal )1},
{0x55, '"Czech Republic", 1},
{0x5F, "Gabon", 1},

£0xas) I ndandy 0y
{0x77, "Netherlands", 2},
{0, "Country unknown", -1}

i3

struct cardi.country *
country(unsigned char val)
{

struct: card. country *ecp = cc;

while (ccp->num && ccp->num !=
val)

(o8] ® i sin ol

return (ccp);

}

unsigned char
_bits(unsigned char wval)
{

unsigned char mask = 0x80,
count = 0;
for (; mask; mask >>= 1)

if (val & mask)
count++;
return (count);
}

void
initbits (void)
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int 47
For(ali=1100G 1<) 25 Ge) i)
bite il =" 1bits(a):

}

unsigned int
bed(unsigned char hi,
lo)

{

unsigned char

return ((lo & 0xF) + (lo >> 4)
10 + (hi & O0x0F) * 100 '+ (hi >> 4)
1000) ;
}

void
delay (unsigned int ms)

{

unsigned long tmp = 2000L *
ms;
while {tmp--);
}
void
output (unsigned char wval)
{
outp(pp, val);
delay (1) ;

}

unsigned char
input_bit (void)
{
return ((inp(pp + 1) & I_0) ?
!one one) ;

}

*

*

CLOCK) ;
output (POWER | ISO_RESET) ;
delay(10) ;
output (POWER | FRENCH_RESET) ;

/*iclock ‘bits and*/

for (1= 0 i< numidata; /.18
)0 A
data[i] = 0;
For (3= 0 gl < 8L i) oy
if (input_bit())
datali] |= valljl;

L% clock ' nestbiit'*/
output (POWER | CLOCK |
FRENCH_RESET) ;
output (POWER |
FRENCH_RESET) ;
)

}
output (0) ;

void
write_bit_iso(unsigned int index)
{

unsigned int ai

/* reset card */

output (POWER) ;

delay (10) ;

output (POWER | ISO_RESET) ;

output (POWER | CLOCK |
ISO_RESET) ;

output (POWER f ISO_RESET) ;

output (POWER) ;

Jieliclioek hbd el an iy

#define input_byte( ) (inp( pp+1 for (1 =70:"1 < num data; i++)
)&(I_O|CARD) ) £ G == dndes) 1
1ECh(datall [/ 8] &

unsigned char COXRBO > U030 N YD
card_in(void) printf ("wiping 0
{ batdNnen) s

return ((inp(pp '+ 1) & CARD) ? 0 output (POWER |
LA S 1Y TSOURESET) ¢
} delay(10) ;

output (POWER) ;

const unsigned char val[] = {128, delay(10) ;
oy e o R S U e Tt output (POWER | CLOCK) ;
void delay(200) ;
read_data(int how) output (POWER) ;
{ }

unsigned int i [ clock imesct ik A/

output (POWER | CLOCK) ;

/* reset card */ output (POWER) ;

output (POWER) ; }

delay(10) ; output (0) ;

output (POWER | ISO_RESET) ; }

output (POWER | ISO_RESET |
Spring 1995 2600 Magazine Page 15



void
erase (unsigned int index)
{

unsigned int = 1

/* reset card */

output (POWER) ;

delay(10) ;

output (POWER | ISO_RESET);

output (POWER | CLOCK |
ISO_RESET) ;

output (POWER | ISO_RESET);

output (POWER) ;

/* clock 'bits dn X/
for (1) =001 snuml data;
LE e Hirdem) G
FELptdatallil 8l &
(b iy )
printf ("erasing 0

i++)

(0x80 >>

BiwlAnt);
output (POWER |
ISO_RESET) ;
delay(10) ;
output (POWER) ;
delay(10) ;
output (POWER | CLOCK) ;
delay(200) ;
output (POWER) ;
delay(10) ;
output (POWER |
ISO_RESET) ;
delay(10) ;
output (POWER) ;
delay(10) ;
output (POWER | CLOCK) ;
delay (200) ;
output (POWER) ;
delay(10) ;
}
/* clock next bit */
output (POWER | CLOCK) ;
output (POWER) ;
}
output (0) ;
}
char 2
bitstring(unsigned char wval)
{

{

return buf;
}

#define STEP 4
void
print_data(void)
{

int ARG

for (i = 0; i < num_data / 8;'i
+= STEP) {

if (verbose)
printf("%3d - %3d4d\t", i

* 8, min(num_data, (i + STEP) * 8) -
L 5
for (g =000 < STEBG ) g
if (i + j < num_data /
8)
primtE(2%s) M nbit-
string(datali + jl1));
else
printf ('

ll)'7

printeiiae )

Eorii@n= 10000 < BSTER &kl i+
Jui=ionum; data o 87 JEE)

printf ("%02X ", datali
=2 m
EElnEE G Ny
for (G0 =100 1= ISTER: |\ 5 +)

FECT g crmumi data
8 && isprint(datali + j]))

printf("%c", datali

e
else
pring et
prEnt et Y
3

}
void

show_units(unsigned int burn,
unsigned int maxval, unsigned char
*p)

{

val
i =

unsigned int
int

:O;
20;

if (verbose)

static char buf[9]; printf("Value area:\n");
char Fe = but; do {
unsigned char mask = 0x80; if (verbose)
printf("%s
for (; mask; mask >>= 1) (%02X)\t%3d\n", bitstring (*p). *p;
if (val & mask) bitsi*pl);
Fgd dzlhg e val += bits[*p];
else }
e = (YO while (*p++ == O0xFF && --1i);
*s = 0; if (verbose)
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printf ("\t\t===\n\t\t%3d out
of %d bits burned\n", wval, maxval);

printf ("$u(+%u) units - %u units
left\n", maxval - burn, burn, maxval
- val);
}
void

show_units2 (unsigned char *p)
{

unsigned long vald i=a0s
int il i
unsigned long pow = 4096;

if (verbose)
printf ("Value area:\n");
for (s ldsnd-=;  pow/=8) f
if (verbose)
printf("%$s (%02X)\t%d *
%$41lu = %51lul\n", bitstring(*p),
*p, bl s *pl,
pow; pow, * bits[*pl):
val += pow * bits[*p++];
}
if (verbose)
print £(sNENE

====——An\iENE %51u
units\n", wval);
else
printf (*Value %lu units\n",
val) ;
}
void
print_type(void)
{
unsigned int val;
struct card_country *ccp;
unsigned char cou;
if (leovwi="datall]) == 0x83)
cou = datalll];
ccp =‘country(cou);
printf("%s - ", ccp->name);
switch (ccp->type) {
case 0:
switch (data[11]) {
case 0x13:
show_units (10, 130, data
N e
break;
case 0x06:
show_units (10, 60, data
i 120
break;
case 0x15:
show_units (0, 40, data
Spring 1995

2600 Magazine

+ 12);
break;
default:
printf ("value
unknown\n") ;
}
break;
case 1:
val = bcd(datal[2]
datal3]);
show_units (2, wval,

& OxF,

data +
L2
break;
case 2:
show_units2(data + 8);
break;
default:
printf ("card type
unknown\n") ;
if (num_data == 128)
show_units2(data + 8);
else
show_units (0, 0, data +
L2y

}

void
dotestmode (void)
{
unsigned char nw, ow =
input_byte() ;
unsigned char oy "= DETECT;

if (verbose)
printf ("Test mode:\n");

while (1) {
output (ov) ;
printf("\r%¥s - %s - %s - %s
$s - &%s'",
(ov & POWER) °?
"Power" : " e
(ov & CLOCK) ?
e o el b w
(ov & ISO_RESET) ?
9T ‘Reget =" iy
(ov & FRENCH_RESET)

? "F Reset" : "
(ow & CARD) ? "
et dteardn
(ow & I_0) ?
YOutpuE Pir
while ((nw = input_byte())
== ow &&
! _bios_keybrd(_KEYBRD_READY));
if (nw == ow)} {

switch
(_bios_keybrd(_KEYBRD_READ) & OxFF)
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case 'p':
ov "= POWER;
break;

case 'r':
ov = ISO_RESET;
break;

case 'f':
ov ~= FRENCH_RESET;
break;

page e
ov: "= CLOCK;
break;

case 27:

case 'q@':
output (0) ;
return;

}

} else
ow = nNw;
}
}
void

usage (void)

{ break;
printf ("phone [-cdfhirstv] [- case 'd':
e<n>] [-w<n>] [<outputfile>]\n" wait_card = 1;
"\t-c\tcontinuous break;
read\n" case 'e':
"\t-d\tignore card erase_bit =
detect\n" atoi(argv(0] + 1);
"\t-e<n>\twrite bit n break;
and erase next byte\n" case 'i':
"\t-f\tforce french one = !one;
length\n" break;
"\t-h,-?\tthis help\n" case &Y
"\t-i\tinvert input real_read = 1;
bits\n" break;
"\t-r\tread as a real case 's':
phone\n" silient =11
"\t-s\tsilent mode\n" break;
"\Nt-t\ttest mode\n" cagal el
"\t-v\tverbose mode\n" test = 1;
"\t-w<n>\twrite bit break;
nyn G case 'v':
} verbose = 1;
printf ("Phone
void v1.0\t\t\t\t(C)opywrong 1994 by
main(int argc, char *argv(]) Hack-Tic magazine\n") ;
{ break;
ink write bit = 0; }
int erase_bit = 0; }
int wait_card = 0; } else
int real read = 0; of = argv([0];
char *ofi = NULL; }
int test = 0;
char ‘ol ] if (wverbose)
printf ("Reading on printer-
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pp = *(unsigned int far *)
0x408; £* 1 Iook up) LPTL */

num ‘data =16 * 8 i/ *default
128 bit cards */
while (argc-- > 1) {
argv++;
if (argv[0][0] == '-=-') {
while ((c =
*++(argv[0])) != 0) {
switch (c¢) (
case 'c¢':
go = 1;
break;
case '?':
case 'h':
usage () ;
return;
case 'f':
num_data = 32
8;
break;
case 'w':

write bit
atoi (argv([0] + 1);



port O0x%X\n", pp);

ifl (est) i
dotestmode() ;
return;

}

initbits();

ocutput (DETECT) ;

while (wait_card && !_bios_key-
brd (_KEYBRD_READY) ) ;

while (!card_in() && !_bios_key-
brd(_KEYBRD_READY)) ;

1E lgal i
while (inp(96) != 1)
read_data(real_ read);
} else {
delay(20) ;

read_data(real read) ;

if (!silent)
print_data() ;

print_type() ;

if (write ' bit) | {

delay(20) ;

These are the guidelines for 2600 meetings:

write_bit_iso(write_bit);
read_data(real_ read);
if (!silent)
print_data() ;
print_type();
}
if (erase_bit) {
delay(20);
erase(erase_bit) ;
read_data(real_ read);
if (!silent)
print_data();
print_type();

}
ECaE) .
FILE R
if ((f = fopen(of,
b ¢ o k) L WORHR S 0 15 rp ) R

fwrite(data, 1,
num_data / 8, £);
fclose(f);
} else
perror (of) ;

}
while
(_bios_keybrd(_KEYBRD_READY) )
_bios_keybrd (_KEYBRD_ READ) ;
}

1) We meet in a public area. Nobody is excluded. We have nothing to hide and we don't presume 1o
judge who is worthy of attending and who is not. If law enforcement harasses us, it will backfire as it
did at the infamous Washington DC meeting in 11/92.

2) We act in a responsible manner. We don't do illegal things and we don’t cause problems for the
place we're meeting in. Most 2600 meetings are welcomed by the establishments we choose.

3) We meet on Fridays between the hours of 5 pm and 8 pm local time. While there will always be
people who can't make this particular time, the same will hold true for any time or day chosen. By
having all of the meetings on the same day and time, it makes it very easy to remember, opens up the
possibility for inter-meeting communication, and really causes hell for the federal agencies who want to
monitor everything we do.

4) While meetings are not limited to big cities, most of them take place in large metropolitan areas that
are easily accessible. While it's convenient to have a meeting in your home town, we encourage
people to go to meetings where they'll meet people from as wide an area as possible. So if there’s a
meeting within an hour or two of your town, go to that one rather than have two smaller meetings fairly
close to each other. You always have the opportunity to get together with *home town hackers” any
time you want.

5) All meetings must contact us to let us know how things are going even if nothing unusual is
happening. If we don't hear from your city on a reqular basis, we'll have to stop publicizing the site since
telling people to go to where no meeting is really doesn’t do anyone a service. You can email us at
meetings @2600.com or call us at (516) 751-2600. We also need a way of getting back in touch with you.

Anyone can have meetings and set whatever rules they wish. However, if they're going to be affiliated
with 2600, we ask that these few guidelines be observed. Thanks.
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[Facts on ATM Camera security

by Kitsune

Here are some facts to clear up the many miscon-
ceptions on cameras at Automatic Teller Machines.

Myth: Every ATM has a camera, as required by law.

Fact: There are no national (U.S., Canada, Mexico,
Japan, Australia, New Zealand, to name a few that I can
confirm) or banking industry laws on requiring video or
film.

There are some local laws (or laws in other coun-
tries) that have been implemented, but they are typical-
ly only for personal security in a vestibule.

Remember, the banking industry is cheap; they do
not put in any more than they need. They are also unregu-
lated - they can do anything they want with the cameras.
There are no “camera police” to decide what is “allowed”.

Their biggest loss is in fraud, and this is the only
reason for them putting cameras in, not your personal
security. If there is a vestibule with cameras in it, these
are for security.

Myth: Every ATM has a camera, even if you cannot
see it.

" Fact: If there is a camera, you can see it. If the plas-
tic is too dark for you to see through, the same is true
for the camera.

Fish eye adapters (not lenses, but screw on adapter
glass for the existing lens, which is typically an auto-iris
type) cost bucks, as much as the camera in some
instances. Pinhole lenses are even more expensive and
the image sucks. They do not use them in ATM’s. Period.

A one way mirror (like manager’s office type) is too
dark, so it is not used. Instead they use a mylar film. You
can see through just as well as the camera, if there isn’t
too much reflected light on your side.

Myth: The camera can see me entering my PIN.

Fact: The banks couldn’t care less if they see your
hands entering the PIN - they want to see your face.

Myth: The camera can see me, and identify me
and/or my car.

Fact: To get the best image of the user, the lens is
picked and adjusted to make your face fill the screen
when you use the ATM. This means setting the focal
length/focus to around 20 inches. You cannot be identi-
fied at 20 feet with this setting, as either your
face/license plate is too small, or it is out of focus.

Mpyth: Someone, someplace is watching that camera.

Fact: No one, no place is watching that camera. A
“time-lapse” VCR is connected to the camera, and the
VCR may be recording other cameras in the same bank
in addition to the ATM camera.

Myth: The VCR records everything, just like my
home VCR.

Fact: The “time-lapse” VCR is basically a “snap-
shot” recorder, and the images are therefore recorded
every second or so. If the ATM camera is part of a larg-
er camera system, the ATM camera is only recorded
every few seconds (every second or so multiplied by the
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total number of cameras).

Typical speeds are:

NTSC: 2h (BETA-2 & VHS-sp), 6h (VHS-slp),
12h, 18h, 24h (0.2sec), 48h (0.4sec), 72h (0.6sec), 84h
(0.7sec), 96h (0.8sec), 120h (1.0sec), 180h (1.5sec),
240h (2.0sec), 480h (4.0sec).

PAL: 3h (VHS-sp), 12h, 24h (0.18sec), 48h (0.34sec),
72h (0.5sec), 84h (0.58sec), 96h, 120h (0.82sec), 180h
(1.22sec), 240h (1.62sec), 480h (3.22sec).

Myth: The banks review all the tapes, looking for
suspicious activity.

Fact: Very few banks review their tapes, and those
that do just review them for system operation (all cam-
eras work? in focus? date/time correct? transaction data
showing?). They do not watch the tape with any detail,
unless they are looking for something.

Once they are looking for something, they search
for the date and time of the audit trail on the tape, using
the cue/review or VITC (vertical interval time code)
search features of the VCR, ignoring all other activity
on the tape.

Myth: The VCR is only activated when I put in my
card.

Fact: The VCRs run 24 hours a day. Only one per-
cent of them are “activated” by the card (there is too
much time taken to get the tape up to speed after such
an unloaded position, and if you stay in “still” forever,
you trash the tape and heads).

It is also easier for the bank to just put it on a week-
ly exchange of the tape, then they do not have the pos-
sibility of running out of tape unpredictably based on
ATM activity.

They usually have 15 to 30 weeks rotation of the
tapes because it can take that long for them to find out
that there is a problem with the account (three or more
billing cycles).

Myth: There is a microphone, recording audio.

Fact: Very few VCR’s can record audio. Of those,
even less are ever used for audio. Audio recording only
works in the 2hour or some 12hour/24hour speeds, on
some VCR’s. The banks do not use this feature. Some
convenience stores however, do record audio to ensure
ABC compliance.

Some Other Camera Facts

Most cameras now have CCD (charge coupled
device) all electronic imagers. This makes the cost and
maintenance go down in comparison to the vidicon tube
cameras, but at a loss of resolution.

Typical resolution for CCD cameras are: black and
white 2/3” imager: 512x492pixals 380horizontal; black
and white 1/2” imager: 800x500pixals 570horizontal;
black and white 1/3” imager: 512x492pixals 560hori-
zontal; color 1/2” imager: 512x492pixals 330horizon-
tal; color 1/3” imager: 752x852pixals 480horizontal.
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Some Other VCR Facts

VCRs in use are BETA, Super-BETA, Ed-BETA
(NEC), VHS and Super VHS (NEC, Sony, JVC,
Panasonic, and many re-manufactured consumer
decks), and a few 8mm’s thrown in from Sony.

The BETA decks run at an odd fundamental speed
(BETA 1.5 hour) and have same-angle heads (you can-
not play your consumer BETA). The early VHS decks
also had same-angle heads, and could not play your con-
sumer tapes. The newer VHS/S-VHS decks have con-
sumer compatible 2 or 4 head, and can play your two
hour VHS tapes, but very few will play your six hour
tapes (again because of the odd fundamental speeds).
All use L500/T120 tapes. The L750/T160 tapes get
eaten by the machines.

Tapes are good for about 10 to 20 passes before
they are scored from the drum. The drums are good for
12 to 18 months if good tape (double coated, not too
many passes) is used.

The decks cost the bank between US $1800 and US
$2600. Many are RS-232C remote controlled, for pro-
gramming/searching the tapes.

Typical resolution for VCRs is: black and white:
350horizontal, color: 240horizontal.

They will record color, but resolution and identifi-
cation is better if you don’t waste it on trying to repro-
duce color. Color cameras cost bucks too. Most cameras
installed now are CCD.

Camera Hacks

Walk up to camera with the sun behind you. The
auto iris lens usually cannot adjust for the bad contrast.
Some cameras have image enhancers to fix such con-
trast problems, but they work only if the white to black
area is about 3:1 or 3.5:1.

Walk up from the side. If you cannot see the glass of
the lens, it cannot see you.

Walk up to the camera with a bright light glaring
right into it. The auto iris will try to shut it out.

Cover the lens with cellophane. 1f it 1ooks fuzzy and
out of focus to you.... This has the added benefit of
being unnoticed.

ATM Hacks

Myth: All the data is encrypted.

Fact: Some of the data is encrypted, just a few fields.

Mpyth: ATMs use dialup lines.

Fact: ATMs use direct connect, multipoint, or mul-
tidrop phone connections. Some are connected via satel-
lite links, called Vsat. Some ATMs can be used in a dial-
back (ATM calls host) connection, for temporary sites,
but not “temporary” sites as “permanent” as the fair, etc.

Myth: You could hack the modem line and make the
ATM give you money.

Fact: The reason on the grand scale is protocol
(typically SDLC/SNA, BISYNC, or async Poll/Select).
These protocols exchange message numbers with each
packet, so you would need to “become” the host after
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learning the sequences “right now”, get the ATM to
request from the host your withdrawal, emulate the
proper encrypted sequence, based on the encrypted
request, sequentially in real time.

There is no way for the host to “tell” the ATM to
spit money. The host just grants approval for the request.
(“Can I give this customer three $20’s and a $10?”
“...Sure!”) Your next problem would be the audit trail
kept in the ATM.

Some Other ATM Facts

If you disconnect the line, the ATM shuts down as
if the service key was turned. Depending on the net-
work, when you restore the line, reconnection can be
automatic or need to be enabled by the host.

Those that speak of accessing the ATM when it is not
communicating with the host are correct, to an extent. It
all depends on the network and the software loaded (local
approval for bank-owned accounts only, typically).

No, you cannot easily get into the vault of the ATM.
I have seen them dragged off of walls with tow trucks
(he ended up dragging it for about two blocks), they
have been blown up (enough force to pop them also
toasts the cash). They have however been cracked just
like any other safe.

Typically, they are just attached to the floor, stick-
ing out the hole in the wall.

Cash on hand is less than US $70k fully loaded with
US $20 in a machine that has two bins, but usually they
are a mix of two denominations.

The cash bins look like tall ammunition cases, and
are also locked, and then locked into the machine (takes
two keys even after the vault is opened). The bins have
the feed mechanism built in, so when locked, they’re
sealed from “coathanger” prying.

If a card is captured, it is not “eaten, munched, or
trashed”. It is just tossed into a tupperware bin.

The deposit envelopes are checked only by humans
for content; the machine cannot do this. The deposit
envelopes are printed with the audit trail as they are
accepted into the machine.

Our new Internet site is being
constructed as we write this. Stay
tuned for details on how it will change
your life. In the meantime, please

take note of these new addresses:
letters@2600.com - to send us a letter.
arti