


COVERS

1984 was the first year of our newsletter phase, which lasted through 1986. So we didn’t really
have covers in the traditional sense. We did, however, try to have as much fun as we could with our
masthead. Here you can trace the evolution as we started to experiment with new things.

As evidenced in the really tiny print, we originally had expected to be a nonprofit organization. That
wound up being a whole lot more involved than we wanted to get and the wording was dropped in
future years.

In April, we actually thought of selling back 1ssues for the first time, and that option, along with a half-
year subscription, was added. In August, we started to get international interest, and so an overseas rate
was added to the masthead. We also started to use our full nine-digit zip code with enthusiasm, and
added our MCI Mail address along with a Telex number that came with our Western Union Easylink
account. (We never received a single Telex and we stopped listing it in December.) It wasn’t until
October that we finally opened an office and got a phone number. In November, we were assigned an
ISSN number and began to think that maybe we’d stick with this publishing thing for a while.

Our very first issue began with an exclamation point after the date, to emphasize our spirit of defiance
and surprise that we actually made it to publication. (A federal hacking investigation in 1983 had
almost derailed the entire thing.) And, of course, it was fun to finally see the year 1984 arrive. The
exclamation point for the first issue of the year would become a tradition. (Interestingly, our first story
also had an exclamation point in its one word title.)

The overall look of the masthead was fairly traditional, with the name 2600 off to the left in Times
Bold, a generic month and year to the right, and the volume and number in all caps and italics below
that. This left a little space in the middle for us to play with, something which quickly grew out

of control. It started with a simple reference to the bottom row of an expanded touch tone phone
(“*0#D”), the “D” only being found on military phones and “silver boxes.” This was how we filled
the space for the first two issues. After that, “FSLN 3” was a reference to the Sandinista revolutionary
party of Nicaragua, as well as the album “Sandinista” by The Clash, which had an “FSLN 2” catalog
number on the side. In April, “SYSERRO” was a pun on what looked like a computer system error and
the Roman philosopher Cicero. May saw a reference to “1+800” numbers, which were the salvation
of many a phone phreak at the time. Back then, not only were 800 numbers free of charge, but they
didn’t ever trace your number! It was the best of all worlds. In June, the upside down message of
“IT’S BACK?” referred to the return of the legendary OSUNY hacker BBS, which had been down for
some time. In July, it was another play on words with “JRST ICE” being an instruction on the PDP-10
computer (the JRST part, anyway), with the entire thing sounding suspiciously like “justice.” (Even
then, we had heard of the concept.) We’re sure that the “12+1=13" note in the August issue meant
something significant at the time, but we can’t find anyone who remembers this one. In September, we
started to make use of graphics on the front page, with a clip-art guy holding a phone and leaning on
our name. The little crowd of people staring at a board on the front of the October issue just might have
been a reference to the 55th anniversary of the stock market crash. The November issue had a clip-art
telephone with the initials AVP on it, which may have been a reference to something within IBM or
possibly the government. Finally, our December issue had the upside down word “PHALSE,” a clear
reference to the hacker group “Phreakers, Hackers, And Laundromat Service Employees,” which were
the people who got together to form 2600 back in 1983. They also caused the federal authorities to
investigate a possible connection between hackers and laundromats, even though the group name was
only used in order to make the acronym look and sound cool.





































































MCI MAIL: The Adventure Continues

You really have to hand it 10 those folks over at MCL. First
they tackle Ma Bell and now they're going after the L5, Postal
Service! MCI Mails slogan, “The Nations New Postal
System,” is printed on every bright orange envelope that they
sand through, you guessed i, U5, Mail,

O this system a user is assigned a “mailbox™ that be can use
oy gl e peceive mail. Sending is done either electronically,
that is, 1o other people with MO mailboxes or through the post
ellice, which covers evervbody else in the world. The first type
of letter wall cost you S1 for the first three pages while the
second type 15 double the cost. It's also possible o send an
overright ketter (36) or a four-hour letter (525) to some places.
The purpose of MCI Malil is to stimulate the use of electronic
mail by making it more accessible to the average person. For
that we must give them credit — anybody can get an account
on this system! There is no start-up fee and no monthly fee
of any kind. To get an account, all you have to do is call
them — either by voice or data. If you call by data, you’ll
have to enter REGISTER as the username and REGISTER
as the password. The rest is self-explanatory. After a couple
of weeks, you’ll get in the mail (regular mail, that is) a big
orange envelope that has, among other things, your pass-
word. With this info, you’re now free to log onto the system,
look for people you know, send and retrieve messages, read
all of their help files, or even hop onto the Dow Jones News
Service (watch it though — that can get pretty expensive!)

The systern 15 %21 up on a network of Vaxes throughout the
country, They've been operaling since September 1983 and
claim 1o have over 1M subscribers, Many of these are
actually subscribers 1o the Dow Jones service, who are
automatically given MCIT Mail accounts whether they want
them or not.

While the rates aren't overly expensive, theyre certainly not
cheap, Maihng regular letters 1s much cheaper and often just as
fas1 since nedt every MCL Mail user checks their mailbox every
day. Apart from that, though, there are many problems with
the system as it stands now. For one thing, it can take forever
gettimg on it, particularty through the 800 numbers. When vou
fimally do get a carmer, vou shoukd get a messapge like this after
hitting two returms:

Port 20.
Please enter your user mame:

Enter the username you selected and the password they
assigned you. It should say, “Connection initiated .. Opened ™
From that point on, you'ne in.

But the system will often appear to be bogged down. Often
you have to hit twenty returns instead of two. Sometimes the
svstem wont let you in because all connections are “busy™.
Orther times it will just drop the carrier, Real mailboxes don't do
that.

Another thing that willdrive you crazy are the menus, Fvery
time you enter a command, you get a whole new menu o
choose from. I vou're at 300 bawd, this can get pretty annaying,
capecially if you know what all the options are. There are twao
ways around this: get the advanced version, which allows vou 1o
enter multi-word commands and even store some files, ata cost
of 310 per month, or simply hit a control O.

e part of the system that works fast and is very convenient
15 the user info. As soonas you type the command CREATE to
begin writinga letter, vou'll be asked who vou want tosend it to.

Enter gither the person’s last name, first initial and last name, or
username (which is usually one of the first two, but which can
be almaost anything the user desires), Immediately, vou'll pet a
list of evervone wath that name, as well as their city and state,
which often don’t fit properly on the line. There are no reports
of any wildcands that allow vou to see evervbody at once. (The
closest thing is *R, which will show all of the usernames that
you're sending to ) Itfsalso impossible for a user nod 1o be seen il
you get his name or alias right. It% a good free information
retricval system. Bul there's maore.

MCI Mail can also be used as a frec word processor of sors,
The system wall allow you o enter a letter, or for thal matter, a
manuscript. You can then hang up and do other things, come
back within 24 howrs, and vour words will still be there. You
can conceivably list them eut using your own printer on a {resh
sheet of paperand send it through the mailall by yourse!l, thus
sparing MCT Mail's laser printer the trouble, You could ako
share your account with somchody else and constantly keave
unsent drafis for each other, Again, they have to be retrieved
within 24 hours,

Yetanother way of getting “free” service from these people 1s
b0 ohain many different accounts. There doesn't seem 1o beany
kind of a limit on this and since each account comes with 32 of
free messages, a few acocounts can get vou guite a bit of free
service, And, of course, there's no charge for receiving messages
on any of these accounts.

2600 has leammed of several penetrations onto MO Mail by
hiasckers. This 150 really surprising considering: (2) there are
multiple usernames, e, John Smith s username would always
default to JSMITH, which means that several passwords can
work for one username; (b) all passwords seem 1o follow a
saimilar pattern—8 characters with the odd-numbered charcters
always being consonants and the even-numbered ones always
being vowels—any true hacker would obtain several accounts
and look for any correspondence between the mndom password
and the account number evervone is assigned; {c) MC1 Mail
doesn't hang up after repeated tries—the only thing that will
make it disconnect intentionally is inactivity on your part.

But by far the biggest blunder that MC1 Mail has made is not
found on the system. 1t lies in their bills. There is no carry-over

JSrom month fo mowth! I vou get blled lor S8 one month and

youdon't pay it, then proceed to use tee system for 53 more the
next month, your mext bill will only show the 33! The S8 has
vanished! (This is by far the dumbest mistake we have ever
reported in these pages.)

You'll find quite a few unanswered questions in your travels
through MCT Mail, which vou can try to solve by reading the
HELP files or by sending a free message to MCIHELP. It
usually takes them a couple of days to respond to vou instantly,
howewer,

There are some softwarne lapses as well. The system seerms to
be patterned largely afier GTE Telemail, but it mever really
reaches that bevel of clanity. A small example can be seen in the

+scan tables, which have a heading of From, Subject. Size, efc.

O owthound messages, the name of the person you're sending
ir appears under the From heading! Pretoy silly.

MCT Mail shows every indication of overspending with a
passion. Free messages, free accounts, sloppy programming,
toll-free dialups, single sheets of paper (like their bills) sent in
huge envelopes, etc. Either they're very optimistic out there or
they're very naive,

(MO Mail can be reached ar BNM246677. )















PRIVACY LOST

The Rise of the Computer State
by David Burnham

w/foreword by Walter Cronkite
Vantage Books 36.95 paperback 273 pp.

Several years ago on Sixty Minutes, a segment was presented where
all of the checks that one person had written in his lifetime were
examined, and then a fairly accurate portrait of the person’s life was
painted by the discrete bits of information. Information like this is
called transactional information and we leave huge amounts of it
behind as we live our lives, whether in tons of paper or megabytes of
data.

In The Rise of the Computer State, David Burnham says that an
event as demonstrated by the Sixty Minutes team could happen and
many similar ones do occur. He surveys many of the ways that
computers and technology can be used to intrude upon our privacy; the
governmental mandates. for such intrusion; and how, in general,
computer abuses have affected history.

Burnham begins with a review of computer history and the
importance of computers on our lives. While always implying a global
connection, he concentrates upon the United States where “industries
engaged in the processing of information... now generate about half the
GNP.” Later Burnham brings up legal points which are supported by
examples. He also discusses legislative battles and presidential direct-
ives both for and against the public good. Overall, The Rise of the
Computer State reveals in technical and ethical terms how close we are
to Orwell’s technocracy.

Christopher Evans, a psychologist and computer scientist said that if
during the 30 years from 1945 to 1975, the automobile had developed
as fast as the computer, the Rolls Royce would cost $2.75, would have
enough power to push the Q.E. Il across the Atlantic, and would get 3
million miles to the gallon.

The computer has that amazing ability to quickly and efficiently
move and sort through vast amounts of information, and this is why
they are being used in all aspects of society including the FBI, police,
banks, phone companies, and credit companies. They are used by most
businesses for payroll, personnel, inventory, accounting. They are used
by most government agencies including the IRS, FBI, CIA, SSA,
NSA,HEW, FRB, and a large number of others. In fact, he devotesan
entire interesting chapter on the National Security Agency (NSA)
which was obviously written before The Puzzle Palace, a rather
thorough examination of the NSA, was published. (A future issue of
2600 will look at the NSA.)

Computers are used to compile lists, store data, pay employees,
transfer funds, make airplane reservations or phone calls, com-
municate, write letters, address envelopes, detect incoming ICBM?s,
price goods at supermarkets and department stores, tell time, and keep
track of America’s airplanes and trains to prevent them from crashing.
There are literally millions of things computers can do to benefit
humankind.

But the most amazing of these computers are controlled by big
government or a few corporations. Transactional information about
our lives is often bought and sold and traded without our permission.
In bank computers lie copies of the checks we wrote. In our hospital
computers are our medical records. In many states, computer files are
kept onall prescriptive medicine. In many law enforcement computers
lie arrest and conviction records, often incomplete or inaccurate as
Burnham points out. :

e Our movements can be kept track of by looking at our phone
charges, airline, bus, train, and car rental records, or our gas receipts.

o In Pittsfield, Mass., people’s buying habits are computerized and
compared to the special dose of commercials that are sent to only their
television sets. If we get supermarket credit cards, then every item, all
of our individual buying habits, can be examined.

o Information from the 1940 census was used to round up Japanese
into concentration camps. If another thoughtless government wanted
to do something again, it won’t be hard.

o InLos Angeles there is a registry of “undesirable” tenants that can
be accessed for a fee. The information is often just heresay or the

opinion of a past landlord. If the information is negative, the potential
tenant is turned down.

e The FBI possesses the fingerprints of 66 million people in its
criminal or civil identification files.

Burnham brings up the topic of criminal records a lot—about how
past arrests and convictions can follow a person, even if a case is
dismissed. This information is available to law enforcement agencies,
government personnel departments, and private companies. These
databases of criminal records, which only one out of every five states
have ever checked for accuracy, were created in order to apprehend
criminals. But if these records are used to keep suspected criminals or
ex-cons out of governmental and private jobs and thus keep them
unemployed, these people are practically forced to return to crime.

By cross matching files, politicians can locate key groups to appeal
to in order to make decisions or win elections. By cross matching files,
likely suspected communists can be systematically tortured, or
customers for a new store can get junk mail designed just for them.
In the can-anything-be-done chapter, we are left to hope that some
laws or presidential orders are created to stop cross matching of
information between government agencies. There are examples
where things are done (and undone again) in an effort to preserve
privacy, but as we see much information about us is public. Until
recently, the selective service was aware of who got free ice cream!
from Farrow’s. It won’t be long until all of the Flintstone vitamin
peddlers will be buying up the list of the cabbage patch parents
from Coleco. Companies are always buying information about us
to gain an economic advantage. Business controls money and hence
information. This information gives them direct power and often a
marketable item. TRW and other lesser known credit companies
sell information to other businesses for about a buck a report, but
to check your own record in order to see if the report is accurate
costs $12. Mailing lists pass hands like stocks on Wall Street.

But are we threatened now?” When 1t comes to criminal records, IKS,
and credit stuff the info is being used widely. The federal government is
tightening up on documents it makes public. But often Mr. Burnham is
telling us what is possible which is not far from the actual. He doesn’t
stress the importance that the Freedom of Information Act had which
is being gutted by the Reagan Administration.

What Mr. Burnham could have done to make his case even more
effective is to include actual examples of the vast personal data and
create a small autobiography based on his own credit history, bank
records, FBI files, criminal records, motor vehicle records, college
records, and other similar sources. He could have gotten some experts
to examine all of his transactional information and then compare it to
himself. But it’s all right for Burnham not to do this, because he
suggests to us that such a thing can be done.

Burnham goes on and on citing legal abuses, privacy intrusions, and
political and economic manipulation. The book reads like those old
TRW ads: “Imagine a day when...” and it ends the same way: “... That
day is today. Write to us—we’ll tell you all about it.” Burnham tells us
almost all about “it” too. He does not mention the danger to a
computer state where a disgruntled employee or little kiddie at a
terminal can crash a huge system permanently, or a clever sadist can
create a viral program that can spread throughout a database and wipe
out file after file! Burnham does not mention the technological
pioneers who hack and explore and understand the world that is
approaching and encroaching and who warn others of the danger. Mr.
Burnham would appreciate the work of some of the people like that,
just as we can appreciate the warnings in his book about the power of
the technological elite.

The Rise of the Computer State represents one of the many books
that should be read to prepare for the future as well as the present. Mr.
Burnham has managed to condense an immense amount of inform-
ation on the power and threat of computers and data collecting
agencies. His book is well researched, but he needs that extra
something to retain the sympathy of those who have “nothing to hide”
and the interest of those who cannot relate to terms like “dehumani-
zation”and “values”. The Rise of the Computer State startles one with
a slap of hidden reality, and this is what we need now.
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The very first issue of 2600 had a news section that was called “2600
Flash.” The collection of stories, and the commentary that often went
along with them, quickly became one of the more popular parts of the
publication and it appeared in every issue of 1984. Stories were gathered
from a variety of sources and, in some cases, investigated by 2600 staffers
under the credit of “2600 News Service,” “Word of Mouth,” or even “A
Friendly Information Operator.” On one occasion in June, a story that hit
particularly close to home (“2600 Writer Indicted”) was made bold and
surrounded by a box.
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NSA Doesn't Feel Securc
Thes W Yk Tianes

The Mational Security Agency has tokl Congress that United States
advantages inadvanced technologies, including developaent of maclear
weapans, ane threatened by the poor security of the nation's communi-
ciluns networks.

To protect informzation, the agency recommended that a sngle
agency supervise the development of communication security procs-
dures, the punchasing of felecommunications security equipment and
curryimg ol personne] secunity procedures.

The Mational Security Agency i the lrgest and most secretive of the
natiom’s intellgence agencies. s chief responsibilities are to collect
intelligence by eavesdropping on the electronic communications of
ather nations and to devise ways (o prevent foreign countnes [rom
acquiring the confidential messages of the Defense Department and
ofher securily Apencies,

Jerry F. Berman, legislative counsel to the Amencan Civil Liberties
U nion, agreed that the swift development of computerizad communi-
cations systems had masde security a kegitimate public concsm,

“But what is disturbing about the proposal is that i comes from the
N.5.A & super-secred agency with a major foreign intelhgenor mission
and the least accountability of any agency in the Unsed States
Ciovernment.” Berman said,

“IT any agency is competent, it is the N.5.A. The probla, owever,
is that they nre nat avcountable and cannol be counted upon to weigh
ather interests, such as the privacy of all American citizens.

“If the N5 A. were o get invalved in procarement, for example,™
Berman added, “they could end up putting a net of secarty over Lrge
parts of the acsdemic community and industry. Tt might increase
security, but 0 ako could reduce fresdom and hinder the open
development af new forms of communications. ™

A list wns not pravided of the Governmenn telecommunicrtions
networks that might come under the overall control of a centralized
security agency if il was given a broadensd mandate. The Federal
Bureau of Investigation, the General Services Adminstration, and the
Federal Reserve operate national communication networks that would
qualify as being among “the nation’s autemated information systems,™

Another Hacker Story
Aoven ] Frea

A bov who allegedly bought mre comic books amd other goods
worth thowsands of dollars by using a compater o get credit-cand
numbers s helping avthorities tmee other hackers scross the couniry,
Howard County [MDY] palice say.

He has coopernted with bocal pobios, FBIL, and Secret Service
investigators by providing inlormaton abour illegal computer opera-
ting practices. The youth alkgedly boughi computer equipment and
programswvalued up Lo $4,000 by using credil card nambers supplied by
computer hackers from the Midwest. He ordered the poods by
telephone and then picked them wp alter their delivery to unoccupied
hiomes,

Police ohtained a warram 1o search the boy's house August 16 after
talking with an mformant. Found were programs that allowed him o
patch into several long dustancs wkephone companies illegally. Police
say he apparently was able 1o call around the world and arrange
conference calls using conporate telephone Hines.

[Mist have been a real genius.. ]

AT&T Faces Serious Money Problem
Assin bl Fress again

The American Telephone and Telegrph Company, despite service
hacklogs amd increased competition, has moved closer in ocent
months 14 ite maximam awthorined profit marngin for iverstate long-
distance telephone service.

A company spokesman said late last month that AT&T s mabe or
returm, or profit margin, on long distance service was 1236 percent
after the lirst seven months of 1984, The maximum authorized margin

is 1275 percenl annuaily, DRSO v A& 1§ IMvesLImEnd in eyuipiwmL.

Among long distance companies, only ATET faces an Federal
Communications Commission limit on profits. The commission last
adjusted the margin in 1981 after more than a year of study. raising i
from 11 percent, Should ATET excesd 1'% margin, the F.C.C. can
order mie cuts.

Private Directorics Soon to be Available
The New York | ows

How valunhle are the telephone directories of some of the ration's
10p banks, investment and accounting frrms, imsurance companics, and
corporations—especially those that include net only diresy office
numbers for managers, but also home addresses and phons numbers
and, in at lenst one instance, such data for sammer homes?

Steven Ofsen is counting on their being wortha great deal. His firm,
Corporate Information Services, plans to sell copies of directones lor
such companies as the Genernl Motors Corporation; the RCA
Corporation: Chase Manhattan Bank; Goldman, Sachs & Company;
Arthur Andersen & Company, and Boaz, Allen & Hamilton, the
management consulting fimm,

Prospective buyers are told to write 10 8 hox number and ask for a
cainlog detailing what Mr. Olsen said wouald bea package of directones
for 250 campanies from arcund the workd, They must then submil bads
through the mail [or his package. Bidders topping a minimum et by
M. DHsen's company woukd receive the package, and, be said, “we'ne
not talking small money. This s a valuable source of information to
slockbrokers, executive recruitcrs, [computer hackers,] insurance and
real estate brokers, and those engaged in dirsct-mail marketing or
relemarketing. We're talking about the most powerful companses and
some of the highest=aluried peoplhe in the workd,™ he added.

M. Oilsen. wha said he got his ides while working as an editor fora
computer publication [it wasnt us, we swear], showed off copies of
in-house directories for Chase Manhattan and Goldman, Sachs donmg
an inierview. His plans drew a cool responss from both companses.

Many other companies declined comment on the attempted sale of
their directory informeation. The renction amaong those that did ranged
from oulrage o hearty amusement.

“We anly have copies of the directories, ™ M Olsen stressed, not the
directorics themselves, “So we'ne nod m recerpt ol stolen propertics,
and | acquired them all legally.”

Baut Mr. Olsen, who wants to sell other poophe’s addresses and
telephone pumbers, declined for “reasons of secunty™ 1 disclose the
address or elephons number of his company. There was no listing for
Corporate Information Services in telephone information for New
Yaork City. and the address to which inquirics abowt the auction arne ts
be sent is & mailbox in a private postal drop company on lower Fifth
Avernee, Mr, Olsen was reached through an answering service, whaose
number is not as closely puanded. [The folls at 2800 would be mone
than proud if some of our readers were able 1o find o this guy’s phone
niember soowe can display it on Page e

Mr. Olsen said that such secrecy was necessary “as protection
against atiempes to steal or destroy this valuable database.” He said he
was followed for a time and “had 1o take cvasive sction™ last year after
a newspaper published an article about the company.

Mr. Olzen also aid that he had no copies of company directorics
that are copyrighted. Yictor A, Kovner, a lawyer who 5 a copyright
expert, said that if a company has copyrighted s directory and given
notice in it the book cannot be reproduced withoul permission,

Mr. Kowner said that if a company has nat copyrighted it directory.
then in most casss itcould not prevent copies [rom being disseminated,

[To illustrate this point, we have published a picture of a directory
that is not copyrighted. We suggest you look at it so you’ll under-
stand this article better. And as a public service to nearly everyone,
we challenge Mr. Olsen to beat our price for “public” information,
which is simply the cost of xeroxing and mailing it. We’ll cheer-
ily make available any documents (non-copyrighted, of course!)
provided by contributors for a no-profit price. So send them on in!]












LETTERS

We got our first letter to the editor in our second issue (February), which is
really the quickest we could have possibly gotten one. Still, it took a while
for what eventually became our all-time most popular feature to catch

on. The next letters weren’t printed until June and from that point they
appeared every month. During our newsletter phase of 1984-1986, letters
were confined to a single page or less. Who knew back then how much
they would grow afterwards?
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LETTERS FROM THE OUTSIDE WORLD

Dear 2600:

Iam currently involved with the Crystal Palace BBS, formerly OSUNY
(hopefully you have heard of it). The system is down now for some
software modifications, and many people have tried to persuade me
into changing the purpose of the board, which is telecommunications
and other related fields. The crackdown on this type of BBS is starting
to become overwhelming. This is what my inquiry is about. After
reading my first copy of your newsletter, I was elated with the quality
and content of information it had! Referring to the article “Look Out,
He’s Got a Computer!” I agree that the anti-computer hysteria has gone
and is going to go too far! I am interested to know what exactly is an
illegal BBS message and what is not. Do I have to monitor the system
24 hours a day, 7 days a week? Am I responsible for every message
posted on the board? I know that these are questions that everyone
wants answers to and can’t find. As I see it the BBS is just another
form of newsletter, so why are they picking on us?! I do, however,
realize that some messages are quite illegal like: credit card #’s and
the like, but the information on how to get those #’s is not illegal
(right?). Any information on this subject would be greatly appreciated.

Crystal Palace
Dear CP:

What is a BBS? You know the answer, we do, and a good
many of our readers also do. The problem is that the people
who go around passing laws and raiding homes don’t have the
slightest idea what a BBS really is. All they careabout is the fact
that a computer is involved somewhere along the line. And
computers, they say, can do anything in the world. But what’s
so ironic in the case of a BBS is the fact that the computer is just
storing messages!! The exact same effect could be accomplished
on a physical bulletin board, inside an auditorium, or in
everyday conversation. But you don't see these things being
outlawed because people would never stand for that kind of
repression (we hope). Computers are easy targets because the
average person doesn’t understand them at all. By making
people think that it’s actually illegal to write something down
and pass it along to others, the authorities are taking one great
big step towards total control.

We agree that a BBS is really another form of newsletter. We
don’t agree that messages containing credit card #’s are illegal in
any sense. (They are boring, though, and practically useless to
anyone except fraud investigators.) It’s the actual use of these
numbers that constitutes fraud, not the simple act of passing
them around. If a cop on the street overheard you giving
numbers to a friend, could he arrest you? Let’s hope it hasn’t
reached this stage.

We’re currently working on getting some more legal
information concerning this subject so that we can address your
questions better. In the meantime, though, we hope your board
and the many others like it around the world won’t be
intimidated by these scare tactics. You can talk about whatever
the hell you want. But it’s still illegal to commit the crimes
you're talking about.

If enough of you guys stood up for your rights out in the
open, this wouldn’t be such a problem. You might actually wind
up saving an important part of democracy for a few more years.

By the way, readers, if you're running a BBS that talks about
these things or know of one that does, send in the name and
phone number for our Hot 100 list which will be published
soon. Make sure the BBS you’re sending wants to be publicized
and try to include a reason or two why your BBS is better than
most. Check the front page for our addresses.

Dear 2600: :

Received your August issue, and enjoyed it. A number of
comments... .

1) Does anyone know what happened to TAP?

2) There is a newsletter called the Comsec Letter, available
for free from Ross Engineering Assoc., 7906 Hope Valley
Court, Adamstown, MD 21710. Lots of good information, but
they want a letter requesting the newsletter on letterhead and
identifying your interest in communications security (one can’t
be too careful these days!). It’s always interesting to know

blowing our older techniques off the air!

what’s happening on the other side...
3) What works against an ESS switch? Black boxes are ok,
but more modern equipment seems to be coming in rapidly,

The Animal
Dear Animal:

For info on TAP, consult our September letters column.
We hate repeating ourselves all the time.

Thanks for the sample copy of Comsec Letter. It looks
interesting and we’re looking into reprinting some of the good
stuff. Readers: feel free to send us anyrhing that looks like it
might be interesting to us. It usually is.

ESS switches and black boxes are dealt withextensively in ourAugust
issue, as you probably know. The only thing we can suggest to coun-
ter an ESS is ingenuity. There’s always a way to get around anything.

Dear 2600:

I really enjoy your publication! It seems you guys are not a
bunch of wimps who are so damn paranoid that the feds are
going to catch you. Anyway, what types of back issues do you
have? I received my first issue, which is Volume 1, Number 9.
What are the context of the back issues? I'm looking for one
having to do with loops, sprinting, hacking out sprint/ mci’s, or
anything similar. Also, any arpanet/archnet stuff?

kd

Dear kd:

We'll be publishing a guide to our back issues that should be
out right in time for the Christmas rush. Just about all of the
topics you mentioned have already been covered and they all
will be covered in the future. We accept articles and information
from anyone.

You're quite correct in saying that we’re not paranoid. We
have nothing to be paranoid about because we’re not doing
anything wrong.

Dear 2600:

Though it may seem like only yesterday that computer crime
first caught the nation’s fancy, it has been on the mind of state
legislators for quite some time. With the recent passage of
computer crime laws in Maryland, lowa, Connecticut, and
Hawaii, the number of states lacking computer crime laws has
fallen to seventeen. The laws of the other 33 have beencollected
in:a new reference work published by the National'Center for
Computer Crime Data, and called The Computer Crime Law!
Reporter. In the course of compiling the texts of all the state
computer crime laws on the books, editor Jay BloomBecker
found that a number of states had bills on the books for years
without anyone noticing them.

The book, 200 pages plus two updates, is available for $45
from ‘the National Center for Computer Crime Data, 4053
J.FK. Library, California State University at Los Angeles,
5151 State University Drive, Los Angeles, CA 90032. .

In addition, the National Center will begin publishing a
newsletter devoted to morals and ethics in computing. Its name
is Conscience in Computing.

There are schools teaching computer ethics, no matter how
many are not. There are professionals questioning their roles as
computer scientists and asking about the social impact of their
work. There are computer bulletin boards which support ethics
discussion groups.

Conscience in Computing will be a monthly newsletter,
subscriptions costing $18 annually. Work exchanges allow
readers to become subscribers by convincing others to
subscribe, reporting news of conscience in computing, or
working out an individual contract with the National Center.
Interested people can write to the above address.

The National Center for Computer Crime Data
(The National Center for Computer Crime Data is a nonprofit
research organization at California State University at Los
Angeles.)

Whoopsee

In our last issue, we forgot to mention that in our August issue,
we forgot to mention that the front page story (“But How Does
It Work?”) came from the desk of BIOC Agent 003. Better late
than never.
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Letters From All Over

Dear 2600:

I've been a subscriber to 2600 for some time now, and I enjoy the publication.
You're doing a nice public service by illuminating the often neglected area of
telephone technology and operations.

One way in which 2600 could do an even more interesting job is by printing a
bibliography or list of references from time to time. What books, articles, and
journals provide additional information about the telephone system? For
example, one article covered ESS #5: there must be some articles, advertise-
ments in trade publications, etc., that provide additional information.

I can give you a start which hopefully you and other readers can add to. Here
are two books:

Notes on Long Distance Dialing. published by AT&T around 1971.

Telephone Accessories You Can Build, by J. Gilder, around 1975.

Many thanks. Keep up the fascinating work!!

Sincerely,
Howard A. Karten
Randolph, MA
Dear Mr. Karten:

You'll be happy to know that we've broken ground on a database for
phreaker/ hacker required reading. Y our two suggestions are the first entries. A
couple of others that we were able to come up with off the tops of our heads:

The Phone Book by J. Edgar Hyde.

Notes on the Network by AT&T themselves. This one is reportedly out of

print altogether!

Add to that The Rise of the Computer State by David Burnham, which we
reviewed here a few months back and The Puzzle Palace. a fascinating work on
the NSA.

We'll do our best to expand on this list, but we really need the help of our
subscribers on this one. If you know of a good book or publication, send the
name of it to us, or call us and tell us about it. An easy way to find material is to
go to your local library and look in the card catalog under the subject: Telephone
or Computer. There’s bound to be something interesting nearly everywhere and
ifa lot of people do this, we’ll have quite a list before we know it! (By the way, if
you hita card catalog, be sure todrop in your own card with our address on it so
that our fame can continue to spread cheaply.)

Dear 2600:

I have been silver boxing on various directory assistances and have found that

pressing a one starts a ringing. Is this just a test function or is it going

somewhere?
Thanks,
Fire Monger
Arlington, VA
Dear Fire:

For the benefit of others, we’ll briefly explain a silver box. Every touch tone®
phone actually has the capacity for sixteen tones, not just twelve. A simple
modification inside the phone accomplishes this. The extra tones (a vertical row
to the right of the 3-6-9-+# row) are labeled A-B-C-D. These tones are used
primarily on Autovon, or Pa-Bell. the military phone network which can knock
out civilian phone service at any time for its own purposes. (Look at the phones
on the walls in War Games.) Such a modified phone is labeled a “silver box™. But
the tones don't really do all that much good to people outside the military. unless
they've somehow tapped into a military phone system. This. however, is

impossible. Isn't it?

What most phreaks use silver boxes for are zapping long distance info. You
would call XXX-555-1212 and then hold down the D key. The moment the
information operator picks up, the D tone cuts her off and gives the caller a
pulsing dial tone. Each number you hit at this point has a different effect. In
some areas, hitting a 6 connects you to one end of a loop. (7 is the other end.)
Another number gives you a carrier! We haven't heard of anybody who could do
anything with it, though. And hitting a one usually gets a ringing somewhere. It
almost always sounds exactly like the directory assistance ring for thatarea. We
have never heard of anyone picking up on such a ring. so logic tells us that it’s
simply a test. If anyone knows otherwise, please let us know.

Incidentally, since it now costs 50¢ to call long distance information, silver
boxing has experienced a slight lull.

Dear 2600:
In reply to Getting Caught: Hacker’s View — 1 was in the reverse situation.
I had turned in a close friend last spring. I was faced with a situation of turning
him in or being an accomplice to fraud. Being in a spot like that, no one can make
a decision to do that without always doubting yourself, choosing between being
an accomplice or keeping a friendship is a place I wouldn’t wish for my worst
enemy. In dealing with the feds, one can’t take everything as truth — they tell the
guy who’s busted one story (in hopes of making him crack) and tell the “informer”
another story (in hopes of scaring them into saying things they wouldn’t normally
say). The people who read that in 2600 probably thought the person who turned
this guy in was a rat, a fink, or a fed. What they may not realize is the other side of
the story, the part where the ‘informer’ gets cornered into telling what he knows,
or sacrifice his freedom (end up 1n jail) if he doesn’t tell. In my case, that’s what
happened. I was cornered and had to tell and provide evidence in order to keep
my ass clean. The guy I turned in had fouled up the job and would’ve been caught
without my telling, though him and his friends still think I’'m a rat. What they
may not realize is what they would’ve done if they were me. Would they have
gone to jail to protect a friendship? Or would the friend you’re protecting do the
same for you if he were faced with turning you in or going to jail? The other point
being that since he would’ve been caught anyway, I would’ve been subpoenaed
to testify against him because he had involved me by using my property for the
fraud. To tell a friend you’re going to commit some fraud (or whatever) is not a
crime, but using that person’s property and by that, making them an accomplice, 1s.
Signed,
The Trojan Horse
Dear Trojan:
Thanks for writing and giving us an even more ignored side of the story. You
may have opened up some eyes. Try letting your “friend” see this letter and he
might realize that he wasn’t the only one going through hell on a rubber raft.

Last month, we told you about the COMSEC Letter. It is no longer free. It now
costs $25. It is free, though, to members of the Communications Security
Association (CSA). This is a new group for people interested in communications
security. They will soon have a BBS, in addition to publications, seminars, and
workshops. The dues are $50 per vear. For more info, write to CSA, 655 15th St.,
Suite 320, Washington, DC 20005 or call 2026394620.

We also found out about another magazine— Boot-Legger. It costs $25 a vear
and their address is 3310 Holland Loop Road, Cave Junction, OR'97523.

AR g b T
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For all those individuals who are willing to write or participate in the production of 2600, the following is a partial list of the types of things we would like
to see, be they articles or clippings or raw data or something else. Remember, we are a community newsletter—the community being those who chance or
choose to read or participate in 2600.

(articles can be in just about any format and any length. the only thing we ask is that they be reasonably legible.)

N
N

fact fiction transcripts lists of #’s computer dial-ups bulletin boards
technical stuff phone alterations decoders book reviews software reviews bbs reviews

sundries govt documents inside telco stuff garbage phone books pictures

news articles legislation security companies  opinions essays japan’s telco

any foreign telco alternate telcos big brother stuff experiences telco employees viral programs
malicious hacking malicious phreaking social engineering roots of telephony switching systems dictionary of terms
divestitures telco policy dial-it #’s literature political use of comp. dissident use of comp.
infomania ibm & south africa credit card info bank machines cable tv strange phones

please do whatever you can so that 2600 will always be interesting. write to us or call us at the numbers on the front cover.
IF YOU HAVEN'T SENT IN LAST MONTH'S BLUE SURVEY CARDS, DO IT NOW!!!!!!! THANKS.






Page 5

The idea behind “Page 5” was to simply print data of one sort or another,
often without explanation, on a regular basis. In 1984, data was precious
and many of us lived for information. Sometimes we were real wise guys
about it, printing a supposedly sensitive White House phone list as a
tutorial on how to properly use tabs. Other times, we printed things that
today wouldn’t seem like a big deal (a list of all of the country codes in
the world or dial-up numbers to various corporate services), but we were
information-hungry back then and there weren’t a whole lot of places to go
to get this sort of thing. A list of networks on the Defense Data Network
was something most people hadn’t a clue about, but it sure sounded
interesting. We also took a bit of flack for printing a bunch of old ads from
telephone books on a couple of occasions. Looking back, we think they’ve
aged rather well.

“Page 5 usually continued onto the sixth and last page, but there were
occasions when some other graphic or article would appear there instead.
The feature appeared in every 1984 issue except July, when we ran a
special article on TRW access. However, the “Page 5” title was left in and
the article was presented as if it were data in the original run. We don’t
know what we were thinking.


































































