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Steps to Self Reliance and
Preparedness

by Thomas lcom

people’s minds by an educational sysiem more interested in
ganda issuing forth from the mass media it becomes
apparent that an epic disasier of unprecedenied magnitude
is due to happen shortly.

Some people disagree and state that the disaster has al-
ready occurred slowly over a period of time, and that the
evenls we are witnessing today, the ones [ stated earlier, are
actually the beginning of a new dark ages. Whatever one
believes, one thing is certain. Times are changing and the
changes aren't for the better.

All is not Jost however, for those who recognize society's
downward spiral and take the time to make appropriate
preparations for the survival of these perilous times. Those
with the foresight to take the necessary measures 1o protect
themselves and their family will weather the stormy days
ahead, and leave a priceless legacy for their descendents.

As more people recognize the danger signs of what's to
come, they realize that there is no help to be found from the
mass media. When the media does recognize a real prob-
lem, the rising crime rate for example, the automatic re-
sponse issued forth by the editors and anchormen is 1o cry
for increasing legislation and restriction of the citizens'
night to sell-reliance and preparedness. Cernain Lraitorous
types in our governmeni seem 10 be only 100 willing 1o ac-
cept their suggestions.

This situation docs nothing to help those who desire 1o
take control of their own lives regardless of what the future
might throw at them. It has already resulted in the genocide
of thousands of people in this country who were denied by
various local and regional gpovernments an adequatec means
to defend themselves against crime. It would seem that se-
lect people in the government and media are purposely try-
ing to worsen this country's situation so that they might be
able to institute a socialist totalitarian Amerika, and ¢n-
slave the masscs,

To take charge of your life, achieve true freedom, and
steps are recommended:

1) Acguire fircarms of known reliability, common caliber
ries (magazines, slings, scopes, cic.) Become competent
onry and military tactics.

2) Maintain a reserve ammunition stockpile for your weap-
ons. The minimum recommended amount would be at
least 500 rounds per weapon, with 1000 rounds being
preferable.

3) Purchase gas masks and leam about defense from nu-
clear, biclogical, and chemical hazards, -

4) Form into groups of three to ten trustworthy and reli-
able people.

5) Keep your group's profile low and refrain from overt ac-
tivity that would attract unwanted atlention.

6) Develop alternale communications systems such as cou-
riers, radio, or computer networks.

7) Gather as much intelligence as possible about the vari-
ous factors affecting your survival in your area and sur-
!'mndmg_rcgimhhkcynurm'nphmmﬂingm
information you receive.

8) Stockpile a3 minimum three month to two vear food and

9) Acquire communications equipmeni: CBs, scanners,
ham radio equipment, shortwave receivers, modems,
packet radio equipment. linemans' test-sets, efc.

10) Acquire a reliable, common, easily repaired vehicle.
Collect spare parts and try to keep a minimum of 40-50
gallons of fuel on hand.

11) Learn about alcohol fuels. Be able 1o set up a still and
convert your vehicle for alcohol fuel use.

12) Make at least five copies of this article and anony-
mously send them 1o people whom you feel will make
use of iL

13} If you haven't already, learn a useful trade that will en-
able you to earn a living in a rural area. Stockpile tools
and materials relating 1o your trade.




14) Move 10 a rural area if possible. Acquire a 1-2 acre
(more if you desire and are able to do so) buildable (or
already built an) plot of land near a small town/village.

15) Learn about first aid, wilderness medicine, herbal, ra-
dionic, and other alternative medical and bealth tech-
control. Study for and acquire an EMT/Paramedic cer-
tification and beyond that if possible, and you feel par-
ticularly drawn to the healing arts.

16) Learn at least the basics of producing/acquiring vour
own food If you know how to do this, you'll be O.K.
no matier what happens to the stores. Having a work-
ing knowledge of hunting, fishing, gardening (particu-
larly small-scale hydroponics), trapping. homebrewing,
and raising animals will save you money in food bills,
and possibly save your life sometime,

17) Learn the basics of sheller building As long as you
know how 10 get a basic roof over your head under
varving conditions, you'll be O K.

18) Never stop learning. Knowledge equals freedom.

These steps represent a basic starting point for those read-
ers interested in true self-reliance and preparedness; not the
ramboesque bullshit that ofien passes for it.

The aim is to be a jack of all trades and master of a few
that will help you live independently from "the system” as
much as possible. Actually, it'’s not as isolationist as it
sounds. You should be participating in the economy of the
small, pleasant community where vou live. The “system®
you'll be independent of is the mess that's responsible for
this country's decline.

While you are getting your ground level education in the
various self-reliance ficlds, you will undoubtedly be drawn
1o particular ones. Those are the ones vou should specialize
in and master. This may seem a tall order. Some will say
it's impossible. In the days before TV our ancestors did ex-
actly what | am suggesting. Take out vour 12 gauge. Pula
round of 00 buckshot into that damned idiot box. Mail it 10
Dan Rather as a token of what you think of him With that
accursed distraction out of your way, you'll have plenty of
time 1o learn what you need for the hard times ahead.

"A people who mean to be their own governors must arm
themselves with the power knowledge gives "

- James Madison
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Citizen's Band Communications

by Thomas Jcom
People looking for an inexpensive way to communicale
via radio often choose Citizen's Band, or "CB" as their
means. CB is probably the most widely used communica-
tions band in the U.S.

CB has a colorful history in the U.S. In the late 70's and
early 80's it was the focus of a great fad in this country
which resulted in several movies and popular songs of the
era. Unfortunately, this publicity caused the band to lose it's
reputation as millions of people “put their cars on® and
used it to practice their southern accent.

While the "good buddy” era has passed, most people still
have a CB in their car as it remains the best way to deter-
mine highway conditions and request assistance when stuck
on the road. In any semi-populated arca, a CB tuned to the
right channel is an effective intelligence source of the jun-
gle telegraph variety. When something happens “so-and-
so” gets on the horn to "what's-his-name® and gives him all
the details. After a disaster, the common availability of CB
equipment will make monitoring the CB band a necessity
to gather intelligence from individuals who will be trans-
mitting real-time news from the disaster area, Afier the col-
lapse it will help you determine the intentions of some of
the many groups who will be roaming around. Hearing a
marauder band five miles down the road heading towards
your homestead will enable you to make special prepara-
tions for their arrival. (For more details, refer to the Clay-
more mine plans in Issue #8 of Cyvberrek.)

The CB band consists of 40 channels between 26.965
Mhz. and 27.185 Mhz. Power output is Timited 1o 5 watls
using AM transmission and 12 watts using Single Side
Band (SSB) transmission. The typical range for reliable CB
communications is 5 1o 20 miles; although when atmos-
pheric conditions are right, worldwide communications is
possible,

The main advantage and disadvantage 1o CB is its wide
availability and broad usage As paradoxical as this sounds,
it is true. These characteristics of CB ensble you to accom-
plish several important things. CB gear is inexpensive and
widely available. You will be able 10 buy your rigs at Radio
Shack or a department store and assemble a sizable com-
munications network easily and for relatively little money.
Since CB is in very common use, your group's communica-
tions will be go unnoticed among the thousands of other
people who are using CB in your arca.

Having CB gear in your possession will not call atiention
to you any more than it would for everyone else who owns
it. CB will also probably be the ideal inter-community
party-line and "hailing frequency”.

However, the same characteristics also cause problems.
The sheer number of users causes interference which ham-
pers your range. Everybody with a CB (meaning evervbody)
would be able to listen to your group's operations, and
know that you were in the area. Those same lisieners would
be able 1o disrupt your communications just as easily as
they are able to listen in; with a varicty of means ranging
from simply keeping their microphone keved 1o recording
and playing back your previous transmissions to confuse
you. While this is true to a certain extent with all forms of
radio communications, electronic countermeasures is most




easily conducted against CB communications. Your group
should have a CB rig in its commo shack and in every vehi-
cle for use as an intelligence collection aid, means of com-
munications with the outside world, and alternate
communications network for your group. Any base or mo-
bile CB acquired should have SSB capability, as SSB gives
more range for the power used, due to it's narrower, more
efficient signal. To the best of my knowledge, there are no
walkie-talkie CBs that have S5B.

The rigs you buy should be capable of being modified for
extra outpul power and extended frequency coverage. The
higher output power will extend your communications
range, and the extended frequency coverage will give you
extra channels that offer a little more privacy. Several
books are available via mail order that provide details on
such modifications. Note however that modifying CB ra-
dios for extra power output and frequency coverage is
against FCC regulations unless you are an amateur radio
operator modifying them for 10 meter band (28 Mhz. 10
29.7 Mhz.) operation. Should you get caught violating
FCC regulations you're equipment will be seized, and you
will most likely get hit with a sizable fine,

Since you really have better things to do with your
money, I suggest vou play it safe and obey FCC regulations.
After the collapse occurs however, whatever works to help
you survive will be the order of the day, and | think there
will be worse things 10 worry about when the balloon fi-
nally goes up than the FCC.

Whenever possible, you should use 5SB for intra-group
communications. Most CBs used by the general public only
feature AM mode as that form of transmission requires less
operator expertise to use, especially in a vehicular setting
where the driver is also the radio operator. In addition to
providing better range, 55B transmissions will sound "gar-
bled” on an AM-only rig. This will provide communica-
tions security against low-end CB users (the majority of
people who use CB). For those of you who are wondering,
a properly tuned SSB rig will be capable of receiving AM
transmissions s0 you'll be able to hear AM CBers on the
same channel while in SSB mode.

When using a communications mode as popular as CB,
some form of communications encryption is a necessity.
Design a code sysiem for use with your CB gear and
change it on a frequent basis. Design it so that it makes
your group's communications sound like typical CBer activ-
ity; such as a few fishermen chatting about lake/stream
conditions or local residents caiching up on gossip. A sys-
tem like that is superior to a code system that sounds mili-
tary because listeners will assume that innocuous sounding
conversation is what it appears to be; whereas if you sound
high-speed people will know something's up even if they
can't understand what you're saying,

Those of you interested in learning more about Citizen's
Band communications and CB modifications should refer
to the following:

Recommended technical manuals for CB equipment; re-
pairs and modifications for better performance and 10 me-
ter ham band usage:

The CB Radio Hacker's Guide, by Kevin Ross
CB Tricks of the Trade, by J.L. Richardson
CB Tricks I, by J. L. Richardson
The “Screwdriver Expert's” Guide To Do-lt-Yourself CB
Repairs and Modifications, by Lee Franklin

Good general guide to CB radio; history and operations:
Tomcat's BIG CB Handbook, by Tom Kneitel
All of the above are available from:

CREB Research Books, Inc.
P.O. Box 56
Commack, NY 11725
{Catalog: £1.00}

An excellent source for CB technical information, parts,
services, repair books, and high performance accessories is:

CBC International

P.O. Box 31500PC

Phoenix, AZ 85046
(Catalog: $2.00)

Popular Communications is a general radio communica-
tions / radio monitoring magazine that covers CB as part of
its focus. It's available at any decent book store (Barmes &
Noble, Borders, even Waldenbooks) or news stand,
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Survival Notes (#1)

by Wildflower

DRYING WET BOOKS: Can be a long messy process of
taking aparl the books, scparating the pages, and waiting
for a long drying period, which rot & mold can still destroy
the book permanently. At least that is the old process, for
many years. Nowadays, whole books can be slowly dried
faster at low power setting in a microwave oven, This proc-
ess eliminates separating the pages, restoring the whole
book at the same time, without major waler damage, even
eliminating insects & mold in the drving process.

CACHE STORAGE OF BOOKS: Utilizing a $50 vac-
uum & heat sealer, sold in most major department store
chains, a book can be stored in a plastic bag, which has
been vacuumed of air content, then heat sealed. Then the
bagged books are stored in a waterproofl container, such as
a surplus ammo boxes, and then buried in walls, or ground.

If a book is zapped at low setting for 10 minutes in a mi-
crowave oven, this would eliminale excess water content,
insect eggs, and any mold spores, before bagging the book.
The vacuum & heat sealer machine can also be used to pre-
pare moisture & mold sensitive articles, for safer storage.
For example: clothing items, bandages, matches, toilet pa-
per, ammo, etc, A good mle is to cache away items




essential for survival, essential to make other items with, or
items hard to make or find later on. Examples: matches,
magnel wire, transistors, primers, thermometers, eic.

1 can build my own resistors, capacitors, even relays, but
a transistor be damn near impossible. Can grind my own

. but harder 1o make a decent primer for the
shell. Taps & dies, which | can make nuts & bolts with, are
just as necessary as 3 hammer for my shop. It's easy to
make candles & soap, yet easier if I lay in a few years
worth now, before being forced 1o, create them.
AFTER THE COLLAPSE: Within ten years, most fucls
will be either used up, or have deteriorated beyond usabil-
ity. Most people then would have 1o depend upon “home-
made” fucls: methane, alcohol, wood gas, wood, hydrogen,
and possibly methanol. these fuels, expensive to make in
any great quantity (in terms of man-hours), all be used
carefully in whatever surviving or homebuilt machines then
in use.

For travel, most would be: on foot, bicycle, horse, by sail
boals, by canoc & paddle, or rarely a motorcycle of even a
moped, and cven rarer by automobile (As years go by, what
roads will be lefi?).

But there is another mode of travel ignored by most post-
collapse planners. This is travel by aircrafl, of many sors!

Take for instance, microlite aircraft, able 1o take off and
land from afield, cruise about on very little fuel, while cov-
ering many miles of travel. And for heavier crafl, bush pi-
lots for years have flown one and two engine crafl,
equipped with pontoons and wheel combination for
land/water takeoffflandings. During WWII, Japanese air-
craft lew on alcohol, even local homebrew!

Or how about hydrogen/helium balloons or dingibles for
travel. If properly constructed, they can be used for world-
wide travel, and even carry their own fleet of aircraft along
for fast reconnaissance/defense or ground to air shutiling of
passengers and cargo! Yes, hydrogen is very flammable,
but until you find enough helium to replace it (by salvaging
from welders's supply or recovering from natural gas
wells), can be used safely. Heck the Germans did it for
awhile!

For heavier cargo, probably be moved by restored rail
service, rebuilt canal barge sysiems, or by steam tractor
road trains. As for major highways, only those maintained
by private road companies will still be used.

And no doubt, various technical survivors will utilize cel-
lular phones, shortwave communications, fax machines,
and computers, cither from salvaged systems and parts, or
if possible locally manufactured!

This mecans of course, just how well prepared you have
made your "survival® library. Yes, onc is going to have o
include whatever books cover the design & manufacturing
of the high tech items you will need, along with the tools or
information on constructing those tools, necessary 1o build

hydrogen proof fabrics, helium recovery systems, or cutting
silicon wafers into inlegrated circuits!

Also be good now to prelocate by using maps and phone-
future salvaging afier the collapse. This will safe many
man-hours and fuel supplies for your recon & salvage scav-
engers later on.

Same can be said for any local welder's suppliers or natu-
ral gas wells in your arca.
ALTERNATIVE ENERGY: If you can afford to buy your
solar cell panels, hydroelectric generators, even wind gen-
eralors now, do so. If possible, invest in all usable alterna-
tive systems practical for your area and needs.

As for the cost, do remember even a solar cell panel of 1

amp production, will be well worth having when your local
utility dies for good, someday! Or how much would you
pay just to switch on a light, especially when the power is
gone forever.
LAST: Afier the collapse, it would be nice to hold a con-
vention for all you fellow survivors, whom made it! And for
those whom didn't 3 mass pee-ofl on their common grave
site (after the homebrew beer festival)!

LIVE LONG & FREE!
Wildflower*94
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Deciphering the Radio Sticker Code

by Thomas lcom

To make things easier on customers and salesmen, radio
manufacturers place little star or circle (dot) shaped stickers
of various colors or with various letters on their low-end ra-
tion on popular low-power and itinerant frequencies. This
sticker indicates what frequency the radios operate on.
surplus or used equipment at hamfests and auctions. Even
if the radio's batteries are dead/missing or you don't have
your frequency counter handy, you'll know if it's compatible
with the rest of your equipment. Knowledge of the code
will also aid in doing SIGINT (Signals Intelligence) work if
you have no frequency counter or scanner handy. If you can
get a decent glance at the radio being used by the target,
you'll be able 1o determine the frequency for later intercep-
tion. This sticker is usually on the lower front or back of
the radio. This enables vou 1o see the sticker when it's ei-
ther resting in it's belt carrier, or when it's being held up 10
the operators head while being used.

Blue Dot - 15457 MHz Green Dot - 154,60 MHz




—

Red Dot - 151.625 MHz  Purple Dot - 151,955 MHz

Brown Dot - 464 50 MHz  Yellow Dot - 464.55 MHz
T Dot - 467.7625 MHz K Dot - 4678125 MHz

Silver Star - 467,90 MHz  Gold Star - 467.875 MHz
Blue Star - 467.925 MHz
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One-Time Cipher

by Nick Halflinger
This is a one-time cipher. The formula used is sin(x"3).
The program asks if you are encoding or decoding the data.
Type E or D. The program asks you for the PLAINTEXT
file name. This is the english (or binary) data when it is not
coded. The program asks you for the CIPHERTEXT file
name. This is the encrypied data.

The program asks you for the starting value of X. This is
one of the two parameters that are special. The program
asks you for the step value of X. This is the other special
parameter.

To decipher a message, vou need both the START and
STEP values. If someone else finds these values, then the
data can be read. You must find a way to decide these val-
ues so that nobody else can figure them out. You might
want to use things like the file date/size, or something.
They can be any real number.

If you don't know what a one-time cipher is, or why it is
secure, find a good book on ciphers or security and find out.
This is not the place for a description. You don't need to
understand what makes this secure, but it does help.

I've tried about 1/2 meg of sample data, including execu-
table files and text files. There has not been one single error
in encryplion/decryption in that time. However, I can't
puarantee that there aren't any bugs. If you put the wrong
filenames in the wrong places, you may overwrite your
source data. The program is very basic and doesn't check.

|prototypical one-time cypher systeml
PROGRAM one time cipher |input, output);

USEE crcti

TYPE
datafile = FILE OF BYTE;

VAR
plain : datafile;
cipher ¢ datafile;
start : REAL;
step @ REAL;
user & CHAR:
frname : string:

four functicn, which could be anything we want it
Lo bel

FUNCTION pseudo {x : REAL] : BYTE;

BEGIN [pseudol

paeudo. = ROUND (200 * SIM [ (BI * 2% » * X
180} bi
END; {pseuda)

FUNCTION encipher (orlg @ BYTE; walue @ REAL)
BYTE;
BEGIN lencipher]
IF [ {orig + pseudo (wvalue) | > 255} THEN
encipher := orig + pseude (value) - 256
ELSE
enclpher := orig + pseudo (value);
END; [encipher]

FUNCTION decipher (erig : BYTE; walue @ REARL}
BYTE:
BEGIN {decipher]
IF ( {orig = pseudo (value) | < 0] THEN
decipher = orlg - pseudo (value] + 256
ELSE
decipher := orlg = pseudc (value):
END; [decipher]

EROCECURE encode;
VAR where : byte;
current : real;
tempval : byte;
BEGIN {encode;
REWRITE [cipher):
RESET (plain):
current = start;
WHILE MOT EOF (plain) DO
BEGIN {while]
READ (plain, where);
terpval := encipher|where, current};
WRITE (ecipher, tempval);
curFent = current + step;
END; [while}
END; {encode]

PROCEDURE decode;

VAR where : byte;
current i real;
tempval i1 byte;

BEGIN {decode]
REWRITE [plain]:
RESBET {(ciphecr)i
CULLent = STAEL:
WHILE HOT EOF (cipher| DO
BEGIN {while]
READ (cipher, where);
tempval = declipher{where; currenti;
WRITE (plain, tempval);
current = current + sTep:
END; [while}
END; {decode]

BEGIM [main]
clrgcr;
writeln{'One=Time Cipher 1.00");
writeln;
writel' [Elnceypt or (Dieccypt'ii
user:=readkey;
writeln;
write]'Plaintext file name: “);
readlnifname] ;
assigniplain, frame);
writei'Ciphertext file name: ');
readln(fname};
assignicipher, fname};
write{"Start value;: "]
ceadln(STALT)
write|'Step value: ")3
readlnistep) ;
IF upcase(USER]|="E' then encode;
IF upcase{USER|="D" then deccde;
closelplaing;
close[cipher):

END. [main]

!
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Memetic Engineering - PsyOps and
Viruses for the Wetware

by Atreides
Managing Director, The Nemesis Group

Bunbu ltchi - Japanese phrase meaning ‘Pen and Sword in
accord’

Most practitioners of the 'hard’ sciences look down their
noses st what they refer to as the "fuzzy’ sciences-those do-
mains that are limited to passive observation, with no or
only limited application to the real world. This is an under-
standable chauvinism; when they look around them, they
see bridges, skyscrapers, automobilcs, airplancs, ccliular
phones, CAT scanners, synthetic fibers, all the fruits of
their labors. What could compete with all that?

Because of this chauvinism (by definition, in fact), a fu-
sion, synthesis, or synergy, take your pick of terms, com-
bining wery powerful aspects of cerain  hard
{mathematically malleable) sciences and soft (non-
quantifiable), has been seriously overlooked. This may in
fact be a good thing; if the repercussions of such a blend of
domains are as powerful as they scem, the practitioners of
such a mew ficld will, quite literally, wicld considerable
influence.

Think of this ncw domain as “applied sociclogy” or “cul-
tural enginecring ' Neither name is sufficient description 1o
a ficld that encompasses: information theory, general se-
mantics, semiotics, cybernetics, neurolinguistics, statistical
theory, adventising / propaganda, conditioning, episiemol-
ciology, and evolutionary biology. If your eyes have glazed
over, or you have already decided that you shouldnt be
reading such ‘trash’ as this, then resign yourselfl 10 being
one of the sheep. Careful study of Nazism (and Goebbels),
Marxism, or Scientology (and Hubbard) give clear indica-
tions that the concepis work; from there, it is simply a mat-
ter of analysis of the phenomenon 1o build a new form of
engineering, which in deference 1o its roots, can be referred
to as memetic engineering

1.0 Background

Evolutionary biologist Richard Dawkins, in his book The
Selfish Gene, proposed a concept he termed memetics, a
corollary to genetics, but in the domain of the mind rather
than molecular biology. A meme is a basic unit of memory,
but like a gene, can be transferred (via replication); better
than a gene, memes can be reproduced by a variety of
mechanisms beyond those of conventional biology.

For Dawkins and other biologists, this would function
similarly to the discredited principles of Lamarckian evolu-
tion, where acquired traits can be passed on 1o off-spring.
On a practical biological level, this is absurd; removing the
tails from lizards will not cause the offspring to be born
without tails. While physical characteristics are in no way
transferable in such a convenient method, psychological
characteristics do indeed seem 1o be. The young of most
hood, and adulthood appear to have a mechanism built in
that is geared to learn through imitation; this provides edu-
cation to the young in a cost-efficient manner for the par-
ent, and so secems 1o have won out in the natural selection
process. In human beings, both behavior and language ap-
pear to transfer through this mimicry process, parn of our
brain, operating independently of conscious will, acts as a
*seif programming’ computer.

In a typical moment of whimsy, Dawkins wonders if it is
possible that Nature views the mind as a whole different
eco-system, where memes compete via natural selection for
control of a "host * Dawkins further speculates that, if true,
memes are spreading, mutating, and evolving exponentially
faster than their biological brethren; it scems that the hu-
man mind is 3 fertile ground for expansion. Given a cross-
divisional background and a cynical view of Humankind,
one quickly wonders if this mechanism in the human mind
is deliberately accessible and if a specifically engincered
meme could be introduced through it, intentionally benefi-
cial 1o the engineer rather than host. To get to that point, a
brief discussion of other relevant areas is called for.

2.0 Mind as Ecology, Mind as Ecosystem

[The material for these sections derives from the works of
Shannon, Kornybski, Eco, Wiener, Jung. Kuhn, Hume,
Bateson, McLuhan, Vorn Newmann, Turing, Paviov, Skin-
ner, and Pareio; I highly recommend their works as a con-
crete starting place for an avid student to pursue. ]

You are an expent on the human mind; afier all, you are
in possession of one. Unfortunately, you never received a
user's manual. However, you have managed (o get this far
in life, so obviously your mind seems 10 be able to take care
of itself, just like a top of the line automobile, it automagi-
cally takes care of the details and leaves the larger issues up
10 you (extrapolation of this analogy further, implying that
the human brain seems merely a tool for the human mind,
and further implications from that, are left to the reader). 1If
you think about how you think, you will find your mind is
made of memories, facts, and that sort of thing, you picked
these up through continual reinforcement and having been
there for it (some things can be taught, others need Lo be
learned). Using a computer metaphor, your mind is hard-
ware (the grey matter, providing you with senses, nerve
endings, neurons) and software (combined from that odd
core of your being that is doing the reflecting, and the ma-
terial it is reflecting upon, kind of like a compuler program




and its data). That isn't the whole story, of course; there is
an unidentified extra component, the ‘wetware', that gives
vou free will, volition, scif-awareness We know mext o
nothing about how this picce works, it appears (0 be an odd
combination of chaotic and stochastic processes, transcend-
ing both. About the only thing we know for cerain about
the human mind is that we havent even begun to utilize it
to its full potential.

3.0 Language, the Building Blocks of the Mind

Very little of what we think of as ‘conscious' thought goes

on without language. Language seems not so much an ex-
pression of thought, but the basic assembly materials of it;
as such, it is also the limiting factor 1o a peoples’ thought
process (for an instructive example, track the historical ten-
dency in the New World for English speakers 10 favor free
markets and democracy, while Spanish speakers favored
controlled markets and oppressive governments). Language
has s limitations; for instance, there are some things that
can't be represented, only cvoked, such as emotions. Com-
munication is thus limited to the realm of dogma, where
the symbols passing back and forth between people are just
second-hand slices of someone else’s point of view. The
amazing thing is that it is capable of occurring at all.

When very young, and with the mind acting continually
1o acquire patterns lo imitate and mimic, the basic building
blocks of communication become programmed. View them
as precursors, primitives, or archetypes, they are critical
pieces necessary o interaction with the environment for the
rest of your life. When somecone tells you something is
blue,” you are forced back into the original foundation of
your language skills; the same for most anything we view
as baby talk.' those simple one-syllable words that form the
lcast common denominator of all other concepts. Obvi-
ously, access to this primal mechanism in the human mind
would be quite powerful;, access, however, becomes more
complicated over time. It appears that without constant use,
the capability atrophies, much like a muscle; as we grow
and become more sophisticated, higher reasoning centers
and capabilities of abstraction come into play, leaving the
more basic and powerful 'store and repeat’ functions alone.
We also tend to create a center of disbelief, while young, it
is statistically likely that most of the behavior and language
acquired is pro-survival, while later in life this probability
radically decreases. Any adult with exposure to children
will note how easy it is to convince them of things; soon
though, children stop believing in the Easiter Bunny or
Santa Claus, and other spurious bits that arc casy to ‘oot
out.” We gain an ability 1o be more selective in our beliefs,
at the cost of an amaringly robust learning process that is
native 1o the human mind That is not 10 say that the fac-
ulty goes away, it does not; it is only harder 10 get 10.
Humans develop blinders,” a functional inability 10 recog-
nize or process certain symbols or concepts that do not
agree with the opermional psychology of the resident

the term ‘paradigm’ 1o explain the issue, people wear rose-
colored glasses that causes them to sec or interpret the
world around them in a way consistent with that which they
already believe. Oddly enough, this seems an odd corollary
of the Copenhagen interpretation of quantum reality, or the
bane of the professional intelligence gatherer, which is ‘you
get what you look for,' and in many cases, only what you
lock for. The human mind has a unique ability to take a
large body of data, or an unknown situation, and put what-
ever interpretation upon it suits them the most, ignoring
everything else. Take as given this level of uncertainty as to
the underlying ‘truth’ of things, and sure enough, you come
around to “tell them enough times, and they come to believe
it,’ the operational philosophy of both Goebbels and Madi-
son Avenue.

4.0 An Expanded Model of Communication

Review of a communication model may be helpful at this
point, so a walk-through is in order.

Party Able of the communication begins with an intent, 2
purpose for wishing to communicate. A channel for com-
munication is chosen by Able; the channel and medium of
communication has certain traits which effect the message.
There are throughput, how fast you can communicate,
bandwidth, how much you can communicate; and interac-
tivity, the degree and frequency with which there is contact
with the other party. Proper choice of channel is critical to
the ability to successfully communicate the message; a pic-
ture can be worth a thousand words, and vice versa. Addi-
tional choices, some not consciously, are made - the initial
conditions of and for communication, handshaking to con-
firm that there is a dialog possible, and the basic building
blocks 10 be used 10 assembie the message. the primitives,
precursors, and archetypes. Able then frames the message
This message intends (o impart some informational vaiue to
the recipient; there is a fine line as 1w whether such inten-
tion is value-neutral communication or manipulation in
varying degrees of subtly (a game theory expansion of evo-
lutionary benefits of communication as a tool concretely
supports that manipulation of others and their resources is
the primary intent of the faculty). The message will contain
a variable degree of explicit and implied data points, Ex-
plicit hard points are the standard 'who, what, where,
when, how, and why', soft points are ‘relative’ concepts
commonly exchanged in absence of quantification (such as
*I'm in pain." which can describe a paper cut or amputa-
tion, unknown without referenis); and there are also “mull’
points such as the format or level of polileness. Impliad
conicni 10 2 message can come from traffic analysis (given
a statistically significant base to work from) as well as the
the content (which implies the receiver has at least equiva-
lent or greater knowledge of the content lopics lo gauge
properly).




Able's message may be sent in many forms, many times,
via many channels and media types to increase the prob-
ability of successfully achieving the intent: varisbly the in-
lent may require continual reinforcement, thus benefiting
from the ‘signal saturation,' or this may cause overload in
the recipient, 1o the detriment of Able’s purpose.

Party Baker is the receiving party of the message; Baker
mumuh:m&qmnmm
Baker's motivation is 10 remain integrated and maintain
equilibrium; 1o do this, Baker passes the message (already
having potentially suffered loss and noise related to the
channel) through a vanety of automatic cognitive filters,
such as Baker's perception, operational paradigms, inter-
pretations, and frame of reference. What such mechanisms
do is strip the message down so that it can be rendered into
its useful component parts; the results may be complete ac-
ceptance of all content, or total filtration of the message un-
til there is no content. This is a product of the layers built
initially by the 'mimicry’ mechanism and compounded by
later cognitive facultics. Depending upon the medium and
channel, Baker may give feedback, reply, ask for clanifica-
tion, etc. The message may initiale actions or reactions in
Baker based upon an accurate maich-up of releasers, ge-
stalts, and concepts that evoke a response.

Baker may initiate 3 message, becoming the Able party in
the model, but the message must be reviewed in the light of
the initial tigger. Is the content of the initial message con-
tinuing on (thus successfully causing replication or trans-
mission, being a meme with contagion)? Has the content
changed? If so, was it done poorly (bad replication, a decay,
like the game of telephone’)? Oddly (mutation)? Improved
upon and added to (aggregation)? Did it spur new conlent
(offshoots)?

Taken in its entirety, even basic communication is in-
credibly complex; as stated earlier, it's amazing it occurs at
all. As is evident in the model, however, is just how closely
communication of ideas seems congruent with the spread of
infection; review of some basics on disease will help clarify
this further.

5.0 Discases and Other Automata

No matter what clsc may be an apparent cffiect, the only
purpose of a discase (and automata) is that of reproduction
and metabolism. Everything else is sccondary; most flu
symploms are caused by a virus intent on replicating itself
into additional hosts; the potential eventual fatality of the
host is meaningless 1o an unreasoning reproduction mecha-
nism that cannot foresee the results in the event of it actu-
ally succeeding (a game theory expansion on this with
‘rational’ plavers requires the use of new positions “don’t
lose™ and “don't win"™ and is highly educational).

Infection, regardiess of the source (bacterial, viral, fun-
gal), is opportunistic; all it ‘wants' is access to the resources
necessary to continue on its quest for expansion. The

vectors of contagion, via which the automata reproduce and
replicate to additional hosts, are varied channels; all re-
quire that some representative sample of the automata, sus-
pended in a mechanism that can support its meager claim
10 ‘life." be exchanged.

Limits to the growth and spread of such automata are
many; the diversity of the domain of potential hosts itself is
2 barrier, since such variation is beyond the capabilities of
automata to reproduce and be transmitted in; the ‘yeast
system, also works 1o the automata's detriment, commonly
through limiting the number of new and available hosts in
a brownian motion-type expansion.

Certain potential hosts have a susceptibility to being in-
fected, some through genetic or hereditary predisposition,
or because of age, with a young, 'inexperienced’ immune
system, or an old tired' one, The host's immune system will
commonly recognize the infection for what it is and begin
an immune response, an attempt to repel the invader or in-
tegrale it into the system. While the host deals with the
aulomata on a ‘micro’ level, there are ‘macro’ level actions
as well; there are processes of containment, the control and
suppression of vectors, 'fircfighting' with specific treat-
ments, and ‘firchreaks” intended 1o prevent the spread.

There is an afiermath to dealing with the automata, re-
lated 1o the survival enhancement (value added) or detrac-
tion (value subtracted) effects, which may vary from the
benefits of E coli or mitochondria, or an improved immune
response, or the damage of an impaired or weakened im-
mune response, or the loss of some resource in the fight for
control with the automata. It takes no great streich of the
imagination to draw the parallels between disease-automata
and message-automata. Memetics, the study of language-
communication-informational automata, will become a
generally recognized field of increasing importance. At one
point in time, historically, we had no biclogical or 'germ’
theory of disease; because of this, we were late to cope with
the effects of widespread access of automata to improved
disease vectors (as simple as fleas on rals spreading the
plague to the effects of air travel on modern, yet primitive,
epidemiology); we are suffering greatly now because such
poor understanding has allowed such automata as AIDS 1o
gain a statistically significant foothold, and other ‘dead’ dis-
eases are returning.

There are now similar vectors in place for memetic type
automata” witness the media explosion of telephone, televi-
sion, cable, fax machines, computer and computer nect-
works, movies, books, magazines, posters, billboards, radio,
whisper nets; it is endless. And while naturally occurring
such mechanism, memes can be very accurately targeted,
aimed at self-selecting affinity groups that will make ‘ideal’
hosts.




6.0 Memetics as an Applied Science

Plato banned music from his 'Republic' because of his
primitive natural understanding of memetic engineering;
the notion of an 'idea’ coming along and literally rewriting
the nature of a culture is obviously an old one. Examples of
memes are instructive case studies and merit examination.

6.1 Primitive and Not-So-Primitive Attempts

Santa Claus is a meme that parents deliberately infect
their children with;, the purpose for it is quite unfathom-
able, and seems to run along two paths - it didn't seem to
hurt the parent when they had it, and it helps to explain the
odd behavior that people go through once a vear. The Claus
meme in a child helps the way cowpox helped with small-
pox; part of growing up is the ‘trauma’ of learning, once old
enough, that Santa is a myth, and that people. including
ong's own parents, have systematically lied to you. This
may seem a callous way to view it, but from the viewpoint
of building cognitive mechanisms, this is one of the earliest
we gain that fosters the ability of disbelief,

Nazism, the myth of Germanic racial superiority, is an in-
teresting look at a common historical occurrence. Hitler
provided the skeleton, but Goebbels and the Propaganda
Ministry put flesh on the bones. Use of constant reinforce-
ment, triggering an amazing number of cultural responses
such as 'noble sacrifice’ and ‘total commitment,' use of the
‘elite chosen by God' metaphor, indoctrination of the young,
all were a masterful implementation by a natural talent,
The meme, however, had the roots of its destruction built
in, with non-tolerance, the inability to conceive of losing,
and the perpetration of unspeakable acts as side effects that
combined to kill off those infecied. Nazism also gives an
example in recent history of a successful meme actually
managing to become an operational paradigm for continu-
ing generations.

Religion and cults are understandable when one realizes
that a cult is a meme that spreads throughout a population,
but once it becomes the operational paradigm in a signifi-
cant number, it acts as a religion. Judaism is specifically in-
teresting for its exceptions, such as the lack of the ability to
convert into the system, and the requirement that the Tal-
mud be exactly duplicated, with no changes or interpreta-
tion. These have acted to give the followers a solid cultural
identity that has resisted schism and other, not inconsider-
able, attacks. The odd beast known as 'Scientology’ is an-
other clear example of natural talent at work. Hubbard, a
failed science fiction author, created Dianetics on a wager,
freely plagiarizing critical concepts from an older 'mystical’
group he monitored when younger. Scientology was delib-
erately engineered to give power and wealth to its creator,
while providing an operational ‘philosophy of living' to the
followers; certain ‘religious' functions such as 'clearing'
with a pseudo-polygraph device create additional opportu-
nities for control through blackmail. A comparative study

of religions and religious history is an instructive lesson in
memetics and cultural manipulation.

Finally, the military provides another view of memetics.
Military training and indoctrination are a factory for me-
metic implantation; such training strips the individuals
down to their basic core personality and rebuilds them in
the image desired by the service. Such training uses many
of the accepted tactics of ‘brainwashing: de-
individualization, sleep deprivation, exhaustion, control of
the means of support, immersion into chaos and personal
incompetence, and the creation through reinforcement of a
new doctrine and identity. It is suspicious, in fact, that mili-
tary personnel have a unique susceptibility to brainwashing
attacks, as it has already been done once, such indoctrina-
tion techniques wear down an individual's resistance, but
do not necessarily build it back up properly to act as an im-
munity. Additionally instructive is the lack of success of
military sponsored 'hearts and minds' campaigns, where
memes are never crafied to become the operational para-
digm of the targeted people, and so have instead fostered
hostility or resentment through the oversaturation of what
the target's view as 'noise.’

6.2 Mechanisms

As the Noble Prize winning physicist Richard Feynman
stated, you can't predict the actions of a single thing at a
single time because there is no math-prediction is a rough
adherence to an average, which requires a statistical body.
Use of memetics to manipulate individuals would seem to
be out of the question, but the large scale use to manipulate
large bodies or cultures is not. Anyone familiar with sys-
tems operations is aware that, in rough terms, 20 percent of
the members of any average set will produce 80 percent of
the effects of the set (for example, 20 percent of the scien-
tific researchers in a given domain will produce 80 percent
of the discoveries, or publish 80 percent of the papers). It
does not, then, require an unwieldy number of ‘converts' 1o
manipulate a large body. as controlling a small number
gives the apparent effect of controlling the statistic major-
ity. What is important is the correct identification of those
who will be susceptible, reaching them, and doing it with
the correctly fashioned message to evoke the desired
TESpOnse.

It is important to remember at this time that the mecha-
nism that can be relied upon for replication of a meme into
a host is a primitive one; it is not susceptible to reasoned
arguments, or sophisticated ones. This is more of a case of
life imitating art; people don't perceive reality, only their
perceptions of reality - everything is second hand; people
live their myths and only tolerate their reality.

6.2.1 Target Hosts

Proper identification of the target hosis conserves re-
sources, and so should be done carefully, Individuals who




have recently undergone ‘crisis events' are particularly sus-
ceptible to most any message; this group are the most likely
1o undergo a religious conversion or complete change of
life behavior. The uneducated, inexperienced, or unsophis-
ticated lack the more advanced cognitive mechanisms for
manipulation of language and for ‘fillering’ it, acting like
an immune system. Individuals who need to fill a void,
such as college students away from home, commonly for
the first time, are ripe targets for more than an education,
as numerous cults have found. The Jesuit belief that if you
more than religion, such identifications as brand loyalty'
are also fixed while subjects are young.

For more sophisticated hosts, the messages must be more
diffuse, but that in fact seems to aid in transmission; just as
people strain harder to hear a whisper, concepts that they
‘absord’ or receive through exirapolation seem t0 by-pass
filters better. This seems to be akin to ‘tweening' in motion
pictures, where an cye will smooth the actual jerky motions
into smooth action; people fill in cracks, they categorize,
and these iendencies can be put to good use,

6.2.2 Crafting the Meme

A robust meme needs good, thoughtful design, like a well
laid out house or city. Many memes suffer from ‘organic
growth' problems, where they are undirected, unmanaged,
and soon die under their own weight. Creation of a meme
requires that the engineer frame the correct intent for best
performance value; just as with a military mission, if you
can't state the objective, you aren't likely 1o succeed. It is
important to identify the right ‘buttons to push,' the releas-
ers or triggers for behavior that are desired; note thait a tar-
get subject can act or react based upon a meme, and a
clearly directed outlet should be built in.

Unlike with a biological automata, the meme should not
unnecessarily impair the host and their sbility 1o function;
making certain that the meme and host fits into the system
is critical to the spread and overall influence of the meme.

The memetic engineer will likely want direct unaltered
transmission of the meme from host to host, as that gives a
uniform basis for prediction of actions and reactions. A
well crafled meme encourages replication and transmission
(the ‘preaching’ factor) to others; it should also allow a
‘group identification’ communication to give hosts a feeling
of belonging’ to something larger than themselves. [nlent is
likely that the meme allers or becomes the host's opera-
tional paradigm (a ‘conversion’); this provides the longest
lasting effect of the meme, rather than being just a Tad.' It
would be useful if it helped impart a resistance (o further
reprogramming (the strength of ‘faith’), and shouldn't re-
quire continual reinforcement (which, to prevent overload,
would require signal variation, which may then cause
schisms). A meme should be resistant to schisms and inter-
pretation by encouraging ‘dogma,’ acceptance of the com-

municated experience rather than a direct one, and enforce
a desire for external, ‘wiser’ guidance.

Effects can also be seen through the use of aggregation,
alicrations, expansion, and improvements off of existing
memes; in many ways, this is an easier task 1o accomplish,
since the engineer can ‘hijack’ a proven operational meme
with similar or shortfall effects to their desired inlent and
have a solid likelihood of success.

6.2.3 Starting the Fire

The enginesr or sponsoring group will need to have ac-
cess 10 the necessary vector channel for distribution. Re-
search will also likely provide leverage points, where the
effort invested gives back considerable return. It will be im-
portant 0 maintain a sense of realism, however, and focus
efforts based on the needs of the intended goal; is it neces-
sary to have a significant number of people over a short pe-
riod of time, or a few, dedicated people over a longer period
of time? The engineer should follow the communication
model and maintain the proper role and actions based on it

7.0 Operational Uses of Memetic Engineering

Manipulation of this sort occurs all the time, albeit primi-
tive and directed at such things as ‘Drink Coke' or "Vote
<Whomever>." There are a great number of areas that me-
metic engineering could have large scale effect.

7.1 Jungian Economics

Since most people don't know the difference between real
worth and perceived value, they get them very confused.
What makes a cenain stock on the market worth more than
another? What causes a bank run? People's perceptions do;
two stocks can have the same real worth and yet sell for
wildly different amounts, a perception of bank instability
triggering a tun becomes a self fulfilling prophecy. It is all
popular delusions and the madness of crowds. Deliberate
manipulation of perceived values can have extreme effects
on a market and economy.

7.2 Cover Stories

Careful use of memetic concepts can provide the intelli-
gence community with the ideal process for cover stories.
Crafting a sct of memes that take into account various per-
ceptions of events can create an impenetrable chaos; the
"actual’ facts are wrapped, like successive layers of an onion
around the core. Each laver of the onion is yet another
plausible interpretation of events mixed with 'red herrings’;
use of multiple lavers insures that if one or a few get peeled
off, the truth still remains covered. Interestingly, tiloring a
few layers of the memetic cover story for specific types of
‘probers’ can send them off with their expectations properly
met, but with the truth still secure.

10




7.3 Cultural Manipulation & Cultural Warfare

As a wol of covert intelligence and operations, memetic
engineering has considerable potential Politics by its na-
ture lies (pun intended) on perceptions, and so becomes an
easy targel for this sort of operation.

There are other uses for the practice that are more indi-
rect vet beneficial. For instance, the region of the former
Soviet Union is in chaos, the operational paradigm under
which they have been operating having been completely
shattered. Some want to return to the old ways because it is
familiar, it fits with their paradigm. Yet all those people
have had their myths shattered, this makes them danger-
ously susceptible to any chance meme that happens along.
Taking advantage of this ready-made target group should
be done as soon as possible, instilling a new myth that is
beneficial to the West Introduction of a quasi-religious
semi-political movement with a charismatic leader, preach-
ing how the collapse of 'Socialist Realism' should have
killed them off, but how they are a strong people, able 1o
'conquer’ any obstacles, would be quite effective. Free mar-
ket values and the upheaval necessary to make them a real-
ity are made palatable by pointing out that even with active
opposition, and with a waste of considerable resources, they
had never been beaten’; then the message that they can turn
this encrgy and their resources to winning in the market
can be introduced. Current reform process is proceeding at
far 1oo lofty an intellectual level and is doomed for failure;
a resurgence of hostile forces 10 the West in the region are
not desirable.

This is just one example of the covert political use of me-
metics; it will grow 10 be a considerable tool for operations
that may not use more coercive forms of manipulation,

B.0 Spread and Control of Memes

There are many unanswered questions that will only re-
ceive answers with time and study. Among them are many
critical points, such as how do vou deal with information
once il is released? You can't take it back, so vou had better
get it right the first time. How do you fight an idea? Such
things as gun control can't work as long as there is the ba-
sic idea of a gun, and the know-how 1o assemble one. Even
more important is dealing with a meme like "Marxism,'
which was correcily seen as spreading uncontrollably; the
accompanying paradigm shift was a simple concept (as op-
posed to explaining a complicated democracy to illiterate
and uneducated peasants) and attractive to the majority of
those it infecied - that they should have control, a sicady
supply of food, an education, freedom from ‘the oppression
of the ruling class.” Without instituting a carcful study and
science of memetics, we'll never know how to deal with
such things in the future (although 1t might be suspecied
that introduction of another primitive meme 10 counter it
would work, if only through the perpetuation of a chaotic

statc of affairs and the subsequent susceptibility of the
population, then taken advantage of that with another

meme, sec Lhe rise of Napoleon as an example).
9.0 Protecting Yoursell

The best way to protect onesell, knowing that this sort of
thing is possible, is the Delphic oracle's comment to know
thyself' Understanding the rudiments of what is going on
allows for considerable self programming and self control;
a sophisticated person in fact will have a number of para-
digms and shift them at will. It is interesting to note that
prophylactic measures against this sort of thing have con-
siderable history; for example, Speculative Freemasonry, in
an attempt 1o counteract the rise of superstition and the
power of the Church, used various ritaals and initiations
(kept secret to increase the "shock value’ to the participant)
to invoke and evoke a state of mind and being through
‘gnosis,’ direct experience. The influence, historically, of
such groups is still debated, yet the influence of the practi-
tioners still remains; we view them as the most significant
free thinkers, artists, and scientists of their age. Clearly, the
ability to continually integrate the signals one receives and
choose one's own actions and reactions is a beneficial
mm“!.

10.0 Conclusion

An old Eskimo proverb states that 1o "give a man a fish is
1o feed him for a day, 1o teach a man to fish is to feed him
for life.’ The discovery or invention of concepts and memes
and subsequent transmission of them is the story of Man.
Yel many other historical pressures, once given careful
analysis, have yielded useful, beneficial engineering prac-
lices and sciences,

It is only a matter of time before a practice of memetics,
called something that will make it palatable and believable,
comes into formal existence. Hopefully, it will be soon, as
there are a number of arcas for study and implementation
immediately.

Meanwhile, just as diseases cut down humanity before we
understood about germs, memes are cutting through and
having their effect. American 'culture’ is panticularly sus-
ceptible, having become highly sensitized to it. Culture is,
in fact, simply a statistical aggregate of the reinforced sig-
nals available in a body of people. European and Asian cul-
tures, with considerable tradition and what could be termed
‘cultural inertia,' are harder 1o manipulate ‘against the
grain.' Aberrations such as Nazism are not influences that
run contrary to a cultural bias - they are, in fact, a tight
feedback loop of the primitive cultural identity symbols
transminied back into the culure contimually, much like
feedback in 2 sound sysiem.

The US. has no culture anymore - rapid adoption of
high-throughput, high-bandwidth signals channels, from
cellular phones through MTV, have complelely eroded
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what culture there was and replaced it with ‘instant gratifi-
cation,' 'pop culture,' and 'sound bites." Culture is a statisti-
cal average of the signals, and Americans are subjected to
continual bombardment of ever-changing and inconsistent
signals; cultural schizophrenia is the least resultant prob-
lem, yet causes splinters of the culture of retreat into more
insular cultural identifications. Studies of violence, drugs
use, and other behavior are incomplete without an accom-
panying memetic investigation.

Control of the signals and messages presents the ultimate
tool for defining, shaping, and controlling a people, Ameri-
can or otherwise. What of the considerable investment by
the Japanese in American media organizations, or the fact
that more children recognize Super Mario or Sonic the
Hedgehog than Mickey Mouse? Memetics can be a power-
ful tool, and can be seen as a culmination of the Japanese
sentiment that the pen and sword should be used together
(to think and act are one) and can even be the same
Weapon.

This document is an attempt at memetic manipulation as
well. You the reader now have a spawn of new memes, nol
to mention the meme of memes, in your personal wetware.
The difference is that my intent is to turn you the reader
into a plaver rather than a pawn. You trust me, don't you?

b o

A Look at Business Data Security
Measures

by Thamas leom

I've received some information from our readers regard-
ing the data processing security guidelines set by various
companies, and how they are presented 1o their "rank &
file" (ie. non information systems department} employees.
I've taken the 10 most common guidelines and presented
them in this article; so as better give the 'zine's readers an
idea about business data security measures. If you run a
business that makes use of computers and are interesied in
how to protect yvour data, you will find this information
useful.

The nice thing about these measures is that they cost next
to nothing to implement, and if conscientiously applied,
will do a great deal to increase your level of data security.

1} Account (user ID and password) information for remote
systems should not be resident in a PC or it's software.
They should also not be writien down in any documen-
tation, or otherwise be easily accessible by unauthorized
personnel.

2} Remote system passwords should be changed every 7-60
days. (Each company had a different time period speci-
fied in that ranpe.)

3) Telephone numbers to remole systems should be sup-
plied on a "need-to-know" basis. The numbers should
not be easily accessible by unauthorized personnel.

Accounts belonging to transferred or terminated em-
ployees should deleted immediately.

Information copied from a remote system to a worksta-
tion should be assigned the same level of protection that
it had on the remote system.

6) Users should logofT a remote system before leaving their
terminal.

Computers and related material (diskettes, software,
manuals, modems, et. al.) should be given the same pro-
tection as any other highly portable and valuable prop-
erty. When possible, they should be secured when not in
use.

Personal Computer users should make use of the sys-
tem's kevboard lock when not in use, The key's serial
number should be recorded.

Data on a hard disk or floppy disketies should be
backed-up, with the floppies being stored in a secure,
preferably remote, location.

10) Proprictary or Confidential information should be

stored on floppy diskettes, rather than on a system's
fixed disk.

4)

3)

)

8)

9)

o

Doing a Radiol

(reprinted from Full Disclosure #30)

I have found a way of receiving your great radio program,
which 1 feel will help others receive Full Disclosure Live.
(Ed MNote; Full Disclosure Live is on WWCR 5065 Khz.
Sundays at 7-8 PM Central Time). Since I am in prison,
you have to find new ways of getting to hear the truth.

This does work, as I regularly listen to Full Disclosure
Live, VOA, RCI, CBC-Canada, BBC, France, Germany,
MNetherlands, R.O.C., Cuba, Time Signals -- WWYV - CHU,
and morse code, all this on a modified Sony walkman
bought here at the prison, I modified the radio to receive up
o 10 Mhz.

Sony FM/AM Walkman Model #5RF-29
Modifying a walkman to receive shortwave

1) Open the back of the radio, removing the two screws —
one in the battery holder -- one under the belt clip.
2) Afier the back of the radio is removed, look for a small

copper wire wrapped iron bar at the top of the radio,
This is the AM antenna.

3} You will see four small wires soldered to the antenna,
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4) Take six inches of small multi-strand wire, after strip-
ping about one half inch of the plastic from both ends of
the wire

Carefully wrap one end of the wire around place #2
(note: on some radios of the same model, place #3 picks
up better)

Carefully solder or super glue or just carefully twist the
wire onto the best place (#2 or #3)

You can cut a small groove in the edge of the radio to
let the wire extend outside of the radio when the case is
closed

I cut a small hole in the back of my radio, so I could use
the adjustable red coil to fine tune the shortwave
stations

The red painted coil - see above - is used 1o fine tune
the stations

10} Very carefully turn the coil to the left - counter clock-
wise - the coil is very easy to turn, do not force it,
breaks easily, to fine tune shortwave stations

11) Take at least 5 feet of small multi strand wire, if not
multi strand solid will, twist one end of this wire to the
stripped end of the wire coming out of the radio. Be
sure the end of this wire is stripped of insulation for
about one or two inches.

12) After stripping the other end of this wire, touch or

hook il to a metal frame - | use an aluminum window
frame for this, still in the window.

5)

6)

N
8)

9)

13) If this was done properly you will receive quite a num-
ber of shortwave stations, mainly at night.

14) T regularly receive 8 to 10 english speaking stations,
several french, german and spanish stations plus morse
code - in the shortwave band.

15) With this modification you can listen to Full Disclo-
sure Live. .

16) Be sure the radio is tuned to the AM band of your radio
not the FM. Switch it to AM,

17) You will not lose the FM or AM band, you will have to
retune the radio to a local AM station afier listening to
shortwave, by adjusting the red coil.

Ed Note: This article was reprinted from a letter in Issue
K30 of the excellent periodical Full Disclosure, Full Dis-
closure has top notch articles and information about sur-
veilfance, privacy, and constitutional issues. | recommend
that you subscribe to it! Full Disclosure is $29.95 for 12 is-
sues, pavable to: First Amendment Press Inc., P.O. Box 67,
Lowell, Michigan, 49331,

How To Contact The Militia

Ed. Note: In light of some moves made by our elected rep-
resentitives and their bureaucratic underlings that could be
considered totalitarian, people across the country have
been forming citizen's militias. The concept of a citizen mi-
litia is well grounded in our country’s law; which considers
every citizen above the age of 18 part of it, and makes a
distinction betwen it, calling us the wnorganized militia,
and the organized militia which is the national guard and
reserves. In addition, surpeme court cases involving fire-
arms ownership have consistently based their decisions on
the suitability of weapons for militia purposes. If one
checks the laws, they will find that contrary to the recent
ramblings of certain socialist media types, these militias
are totally legal. Recently, we received this press release
Jrom one of these militia units...

UNCLASSIFIED
APPROVED FOR PUBLIC RELEASE

DATE: 18NOV94 FILE: FUB 94-001

TO: POTENTIAL & OPERATIONAL UNORGANIZED
MILITIA UNITS

FROM: TRADCC, WEST/PUT NY UNORG MILITIA
TOPIC: INITIAL CONTACT SOI
BEGIN TEXT:

The following SOT has been adopted by WEST/FUT NY
UNORG MILITIA and is intended for nationwide unclassi-
fied initial contact communications needs between different
militia units, Standard OPSEC and COMSEC procedures
apply.

Militia units should adopt their own secure SOls for
intra-unit communications, and for inter-unit communica-
tions after initial contact and credential verification. DO
NOT USE THIS SOI FOR CLASSIFIED OR MISSION
CRITICAL COMMUNICATIONS.

1 - Citizens Band:
Primary (initial contact) Channel: 14 AM mode
Secondary Channels: 5, 11, 30, 35 AM mode

The secondary channels are to be used in the order pre-
sented above in case of interference (14 o St 11 1o 30 1o
35 1o 14..). Tell your party to "Go up one.”, and then pro-
ceed to the next secondary channel.

When communicaling on this band, call "Break for Union
Jack." to initiate communications with other Militia units
on frequency,
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2 - 2 Meter Amateur Radio Band: 146.535 Mhz., Simplex,
No CTCSS/PL

An amateur radio license of at least Technician class is
required to operate on this frequency. Initiate contact by
calling CQ, and discreetly bringing up the subject. NOTE:
This frequency is open to all radio amateurs holding the ap-
propriate license classes. A portion of them do not share
our beliefs.

3 - 49 Mhz. No License Band: Channel AB,C.D.E in that
arder. If a frequency is in use in your area, go the next
higher one.

Initiate communications with the phrase *Calling for a
militia contact, this is <use pscudonym of choice>."

¥
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Oechnology. Security, Self-Refiance
Published by OCL/Magnitude, P.O. Box 64, Brewster, NY 10509

Editorial:
Looking Back: The Past Five Years

This month Cybertek celebrates it's Fifth Anniversary.
I'd like 10 thank (in no particular order) my subscribers,
my wiiers, Necross Sinister. John Williams of
Consumertromcs. "A W ", Charlic. my parents, Benny
Gnlletie. The Black Manta. Hanover Fist, The
Datamaster, Peter Pulse, Glen Roberts of Full
Disclosure, Malcolm Tent of Trash
American  Stvlee  The  Other
Bookstore, lgnatious T Foobar of
Uncensored BBS. Rev Xidexx
Unisexx.  Wildfire  Longstnde,
Wildflower, Bleach, SV M. Bran
Obivion. Count Zero (both of them),
RLRDTLOplt Heavy Industries.
Mercenary, Anubis. lonizer, The
HRG, MNick Halflinger, Brain Donor,
GarbageHeap, Demogorgon. Mike
Gunderloy, Jerod Pore WIRED
Magarine Facisheet Five, Emmanuel
Goldstem and everyone else at 2600
Magazine. Kunt Saxon The US
Postal Service, and those who |
accidentally missed or wished to remain anonymous.
Evervone who've helped Cybertek out, from writers to
envelope stuffers, were instrumental in keeping it going
over the vears

Cybertek was started as a quest for a ‘zine in the flavor
of TAP (Technology Assistance Program), a four page
newsletter that ran in it's first incarnation from 1971 1o
1984 TAP covered all kinds of technology from
crosshows fo computers. At the time of Cybertek's
inception. there was no regularly published ‘zine which

— — — —

had practical hands-on articles on technology, security,
and  self-reliance, a  libertarian/constitutionalist
viewpoint, and yet with a minimum of political raving.

Over the past five vears, T've tried 10 fill in what |
perceived to be a gap in this wide-ranging community
This community encompasses hackers (of all
disciplines), techies, freethinkers, techno-libertarians.
self-reliance and preparedness hobbyists (who used 1o
be called "survivalists” before the term was slandered by
the establishment media), and many
others who are cut from the same
bolt of cloth

As strange and unfikely as i seems,
we are all brethren. No matter what
field of specialization, we all share a
love of knowledge, the urge 1o
expand our horizons, the capability
to think for ourselves; a willingness

W teach those who have a
willingness to learn. and a fierce
love of freedom These
charactenstics bind us together. and

are what distinguishes us. Although
we all may seem different at first
glance, we are all still fellow travelers.

One cold winter day five years ago, T wrote that the
times were changing and that the changes weren for
the better. Since then 2 lot has happened which
unfortunately has now marked those words as a
harbinger of what was to come The socialists and
totalitarians have been engaged in a systematic atiack
against what we stand for

The propaganda that has been directed against the
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Second Amendment of the Constitution has been
continuing with increasing intensity, and it appears that
we may be soon losing the teeth of liberty that has
mantained this country’s freedoms for over 200 years
With our right 10 self-defense and preservation almost
out of the way, they are now attacking the First
Amendment

Recent media attacks against the Internet are stressing
how the government should institute more control over
the last major bastion of free speech in this country. The
totalitarian organization, Handgun Control Inc. has
come oul and stated that there are certain types of
"dangerous literature™ which should be banned. They
apparently consider mformation that would help people
defend themselves “dangerous™ One can guess what
tvpe of society those people wamt where the information
to preserve liberty would be banned

The last ime an anack against knowledge and learning
occurred. the result was the dark ages Shall we let
them doom us to repeat history” And as if things
weren't bad enough. we sull have problems with the
rising erime rate and the declining economy At a time
when the knowledge of self-preservation is needed the
most, the attacks against it have stepped up in intensity

There is still hope for the future however The attacks
against "anarchy on the Internet” indicate it's
effectiveness against totalitarianism Should those who
use the internet decide to "go tactical” it will be one of
the most effective 1ools for freedom we can bring up 1o
bear against the enemy Citizen's have been joining the
“miliia” in increasing numbers (the last figure | received
indicated an estimated membership of Five Milhion), and
the performance of the mifitia units that appeared on the
Phil Donahue show recently have shown that they are
equipped to deal with the ngors of information warfare

Things could be worse, but unless we continue fighting,
they wall be Anv person who studies the histones of
Onoman Turkev (1915-1917). the Soviet Union. Nazi
Germany. China, Guatemala (1960-1981), Upganda
(1971-1979), and Cambodia (1975-1979) will be able
1o clearly see what happens in a totalitarian state. We

still need to put in & lot of work before we can, if ever.
consider things safe
- Thomas lcom, Senior Editor

L

Terrorism in a New World
by Atreides
Managing Director, The Nemesis Group

In a ime when a greater peace appears 1o be bresking
out, smaller conflicts appear to be on the upswing
There are two major causes for this—the demh of the
superpowers and the stability they brought, and a severe
reduction in the minimum means necessary 10 engage in
conflict The preferred method”

Temor

Temrorism has been correctly identified as being media
driven 1In its guerrilla warfare form, terrorism is
intended 1o bring attention to a conflict when the media
is perceived to be controlled by the opposition or when
it has no wish to cover the conflict otherwise
Organizations such as the Provisional lrish Republican
Army (PIRA) or the Palestinian Imifada fall into this
categorv—PIRA against British rule and control of the
media, the Intifada against Israeli occupation, with a
media bias in favor of Israel Other terronsm is for the
purpose of distraction, shght of hand, or revenge Syria,
Iraq. and Iran, following their belief that the ability to
destroy is the abilitv to control. have used terror acts to
the Syrian-backed Al Saiga attack in Austria just prior
to the October War distracted Israel from the
impending threat, and attacks such &s Black
September's Munich Olympic operation, were purely
repnsal

Over ume, terrorism has changed its form The first
generation of ‘'modem’ terronsm, post-World War 11,
was based on a theory of afirition, a sirategy of
exhaustion. Target profiles were 'no retreat.’ such as
wirplane hjackings and Embassy wkeovers Coumter-
terror tactics caught up at Entebbe, showing that police
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methods and commando strikes worked against this
threat Second generation terrorist attacks stemmed
from a reactive evolution and focused on a strategy of
recognition. almost a coercive propaganda These
methods were adopted. in different forms, by the PIRA
and Palestinian groups 'No contact' targets were
adopted. pnmaniy through the use of explosive devices
Attack on this strategy was made by criminalizing the
action. with complete removal of the political context in
media coverage of the event or group carrving out the
operanon

The next step m terrorism. which is happening even
now. applies rechnology 10 overcome these problems
While nations’ malitary and intelligence services re-tool
themselves to deal with the fzll of the Eastern bloc and
worry about nuclear proliferation, a different genie has
come out of the bottle, one that can't be put back in,
and for which there is no infrastructural control
possible

Communications technology has revolutionized the way
the average man lives, works, thinks, and plays The
popularization of this technological infrastructure will
provide a ready tool for the fsture terrorist—a global
arena and a way to leverage limited resource. Soon to
be gone (in most parts of the world) will be the cut-
outs, drops. forwards and other elements of tradecraft
in the Cold War period

The telephone system. with its anomymous payphones,
reprogrammed cellular phones that allow one 10 roam,
faceimile machines. alphanumeric pagers, and voicemail
are only the begmnmg In and of themselves, they can
act as a digital replacement for most items of tradecrafi,
but they provide even better services They also allow
computer networks, private and public, with numerous
anonymous entrypoints, o move information around
without worry, information as simple as a scanned
image altered in a creative fashion to be distributed,
laser printed. copied, and distributed for propaganda
purposes, or information as potent as a continuing
evolutionary design of explosive devices

Audio Tone Generator Schematics
This device is capable of operation from .5 Hz 1o 18 5 Khz
by adjusting the 500K pot  Tt's handy for various tone
signilling and remote control functions. The heart of the
unit 13 a 4046 PLL IC, boosted by your basic 2N2222
transistor amp  Due to the fact that it uses a handful of
parts. it can be implmented in a very small physical package

Distribution through the electronic mail,
mailing  lists, anonymous  remailers,
newsgroups, or whatever, can now act as
4 'community memory’, keeping all parties
informed of all evolution in tactic,
technigue, and technology

Digital cryptography for the masses has

provided another powerful tool Messages
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can be secured using public-key cryptographic
technology, among other methods, for authenticated
distribution. internal to a “virtual organization’ for things
such as operational plans, or external, 0 media
organizations to provide propaganda statements to
negate counter-terror efforts 1o ‘close the bd' on issues.
Even this technology is rapidly evolving and wall
provide even greater capabilities—-voice encryption
using 2 normal computer, providing security and
the ability to disguise secure information as signal ‘'noise’
inside of other data. mnocuous or not, such as the large
pomnographic  subculture on the public computer
networks. This technology is being given away free to
any who want it, even making the ‘source code'
available, to allow the user to be certain it isn't
gimmicked, this allows a more sophisticated user to
make alterations. or use certain techniques for other
purposes (such as the creation of a cryptographic
computer virus, which infect a system and encrypt data
with a public key technique for blackmail purposes,
since capturing the virus doesn't provide a mechanism
for retmeving the data) Rising mterest in such
technology have also made available the resources for
attacking such svstems, which secure personal,
corporate, and government computers worldwade.

Technology is making direct aherations in the way
€very OTganization operates, 1ermonst groups, or for that
matter, anv organization with the wherewithal to, can
drop the hierarchical or 'cell'’ structure that 15 out of
date Such structures, other than being inefficient, have
also become negated through contract tracing. traffic
analysis, or 'gateway' style checkpoints on members
which make the entire orgamzation wvulnerable
Heterarchies, with localized independent action are the
next wave, with authority being roll-based and
functional, and structures only being one level deep,
allowing diweri control or supervision it prowiding
complete isolation from the other elements of the
network

Recruiting is effected—members who are voluntanists
can be thoroushly nvestigated before trust is given
Collateral networks can be established as never before—

vulnerahble elements on the computer networks such as
women or homosexuals can be exploited. tracing back
dependent behavior such as drugs, sexval. or other
can be recruited among the population who are sull
legal ‘'minors.” Legends for members of the organization
can be made quite thorough and backdated

Funding for the organization can come from industrial
infrastructure, computer crime, or blackmail The needs
of the organization won't be extreme, however, as the
technology provides leverage, and the infrastructural
costs are practically negligible, carried mainly by the
legitimate use by the populous at large.

Operations gain considerably, and intelligence and
research, the backbone of any organization, profit most,
targets can be isolated and an in-depth background brief
and schedule developed through penetration of
computers and commumications (inciuding contact
tracing. purchasing habws, travel, etc ). and all n a
fashion that doesn't alert the target or amy security
protection they may have

Training, planning and debniefing can benefit from
virtual walk-throughs. models of anything important 10
the operation buili entirely in advance, which can be
used 1ogether by team members who need never meet
to use them. working over networks. Post operation
'spin control' can benefit from massive momnoring of
media channels and real-time propaganda or
manipulation. Operations may even become fully
digital--information  warfare  attacks are  highly
leveraged, low cost, can be done st any distance, take
whatever time needed yet be synchronized, have
complete surprise. and move faster than the opposition
can respond to.

There is very little i the world of intelligence that is not
now avaiable 10 most anyone with technology and the
will More so than any 'dual use’ technology, computers
and commumications are an equalizer ' in a world where
whomever makes the first move. wins.
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The Riddle of Steel
Long Knives, Swords, and Machetes
by Jim Teff

Most people fear knives more than guns The reason for
this 15 that while few have any concept of a gunshot
wound, almost evervone has experienced a serious cut
al some time in their life and the memory of this injury
makes them squeamish at the sight of a menacing blade

Long knives and swords were the pnmary weapons of
the middie ages and are just as useful today. My advice
1o the contemporary Viking or Ninja is to consider the
machete Machetes are more useful tools for clearing
trails, constructing shelter, chopping firewood. etc
They are also far more economical Smoky Mountain
Knife Works offers 2 styles for $3 99 each (The most
expensive are under $20 ) These come without sheaths,
but a senviceable scabbard can be made by sandwiching
the blade hetween 2 slabs of cardboard and wrapping
with duct 1ape. At this price, you should keep a spare
or two. Besides its versatility. the machete is easier to
explain to “the authorities™ if carmied with camping gear.
tooks, or fishing tackle. Try explaining a broadsword or
Nmja-to to the police Machetes can be blued if desired,
for camouflage and rust prevention.  Even if vou choose
another tvpe of sword or long knife as your main
weapon. | recommend a machete as a backup or spare

I vou desire @ more exotic blade. Smoky Mountain
Kmfe Works offers a variety of steel at reasonable
prices. A few of their blades are

Gurkha Military (Kukri)
ORDER= GT368 - 11° blade - $8.99
ORDER# GT365 - 24" blade - $14 99

These come unsharpened, so vou will have to put an
edgze on 1t yourself

Giant Bowie
ORDER#PM1170 9 3/ blade, 14 3/4" overall - $12 99

A good copy of the Western Cutlery bowie at 1/3 the
price

Texas Bowie

ORDER# HK2730 - 15" blade, 2- 3/4" overall - $19 99
A heavy chopper with & sawback blade and knuckle
bow,

Texas Pigsticker
ORDER# HKTZ - 15 3/8" blade, 21 1/2" overall -
$1999

Double edge - sawteeth on both edges near handguard

These last three are made in Pakistan, but have
surprisingly good steel for the price  They come sharp
but could. and will. take a better edge

25" Machete {Tramontinz - Brazl)
ORDER# MADTS - 20" blade - $3 99

19 12° Bolo Machete (Brazl)

ORDERs MAOT74 - 14 172" blade - 53 99

These two machetes are of excellemt quality They
measure right up 1o the 320 ones

I also recommend their carbide sharpener. This will put
a razor edge on a donut!
ORDER= 511 - 5599

All of these are available from

Smoky Mountain Knife Works
P.O. Box 4430
Sevierville, TN 37864
1-800-251-9306

¥

Echinacea: An Indian Tea
by Bleach

The winter that we are in now has not only come with
with colds and flus.

A couple of months ago people were scurrying to their
personal physicians to receive a flu shor Well, | was
leamming in class about flu shots and it seems that
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doctors need 10 see what the flu type is this year, since
the flu virus itsell is different every vear. So, doctors
have to use a control to test the virus [f the doctor
receives 30 patients wanting a flu shot_ it 1s possible that
the doctor gives 15 patients the real shot, while he gives
the other 15 water in the form of an injection. T am not
trying 10 say your doctor does this, but it is proven fact
that some doctors do

1 have been sick with the flu once and had about four
colds already this winter, and my brother told me
something his friend said sbout Echinacea Tea My
brother's friend has not been sick vet so my brother
bought the tea | was reading the history about the tea
and this is what 1 found

“Used &s a remedy by the Plains Indians more than any
other plant, Echinacea 15 a perennial plant native 1o the
United States. As early American settlers moved west
in the 1800's, they discovered Native Americans used
Echinacea for a vanety of both internal and externai
health benefits  Also known as the purple coneflower,
Echinacea has delicate, daisy-like pastel petals and
narrow leaves The name Echinacea is derived from the
Greek 'echinos' meaning sea urchin or hedgehog in
reference to s sharp spiny projections on the
cone-shaped seed heads To this dav, herbalisis
continue 10 grow and use Echinacea for its benefical
properties " (Alvita}

So. it seems that the Native Amenicans have shown us
another good way 10 keep curselves happy and healthy
without going 1o doctors or spendng 100 much money
on prescriptions and loss of pay from work

You can get Echinacea Tea Bags at General Nutrition
Centers (GNC) for 55.15 abox Tt comes with 24 Tea
bags and | recommend to put some honey into it. It says
on the directions to do i to sweeten it, but [ say it just
tastes better all together with honey in it.

In conclusion, T would just like to say that looking for
alternative ways 1o heal yourself and/or prevent diseases
through s=fer methods such as Echinacea Tea is the best
way 10 survive on your own  Surviving in the

wilderness is something that present day people are not
thinking about anymore. You need to be one with the
earth and then you will be able to survive anything

" lgnorance is the death of a society.”
-Bleach

References:
Ahvita Co. (Div. of Twin Lab Co ) product literature

W

A Guide to Computer Operational
Security (OPSEC)
by Bleach

1.0 Introduction

The Higher Entities in the world today are becoming
more active in the world of computers, or as referred to
by the media, “The Information SuperHighway * The
past decade proves that OPSEC is imporiani for anyone
in the computer world, even though you might not be in
an organized computer "group” Such incidents as the
Jackson Games situation in Texas and the Craig Neidorf’
trial proves that certain bad seeds in law enforcement
will blatantly throw the Bill of Rights out the window
and try to stop the information being spread over
Computers.

The reasoning behind thes article is that | have seen
many articles that cover cenain aspects of security on
computers, but not always a full compilation of OPSEC
on computers,

I would also like to state that the views in this article
are my views only and should not be looked upon as the
views of the editor or any other writer at CYBERTEK
2.0 Basic Security for the Computer User

The Computer User who is looking for secunty from
strangers and the higher entities would wam 1o use
certain personal security measures off and on the
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computer before even using a modem  This may not
apply to the basic user, but more likely 1o a computer
hacker, pirate or someone who the general public would
not look upon as a friendly user

2.1 Keeping a Low Profile Off The Computer

This is probably the most simple, but probably the
hardest measure to keep for some people. The only
thing that vou have 1o do is keep your mouth shut

I believe every computer hacker or just an average
person has told someone else something that they regret
saving for some reason. You must always believe that
the person you are speaking o is your worst enemy
when it comes to certain secunity aspects.  You would
not want to tell anyvone about what you have done that
wis illegal (not that I am promoting illegal activity) or
whom you are not positive is 10086 trustworthy. The
fall of many hackers in the past was saying something to
someone who was not trustworthy. The person vou
told could enher be an informam or just another person
who might get busted and sing like a bird 1o the
authorities

Alsa, do not say anything incriminating over the phone.
It would be the safest bet 1o assume that your phone is
always 1apped The phone system today is not secure
enough to feel safe and an average person could have
the ability to tap a phone afier reading one book htisa
frightening thought, but also a very true one,

2 2 The PC's Basic Secuniy

A computer user should take the basic precautions
before even starting 10 get into anything the public
would find questionable It seems that evervone has

(1) A Password Protecion Program: This item is
ususlly not on people’s fist due to it not bemng very
secure 10 the imelligent computer user, but it is good
for prolection agamnst people who pass through your
residence and you do mot want them just screwing
around on yvour computer

(2) More than one Virus Scanner: Virus Scanners
receive bad media in the computer world for not being
very accurate, but they have saved me from certain
virus programs that could have done large amounts of
damage The reason I recommend using more than one
because using one will kmit you to the virus programs
that the one scanner looks for When vou use multiple
scanners, you are jess fikely going to have a virus get
past you | recommend having one of vour scanners
made by McAfee they have never given me any
trouble.

(3) Some Son Of Cryptography It is safe 10 say that
the governmeni does not look oo kindly on
Cryptography because it makes their life harder 1 wall
get more into the Cryptography topic Iater on, but just
for starters T recommend getting PGP (Pretty Good
Privacy) Encryption (c) by Phillp Zimmerman Encrvpt
everything that you would not enjoy having someone,
who you are not acquainted with, to look ar  Always
encrypt your personal e-mail that you would not like
System Administrators reading

{4) Backups: It 1s definitely recommended o backup
your computer several times, preferably on floppy disks
and tape backups Backup your computer every month
1o two months to keep recent acquisitions safe from
drive crashes and viral attacks.

Once you have your own personal computer secure
you then are prepared to enter a8 world thar simple
backups and Password Protection, won't save you from
This is the online world

3.0 Onhne Introduction

The online world is full of many sorts of people The
main reason many people sign up for online services, or
receive Iniernet access is to meet other people, as well
as gaining further knowledge in other subjects. In this
online world, a person can meet all types of people.
good and evil It sounds like an old medieval story of
knights, but it is not as "simple” as the good vs evil
story. The reason for this is that cerain groups of
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people consider one group evil, while another group of
people may conmsider the same group heroes The
online world is a never ending battle ground and that is
why secunity is so important

The three mamn categonies of the online world are
Online Services. the Intermet, and Bulletin Board
Svstems (BBS)

4.0 Online Services

Online Services have been around for the past decade
but have really bloomed into something rather large
within the last five years, With Services such as The
Prodigy Online Service, The America Online Service,
CompuServe, and Genie, nlmost any person in North
America with a modem can connect and talk to other
people The people on these services are not always the
brightest people in the world. but there are many who
you can speak to on a normal basis. Even though
Online Services stress securnity by tefling its customers
to change their passwords often, you are really not safe
from anyone on such services

I will give a briel explanation of the Prodigy Online
Service and the Amenca Online Service Those are the
only rwo Online Services | frequent. but if 1 get enough
requests to investigate the CompuServe Service and/or
the Gemie service, 1 will due so prompily.

SideNote T do not consider the CRIS service or Delphi
service as online services, | consider them as Internet
Providers,

4.1 Prodigy

When | received my own personal computer two years
ago, when the community that | participate now in was
unknown, all T wanted to do was get on Prodigy. When
I emtered the land of Prodigy, | thought it was a gremt
place 0 commumcate with other people across the
countrv.  This was unfil a few months later when 1
started mecting certain people in "clubs™ that used to
bash people for fun and set up fake accoums using
fraudulent credit cards | of course finding this

interesting so 1 joined one of these "clubs” The
Prodigy service did not take too Kindly to those groups
though and they later disbanded without a trace. There
they are the greatest people 1o ever five and want 10
harass you and prove they are the "best™ What | am
stating is fact, they will stop at nothing to rip you off or
just harass vou away from their "club”

The best way to keep secure on the Prodigy Online
service is stay out of the way of certain clubs. Let the
Board Managers do their job and take care of them
Secondly, do not post anything too radical that would
gain too much attention from the wrong people  If you
are interested in hacking or any type of Underground
"scene”, don't post on Prodigy about it You would
probably just be called a "lamer” and targeted for their
next attack | also recommend setting up the account in
your name, but then go to the personal info section and
changing your name to something else. Prodigy will
not get upset unless you change it all the time, which is
not recommended The final major factor in for the
Prodigy Omline service as well as all of computer
secunty is DO NOT TRUST ANYONE  If you do
change vour name. do not tell anvone amything about
voursell. because it can all catch up 10 vou a1 the end,
even if you do not do anything illegal In my own
personal opinion. there are many people there with
severe emotional problems that you would not want 10
get tangled up in.

4 2 Amenca Online

The America Online service is different security wise
than Prodigy. AOL has a lot more determined people
who claim to be hackers, but really are not. These
types of people will stop at nothing to np anvone off
blindly, especially the service itself These “wannabe
hackers” use means of ripping people off by posing as a
worker for AOL and ask for passwords for security
passwords™. The answer 1o that question is not stupid
al all The "wannabe hackers™ on AODL aim for the
people in the "New Member Lounge™ looking for
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someone who 18 not familiar with the system, and then
uses certain techniques to trick the victim,

My recommendations for the Amenica Online System is
to change vour password monthly, as well as when you
create your profile, put a lot of false information. You
can keep your same occupation or something like that
and even yvour first name, just do not put the real place
vou are from so they can track vou down. The people
on AOL love making harassing Telephone calls, and if
some of them are reading this now, | am expecting to
receive a few myself Don't go looking for trouble
either Om AOL, no one likes someone who talks a lot
of shit. 1f you say something that upsets them, they will
try to find you Most of the time if yvou are secure, they
will fail miserably, or just get bored and give up. The
Trust factor plays a larger role on AOL. | recommend
that even if vou think you trust a person, still do not
hand out anything that is too personal, because a lot of
your "friends™ will tell someone anything about you if
they get something out of it

4 3 Online Service Conclusion

My personal opinion is if vou must choose berween
these two online services, pick the Prodigy Online
Service A vear agzo | would not have said that, but
Prodigy reallv cleaned up their act and are now
providing a nice service. If you do subscribe to Prodigy
though. receive the Prodigy software for Windows
instead of DOS due to the fact that the Windows
Version is the one that gives you most of the Internet
Access. Also, if vou run imto anyone on Online
Services that claims to be a hacker, they probably are
not, In my research, I asked the so called hackers many
technical questions which are easy in the eyes of
hackers. Thev claim to be hackers because they can
card {use of a fraudulent credit card) an accoumt and
that is NOT hacking.

5.0 The INTERNET
The Internet is now becoming larger by the day and

even though security specialists brag about their new
methods of malkang it "safe” from hackers (even though

that really isn't true), you are not safe from anyone
Since the Internet iz so vast, the people on it are open
for attacks. Ewven if the System Administrators claim
that the system you are running off of is safe, you still
may want to do some investigating.

5.1 The Legit User Seeking Operational Secunty

A person seeking an account. in his name, for his own
personal use, and wants enough privacy and security to
not be hassled, then he should look into this. [f you are
a cracker, then you might not care about this section,
but it is still information in which vou may want to

know anyways.
5.1.1 The Finger Command and Password Files

The Finger Command is one of the least secure things
about the Internet. If your system 15 not secure enough,
the Finger command could give valuable information
about you, such as vour name, address, and phone
number. If a system even has one that gives vour
address or phone number, stay away from it,

Password Files however are different. Many Password
Files have your real name and sometimes your phone
number.  On several University Systems, if you are a
worker there, the password file states the person's
name, phone number, and Department the person works
at.  You are more secure as a student though, since
from what 1 have seen at those systems, the students
have random accounts, such as s154862. These are
mare secure, but also possibly has your full name.

A person needs to investigate these two aspects of any
system running UNIX.

5.1.2 Commercial Intermet Services

One part of the Internet that is growing rapidly is the
Commercial Internet Services, such as Delphi, CRIS,
and Netcom. 1 have had my own personal interactions

with such services and they were not too pleasant.

Many legit users will be happy with these tvpes of
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systems, as | was m the beginning. but there seems io
be catches (NOTE This is not true with all services, so
1 do not want 1o receive complaint letters explaming 1o
me how | am just someone with a grudge. | also do not
want to receive anv libel suins. )

The first thing yvou would wam to do with these
services is to find a nice commercial service with a nice,
low cost, fiat fee with suitable features. 1f you find one
of these services. you may like to keep everything vou
receive about the service before vou sign up (data or
hard copv) It may seem 10 be a pain. but in the end
you would like 10 show that 1 was a flat rate in the
beginning so thev do mot change it without notifiing
you

The second thing is not to say or do anything
suspicious, incriminating of just plain out odd (NOTE:
This should go for all legit users.) My own personal
case shows that even being on #hack often was
suspicious, which is ridiculous, but that is how some
System Administrators are.  Also, keep in your head
that the service vou are on is not a nice system that lets
YVOU maintain your privacy  Many services log your TRC
SeSSIONs Of just vour sessions period. | was called once
from that cenam service | was a member of and they
said that 1 was doing suspicious activity and they read
off evervthing I did from login to when 1 logged off
The suspicious activity turned out to be me being on
TRC in #hack, #Phreak, #2600, and #virus all at the
same time and then doing some FTPing. I still cannot
believe what was so suspicious as that. 1 was chatting
(no illegal subjects). and downloaded a back issue of
Phrack Magazine (c). if 1 remember correctly

Another tp s if vour service goes through a Packet
Switch Metwork. which many don't anymore. only call
the same number everstime There are many 1-B00
packet switch networks, but if vou call several different
ones, every time you log in 10 your system, it shows a
different Network address Many of the addresses start
off with the area code of the state it is located, but on
the 1-B00 networks, they are all differemt  The system
believes that people are Jogging into that account from
different states, which makes them beheve it is hacked

and then deletes it So if you just stick with one
number, it will save you a lot of hassles

5.2 The Hacker Secking OPSEC On The Internet

Being 8 hacker on the Internet seems to be safer than
being a legit user in recent times. Some hackers do get
caught for Internet Hacking, but the fact is out of the
thousands of "hackers” out there, few busts are made,
recommendation in the beginning is if you think vou are
going to hack the Internet or anything in general, do not
direct dial from your house A laptop computer comes
in handy often. (***IMPORTANT NOTE*** Using
the term "Hacker® in my case does not mean computer
cnminal The media seems to be using the term in a
wrongful manner which is not fair to the real hackers
The "Dark Side" hackers, who just use their skills to rip
ofl other people are not hackers. they are criminals. )

52 1 Targeting Systems

A solo hacker or a group of hackers looking for a
system for thewr own personal use should look for a
UNIX system with the major secunity holes. ie. defaults,
holes, few users or administrators on often. and of
course have all the services you want in an Internet
Provider If a person dedicated enough wants to find a
system with little security, that will provide for them a
suitable place to explore and use, they should find
services with unpassworded accounts. Looking around
for myself more foreign computer systems have
unpassworded accounts The one flaw with having
unpassworded accounts is that they may not have a
home directory, which would not be good for the
hacker looking for an address where he can keep stuff
online, such as texts, scripts, tools, etc

5.2.2 Spoofing

Spoofing is an excellent way of keeping yourself and
your group secure. Basically Spoofing is just covering
up your tracks I a hacker wanted to use basic
spoofing he would just Telnet to several hacked
accounts ending at the account he wanted to play
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around with Spoofing gives System Administralors
large headaches since if they really want to try to catch
vou they have to try to get back to the original account
you were on, and if your first account was not legit,
then the worse that could happen is that vou lose most
of the accounts that you were using for that hack It
could be a hassie for vou. but things could be worse.

523 Cryptography

Cryplography is a major resource for a group on the
Internet due to possibly being warched Unlike the legit
user, | would not recommend using PGP(c) or another
sort of a shareware or freeware cryptography I your
group of hackers should have at least one programmer
in the group, and if you do. then you should program
your own type of Cryptography in which only the
members of vour group know  That should cut back on
the surveillance of vour group's interaction with each
other. If vou are a solo hacker or if you or any other
member of your group wishes 10 have outside contact
with other people in the community and do not want 1o
be read by the Svstem Administrators, | recommend
also having a copy of PGP or another type of

cryptography,
5 2.4 Outdials

Many hackers love plaving around with outdials.
Outdials are used by hackers to call out via modem and
not pay for it. They teinet to a remote sight owned by a
company 10 use their modem Many hackers use these
1o call boards that are long distance to them. That is
not a sman idea due to company computers logging
everyihing thai happens on them, mcluding what
happens on the outdial If they log an Underground
BBS number, they could have the feds investigate and
possibly shut down the BBS. You would not like your
favorite BBS being brought down due to your own
stupidiry

Outdials are fun to fool around with, but they are
against the law so 1 would not recommend using them

6.0 Bulletin Board Systems (BBS)

BBSes are the glue that holds the Modeming
Commumity together. Almost every person who owns a
modem is on at least one Bulletin Board. Many users
have a false sense of secunty about BBSes A good
example of what could happen is a BBS thar used 1o be
local 1o me was raided by the FBI for chid
pomography. The Sysop's computer, which included all
of the logs and User data files on it, was confiscated
All of the Users’ e-mail and file transfers were on the
logs and read by the Feds. Any user who had anything
suspicious written on it could have been watched by the
feds

My recommendations for BBSes are as follows:

(1) Sysop is Not Your Best Friend. Sysops are normal
people, but they all have different personalities. 1 have
met some of the coolest Sysops and some real asshole
ones. 1 cannot really judge any of them due to the fact
that 1 don't know them personally. although | feel thar it
is admirable of them to take the time 1o set up a nice
board.

{2) Encrypt Your E-mail 1 sound like a broken record.
but you need to know how important that one concept
is. It will save you from a lot of hassles, and that is
what every computer user is looking for.

(3) Watch What You Say  Since there is no tone of
voice or body language. people can interpret what you
say on BBSes any way they want it That is just a way
for people to dislike you which could lead to things
noi in your best interest  Also, do not ralk about what
you have done that is not law abiding on the message
bases or in e-mail, (NOTE: This is not always the case
on H/P boards. since the spreading of hacks and other
nformanion goes on there |

70 Language

This only really pertains to H'P groups or any type of
Underground Group. If your group is participating in
activities that vou wash to talk about between each
other but do not want anyone else to know what you
are talking about, then | suggest you make your own
personal type of language | do not mean meke another
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Spanish or Latin or something of that sort, just take
vour homeland language words and change the
definition to something else that only you and vour
group knows. 1t may sound childish. but in the end it
may save vou from Quiside Interaction. You can speak
freely over the phones without anyone knowing what
vou are talking about  To them it could be a common
discussion of gardening. when you are actually speaking
of cellular phreaking. 1 is just that simple

8 0 Conclusion

Operanonal Secunty seems to be the only means 1o
protect yourself from the bad seeds of our country or
strangers invading the privacy of you or your group. If
vou follow my recommendations. | believe that you
should not have any problems. Once agan. | am not
promoting ilegal activity. just the means of making you
feel more secure.

I hope this file helps get vou started on your Computer
and Operational Security. [ would be happy to hear any
suggestions or questions on OPSEC

The Ten Dollar Bug
by Thomas lcom

For those whose surveillance budget is less than
that of a third world nation and don't care about
sophistication, this litle gem will do the job a1
the bargain price of $9 99 plus tax

The device is the Radio Shack FM wireless mike
kit (28-4030) Soldering will be required I
operates on the FM band berween 80 and 106
Mhz, and according to Tandy's catalog will run
about 40 hours on 2 |5 volt "N” cell The
mstruction sheet states that it's range is 45 feet

My Observations

All things considered, it's a decemt unit for the price.
The mike sensitivity is a bit lacking, but it lends itself to
some interesting modifications

The circuit design is capable of running off of more
voltage than 1 5 volts. Doing so will also increase your
transmitting range 1 ran one off of a 9 volt battery
without any problems At 13 5 vaolts the unit still held
together, but what stability the unit had went to hell.

The heart of this unit is a 25C1923 transistor (a'%/a
ECGI107) This transistor is usable to 800 Mhz By
changing the component values for capacitor "C4" and
coil "L", youll be able 10 move the unit off of the FM
broadcast band for increased security

Even Cheaper

If you're so destitute that even ten bucks is 100 much.
the Radio Shack kit is comprised of about eight dollars
worth of parts The design is such that you'd get away
with comstructing it using point to point wiring
provided you stay on the lower frequencies Personally,
I think that when one takes into account the time of
waiting 1o get the parts from a mail order house, the
typical S20 or so mimmum order that most mail-order
parts dealers require, and the time and the fact that the
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Radio Shack kit has a nicely laid-out PC board all ready
to go for you; that you'd probably be just as well off
spending the extra two bucks and getting their kit.

Final Analysis

It's no crystal controlled Deco unit.  Then again it
doesn't cost 370 a pop either. At 310 it definitely falls
into the throw-away category. 1 use mine for a few
internal applications where security isn't a concern, like
wiring it to the speaker jack of one my scanners, so [
can use an FM radio to fisten in while working around
the house. The umit is easy to put together, and lends
itself 10 experimentation.

¥

Room Bug
by S.V.M.

Take anvy old baby monitor and place the
transmitting device in anv room or anywhere you want
to hear somebody talking, Plug transmitter into wall
(Ed. ™Note, Some of the newer ones run off of DC
power so you can substitute a battery for the unit's
power supply. The current Radio Shack unit (43-487)
uses 9 DC ) - hide it as much as possible! Leave it on
and Shazzamm!! You have a room monitor. Just turn
on vour recerving device and listen in. The only
downfall of this is vou will have to be within 500",
maybe 1000". of the transmitter device. I have picked
them up at garage sales for $5-$10 a unit.

¥

Survival Notes (#2)
by Wildflower

Just got done filling another coffee jar with desoldered
electronic parts, 1o be sorted into other jars for reuse or
future barter later on. No matter what kind of board.
machine, or other item. 1 always look for salvageable
parts & hardware for my shop. Some are used now,

some later; all stored in various marked jars or coffee
cans as to contents for later retrieval. And if T never use
any, still it is sort of a GOLDMINE for the next
generation to tap into. | mean, in fifty vears, if one
wants to restore one of today's TV's or RADIOS, parts
will be damn near impossible to find for such sets! Also
think if you wrapped up that obsolete computer or
radio, in fifty years it may feich thousands of dollars if
still operational or not, as a collectors "item”

Or if the world truly goes to hell, such parts, hardware,
even working obsolete computers, will be all worth
their weight many times over in whatever currency is
used for barter. Even a ZX81 (TIMEX 1000) Sinclair
with 16K RAM is going to be of more value than a
dead. rotting mainframe,

And hardware, kept dry and free from dint & corrosion,
will be worth $777 over rusted. deteriorated nails,
screws, ectra. What will be more incredible is that such
items are found "FREE" in most dumpster bins or
trashcans! Yes. by crafiy salvaging, 1 have over several
thousands of dollars worth of parts. hardware, ectra, all
accumulated slowly over a ten year time period; with
more than half of it already reused in other projects!

Of course, not all discards are worth salvaging even one
part from. but one should think twice before discarding
any JUNK if there is anything recoverable before
throwing it away, next time!

Took apart a hair dryer the other day as its element had
parted apart of old age. Needless to say, did recover the
remaining element wire, switches, the power cord, and
its fan. Incidentally, a few years ago was delighted to
find that a hair drver fan motor, rigged with diodes to
run in one direction only, also minus element, ran off a
six, then twelve volt battery! This gave rise to another
home project. a simple "BLAST FURNACE". This was
built utilizing a #10 can (39 oz coffee can) with a piece
of auto exhaust pipe coming up into the bottom of the
can, then cover the inside bottom with 1/2" metal mesh
circle (same dia. as inside bottom). With foil & wire,
hooked up a fan motor unit. Supported on bricks. the
furnace was filled with common store brand charcoal,
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lit, then topped with an old circular saw blade.

With the fan running off an old auto battery, it pushed
enough air through the buming charcoal to bring that
old coffee can "CHERRY RED" within a few minutes,
It only takes shghtly more to "BRIGHT RED" iron rod
{1 inch dia ) section

Steam Power Resources

Building steam boilers and steam engines takes having
the necessary information, parts, and plans to crafl, run,
and maintain them A good "steam primer” can be
found in Kurt's {Saxon) _Survivor books; after which
one cun look to other sources for more information,

Some sources are

P O Box 338

Bradley, IL 60915-0538

Catalog S100

A lot of old time reprinted books, on various topics.

The Steam Outlet

PO Box 1426
Thonotassassa, FL 33592
Catalog $5 00

Bulding plans & pans

Campbell Tools Company
2100-P Selma Road
Springfield, OH 45508
Catalog §1.00

Various books & kits

Blue Ridge Machinery and Tools Inc
Box 536-PS

Hurricane, WV 25526

Catalog FREE

Vanous books & kits

# Do remember “live steam" can be dangerous if
improperly contained in boiler/engine; resulting in
injuries or death' Do not try to use inferior materials as

a substitute to what is recommended In constriction of
boiles/engi

## However, steam technology will be useful for those
who want power 1o run their machines. Those who
don't can suffer all the way to hell!

As batteries fail (unless you create new ones), storning
your excess energy could be found in uphill water
reservoirs, pressurized air, hydrogen gas, large
capacitors, flywheels, superconducting storage loops,
and possibly superhot metals (or glass) in
superinsulation containment.

Sounds "too exotic". then why are you using
computers, automobiles, microwave ovens. ete. 7 And
after the collapse of civilization, does that mean vou
will give it all up, including "TO CONTROL THE
LIGHTNING'™ Give 1t all up to five in a cave,
whispering strange stonies about the fire about "WHEN
MEN WERE GODS™? ARE YOU NUTS!™

In the “post-collapse vears", we will be trying to survive
as best possible as we can. However, afterwards, we
will want to reconstruct our basic industrial basics 10
start tackfing many areas, including any hazardous areas
to recover useful materials for our needs (also to
neutralize harardous sites that could nam local
ecological zones, trving 1o recover?)

Those wishing to cormespond with me can send inguines
1o

WILDFLOWER
PO BOX 1745
New London, CT 06320

# Please include a scif-addressed/stamped envelope (or
a stamp)

LAST  As undoubtedlv direct neural interfaces
(implants) could hookup a person directly to their
computer, remember &s you may program & machine,
you may get reprogrammed by it' Also a computer
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virus will create ultimate homors if it gets into your
natural neural networks, indeed! Do heed this futuristic
warming |

LIVE LONG & FREE!
WildMow er=9%

b 4

Editor's Choice: Hobbyist's Guide to
COMINT Collection and Analysis
by Thomas Roach
review by Thomas lcom

This book s an excellent how-to introduction to the
world of communications intefligence (COMINT). This
self-published work goes mto detail on the equipment
needed. where. when and how to listen, data analvsis,
and using a personal computer for COMINT analysis,

COMINT is the practice of gathering information of
interes! to vou by momitoring radio communications and
analyzing their content so vou can apply it to your
situation. Depending on vour requirements. the signals
can range from international shortwave broadcasts to
vour local pubhc safety agencies

The book’s focus is more on strategic intelligence,
rither than tactical mielligence The book is heavy on
HF ("shortwave®) communications interception,
particularly those originating from Russia and the
former Soviet republics. although it does talk sbout
COMINT activities focused towards local VHFUHF
public safety commumcations.

This book is geared to the beginner and intermediate
radio hobbvist, and is a very easy read. especially
considering the compiex nature of COMINT analysis |
strongly recommend this book for anvone whose
shortwave radio or scanner usage goes bevond casual
listening. and especially for those who are looking to
take full advantage of altermative news gathering
techniques

94 pp, 8.5" x 11", 526 (with Priority Mail Shipping)
Tom Roach

1330 Copper Peak Lane

San Jose. CA 95120-4271

Prolegue to the Hobbvist's Guide to
COMINT Collection and Analysis
(reprinted with permission from the author)

This book was written so that anyone with normal
imelligence, and the inciinanion to do s, can engage in
the esoteric and "hush hush™ ant of communications
mtelligence or COMINT Commumications intelligence
is considered by most governments as the most sensitive
and secret of all their intelligence activities Most
governments conclude that if details of such activitv. or
even the existence of COMINT operations were to
become public knowledge, cataclysmic damage will
result to their "national security” It is always concluded
that if the "target” became aware of the existence,
success, or extent of COMINT activities, they would
change their security procedures and deny the listening
partv(s) any further intelligence History is witness to
the fact that even when governments are informed of
failed security measures, they often fail (o believe the
facts, or are constrained by cost or circumstance from
correcting their failures

There are also “ethical” pressures which cause
governments to wince at public admission of COMINT
programs. The haughty American statesman Henry L
Sumson is quoted as having said “Gentlemen do not
read each other's mail ™ It should hardly be a secret that
almost anv government larger than Monaco's aimost
certainly is monitoring the diplomatic and military
transmissions of both friends, and foes, alike Fears of
"Big Brother™ in the United States are not so easily
dismussed when citizens discover that the United States
Army used COMINT during the 1968 Democratic Party
Convention 10 spy on private citizens within our own
borders.

For many people there exists a strong fascination with
listening to. or reading another person's or country’s
private communications. You will be surprised to
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discover the degree of success that a hobbyist can
expect to attain by a personal intercept and analyss
operation of the sort described in this book At a
mimamum. ¥ou will be able 10 intercept an astonishing
number of foreign communications from the comfort of
your home Cerainly vou will encounter private
communications, some personal, some administrative,
and some diplomatic. With the incredible computer
power available today at remarkably low cost, it is not
impossible that a very clever hobbyist might achieve
SOMEe SUCCess in penetraling some country’s cipher
system Perhaps 2 gified amateur could even equal the
success of Yardley, who persomally broke not only
America’s 1op level codes, but those of numerous other
nation’s as well Yardley did this with nothing but his
wits, intercepted communications, and hard work This
book will place in your hands the techniques required to
routinely  examine information that governments,
corporations, and even vour next door neighbor, would
just as soon vou didn't have

Some of the messages | have personally intercepted
may surprise vou In his remarkable study “Soviet Naval
Power in the Pacific® Derek Da Cunha quotes an
Australian MP " supposed non-mulitary [Sowviet]
fishing vessels have been logeed sending messages in
highly complex codes. far more complex than warranted
by a report on fish 1onnage caught.” | have personally
intercepted many of these messages, which the Russians
refer 1o as "KRIPTOGRAMMA" A February 1994
news story revealed that the Soviets used just such
messages to cover up the fact that they were butchenng
twice the number of whales than they had agreed to!
One section of the book deals with these messages and
gives clues as 10 bow they might be generated by the
Russians or decrypted by interested hobbyists Then
there are those very rare instances when somebody
makes a mistake and sends a classified message in the
clear Not too long ago | monitored a four page
classified message sent by radioteletype by a branch of
the United States military 1 provided the unfortunate
radio station with a copy of the message in hopes that
such ships could be avoided, and as a reminder that
someone is listening when you least suspect it In
retumn, | received a lemer saving that the matier was

under investigation The point is that you don't know
what vou will encounter unless vou listen

I have also intercepled a Russian “research” vessel's
reports classified as “upper air” weather data This
vessel was located just a few miles offshore from
Vandenberg Air Force Base during American test
missile firings from Vandenberg Air Force Base to
Kwajelein Island Weather data of this sornt was of
significant intelligence value to Russian intelligence
analysts wanting a better understanding of the success
of American "Star Wars™ weapons testing It is easy to
see that even the most amateur of collection efforts can
catch mreligence plums. While not of such compelling
security imterests. but equally interesting, was an
intercepied message to the captain of one Russian
fishing trawler whose crew had accidemally spilled
toxic waste on the catch. The captain was directed 10
process and can the catch anyway! Other messages
heard by hobbyists included a message from a Russian
ship's captain discussing the activities of a “mutinous”
crew which was formung an illegal labor umon because
of "unfar” promotion exam testing While the cold war
is considered over, the Russians continue 1o operate
gigantic listening post located at Lourdes in Cuba An
agreement between the Russians and the Cubans,
renewed in November of 1992, ensured that this
listening post, targeted on the United States, would not
end its mission. The recent headlines surrounding the
Ames case provide further proof that the Russians have
not stopped spying on the United States

Between the covers of this book are the detals on
exactly how to snoop on sensitive, but easily accessible
commumcations between a govemment and its
embassies, messages 10 and from spies, cellular phones,
and "baby monitors” The coment of this information
ranges from the serious (government diplomatic
material and police channels) to the farcical (e.g the
door meighbor). I will leave the moral posturing
regarding the ethics of this hobby for the reader’s own
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acceptable and useful ways of using certain types of
information | have a friend who started out listening to
the Russians and ended up working hand in hand with
the local police After the fall of the "evil empire” he
started using a scanner 1o monitor the local police’s
in the police radio calls into maps and databases. These
are now distributed to both the police, and his
neighbors His reports reveal what is being stolen
where i1's being stolen. and descriptions of suspects to
waich for The beleaguered police welcome his effons
since budget cuts prevented them from buying their
own computer to do the job  Besides, this 1s exactly the
neighborhood imvolvement the police need 10 keep the

vermin on the run

While this book mostly deals with methods used for
imercepting radic communicauons, the book also
details methods which will allow the reader 1o gather,
and recall with ease, newspaper stories which are
unlikely to ever be found in local, or for that matter,
even the major national newspapers, In some cases the
news stories will provide a rational explanation for
changes observed in the radioc messages. Equally
impornant, trumpeted declarations of reform or change
mayv be revealed as illusory by the absence of such
changes which would/should have been reflected in
radio messapes

On a personal level | have found the hobby to be a
source of intellectual pleasure and delight | like 1o think
of this hobby as the means by which | can extract a
realistic portion of truth with which to balance the silly
public by an unsuspecting and all 100 often servile and
lazy news media | personallv befieve a careful analysis
of the news to be the duty of any citizen who wishes 1o
maintain a democratic form of government

The book is divided mto three parts The first part of
the book 15 devoted to the specifics of the equipment
vou need to monitor radio messages. and details on how
1o put the equipment together to form an integrated and
powerful collection and analvsis system The second
pan of the book deals with how to analyze the material

collected The last part of the book explains how to
contact and exchange information with other hobbyists,
expertise.

Good luck and good hstening'
troach@netcom com

k4

Cybertek Reviews
by The Cybertek Staff

The Ultimate Potato-Bazooka
Hair Spray Powered Vegetable Guns

What are commonly known as “spud shooters™ or
"potato guns” are quickly climbing in populanty. These
devices are made out of PVC pipe, use hair spray as the
propellant, and will launch a 3 ounce potato 200 years.

They are inexpensively made from materials at your
local hardware store and are great fun,

M&M Engineering's book goes imo easy 10 understand
detail on the construction of five different potato gun
variations, and provides valuable information on theory,
design, construction. propellant types, and safery

This book is geared towards the beginner/non-techie
Those of you who have already built one will probably
find the information old-hat. but if you've never bult

If you're a parent looking for something to keep vour
kid(s) away from the TV and wideo game console, this
would fit the bill and is safer than some other things
your kid could get imo If vou're a statist, you'll read
this book, think that both the author and | should be
institutionalized for suggesting such a thing and also
probably go off on a crusade to ban PVC pipe and hair
spray. Du-ma-nhseu. (TI)

36pp. 55" x 857, 5995+ $4 wh
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available from M&M Engineering
1995 Police Call Radio Guide

Police Call is a beginners guide 10 the world of
VHF/UHF radio monitoring and a list of public safety.
license information for your region of the couniry,
derived directly from the FCC database It also
comains "unofficial” lists of seronautical. railroad, and
"non-sensitive” UUS Government frequencies, and an
allocation list which tells vou what service (both public
safety and non-public safety) is assigned to each
frequency

When it comes to information on who is licensed to
what frequency. I've found Police Call to be extremely
accurate They have even stared adding specific
information about frequency use. They lack the in-depth
information that frequency directories like Scanner
Master provide, but it appears that they are trying to
carch-up. Recem editions have been including 10-code
1995 edimon has more auxihary mformabon than
previous editions

Police Call s solely public safety listings (environmental
conservation, fire, local government, medical, police,
highway maintenance, and special emergency) The
allocation list will however tell you what type of service
is assigned to a non-public safety frequency

Police Call is great for doing a quick check on a
frequency 1o see what locality and agency is hicensed to
it It's also great for compiling quick bsts of frequencies
used by public safety agencies m your area. Police Call
doesn't hst unlicensed frequencies that are used for
surveillance or other covert activities, but by knowing
whal frequencies are already taken one can then search
through the "unused" ones 1o find more ineresting
activity.

At SO0O5 it costs a lot less than most other frequency
directones. For VHF/UHF enthusiasis who are mio
public safety monitoring. it's an excellent buy. Beginners
will find the information in the first chapter particularly

valuable (TT)
Bootleg's DMV CD-ROMs

DMV records are. in most states, publicly available
information. The entire database however, is usually
expensive to acquire and only available on arcane
media.

A well-known hacker from the old days who goes
under the handle "Bootleg™ has decided 1o make the
information more readily available on CD-ROM. So far
he is offering the driver's hicense and registration
records of Oregon, and the registration records of
Texas and Florida. with other states planned in the
future.

The data is presented in delimited ASCIl format,
making it easy to implement with the database software
of vour choice. These CDs would be invaluable for
mailmg list generation or as an investgative aid
Considening how much it would cost to purchase the
informanon from the state’s DMV and the hardware 1o
read the media, these CDs are a bargam (TI)

Oregon CD: 5219, Texas & Flonda CDs: $495 each
Mike Beketic

9520 SE M1 Scott Bivd

Portland, OR 97266

503-777-2910

How to Live Well on Practically Nothing

The cheapskates’ bible! A treasure trove of ideas to
make you more self-sufficient and cut your living costs
Recipes, building plans, tips on clothing. camping.
budgeting, eic for today's depressed economy. (JT)
153 pp., 8 1/2"x 11", 51995

Available via M&M Engineening, Loompanics, Paladin,
and others.
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How to Get Anything on Anybody Book I
Hands on Countermeasures
Hands on Electronic Surveillance

These three are excellent guides to surveillance and
investigative techniques and technology. geared
towards the beginner to intermediate. How to Get

Anything on Anvbody Book Il is a general guide on
techniques and technology, Hapds on Electronic
Surveillance and___Hands on  Countermeasures

specifically deal with operational techniques on their
respective topics. As with Lee's earlier works, all three
of these superlative texts are a must for the bookshelf of
anyone who is interested in surveillance. investigative,
or intelligence gathering techniques. (TI)

How To Get Anvthing on Anybody Book 11 - $34 95
Hands-On Electronic Surveillance - $24.95

Hands-On Countermeasures - $24.95

{1 ordering from Intelligence Inc., add 55 s'h per order)
Available from Intelligence Tnc. and other sources

The Art of Throwing Weapons

An excellent manual showing the fundamentals of
throwing and making spears, spear throwers, knives,
shaken, and boomerangs. This is a must for your
primitive weapons library. (JT)

102pp,51/22"x 8 1/2" 3895
available from M&M Engineering

The Sling

State of the art stone throwing! Here is a weapon that is
cheap, easy to make, and uses free ammo. Evervthing
you need to know about the sling is in this book. Every
warrior should have a sling in his'her kit (JT)

T2pp., 512" x 8 1/2", 87 95

available from M&M Engineering, Loompanics and
others

Slash & Thrust, Flexible Weapons

These books give yvou designs of several weapons in

the knife/flex class, as well as construction of practice
weapons and practice sparring tips. Two more for the
warrior's library, (JT)

Slash & Thrust; 72 pp., 5 1/2" x § 1/2", §8.00
Flexible Weapons: 80 pp., 5 1/2" x 8 1/2", $8.00
available from Loompanics

Bloody Iron (a/k/a Prison's Bloody Iron)

THE book on knife fighting. WUFF SAID! (JT)

121 pp., 5 1/2" x 8 1/2", $10.95
available from Loompanics

Publishers' addresses:

M&M Engineering

RR1, Box 2630

Arlington, VT 05250
B02-375-0484
Loompanics

PO Box 1197

Port Townsend, WA 98368
Catalog: 55 (and worth 1t!)
Paladin Press

P.O.Box 1307

Boulder, CO 80306
303-443-7250
800-392-2400

Catalog $2.00
Intelligence Inc.

2228 5. El Camino Real
San Mateo, CA 94403
Catalog $15 (and is also interesting)

Reviewers:
JT - Jim Tefl
TI - Thomas Icom
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Classifieds

Hacking |/ Phreaking / Cracking / Electromics
Information’ Viruses / Anarchy / Internet
information now available bv computer disks. books.
manuals or membership Send S1 for catalog to
SotMESC, Box 573, Long Beach, MS 3956

UNDERGROUND INFORMATION: C omputer
Secunity, Hacking. Phones, Survivalism, Cryptography,
and more Catalog $2 SHP, 862 Farmington Avenue,
Swite 306, Bristol, CT 06010

CONSULTING SERVICES NOW AVAILABLE:
The saff of OCLMagnitude Cvbertek are now
available for consulting on information and electronic
security, disaster preparedness, personal
security/self-rehiance. and specialized communications
systems for individuals and businesses For more
information call OCL/Magnitude Consulting
Services at 203-225-10CL (1625)

WANTED: Articles for Cybertek #12 We are seeking
high-quality. practical. how-to articles on various
aspects of technology, security, and self-reliance Write
us or call RuneStone BBS for topics of interest, writers’
guidelines, and compensation information. or to submit
an anticle

Classified Ad Fee: 5 cems'word 20 Word minimum
SPECIAL OFFER: Place an add for 5 issues, get 6th
1ssue free

Deadline for May/June *9% Issue: April 15 1995
Send ads to: Cybertek. PO Box 64 Brewster. NY
10509 ATTN Classifieds

b g

Masthead

Publisher
Thomas Filecco
OCL/Magnitude
P.O Box 64, Brewster, NY 10500

Senior Editor
Thomas lcom/TIRG
) : e i

Sysops
Mercenaryv/1IRG
Bnan Obimon/RDT/LOpht Heavy indusinies
oblrion’@0pht com

Writers
Atresdes Nick Halflinger, Wildflower,
Bleach. S V M., im Teff

Dial-In BBS
The RuneStone BBS
IIRG WHQ
1-{203)-832-8441
(10288)-0700-THE 1IRG
New User Password Cvherdeck

Internet BBS
LOpht Heavy Industries
Telnet 10pht com
FTP. fip 10pht com

Subscription Information
Individual- $15/year (published bimonthly)
Corporate: $80/yvear
Canadian US $25/year
Overseas: US $30/vear

Equivalent trades of smilar periodicals, mteresting
electronic equipment. office supplies, envelopes. and 32
or 55 cemt stamps accepted in lieu of monetary
pavment.

Cyberiek  Newsletter is  Copyright 1995 by
The information in this newsletter is presented for
educational purposes only  No illegal use is implied or
suggested
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<IBMRTML

Issue #11 - May/June 1985

Sechmology Cyﬁcrtek “THE CYBERPUNK
Szcm'ltz TECHNICAL
Self-Refiance JOURNAL™
:‘“ people who mean :-' - : Puhlillﬂd.u:.
themselves with the power P.O. Box 64

knowledge gives.
- James Madison

Brewster, NY 10509

"It is error alone which needs the support of
government. Truth can stand by itself."
- Thomas Jefferson

Expanding One's Focus
to Keep the Edge

One of the main guiding principles for those who
practice our assorted crafts is "keeping the edge”.
“Keeping the edge” is about staying on top by
expanding your knowledge base. This not only includes
staying current within your specialties, but also
expanding into other fields. This is a natural part of
your continuous growth process, and an essential
survival trait. In these interesting times, you should
have as broad & knowledge overview as possible m
order for you to have the best chance for a long and
prosperous life (which is the true essence of
self-relience and preparedness)

practical applicability isn't readily apparent As part of
the ongoing process of keeping the edge, you should
ask yourself when in such a situation "How can | play
with this?"

Jerod Pore. in his review of Cybertek #9 mentioned that
our article on memetics was "a surprising departure
from the nuts'nbolis aspect of Cybertek ™ In a fashion 1

agree with him. Covering a "soft” technology such as
memetics is &8 departure when one considers the vast
majority of articles that have appeared in the past five
years of our existence have deal with the “hard”
technologies. Soft technologies however, are just as
nuts'nbolts as the hard ones.

Soft technologies such as memetic engineering and
psychological operations are being put to pracncal use
every day. You can see it by watching TV and even by
media assault you twenty four hours a day with it in
order to get you to buy X300X brand of whatever, and
to convince you that their totalitarian political and
social views are the the only proper ones. Every time
you walk into a store, sales people use it to get you to
buy something Once & year just before November,
politicians depend on a successful application of it on
their part to keep ther jobs On the other side, other
alternative press publishers and | use it in an attempt 10
kick the brain cells of our readers into action so they
will go out and think for themselves.

One only has to take a quick look at what's going on
today to see that not only do soft technologies work,
but they are being used against technology and
practical aspects of soft technologies can only help our
mde out

- Thomas lcom, senicr editor
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On Playing The Game
by Charlie Holmes
2LT, M1, USA

Some day | may write a formal paper on propaganda,
but for now 1 think this information best kept just
among us in 000000000000000000000

I will assume famubiarity with “black,” "white,” and
“gray” propaganda, what | claim is oniginal with me is
the exphict identification of what | call "Kandy-Apple
Red Metal-Flake” propaganda  stufl that is so
entertaming that recipients show it 1o others and/or
reproduce it at thewr own expense’

Get 17 Von Neumannism comes 10 propaganda’

Think of a few of the commonly-recognized uses of
propaganda

* “Preaching to the choir”™ — invigorating and
remnforcng the beliefs of those who already agree

* Permading those who are basicaly neutral or
undecided

*® Convincing the opposition to change their minds

* Confusing the opposiion by dismformation, or
.m'dﬁlﬁ"E-

* Making the writer of the propaganda personally feel
good

Thes list does not clmm necessanily 10 be exhaustive
What's key and crucial is this Applied Von
Neumannism (creating propaganda which
REPRODUCES [ITSELF) clearly enhances the
performance of EACH OF THESE OBJECTIVES!
The recipient who passes along (or, better, who
MAKES COPIES of) a piece of propaganda has
become a co-perpetrator in the propagandizing process!
For free!

And it gets better; 1f your trusted friend or co-worker

hands you a piece of propaganda (which he may not
even KNOW 1o be inmtended as such) with the
admonition, "Jesus, Joe, you gotta read this—-it's the
craziest thing I've ever seen'” you are going 1o give it a
MUCH more svmpathetic reception than if you receive
identical material from & random stranger, say, from the
“Fair Play for Haiti Committee * So as the propaganda
gets passed along from one recipient to the next, the
benefits are not merely quantitative (more copics in
circulation—at  other  people's expense) but
QUALITATIVE (each copy more likely 10 influence
the recipient)’

My hook has been humor; if the stuff is funny enough,
people will circulate it EVEN IF IT OFFENDS SOME
OF THEIR OWN PRINCIPLES' |1 call this the
“Doonesbury phenomenon™ | think Trudeau is brilant,
ncisive and insightful, especially when he is pillorving
my ideological enemies, but EVEN WHEN HE 1S
SKEWERING SOME OF THE IDEALS 1 MOST
HIGHLY REVERE (which is frequently, since |
consider Uncle Duke & sort of role model ) Specifically,
some of his vicious, unfair, devastating assaults on the
Second Amendment have been so dehciously, darkly,
wicked that I've shown them to other gun collectors,
who have groened and winced therr amusement

Notice that the afierword to A New Lo" specifically
encourages and renforces this tendemcy: It is
mentioned that “various respectable, honorable and
with disturbing. scandalous, and subversive ones.” and
the reader is assured that this is a good thing, so just be
back and cmjoy it Notice also that it is mever
and WHICH are subversive, so that the reader can
make his own decisions m thes area.  The idea is that the
reader—feeling, rightly, that the good far outweighs the
bad —might just as well reproduce the whole thing.

- - - -

Normally in chess or checkers the game pieces stay the
same color throughout the game. A piece that's yours
can be counted on to always remain yours, Not so
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when playing against my own Extraterrestrial
Genmushood

Consider my continuing game of “good cop/bad cop®
with 000000 Awcrafi  First notice that I've hyped both
roles to the max: The "good cop” offered to
for 000000 for minimum wage plus perks. The "bad
cop" threatened to O000000000000000000000 00000
with a shocking story of 000000000000000000000 and
wrongful termination (Perhaps the metaphor should
more appropriately be "savior cop/ierronst cop.”)

OK_ they know they can always have me back by just
fuckin' lizards 00000000 and "Ms Smith® set 000000
up to get STOMPED LIKE A NARC AT A BIKER
RALLY! (My offer was, of course, made not out of
any altruism_ but, rather, to give them an incentive not
to have me killed ) They mught be inclined to thnk of
that offer as thewr “ace-in-the-hole.” a “worst-case
scenario bug-out plan" if you will One of THEIR
LAME ASSE1S.

But now think about WHAT HAPPENS TO THAT
GAME PIECE AS IT AGES! For a couple of years,
everything goes son of OK: A disgruntled ex-emplovee
is having a little fun st the expense of the assholes who
libeled lum as being “average” on his performance
review and therefore got lum laid off OK, fine

EVENTUALLY, however, the following is gomg to
dawn This guy they fucked over is EXTREMELY
clever &t finding ways 1o make them bleed
(metaphorically, of course, as he will be punculious
about not violating any federal. state or local law)
What if, after OSTENTATIOUSLY SIGNING ON
WITH ANOTHER EMPLOYER, or EMIGRATING
TO HOLLAND, he uses his rnight to speak at a
shareholder's meeting sbout how 000000 not only
butt-fucked him, but refused to make it right and hire
him back even for menimum wage? What if he quite
seniously RENTS THE MELKWEG FOR A PRESS
CONFERENCE and soficits job offers from any and all
Western democracies? And says that it's "all 000000's

fauh ~

And what if be of course has no intention of really
doing any of these things but only hmts ;1 their
possibility in order to MAKE 000000 REAL JUMPY?

So things are not alwsys what they seem  And
sometimes what appear to be YOUR assets can be
TURNED IN PLACE when you ain't payin' attention.

Anybody paying attention?

L ] L] - -

The 0. Howy story "Gaft of the Magi® points out a
unique situation in Game Theory which 1 call the
*altruist's dilemma”; I'll make the title clearer 2 bit later

Recapping, for those who've never come across it, this
particular Christmas story involves a couple who are
very, very much in love, but also very, very poor. Her
great pride is her flowing locks of hair; his is a valuable
antique heirloom watch

Lest 1 be erroneously accused of Philistinism by the
rather emotionless dissection of their behavior from a
game-theoretic standpoint, let me acknowledge
beforehand that the important nub of the storv concerns
of course not the matenal objects given and received as
of the depth of their love—which happens to be
demonsirated by those presemts OK. Fine Having
to intellectually isolate ourselves from it, and consider
ONLY the real-world, material consequences of their
actions,

Those who are familiar with the story are already ahead
of me here. To buy him a handsome fob for his
treasured watch, she sells her hair to a wigmaker He
sells the watch to buy a set of lovely combs for her hair
This comvinces both of the depth of each other's love,
and, quite properly, they recognize that this is the best
Christmas present of all Again fine Powerful
message that the “real meaning of Christmas™ is not
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about presenis

But return now just to game-theoretic material
consequences What has happened is the WORST
POSSIBLE FUCK-UP ACHIEVABLE' If EITHER of
them had done ANYTHING DIFFERENT AT ALL,
the situstion would have been UNAMBIGUOUSLY
BETTER FOR BOTH OF THEM!' Ponder that for a
moment

If she had given lum nothing but a fuckin’ card, and he
had still sold the waich to buy her present, then she
would have retained her hair, and both would have ai
least had the pleasure of secing her hair adomed with
the combs  Sumilarty, if be bad stiffed her but she had
sold her hair, then both could take some pleasure in
admiring his watch and new fob. Finally, if both of them
had just exchanged cards, each would have at least
retained rather than renounced a treasured possession.

Notice further that the game system is perfectly
symmetrical, Neither party can be "blamed" any more
than the other for fucking up both their lives. Each
party gave up something of known high value to
himv/hersell, from a desire to give a thing of conjectured
high value 10 hisher partner. Both got symmetrically
screwed, and, again, if EITHER party had rejected
altruism. such a choice would have BEEN BETTER
FOR BOTH! This should not be terribly surprising,
when you think about it, since many people have
enough trouble trving to fieure owt what will make
themsetves happy, much less someone else

Bear this n mind at election nme. when the sitruists are
out in force, Sometimes we [ibenarians and
conservatives decry vanous “welfare™ schemes as
of course, there's truth to this. but the spooky thing is
that even if the altruists spending vour taxes are cvery
bit as sincere as the altnasts in "Gift of the Magi." their
legacy can be every bit as materially destructive!

I am not so paranoid &s 1o suggest that the “welfare
state” was really specifically designed to "dumb down™
the human race as a whole. across ecvery macial,

religious. and ethnic group—but this is what it has done
Maybe every fuckin' politician since Lyndon Johnson
truly and sincerely believed the propaganda that
everyone would live in a "better world” if the
government forcibly takes money from those who can
eamn it to give 1o those who camnot. Maybe you bought
it s well. your tax dollars legitimately taken from you
at governmeni gunpoint as your duty to “help the
needy © Well, the Mag fucked you all over!

The “non-self-supporting” underciass has ballooned in
bribed to reproduce—vet their lives remain more or less
wretched LBJs subsidized babies have themselves
become breeders, and those who got really carly starts
mav now have a third-generation granddaughter —
doubtless awaiting the day when a missed period means
she is no longer just a "13-year-old girl” but now a
"mother": entitled to a place of her own and a monthly
check that grows larger with each of her kids Are we
clear on this? More people leading wretched lives,
costing more gunpoint-collected taxes to support in
wretchedness, EVERYBODY FUCKIN' LOSES!

Note how the very word “entitlement” has come to
replace, say, "charity” to describe the welfare system.
Used to be, giving to the needy was practicing a virtue.
No more, apparently  If they're "entitled” to it, they
must have some kind of a night to it. So now we talk of
"punishing” the poor by not giving them handouts of
forciblv-seized tax money. Fraudulent use of language,
clearly, as best illustrated by asking you whether you
improperly "punish” a street panhandler when you give
him less money than he would have preferred, or
(gasp') maybe no money at all

We've gotten 2 little off the game-theoretic aspects
here, but let's retum to one key observation The
“altruist’s dilemma® s ® least ONE FUCK-UP
SCENARIO that could NEVER ARISE between
self-interested players ONLY those who attempt to
place others’ happiness over their own are susceptible 1o
it One more reason why altruism is fundamentally
untenable as a "moral compass.”
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We have already encountered the "win-win" concept
before.  That is, it is frequently in ONE'S OWN
SELF-INTEREST to work out a solution where in
some sense “everybody wins® if only because this
option is THE BEST DEAL FOR ME THAT 1 CAN
REASONABLY EXPECT TO CUT.

In other circumstances, however, one might attempt
another strategy that could also be called "win-win [for
me!]”; this refers to a different set of circumstances,
namely, WHATEVER MY OPPONENT DOES, |
STILL WIN! Powerful concept, n'est-ce pas? We'll
call this the "Heads-I-win-tails-you-lose" principle to
distinguish it from the already described "win-win,"

A good example comes from chess:

| | | | | ] } ) |

The "N" is my knight, and the $-signs are essentially
any two of YOUR high-value pieces {(e.g , RQOK) I'm
coming from a reasonable way off, and gonma JUMP
FOR THE ASTERISK "** which, by hypothesis, is
NOT attacked by vou At this time, you are
SCREWED: You can only save ONE, and T take the

other.

There may (or may not) be other subtleties operating,
The "$" squares may be attacked Even so, you've lost
a piece worth MORE THAN THE KNIGHT you take.
Or, if I've done my homework, the "*" sguare will be
attacked by another of MY pieces, and 1 also terminate
the guy who takes out the knight

Mon-chess-players should consider that they are "X" in
the below tic-tac-toe game, and that it is their move:

Turns out that EITHER of the available left-hand boxes
is a guaranteed win, as you will have TWO sets of
"two-X's-in-a-row" and of course your opponent can
only block ONE of them in his next move, leaving you a
sure win on YOUR next move.

Do vou see the relevance 1o "The Greatest Hoax Ever
Told?"

Assume for the sake of arpument that "7th Seal”
"Letter to Janet Renc" and "Epistle to the Hebrews" are
REALLY GOOD STUFF. (If you don't concur here,
then perform the “thought experiment" of considering
that someone HAD WRITTEN REALLY GOOD
STUFF in an attempt to perpetrate the "resurrected
Koresh" hoax. )

Somebody gets a letter with a whole bunch of printed
paper and/or a floppy disk. (The disk is a good touch
intrinsically, because it is a “thing of value” rather than
Jjust a "piece of propaganda paper.") Also, it is not only
cheaper to mail than the same volume of printed paper,
but it is easier and cheaper to COPY as well, whether 1o
another floppy, a hard disk, or a BBS upload.

The cover letter is fuckin' astonishing, and doesn't ask
for their money, their vote, or for them to do anything
at all except maybe pray. (One of the few changes in
the cover letter was to make "ask for your help” into
"ask for your advice." Christ forbid they throw it away
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after the first paragraph thinking that Dave is tryin’ to
hit ‘em up for money. ) The letter is addressed 10 them
personally where possible Dramatic postage stamps
{holograms, moon landing) are often used

Result The recipient MUST assume that either (1)
Koresh is indeed alive, or (2) Somebody awful damn
smari, who ain't partcularly wornied about money, is
trying to perpetrate the HOAX that he s EITHER
WAY, the recipient very hkely will freak.  Actually, the
worst pari may be that some of the writings seem 50
FUCKIN' SPACY that another dichotomy beckons.
Enther (1) Koresh was MUCH weirder than we have
heard so far, and is still alive, or (2) the hoaxer trying 1o
fake his resurrection is WAY WEIRDER THAN
KORESH HIMSELF' Almost hard 1o say which is the
most mind-fucking, n'est-ce pas”?

;

Fun With Near Field Receivers
by Thomas lcom

A near field receiver is a piece of communications
equipment whose purpose is to intercept radio
communications in it's immediate vicinity  This
"immediate vicinity" can be as far away as two miles
depending on the strength of the transmitted signal and
the antenna used on the near field receiver

When connected to an antenna and turned on, a near
field receiver stans sweeping its frequency coverage
When it hears a signal of adequate strength, it locks on
and demodulates the audio. When it Joses the signal it
continues its sweep until #t finds something else to bsten
1o

Most near field receivers are also capable of providing
rudimentary trouble shooting data such as signal
strength and deviation.

Near field receivers are commonly used in field service
and counter- surveillance operations. A hand-held near
field receiver with the proper features can replace some
of the functions of the more expensive and bulky

service monitor When doing a sweep with a near field
receiver, the receiver will lock onto the signal of any

The Opto’ R10

Optoclectronics R10 “Imerceptor” near ficld receiver
The R10 is a high quality, reasonably priced, bamery
operated unit with a coverage of 30 Mhz 10 2 Ghz
Specifications and product reviews have appeared m
other publications for those imerested = such

The first thing that one should realize with the R10 is
that it's operation is different than that of a conventional
VHF/UHF “scanner” receiver That's because its role in
RF work is differem

With a scanner one either programs in specific
frequencies mto channel memories and then has the unit
g0 through them, stopping when it encounters one with
activity on it, or they program a high and low end of a
frequency tange and search that range for frequencies
which have activity on them A scanner is also a lot
more sensitive than the R10, which enables it to receive
radio signals from long distances.

The R10 is much less sensitive than a scanner That's
because it's intended to receive radio communications in
the near field Depending on the power, elevation and
antenna of the transmitter in question, this near field
range can extend up 1o a couple miles, but is usually
Timited to about 2500 feet for 8 standard 25 watt mobile
radio runming a unity gain anienna Instead of having
memory channels or a search function, the RI0 just
sweeps its entire frequency range looking for a
transmitter that is of adequate enough signal strength 10
be considered near field

With the asbove in mund, the first thing one should
remember sbout the R10 is that it's nol & scanner, nor
will it replace a scanner. The RIO is & powerful
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specialized SIGINT tool, but if you want the
capabilitiecs a scanner provides you shouldn't be
purchasing an R10

The R10 works best in areas that dont have a high RF
background level In high RF background areas one can
expect the overnll effective range of the R10 to be
reduced. and for it to be more hikely to lock onto things
hike broadcast and paging transmitters

It also works best in a stanonary. as opposed 1o a
mobile installation In a mobile installation or when
listeming 1o mobile units. one will expenience signal loss
on fringe signals due 1o the "picket fencing” effect
Depending on whether or not other signals of adequate
strength are in the area, one will either wind up getting
a t1omally differem signal acquisnion or quickly reacquire
the onginal signal

The R10's unique capabilities and mode of operation
take some getting used to. 1 suggest you spend a few
weeks getting used to its peculiarities before actually
going out and doing something serious with it

Antennas

A lot of individuals seem to think that if they attach a
"big" enough antenna toc an R10. it will work berter
They then get all upset when they turn it on and it
constantly locks on a nearby FM or TV station. The
R10 was generally not intended for use with a gam
antenna When one uses a broad-banded gain antenna
with the R10 not only will the range will be increased.
but also the possibility of picking up potentially
broadcast stations or busy paging transmitters

The best antenna I've found for general use is the
telescoping whip 1t's length can be adjusted to provide
signal anenuation when tracking down surveillance
devices and anenuating an undesirable signal, or 10
provide a resonant length when focusing on & specific
frequency range This antenna type is the one which is
sold with the R10

One can also use a yagi antenna with an R10 to great
effect. Yagis are directional and tuned to a specific
the effective range in the target band, and eliminate
frequency band and direction of interest

In addition to using the right antenna, the judicious use
of filters, particularly bandpass and notch filters, can
signals Ome filter 1 would recommend getting night
away is an "FM trap” This will climinate the umit
locking up on FM broadcast stations Afler that |
would recommend bandpass filters for specific
frequency ranges of interest

Applications

In regard to SIGINT operations, the R10 has proven its
utility on many different occasions

It's utility in conducting counter surveillance sweeps for
RF-based devices has already been mentioned
Assuming the device in question operates using
non-encrypted FM modulation, the R10 will lock onto
the device's signal upon walking into the affected room.
By walking around the room and gradually attenuating
the received signal strength by reducing the length of
the telescoping antenna and adjusting the R 10's squelch
control, one will be able to pinpoimt the location of the
device . When one gets “on top® of the surveillance
device, one will notice a full scale signal strength
received signal attenuation (1.¢.. the squelch control cut
all the way back and the telescoping antenna fully
collapsed), and a feedback squeal will result from the
coupling of the device's microphone with the RI0's
speaker. The feedback will indicate that one is in the
immediate area of the surveillance device. It wall also
alert the third listening party to the fact that their 1oy
was discovered (keep this in mind)

The feedback squeal will only result if the surveillance
device's mode of transmission is unencrypted FM voice
One however will still be able 10 note the device's
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location by atienuating the received signal's strength
and watching the signal strength meter for a full scale
attenuation Once one has determined the approximate
location by using that method, one should then be able
1o find the device by conducting a good thorough
search and having some knowiedge of what surveillance
devices look hike

The R10 is excellemt for cellular surveillance, especially
when attached 10 a cellular band antenna and/or a
cellular bandpass filter Good signal locks have
occurred on mobiles up to 2 half mile away when using
a2 58 wave cellular antenna in a2 mobile surveillance
installation, and up to two or more miles away on
cellsites when used with an 800 Mhz yag antenna
When surveilling cellular mobile units, the R10 is able
to quickly reacquire & mobile when a frequency change
ocecurs due to a hand-off 10 another cellsite

For quick acquisition tactical signal intercepts, the R10
is excellent. A quick acquisition situation is when you
notice or suspect nearby RF communication activity
(i & someone who's talking on a handheld radio nearby,
being caught in a traffic jam, etc) and you want to
know what the parties are saying A frequency search
may not be possible due to time or manpower
considerations. (Ever try to do a frequency search with
a scanner while driving down the highway at 554
MPH?)

I just recently used my R10 1o good effect while caught
in a traffic jam that resulted from a five car accident a
half mile down the highway 1 was traveling on. Within
minutes. the R10 had successfully intercepted several
accident

The R10 can act as a sensor system to alert you to RF
activity in your immediaie area One can implement this
application by tuming down the sensitivity so that
background signals (i e FM and TV broadcas: stations,
paging transmitters, and other annoyances) are
eliminated, and then having a friend with a handheld
radio walk around one's immediste area while

transmitting in order to get an idea of effective range.
Once the range is determined, the R10 is lefi on and
listened to. One could also add a sound activated alarm
1o the audio output to give a louder alert indication than
hears audio one will know that someone is using rado
MHMMhmth
sble 10 determine the general identity and intentions of
the radio user(s), and thus be able to generate an
appropriaie reaction 10 thewr presence.

b 4

Survival Notes (#3)
by Wiildfiower

Car Emergency Kits

Trouble can occur anywhere on the road. Your radiator
starts to leak, a tire gets punctured, your ignition just
died, or something else, leaving you stranded, perhaps
on a dirt road deep in some forest or along a freeway
near home. If you are prepared with a good emergency
kit you could fix the problem, or call for help and be
able to wait in comfort till help comes; if not you could
just go bananas in sheer panic!

The following should be in anybody's emergency kit
stashed along with a good spare tire and jack: first aid
kit, 3-7 days of food and water, roll of t-paper in 2
plastic bag; 2 large candle & matches, 2 warm wool
blanket, 2 waterproof poncho. a good flashlight, a set of
flares, a good tool kit with wrenches and socket set,
straps, jumper cables. It would be excellent 10 install a
CB radio and & backup electric fuel pump A set of
good maps and a good compass come n handy too'

Yes it is a hefty kit so far. It is also good 1o include a
can of radiaior sealani, & can of tire inflater/sealant,
emergency fan belt kit, spare bulbs & fuses, roll of wire,
roll of duct tape, and a stick of quick setting epoxy mix
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Taoss in a set of spare ignition parts and a cheap analog
VOM meter, and vou should be able to fix it until vou
reach home or civilization (which if you do, send me
directions, please!)

*OR* suffer without when you are stuck miles from
anywhere, hungry, tired, and freezing into a corpse!

Ammo Boxes

True, the GOVERNMENT is now reducing surplus
ammo boxes into scrap metal One has to devise other
methods, Look up in the yellow pages of your phone
book and locate wither an auto paint or custom paint
dealer. Chances are one can buy new galion cans with
hds. Fill the can with ammo & desiccant packet, place
can on floor, and with foot press shut the lid. Then
paint can two coats of any exterior paint; when dry
mark contents with laundry marker on lid. Can of
ammo now ready for your burial cache,

-OR- look into utilizing Rubbermaid brand food
containers, of even mason canning jars for storing
amma too

Frogs...

are disappearing as either levels of Acid Rain or
Ultravioler Radiation increase in their environment, If
they go extinct, good to wonder whom is next to go!?
Think about it!

But the real ugly truth is that there are numerous plants
and animals facing extinction, but until it gets to be a
"National Crisis” little ever be done. As man has lost the
feel of earth & its ties to his spirit; soon such men will
follow the Dodo too. If you wish to survive, renew
vour ties to your earth, and remember you are either
part of the problem or that of the solution; as yvou share
this world with so many living critters, you are one of
those critters too.

-0OR- ignore this, go back and suck your beer and stare
at the telly, you poor stupid dinosaur!

Food Storage

Criticized in Living Free was that a 3 year "Use &

Replace” canned food supply be too "stale- Ewen if
such a food supply is not "fresh food", it is far better to
have a canned food supply than no food at all in a crisis
of any sort. And as the near future lpoms ahead, am
considering extending it to a "five year use & replace
canned food supply” If vou're going to stock ammo,
gold, and whiskey; you'd be better off building up your
food supply too!

-OR- BON A'PITIET, chewing on your gold pieces!

LIVE LONG & FREE!
Wildflower*95

: ¢

Application of Memetics
by Atreides
Managing Director, The Nemesis Group

"..unless we're all part of the same dream. Only 1 do
hape it's my dream, and not the Red King's! 1 don't
like belonging te another person's dream.,.”

=-The character of Alice in Lewis Carroll's "Through the
Looking Glass”

Face it, reality is & consentual hallucination. The only
reason why you know something is the color 'red' is
because somebody else told you so. And how did they
know? Because someone told them. To make reality
even more complex, you really don't have any true
perception of reality, you only perceive your
perceptions. If you haven't had to stop reading and
think about this for at least five minutes (and how do
you know how long a minute is?), then you just don't
get the point. What is the point? That your knowledge,
behavior, and all those other fuzzy concepts are learned
from what other people tell you and from mimicking
role models. No matter how original vou think you may
be, no matter how much life experience you have
collected on vour own, it all still rests on the
foundations that you borrowed, willy nilly, from others.
MNow for a little secret—-the part of your brain that does
this, without much help from you I might add, and even -
when you don't want it to happen, is still a1 it, is still
borrowing whole hog from the world around you How
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else would you stay current in language, dress, social
customs, and all that jazz? Here's another secret (notice
how you perk up when you think you are going to be
let in on a secret?); there are people out there who
understand how it works a little better than you do
(does that make you nervous?), and actually do
something about it. Don't you think it's time you caught
up with the rest of us (isn't it reassuring to be part of a
group?) and found out how to do it too?

Welcome to the wonderful world of memetic
engineering, the applied science of making friends think
what you want them to think, and influencing enemies.
Some might apply such a set of techniques to the
commercial use of selling things, while others will see
deeper and think of how to influence public opinion.
This document is intended for that deeper thinker {and
vou do like to think of yourself as one of those, don't
vou?), and ocutlines the basic mechanisms for treating
other peoples’ minds as if they were your playground,
and their own private Idaho.

Rule 1: Fix your target and the communication
channel that reaches them.

Knowing whom you want targeted is not as easy as it
sounds Given that you have clearly framed what your
objective is, vou have to decide on an approach--do you
want many believers' quickly but only for a short term,
or do you need a fewer number but for a longer term?
What action or reaction is desired from these people?
Can 1t realistically be met in the short or medium term?
Or does it require & long term ‘paradigm shift' to
accomplish? Why will they do this? Can you make them
think that they have a good motive? Once vou have all
this figured out, vou can sketch up a rough character
profile and research exacily how such individuals get
their ‘input' After all, if you control a person's
surroundings or input, you essentially control the
person

Rule 2: Pretest possible reactions.

This is the fine tuning stage. Locate a potential target
and take a test run to see what really happens when you
start pushing their buttons. Take the feedback to heart
and do any reengineering of the target, message, and

channel you need to. Pretest again. Keep this up until
you have it right,

Rule 3: Be flexible, and run the operation in place.

Tt helps to be 'in country’ when doing this sort of thing.
If you fit, even partially, the profile for the target. and
you are immersed in the same 'signal saturation' they
are, you have a better probability of creating an
effective meme You also have the chance to make
changes or course corrections on the fly if you have to.
Call this 'sticking with what you know '

Rule 4: Know your context.

Know as much as possible about the general culture and
subculture you targeting. You have to have everything
down--vocabulary, syntax, timing, triggers, etc. to do
this right. Be a cultural anthropologist. Look at those
around you as if vou were from Mars, not them.
Question your assumpiions.

Rule 5: Carefully pick the tone your message will
take.

You can pitch your message in a vanety of ways:
positive, prophylactic, and negative. Positive memes are
ego building messages for the recipient. Prophylactic
memes simply prevent spread or infection by others.
Megative memes are the easiest to craft and have
accepted, since they exploit mistakes and faults that are
either really there or at least perceived as being there.
For example, take Israeli efforts to influence public
opinion in the U S ; they have not so much successfully
implemented such an effort, as much as they are one of
the few woices out there. They have managed to
promote a continual media bombardment of the Arabs
as the ‘bad guy' in print and film, potent places for such
a message The prophylactic side-effecis are potent as
well--talk of Israeli propaganda at all can get you
labeled as being anti-Semitic, and talk of lsraeli media
influence gets you branded as paranoid; either way, you
don't get listened to, The lsraelis have also managed to
build a considerable myth around themselves as
‘underdog' (when they have the most advanced force in
the region), as having an unbeatable military (when they
are only well trained and far from infallible), and as
having a potent intelligence capability (when MOSSAD
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has made some of the biggest blunders in the business)
It all boils down to acting like the Wizard of Oz—acting
powerful. mysterious, all-knowing, beyond judgment or
reproach, when all you really are is a small, ordinary
man hiding behind a threadbare curnan

Rule 6: Decide on the duration and degree of
repetition of your message.

Paviov had some things wrong, but he also had some
things night. such as "Re-enforce ofien!” Tt also belps to
have & good amount of wvanation with the
reinforcement, so that the message doesn't get ignored
(if vou hear the same thing 100 many times in just the
same way, you learn to tune it out),

Rule 7: Use existing channels to move your message.
Don't ger fancy, and don't try 10 move 8 meme across a
newly established channel Be careful with the new
medium of the Internet (or Usenet)—people there are
paranoid, scared. and skeptical in general. but that can
be turned to your advantage if you understand that
Also. the Net acts a5 a ‘community memory'—check out
the beast known as the FAQ (Freguemtly Asked
Questions) which are kept current and accurate by an
informal collective that knows the topic (two good
examples are the crvptography FAQ and the exercse
FAQs). Careful with your facts, and be subtic with
your spin

Rule 8: Carefully construci your content.

A meme must be based on a solid intellectual,
emotional, and economic model of the target
population, It should aim al personalities. not issues.
The 'mimicry’ mechanism in people is susceptible
because we are used to adopting patterns from other
people Issues just hit the imellectual gestall and get
processed, thus they have lower contagion; the only
way issues can make it is if they imply a changed self
image of the target subject, or are finked to an image of
a person that the target can rmagine themselves as

Rule 9: Do not creste mew isswes, but exploit
existing ones.

1t is easser to hijack an already in progress’ meme and
apply some spin control, reimerpretanon, shifi o

perception, and a colorful dash of revisionism

Rule 10: Aggregate vour approach.

Build toward your true purpose over Lime, siarl memes
out as bang totally reliable 10 establish trust in the
source This ‘collsteral confirmation’ gives credibility,
and asliows vou to progress the futwe memes 1o
paradigm created by the meme fits into the existing
climate, mindset, and general opinion, otherwise il has a
low potential 1o spread and infect.

Rule 11: Don't make it seem like an attempl to
influence

them.

The hard sell turns people off, back off and let them
come 1o you. You catch more people through letting
them into the group reluctantly than you do by having
power trip of having 1o do things

Rule 12: Keep it simple and emotional.
Frame the message to take advantage of releasers and
susceptible to analysis, particularly in Western cultures

Rule 13: Don't imierfere (and benelit il possible)
with Maslow's Hierarchy of Needs.

These are the basics: physical fulfillment, food. warmih,
sleep, safety. They are also not so basic: positive self-
image, esteem in the eyes of their peers, love,
belonging, respect.

Rule 14: Evoke a group identification.

Pushing the buttons of your target's innate superiority,
are the ‘chosen’ people goes a long way to reducing the
mainienance necessary to keep members ‘enrolled '

Propaganda and Memetics

How do these two concepts differ” Propaganda creates
a mundset that will accept or be neutral towards actions
undertaken by the generating source Memetics creates
an active mindset that encourages parncipation (action.
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reaction, proselytizing) and perpetuation of the intent of
the generating source. It depends on whether you want
people to be sedate or pro-active.

Conclusions

There are a number of people selling things, and | don't
religions, others are seffing pop psvchotherapy,
concepts could benefit from the tactics, similar 10
memetic tactics, that are used m those obnoxious
info-mercials,; mavbe it is the removal from the abstract
to the concrete that makes it so much more effective
No longer will you hear "It is better for the
emvironment,” "8 united Ireland * or “democracy is
good for you™, but there will be a well-crafled meme
showing you a person, someone you can identify with,
someone you wouldn't mind being. enjoving the benefits
of whm before seemed like empty slogans. It certainly
beats using the techniques to make people want "buns of
steel,

b

Encrypting Numbers

Find an easv 10 remember ten word phrase, of which all
the words begin with a different letter. For example

The quick silver fox jumps over my lazy dog's back.
Now assign a digit 1o the first letter of each word.
T=1 Q=2 5=3 F=4 J=5 0=6 M=7 L=8 D=9 B~0

Should vou have problems finding a similar phrase. vou
can lake any senience and use the first ten umique
letiers, or even the first ten umque first letiers of the
words in the sentence Using this paragraph as an
example with the firm techmique, wyou'd use
SHOULDYAPR With the second technique, you'd use
SYHPFACTUL

You have & phone (or any other type of) number tha

you desire to protect, such as 203-832-8441 Just
substitute the letters for the numbers: QBSLSQLFFT.

One problem with this cipher is that most phone
numbers in the United States and Canada are still in the
old format where the middle digit of the area code is a 0
or | and the first two digits of an exchange cantbe a |
or 0 If someone clues into the fact that you are using
this code, they could use that information to help
compromise it There is no rule however, that says you
can't write down a phone number as BI28441203,
B441832203, 8441203832, or [448238302 As more
exchanges and area codes are added to the phone
nerwork which don't fit the old plan, this will become
less of a problem

This code is easy to keep around in one’s head, and
doesn't require a computer 1o implement

k4

The Riddle of Steel
by Jim Tefr

Product Reviews

Let me siate for the record that [ am not an employee of
Smoky Mountain Kmfe Works, just a very satisfied
customer. The quality of their merchandise surpasses
the prices charged Their prices are often berter than
those 1 paid for mail order blades 30 years ago Most
grand masters are of advanced age - Ed ). Service is
excellent. 1 phone in my order and usually receive it
within a week The one blade | retumed with a
manufacturing defect was cheerfully replaced All in afl,
a great outfin to deal with

Fighting Steel

Samurai - Manufacturer Unknown - Philippines
SH2 - 25" blade - $39 99

74522 - 22" blade - 2999

74517 - 17" blade - $24 99

DRAGON - Set of 3 with stand - $99 09
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The Katana style sword is the finest fighting blade ever
designed  Thev can be wielded one or two-handed with
equal ease The curve of the blade makes slicing or
draw-cutting smooth and natural They are hight and
fast but sturdy enough for power cutting

These Katanas and Wakisashi (“companion”/short
sword) are excellently made and economically priced.
The 22" model is perfect for across the back carry a-la
Ninja. (The 25" blade is a little too long to allow
drawing when womn in this fashion ) The scabbard is
flatter than its Japanese cousin and the "shoulder strap™
is more of a belt hanger | removed the strap from the
scabbard of my 22" Wakisashi, but lefi the D-rings to
attach a Ninja-style saya made from a 72" shoelace,
thong, or paracord

The shiny brass tsuba and pommel can be covered with
a sock or wrapped with a bandanna or cloth for stealth
(or can be blackened with gun bhung but this waill
detract from its beauty) The brass will dull with age if
not polished The red wrapping on the handle and
scabbard cannot be seen st might  If camo 15 a concermn,
you can wrap black brown, green, or camo cloth
around the scabbard and handle Well balanced.
siaindess stecl, sharp

Dragon Slayer- Manufacturer Unknown - Philippines
745027 - §50.99
Blade 27" - Overall 33 3/4", 35" in wooden scabbard

If vour tasie leans more toward a hand-and-a-half,
double-edged broadsword, this is the blade for you
Twenty seven inches of stainless steel with a full length
fuller 'Well balanced and sharp, this is the lowest
priced practical broadsword 1've handled Conan himself
would be proud of this steel

Throwing Hatchet
6837744 - §5 99

Camp tool, hand-to-hand combat weapon. or throwing
Indians, Mountain Men, Explorers, Soldiers, and
Pioneers swore by them Banle axes and throwmg axes

have been used by wamors of all nations and all
cultures throughout history

These are 11 1/4" overall with &2 6 3/4" head They
throw excellently and take and hold & good edge for
camp chores or combat. The handle will break with a
bad throw, but can be easily replaced with & new one
cut from a sapling The head has a round eye making
handle replacement simple. 1 have five of these "hawks -
three with sapling handles, and they still throw kike a
charm! | am never without one in the field No warmor's
kit is complete without a hawk!

Large Nigin Watchman - United Cutlery- Tamwan
UCBI12 - 51299

A nice heavy weighted aluminum nightstick, 19 7/8"
long which unscrews a-la sword cane 1o reveal a 13
5/8" stainless steel stiletto blade. Thig is a handy little
weapon although the blade is a bit light to parry with
and 1 am not cenain how well it would hold up
thrusting through body armor or a heavy coat Stll and
all. not & bad chowce for your weapons battery.

Gil Hibben Thrower 111 - 10° overall
Dual Function Hunting/Throwing Knife
C456 - §1799

Yeah | know, kinda pricey But it's the FINEST blade
I've ever thrown' And, $17.99 isn't a lot for a good
WORKING knife that can also be thrown A very basic
knife - no cross guard, no handle slabs - just one solid
piece of heavy, rugged, stainless steel Stromg enough
for a working or fighting knife Good thin profile, easily
concealed, mce heavy leather sheath

All of these are available from

Smoky Mountain Knife Works
P.O. Box 4430

Sevierville, TN 37864
1-800-251-9306
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The Cheesebox
by Thomas lcom

Background

The choeesebox turns two phone numbers into a loop fine. 'What this enabled one to do was communicate with another
party without having to disclose either party's phone number. The first party would call into line one, the second party would
call into line two, and the cheesebox would connect the two lines together, enabling the two parties to communicate.

Other variations of the cheesebox, often called "CF (call forwarding) Boxes", or "Diverter Boxes" enabled one to call line
one and receive line two's dialione. These boxes are still available commercially, mated with an autodialer for use in a person's
place of business to reroute calls to an answering service after hours.

Implementation

This version of the cheesebox is based around the Parallax BASIC Stamp. This microcontroller was chosen due to its small
size, extreme versatility, and inexpensive price. The use of a micro-controller also enables one to use 2 minimal amount of
support hardware, as control functions are handled via sofiware.

There are two versions of software for this device, The first listing is designed to go off-hook as soon as a ring is detected
on the primary (incoming) line. The second listing waits 30 seconds (The time can actually be any length up to 18 hours. That's
one of the nice things about using a microcontroller, ) after hearing an initial ring; at which time it will then pick up on the first
ring of the next incoming call

After detecting a ring. the device picks up the primary and secondary (outgoing) line. If the secondary line is not in use,
one will receive the secondary line's dial-tone If the secondary line is ringing at the time of seizure, the device will "answer”™ it
To the caller on the secondary line, this would sound like a regular phone call (alleviating some suspicion if instead the caller
was just told to dial the number and wait in silence, thus indicating potential cheesebox usage). If the secondary line was in
use, the caller into the primary line would be thrown into the conversation occurring on the secondary line. While this might
prove to be interesting for PSYOP purposes, the use of this device in its current configuration for surveillance would be a poor
choice, as the audio path would be two-way, and cheesebox picking up the secondary line would be as detectable as if
someone picked up a regular extension (ie. a "click” would most likely be heard, and the line voltage would drop).

m-hmnmwhﬂnu.hwhuﬂmhhq-ﬁtmlﬂhrﬁp The Stamp then goes back
to waiting for a ring detect again When the caller on the primary line hangs up, the line voltage will drop to zero and the
relays will unlaich The cheesebox is ready for another call

When the Stamp is in its normal state, it draws 2 milliamps of current. When it picks up the phone, this goes up to 22 mA
for about three-guarters a second. Under those circumstances, 2 9V 600 mAh battery will last somewhere around ten to twelve
days. This is extended by using the Stamp's sleep feature so that the Stamp only checks for a ring roughly three times a second:
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as opposed to a thousand times a second. When in sleep mode the current draw is only 20 uA (0.020 mA). This should extend
the battery life to somewhere between twenty to thirty days, depending on use.

Hardware Consiruction

The first thing you should do is read the manual that came with your BASIC Stamp programming package. It's full of
useful information you will need to know in order to successfully complete this project.

Hardware construction is pretty straightforward, due to a minimum number of components involved. The following will be
rﬁtuil‘ﬁd:
T1 R1
T1.R1-
NE-EH_? 22K OHMS Primary Line

T2,R2-
Badl v Secondary Line

@ = RL1, RL2-

Il 12V Relay
PHOTO- RL3 -5V REIB",‘
RESISTOR

1 BASIC Stamp 1 Module with carrier
board (available from Parallax)

1 BASIC Stamp Programming
Package (Parallax)

1 Ring Detector Module, which

consists of
1 NE-2H Neon Lamp (Radio Shack
#272-1102)
1 22K Ohm Resistor (Radio Shack
271-1128)
1 Photocell {exact type not
important, | used one from Radio
Shack’s #276-1657 package.)

1 .1 uf Capacitor (Radio Shack #272-
135)

1 5V SPST Reed Relay (Radio Shack RL2
#275-232) RLA e iy
2 12V SPST Reed relays (Radio

Shack #275-233) '
1 1:1 600 Ohm Isolation Transformer T __/ 4' T2

(Radio Shack #273-1374) ¢ h
1 560 Ohm Resistor (Radio Shack E % i
#271-1116) R1 R2

Hookup Wire 111 560

Electrical Tape OHMS
Electronic Tools (Soldering Iron, Solder, etc.)

4 Alligator Clips

1 Decent capacity 9V battery, preferably rechargable (such as the 600 mAh Radio Shack #23-229)

L[~

T1

Z0 ZE oy
TErH0O " WIO

A
£
w
:
j»""

The BASIC Stamp and Programming package can be ordered from:

Parallax

3805 Atherton Rd. #102

Rocklin, CA 95765

916-624-8333

FAX: 916-624-8003

BBS; 916-624-7101

FTP: fip parallaxinc.com

WWW: http:/'www parallaxinc.com

This should all fit on the prototyping area of the Stamp's carrier board, although some care should be taken as to
plasf:mnmt. The one step that should be paid attention to is the ring detector. This consists of the neon bulb (with it's dropping
resistor) and photocell.

Take a length ufdﬂtﬁcﬂmmwmephmmdludnmnhulhtogﬂhﬁ,ukingmthm the leads of each
component don't touch. You want to make this as light-proof as possible, a second layer/piece might be necessary. When this
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is completed, attach the dropping resistor to one of the neon bulb's leads and attach the neon bulb/resistor combination to the
phone line. Attach an ohm meter to the leads of the photocell. You should get some high reading. Now ring your phone and
watch the ohm meter. The reading should go down significantly. If it does, then your device works. 1f not, check the
construction and try again. The exact readings are unimportant, you just have to get a high reading when it's idle and a low
reading when it detects a nng.

Once you have the ring detector working, you can attach it to the Stamp according to the schematic and calibrate it. Load
up your programming software, attach and power up the Stamp, enter the editor and press Alt-P. When asked for the pin,
input "0" (That's the pin you connected it to.) Hook up the ring detector to the phone line, and while the calibration routine is
running, ring vour phone. Write down the scale value that appears, you will need to put it in the source code at the
appropriate place. (You should understand once you become familiar with the Stamp and see the source code. )

After the hardware construction phase is completed, load up your programming software, and put one of the following
pieces of source code in the stamp.

Software

Pick Up on First Ring Version
CHEESE| BAS:

starl: goto wait
pickup: high 1
pause 1000
low 1
goto start
wait: pot 0pooeb0  Sooc=The # received during calibration
if b0=0 then pickup
nap 4
Eoto wait

Ring Once and Then Call Again Version
CHEESEZ BAS

start: goto wait
pickup: high |
pause 1000
low 1
goto start
wait: pot Oxxcb0  xxx=The # received during calibratio
if 00 then window
nap 4
goto wait
window: sleep 30
secheck: pot 0,xxx.b0 'See earlier pot command.
if b0>0 then pickup
nap 4
goto secheck

Operation
LDpen‘aticrnis_p'rm)' straightforward. A nine volt battery is attached and the box is hooked up to two phone lines. The
primary wires will be attached to the incoming line, and the secondary wires to the outgoing. When a call is made into the

pﬁnwh;rylinmthsm}lnrwiﬂhem&tc}ndimnthzmndmy.%mthecﬂhrhmgsup,ﬂunhmbm resets itself and waits for
another call,

Q
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The Essence of Warfare

by Atreides
The Nemesis Group

Heraclitus noted that a man cannot walk in the same river twice, for it was not the same river, and be was not the same
man Less eloguently, things change [t stands to reason that conflict, 2t once the driving force for change, the method of
change, and the fall-out from change, would itself change in nature over time. As things change, and we are abie 1o observe
more of it, certain patterns begin to arise; distance, in space and time, certainly lends perspective.

Once Man thought the Earth was the center of the Universe; then Galileo worked out a theory of motion, and paid the
price; Newton comes along, and given some room for contemplation, generalizes a number of principles, Einstein catches
some flaws and postulates an even more generalized set of theories. We all stand on the shoulders of Giants

No surprise, then, that some basic concepts behind the Art or Science of War are becoming more evident as we once again
transform our ways of thinking on the subject.

Approaches to conflict in the world fall into & four-quadrant grid, passive-active on one axis, defense-offense on the other.
Passive defense stems from the assumption that a situation is 'friendly,’ while active defense assumes 'hostile' American
activities tend to fall into this first category, while those of the Cold War Soviet Union fell into the later. Passive defense is
lethal—no wonder that Amernica has found itself playing catch-up on every conflict it has ever engaged in. The inherent danger
of active defense is seen in the &l of the Warsaw Pact and sponsor; total collapse from exhaustion as they actively tilted every
windmill

The other grid half is the realm of the active and passive use of force, Active offense, primarily the unnecessary bifurcation
into attrition and manoeuvre warfare, is an area of excellence for the United States. Passive offense is an area that eludes the
military establishment, although, as 1 will explain, this isa't necessary with a deeper understanding of what conflict is about.

Life is the struggle for the free energy in a system; even the most basic organisms are primarily ‘concerned’ with metabolism
and reproduction. As a political economy progresses and evolves, interesting things happen, as you would expect in any
sysiem where complexity can be measured by the combinatorial of interaction of the aggregate sub-systems Political
economies (PE), social structures if you will, can be defined by the depth of what can be called ‘dependency infrastructure,’ or

The most basic political economy is that of the Agrarian society, The Age of Bread Such social structures have a very
short ‘material' value chain (phases in a process where the receiver of the process experiences a net gain in value or
performance because of the prior process), and a short informational’ value chain For example, the material value chain of
hunter-gatherers is minimal_ just the raw labour mvolved in the acts of hunting and gathering, and the informational value chain
is food stuff identification and processing knowledge Slhightly more complex is a feudal society, where aiready the material-
based labour component was being replaced with the informational—blacksmithing and tack to create plows, knowledge of
planting seasons, milling grain for bread, animal husbandry. This period is still preoccupied in the struggle for the basics of
life~food, shelter, warmth, procreation (Maslow's Hierarchy); resource, labour, and capital are King (usually quite literally,
trapped in a zero-sum game, hierarchical political economy).

The next phase of development is the Industrial Age, The Age of Mass Production. This phase has long value chains in
matenal resource (components to build components to build components . tools to build tools to build tools. ), and a steadily
growing value chain in informationals. Additionally, considerable effort is dedicated 10 the social contract, another example of
spontaneous order, which allows the complexities of a political economy to function. The human species, not content to let
such systems be self-regulating, has wasted enormous resource in the attempt to govern (in a cybernetic sense) the process,
not realizing that where there is free competition, there is no dependency, something most groups claim to desire.

The current phase of development is what has been termed the Information Age, the Age of Patents. Material value chains
are beginning to die back, while the informational value chain is increasing; this reflects the situation that embodied thoughts
can have value (and in fact are replacing the resource-lebour-capital triad), while still being dependent upon the infrastructure.
Western civilizations, the most advanced of this phase, are fumbling with the new informational value chain that
data into information into knowledge into wisdom, most effort actually goes into simple shuttling of raw data and a little
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information from here to there. The social contract is more confused than ever, specialization has been forced by the
complexities of getting to this phase, yet most of the critical basis for interaction is being undermined It is still increasingly an
age of positive-sum games, heterarchies. etc.

Interestingly, extrapolanon of this trend leads to a further or complete decay in the material value chain, possibly because
of advances m space exploration or nanotechnology. WeTl have to wait to get there-then to see which it is

Now to retumn to conflict In the Agrarian Phase, direct control of the means of production through possession was
the Industnal Age_ devastation of the dependency infrastructure was no longer 2 visble option—what was broken couldn't work
for the winmer's benefit. This led to progress in manoeuvre warfare, where control became important, rather than devastation.
Other than a decdedly significant side-inp because of atomic and then nuclear weapons, this remains the guiding principle of
modern warfare. In fact, it demonstrates (satisfying the correspondence principle as well) a8 more fundamental nature of
‘warfare’ oriented arcund the dependency infrastructure (DI):

— Conventional warfare seeks victory by overwhelming or through forcing a failure of the opposition's D1

~ Manoeuvre warfare seeks victory by taking control of key elements of the opposition's DI, essentially imparting control.

— Guerrilla warfare orients around opportunistic attacks on the opposition's DI, making the energy cost of conflict too great to
et

~ Political warfare is control of the members of a political economy through (establishment and) control of a DI, coupled with
i alati I

~ Terrorism is & case of actions taken against the social contract to attract media attention to a conflict when the media is

(perceived to be) controlled by the opposition.

A dependency infrastructure is composed of widely varied elements of the social contract of the political economy—
command-control bodies, social services, education, the workings of an economy, communication sysiems, spiritual leaders,
anything that supports the value chain of the phase.

Warfare, then, is about the control of the dependency infrastructure, some forms of warfare need not reguire a single shot
to be fired, instead seeking victory through establishing control of the dependency mfrastructure. This cognitive tool explains
many things.

— Gandhi was successful in large part by his demonstration that the infrastructure of the raj was in the coatrol of the Indian
people, and they reasserted themseives in this fashion. Other strategies of Gandhi bear study, including his self-creation as
& media symbol and deliberate infliction of harm upon that symbol as a method of war, whether through his being arrested,
or fasting to the point of personal bodily harm.

- The problem of Iraq for the West, post-Gulf War, is that their dependency infrastructure was lefl intact, and in the hands of
Saddam Hussein. This does not question the validity of the conflict itself, which has been claimed to be in the 'national
interest.’ The rule of thumb to see if something is a national interest? Does it have an effect on your dependency
Wmlmm Any singular control of significant OPEC resources can be viewed as a weapon in

making.

= Social unrest occurs because of a failure of the dependency infrastructure for those suspended and dependent inside it, riots
are & symptom of this disease, by people who suffer from a cultural disease we have no name for — The odd relationship
the U S. has with terror, access to the free media market has become important to support for a cause, while the blind eye
the U.S. turns on certain issues makes them a target.  Any group who feels a media bias on an issue, Palestinians versus
Zionist occupation, Ireland versus United Kingdom rule for example, will be caught trying to have it both ways.

— The problems the US. faced in Viet Nam, such as the inability to control a dependency infrastructure with air strikes, or the
total corruption of the allied infrastructure, driving anyone adversely effected to the alternative mfrastructure supplied by
the Viet Cong and NVA.

It also suggests 2 new form of warfare where viclory comes from the establishment of alternative dependency
mfrastructures in a political economy, in comunction with propagands efforts (wiach would be useful in the Former Sowviet
Union, Central and South America, or North Africa for example) Let me also add that it is going to be a serious failing in
mﬂuﬁm@uﬁﬁtmﬂﬁmﬂ%hbﬁqﬂ“hmhﬂmhh
region.
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Following this chain of reasoning. even mew aress of thought on conflict make sense, such as the special case of
information warfare—at one end it can be used as a wespon of mass destruction (WMD) just as nuclear, chemical and
biclogical weapons which overwhelm the dependency infrastructure of an opponent, and a1 the other end it can be used in
guerrilla, terror, or political warfare to selectively destroy or surreptitiously control the dependency infrastructure. Seen on
these terms, it makes perfect sense in terms of doctrine; it also explains why it is an increasing and soon to be critical threat to
the nations of the West.

Conflict this far down the line is not getting any easier. To understand what is occurring in Bosnia or Somalia, you have to
put them in their context; to understand future conflicts, with guerrillas, terrorists, propaganda, hackers, cyberpunks, et al, we
will have to search for the basic essence of conflict—because only by understanding those basic principles will we be able to
prevent the world from falling apart around us, or at least not be caught out by it when it does.

Q

Alternative News Gathering Techniques
by Thomas lcom

What never ceases to amaze and disgust me is with the extensive means we have in this country for the dissemination of
information, 1 find that it is more difficult to get real news about matiers regarding personal survival, than it is to find out the
latest fad in Hollywierd. 1 don't kmow whether it's because the American people have sunken to the lowest common
denominator, or if it's because New World Order advocates in the media are deliberately trying to keep the people ignorant to
further their aims

James Madison once said *A people who mean to be thexr own governors must arm themselves with the power knowledge
gives® With that adage in mind, # would make perfect sense for the totalitarians to keep their potential subjects in the dark. as
it would make their ascension to power easier. Whatever the reason, the result of this situation is that people into personal
security and scif-rehance have 10 make a hittle extra effort to stay informed.

Ironically enough, one of the best places for certain types of news and intelligence is the idiot box (TV). If you have cable,
you probably have access to a network called "CSPAN". CSPAN is a public affairs network that feeds the activity of the
senate and house of representatives right into your home without any commentary attached. When the house and senate aren't
in session, they cover press conferences and meetings of public organizations. Not only does CSPAN let you see what your
"elected representatives” are up to; it lets you know who your friends and enemies are. The latter can also be said of
monitoring network-TV news and "popular shows” If you can stomach it, watching network-TV will also give you a
practical education on enemy psychological warfare techniques. Such an education is necessary in order to implement
effective counter-measures.

One of the “better” networks for news is CNN. Since all they do is news, they will report on things that will be missed by
the other networks. The drawback to CNN is that you need to have Cable TV in order to get it. For those in areas without
cable.] would suggest checking the FM snd AM broadcast bands for an all-news station Some news radio stations do
rebroadcast CNN's andio.

The shortwave bands still remain one of the best sources for alternative news information. Despite their increasingly
socialistic leanings, you can still receive better quality news from overseas stations such as the BBC and Radio Duestche Welle
than you can from CBS, NBC, and ABC. More American stations are also coming on the air; a radical departure from the
days when the VOA (Voice of America, a government run station) was this country’s only voice on shortwave These
American stations, particularly WWCR, provide an excellent amount of alternative news and current affairs commentary in
their programming  Specific frequencies for a shortwave broadcaster change periodically A current issue of Popular
Commumcations or Monitoning Times magazine will provide you with specific frequencies and times of broadcast, but if you
just want to tune through the bands and look around, the most common frequencies (in Khz ) used for shorrwave broadcasts

5950-6200 9500-9775 T100-7300 11700-11975
15100-15450 17T700-17900  21450-21750  25600-26100
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The frequencies below 10000 Khz are better for nighttime reception; while those sbove 10000 Khz. are better for

Small press publications, colloquially known as "underground newspapers” or "zines” are more popular today than ever
with the advent of desktop publishing systems and personal copiers. | personally believe that the advent of low-cost personal
computer-based publishing systems was one of the greatest things ever to happen to the cause of freedom' The reason behind
this bebef is that now anyone with a Ettle spare cash and 2 cause can become their own press  So, what was once the domain
of big corporations is now the domam of anyone who wants it!

There are too many excellent alternative press periodicals out there to list. I'm going to hist a few of my favorites, but for
more | strongly suggest you subscribe to Factaheet Five Factsheet Five is a ‘zine whose entire purpose is reviewing other
‘zines. If you're looking for i, you'll find it m Facishest Five FEacisheet Five is genenally available st your local Barnes &
Noble bookstore, or you can get It via mail.

bulletin board systems (BBSes). A BBS is a computer system that is set up by a private individual for the purpose of other
people calling into it to leave public messages private messages (e-mail) to other users, and public-domain (free distribution)
software Some of these BBSes are networked, which means that you can make a local call to a nearby BBS, post a message,
and have it distributed across the world m 24 hours. Every semi-populated area has a local BBS that is part of “Fidonet®, the
largest of the BBS networks. Most BBSes are free 10 use, with you just paying for the cost of the phone call; although some
solicit donations to belp offset the cost of running the system.

Al of this is done with your computer and a device called a "modem”; which imerfaces your computer system to the phone
lines. Modems and BBSes are another great invention for cyber-libertarians and other dangerous types who are into freedom.
If you want to say something, just jump on your local Fidonet node and within a day or two your opinion will reach the
opposite coast and everywhere in-between,

It's easier to get in the BBS scene than it is to get into desktop publishing. All you need is a computer, a modem, and a
terminal program to make the two work together. You don't even need a "state-of-the-art" system 1o do all of this, as the

Again there are too many BBS systems out there (o mention them all, but for now I'll mention the official Cybertek BBS;
RuneStone BBS, (203)-832-8441. When asked for the "newuser password” enter the word: CYBERDECK.

Going beyond BBSes, we have the Internet. The Internet has come a long way since its inception. It climinates the
disadvantages of BBSing (large LD phooe bills and a relatively small sudience) while retaining all the advantages There is
already a ton of information out there available on the Internet, so | won't go into any major detail on it. Nevertheless check it
out. It's a very powerful tool.

In regards to news in your local area, the best thing ['ve seen is a "scanner radio™. With one of these tuned to your police
and fire frequencies, you'll get a first-hand report of events in your local area. While some places are beginning to scrambie
their radio transmissions, overall the practice i1sn't common. It migit also pay to antend your local town-board meetings, as
this will also give you a first-hand look at how well, or poorly, your commumity leaders are doing

The entire shortwave frequency spectrum (1 Mhz - 30 Mhz ), as well as the AM and FM broadcast bands will probably
become very useful in the event of & hostile takeover of the United States Government, whether it's from an internal problem,
or an external power trying to take over. In such a case, freedom fighters with the background and equipment could set up
underground broadcast stations to help the resistance effort.  This will be more prominent on the shortwave bands because the
equipment is easier 10 obtain, and due to the nature of the band, it is more difficult to use radio direction finding techniques to
track down an “illegal® transmitter.

Also of interest to survivalists is the Emergency Broadcast System. This is run by the mostly non-existent Emergency
Management Authorities to provide official news and instructions in the event of a national emergency. It is one of the
holdovers from the 1960s Civil Defense Program, and unless you live near a place such as a Dam or Nuclear Power Plant,
there isn't much to the Emergency Broadcast System other than the fact it exists. However, if you have a spare AM/FM radio,
or TV it might prove at least interesting to listen too, just to see what little the government informs you off, or instructs you to
do. In the event of an actual emergency, 1 suggest programming the areas public safety frequencies in your scanner, as you
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will probably hear more information over them. You might also want to tune around the ham radio bands in the event of a
nationwide emergency. Many hams are involved in disaster relief services such as Red Cross and RACES (Radio Amateur
Civil Emergency Services) Bemg a ham operator myself, | can tell you that a lot of infogoes over these frequencies; both

3500 - 4000 Khz. (80 Meter) T000-7300 Khz (40 Meter) 14000-14350 Khz (20 Meter)
21000 - 21450 Khz (15 Meter)  28000-29700 Khz. (10 Meter) 144-148 Mhz. (2 Meter)

The frequencies labeled in Khz are shortwave frequencies, and offer worldwide coverage. The 80 and 40 Meter bands
offer better coverage at might The 20 Meter band offers decent coverage around the clock. The 15 and 10 Meter bands are
best during the day  The 2 Meter band 1s a local coverage band which is useful for finding out news regarding your local area.
Also potentially useful to fisten too would be the CB band Everyone has at least one CB which makes it a good community

“Jungle telegraph”.

The sbove is just a small sampling of mdio frequencies that might yield useful information.  You will also want 1o read
Thomas Roach's excellent book The Hobbyists Guide to COMINT Collection and Analvsis which was reviewed in Issue #10.

Small Press Periodicals Worth Checking Out

2600 Magarine: The Hacker Quarterty
P.O. Box 752

Middle Island, NY 11953

516-T51-2600

Good magazine covering computer and phone security. You'll also want to acquire the eleven years worth of back issues, as
they make great reference material

$18/year

Factsheet Five

P.O. Box 170099

San Francisco, CA 94117-0099

$20/year

Reviews other small press 'zines Excellent source for those of you wanting to expand your sources of alternative press
sodicals

Gray Areas

P.O. Box B0R

Broomhall, PA 19008-0808

$23/year

A highly recommended magazine that covers “the gray areas of Life” - 'nuff said' Netta Gilboa, the editor and poublisher, is
one of the few people I've seen who has given the computer underground an objective and realtively unbaised look, and let
them have their own unedited voice, despite all the shit that certain STUPID peopie in that community have given her (Those
who disagree should compare her coverage of the community with that of the establishment media ) That fact alone gets her
my suppor.

U.S. Militia - "The Oaly Magazine For Community Defense”
Kurt Saxon's excellent penodical version of The Poor Man's James Bond
$35/year

Shoestring Entrepreneur
Another excellent self-sufficency periodical by KurtSaxon. This one is geared towards learning a trade and using it to go
intobusiness for yourself’

$15/year
Kurt's periodicals are available from:

Atlan Formularies
P.O. Box 95
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Alpena AR 72611
(501)-437-2999

lron Feather Journal

c/o Stevyn

P.O. Box 1905

Boulder, CO 80306

§5 for current issue

This techno-anarcho 'zine is another favorite of mine. | think Jerod Pore put it eloquently and accurately in Factsheet Five #52
when he said thet “from Feather Jowrnal is the Angrchisi’s Cookbook of the 90s, without all the bogus data that would get
you killed =

Q

Telecom Remote Control
Part 1: introduction
by Thomas lcom

The use of the telecommunications network for remote control purposes has a number of advantages It's world-wide in
scope, allowing you to reliably activate remote control devices from anywhere in the world that has phone service to anywhere
m the world that has phone service While you might have problems in an underdeveloped third-world coumtry, you won't
anywhere else

A number of signalling methods are available for telecom R/C applications. The first and easiest is a simple ring detect.
The phone rings and the device activates. This does have the disadvantage of lacking control; as any ringing after installation
will activate the device. To help alleviate this problem, you can add a counting circuit so that the device isn't activated until a
certain number of rings have occurred, Another way is to adjunct the ring detector with a timer switch, so a certain amount of
time must elapse before the ring detector becomes active. A benefit to ring detection is that the caller isn't billad as the phone
isn't answered

You can aiso have an suto-answer module with 2 DTMF decoder In this instance, the device will be activated upon
receiving the proper sequence of DTMF tones.

Dual-Tone Multifrequency (DTMF) tones, or “touch-tones™ are the most common signalling method for R/C applications.
DTMF signalling was originally designed as a means for quicker dialing for telephone subscribers  It's versatility has lent itself
to other signalling uses. The wide availability of DTMF equipment has made it a common signalling method for accessing
voice mail, interactive phone systems (such as the ones banks use for customers to receive their account information), remote
dial-ins for PBXes, WATS extenders, and answering machines, and R/C devices.

The wide availability of DTMF equipment is also a security disadvantage Your R/C device is vulnerable to anybody with a
touch-tone phone and a little time on their hands You can counteract this somewhat by making security codes longer, but this
will lower efficiency by incressing system usage time, and might present & memory obstacle to the systems’ users; who then
might violate a basic security measure to assist them in accessing the system. (i.e Never write anything down )

IDnscrete single or dual tone signalling can also be used. Since the tone signals would be proprietary, security would be
increased. The actual frequencies could be changed at will for an even greater increase in security.

To this end, many DTMF encoders and decoders can be modified to transmit and receive signals which are of a different
frequency than those used for DTMF signalling This is done by changing the reference crystal hooked to the device's encoder
or decoder IC. A common exampile of this is the replacement of the crystal in a particular model of DTMF dialer in order to
generate comn tones for toll fraud purposes. In cur case however, 8 DTMF dialer is modified to satisfy a legitimate security
nesd for a tdlecommumcations based remote conirol apphbcation

The ultimate method in secunity and versatility would be & microcontroller and an suto-answer modem. You could require
& password 10 access the system, and then additional passwords to activate various devices. The modem could require any
number of nings to answer. Finally, the micro controller could be programed to only accept certain commands at certain times.
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The use of caller ID (CID) in telecom R/C devices adds another dimension 1o security Devices can be set to activate only
if called by a certain number. It woyld be no major feat to wire up an and-gate 10 certain segments in a CID box’s display, so &
control line goes high when & certain number calls. The caller would also not be billed for the call, as the CID data is sent
during the nnging cycle.

The construction of devices for telecom R/C is easy due to the wide availability of off the shelf equipment that is either
readily modifiable, or adaptable to "kit bashing”. You should be able to assemble a plethora of devices after visiting a few tag
sales, flea markets, surplus stores, pawn shops, or their local Radio Shack. By going that route one will be able to keep costs
down. Even in an extreme condition you can acquire the necessary materials from a department store, but why spend 330 for a
new piece of equipment you're going to take apart when you can spend only $5-$10?

In Part 2, | will present some telecommumications remote control projects and applications
L

The Precipice Problem:
A Guide to the Destabilization of Western Civilization

by Atreides
The Nemesis Group

No one but a sage can utilize espionage... —Sun-Tzu
Lo Introduction and Background

Tt has rapadly become possible for & small group of knowledgeable and skifled individuals to create chaos, wreak havoc,
destabilize, and potentially destroy what 1s currently referred to as "Western Civilization '

Once it was possible to accomplish such goals through the removal, by various means, of the ruler of the dominant country
of the 'Empire.' Rendering unto Caesar what is due him becomes moot if Caesar has been eliminated. However, the swift rise
of democratized countries as the dominant powers of the world has added a certain amount of cultural resiliency, making such
a manoeuvre obsolete. In its stead has arisen a new, more virulent, form of attack--such empires are now built upon economic
strength (Gross National Product [GNP] is the most critical factor to be taken into account, even regarding military strength;
witness the resolution of the Cold War in favor of the U.S. and NATO forces over the Soviets and Warsaw pact forces strictly
via extended economic, as opposed to military or pure ideological, conflict), and such strength can be swiftly negated, as it
relies upon techoology. Caesar could always be quickly replaced, an economy cannot be.

Negation of an cconomy, and hence a country dependent upon it, is accomplished through the skilled manipulation and
usage of technology in comjunction with the exploitation of the flaws—inherent, sccidental, or deliberate—of a technology-
based society.

An economic maxim of obvious truth is that control of the means of production implies control of a society. While the
maxim has remained the same, the factors comprising it have evolved—the means of production have changed from the factory
worker to the 'knowledge' worker and electricity has transformed from a unit of work to a unit of information, but then again,
s0 has everything else (money, etc.),

Termed the Information Age of Western Civilization, it has given new possibilities and benefits to the citizens of the West,
although it has left them in 2 completely exposed position as far as long term viability 13 concerned. It has created new avenues
for dominance and mamspulation [which is why the Japanese are trying to dominate through technology). and ultimstely, the
power 10 destroy is Lthe power 1o control, technology is & sword which cuts both ways, an Achilles’ Heel of the West.

"Western Crvilization.' as it has evolved and currently stands, is defined by its advanced technology. Such technology is a
recent development, histonically speaking, and thus the window of opportumity for such an economic attack has only just
opened. The combination of such 'newness’ with the almost immediate dependence upon the usage of technology has created
the most significantly vulnerable area of attack in the history of the culture.
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The maxim ‘those who do not study history are doomed to repeat it' once again plays truly in this case. For example,
essentially every culture has built bridges; in fact, bridge building, masonry, goes back into the depths of time. Yet every
culture, when learning to build bridges has made numerous mistakes, usually costing numerous human lives. This is the price
associated with learning, tracking these developments eventually leads to the science of engineering,

The history of engineering, which builds bridges, ships, or airplanes is that of one disaster afier another, but always
something that can be learned from. What develops is an engineering 'rigor’; performing testing and extensive analysis, and not
trusting that something can be reliably done until you have actually done it

Yet when it comes to technology, it seems that reason flew out the window. Even though you can't test code the way you
can test metal or concrete's material strength, even though there are one-of-a-kind systems that were never intended to be
doing the job they are forced to do, the West has passed over complete control of the critical functions holding their society
together to the unreliable machines. Why? Because it was convenient, and some things (such as the large volume of phone
traffic or banking transactions) just weren't possible otherwise,

The individuals 'in the know' on these problems are perfectly well aware that they can't verify the function of their
technology, can't be certain that it does what they say it does reliably, and have no way of being positive that it doesn't do
more than it says it does; they can't even guarantee ‘bugless’ code, let alone 'hardened' systems. But if nobody says that the
Emperor has no clothes, maybe no one will notice. Perhaps a good example is that of the 'rules of the road'; everyone knows
that driving can be dangerous, yet sane drivers in sane situations will obey the common courtesies of driving (staying in the
proper lane, stopping at lights and signs) even in the absence of an enforcing officer. Why? Because the potential for danger to
life and limb is greater once you ‘break’ the rules. Here we have a similar situation—if everybody behaves and treats the systems
very nicely, then they will continue to function as intended; stray outside the decorum of good behavior, and you have a
disaster on your hands.

But that still leaves a vulnerable situation, an accident waiting to happen, or an opportunity looking for someone to take
advantage of it if they know what they are doing.

A further note--it is only getting worse (or easier, depending on your viewpomt), Every day, more is automated, more
network connections are established, more people, places, and things become dependent upon technology. Because of this, a
society that is already standing on a Precipice becomes even more unsteady, stands on less firm ground, waiting to slip. Or be
pushed. Remember, this isn't a case of 'going downhill'-it's a case of dropping off a steep cliff.

The advancing policies of both industry and government are actually increasing the risk the West is in; for example:

The creation of various standards (whether de facto through market clout or through imposition) does incredible damage;
the major limiting factor to disease in humans, crops, and livestock has been the heterogeneous nature of the population;
reduction of the technology arena to a homogeneous environment (for instance, with a major dominant hardware platform
and operating system such as is occurring) only paves the way for the wreckers;

Ahnmmgmupinthe“fmwith some interest in computers, communications, consumer products, or technology in
general is pushing for the creation of a 'super datahighway' or greater comnectivity, if the dreamers have their way,
everybody will be connected by a tangled web of twisted pair, coaxial cable, optical fiber, microwave, radio, and even local
infrared.

This bestows great access upon John Doe, but it also builds an irrevocable dependence in the economy, the way people do
business, and the way the culture works; even though technology has become wide scale in the financial community only
within the last decade, groups such as banks, credit suppliers, or stock brokers would be helpless without it. Now extend that
to John Doe, and see how little cash money he carries, how dependent upon 'plastic’ he is, and how much chaos his life will be
if everything crashes,

In addition to the economic functions that advocates wish to be turned over to the new systems, there are numerous social
ones--from medical care to electoral voting; the potential damage that will eventually be able to be done is beyond calculation.

!?Iulargescale organization (from "Empire’ to the human body) can exist without a fundamental bedrock of communication
and infrastructure, yet we see that the expansion of the existing 'Empire’ has foundations built upon sand, and worse still. we're
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busily at work pulling up the old granite foundation and replacing it with sandstone, all in the interest of renovation. Madness,
indeed

20  Operational Overview

Critical potential targets of the problem are the infrastructure of the economy. Much like a circulatory system in a human
body, which provides oxygen and nourishment to the various parts, the infrastructure of an economy acts similarly.
Destruction or damage 0 it on 2 massive scale causes irmecoverable harm to the basic structure and integrity of the economy
Operational techniques to carry out the hostile’ outlined program are briefly discussed in the "Informational’ subsection of the
"NCBI section lster in this document

Let's assume an adversary and see what they could do:

21 Tdephone Communications

Conventional commumications, mcluding voice conversations, fix, data, etc. sre providing absolutely critical support for
the West—without them, httle could oocur owing 1o the dependence upon the frantic ‘societal pace’ and sizable and diverse
territory covered This dependence includes all transactions—domestic, international, government— yet even the most
sophisticated of commumication set-ups is an AT&T 3B2 UNIX mimcomputer with a telephone backplane hypernetworked
together as an electronic switching system. Such systems are trivially simply to disable, commonly causing cascading
malfunctions on their own.

Other component parts of the communications grid are also easy targets, such as the microwave transceivers, or satellites
themselves, which can be brought back down to the ground through reprogramming of their on-board but
sttitude jets (simple to do if one can grab the legitimate equipment and software used to do such). The emergency 911 and
911E systems could also be specifically targeted in advance to contribute to the impact of the impending chaos.

Disabling the telephone system also, as collateral damage, disables all ancillary services which depend on communications
via the system police, fire, emergency medical care, alarms of all kind but primarily of security systems, power control, water,
sewage regulation, etc,

Take as a case study the mishap which occurred in New York on Martin Luther King Jr. Day only a few years ago.
Cascading failures of the switching systems caused communications havoc for the long lines' of the Eastern Seaboard. It is still
inconclusive whether outside interference contributed to the failure, but the cost was enormous, even on a Federal holiday.

12 Power

informational warfare artacks This is primartly due to their having been designed and constructed during & period in which
fail-safes were taken more seriously, as well as the potential for civil unrest, coupled with the fact that most are pre-
targets

If a hostile party wished to indulge in physical operations to augment the informational warfare, American power
generation targets are ‘essy pickings’ from that stand-pomt Secunity designs are remedial. coupled with poor implementation
For example, one nuclear power plant TNG principals analvzed had no “forcng factors’ requiring a confrontation with securiry
systems or forces 1o destroy the plant, security is geared 1o fit regulation requirements and keep protesters away, rather than
prevent an actual attack The security precautions also seemed, sbsurdly enough, to take for granted that an antack would be
mimed at taking control of the plant, rather than simply destroying it (which could be accomplished from outside the security
perimeter with three people and costing less than $10,000 [U S 1993 dollars]).

13 Financial

Making direct attacks on the financial community that the West depends upon is quite easy—the emphasis in this
community, even when security was considered worthwhile (security does not contribute to the ‘bottom line’ of quarnterly profit
and loss statements, and is thusly considered a waste of capital), it has been focused on prevention of thefi, not against
malicious attack. Even then, thefi is covered by insurance, and the amount stolen comes nowhere near the amount necessary 1o
retrofit more security into the systems; it is considered acceptable loss.
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Obvious initial targets are the large funds transfer networks, such as SWIFT; domestic banking, and the now common
method of access, the Automatic Teller Machine (ATM), is easy to cripple. Also targeted could be the credit system, including
credit cards and credit bureaus (TRW, CBI). The average individual in Western Civilization has grown dependent upon plastic
and 'vapor' money of the Electronic Age, commonly they have less than $100 (U.S., 1993 dollars) in negotiable tender on their
person, trusting in their ability to quickly and conveniently get what they need.

This is all, however, just icing upon the cake. It is possible, with a little help from the systems already in place, to destroy
the world's currency, capital, and equity markets in a matter of minutes. As the speed of technology came into play in the
financial world, the brokerages and financial organizations quickly took advantage of it; it is now a competitive requirement
for massive computing power to be constantly watching all the markets of the world, performing analyses, making decisions,
and executing orders entirely without the approval or intervention of & human being. Such systems, called 'program trading'
have trillions of dollars at work directly, not counting the leverage gained from their positions; insertion of the right type of
orders into the right machines would be devastating and trigger worldwide panic and financial collapse (for instance, the
Japanese brokerages selling all their U.S. dollar positions, bonds, and stocks, coupled with reactionary orders in the American
trading systems). It is odd that with all the speculation of disaster regarding the removal of humans from the decision loop for
military technology, no one recognized the worse impending danger on the economic side.

2.4 Transportation/Logistics

Western Civilization has become so specialized that it is no longer has self-sustaining population centers; once basic
logistics are disturbed, such centers of population are at great nsk. Aviation is simple to paralyze; air traffic control systems
are essential for any civilian flight. For sheer nuisance value, collateral systems such as the SABRE scheduling system could
also be targeted. Shipping, trucking, and rail transport can all be crippled through their scheduling and coordination systems.

[The topic of transportation brings & small digression: an analysis of airport anti-terrorism security measures leads to
interesting conclusions. It would be educational for the reader to consider the focus and results of terror attacks involving air
travel pre- and post- introduction of airport metal detectors. Security measures seem to only have worsened the situation; how
does such a discovery extrapolate to the introduction of thermal neutron analysis devices? TNG principals have analyzed the
TNA device and conclude that the next generation of such terrorism will involve unary or binary chemical weapons, or non-
nitrogen 'firesiorm’ type weapons, such as thermite (ignited by magnesium triggered by sodium metal set off by a water
pressurization fuse). The more things change, the more they remain the same. ]

25 S5A
The Social Security Administration is ‘the hand that feeds'; it is also an easy target. This system, which provides payments
for welfare, social security, and veterans, has no protection, no auditing, and no hope of restoration once removed.

1.6 IRS

The Internal Revenue Service quite recently made it possible to tamper with them. Introduction of ‘electronic filing' of
income tax has created the opportunity to flood their system with bad information (taking names at random from the telephone
rolls, accessing the credit reporting system to gather essential information such as their taxpayer identification number and
financial status, and then creating a ‘bogus’ tax return which would be filed).

The IRS system is one of the few 'hard' systems (meaning it has some of the better electronic protection), but it is
targetable in two ways: an EMP generator, generating a damaging static charge of 50K volts to any conducting object, can be
used to eliminate the system, or the system can be attacked in the same subtle fashion as the most ‘secure’ electronic systems in
Western Civilization (see the section on 'isolated’ systems in the Government section).

nT Communications

It could add considerably more terror and panic to incapacitate the conventional means of mass communication, cable and
commercial or ‘network' television. These system are completely dependent upon electronic switching, microwave, and satellite
pathways for their deliveries, and security of such is poor, most attention having been focused at prevention of theft-of-signal,

1.8 Government & DoD/Intel

Oddly enough (for one would assume that this sector would be secure), a crippling amount of damage can be done to the
government sector. The group responsible for protecting the West against just this sort of an attack, the National Security
Agency, has been sorely remiss in their duty (just one small example: The brain trust in charge of technology security for the
U.S. let their classified procurement records through most of the 80s be released in a database (Maryland Procurement Office);
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worse yet, they didn't know it until they were told by an outsider. Knowing what they were buying provided a good degree of
intelligence 1o the opposition; it also opens a future hole by exposing the type of technology to target to do them damage ).

Granted, making any technology secure is difficult; just as with a locked room, there are plenty of ways to pick a lock,
force a door, steal a key, make the owner let you in, or just go through a window Add to this that most of the people who are
supposed 1o be protecting things are completely ncapable of doing so—like virgins talking sbout sex, they are beyond thew
competence There is, however, & sncere amount of defiberate negligence Their rationale has been that protecting U S
technology would be dangerous, as it would be exported or stolen, and then the U S would be in a position of being unable to
break into their own systems, then in the hands of enemies. The implication, of course, is that NSA takes its job of being able
to penetrate target systems as more important than protecting the West from a similar danger, Sheer folly,

NSA sysiems, such as the old PLATFORM network and their in-house system Dockmaster are difficult, but not
unassailable targets The scientists at NSA are counting on their isolated’ systems to be impervious to this sort of tampering. it
is unfortunate (for them) that there is no such thing as an isolated system. Even if the system is behind a giant ‘blast door,’ with
supposedly no contact 10 the outside world, with the software written in DoD approved ADA, the system is still touchable '
The system has an operating system, other applications, the ADA programming tools and compilers, and a host of other
mechanisms exist for getting something ‘in' to the system, and that's all it takes. Even if the Defense Department were to
institute prophylactic measures to attempt to keep such things from happening, Precipice style attacks can target through
contractors and other suppliers, making all systems availsble for informational warfare attacks.

Precipice poses as senous & threat 10 the military strength of the NATO forces. It was the acknowledged technical
superiority which ensbled & quick and painless (for the West) end to the Guif Conflict Such an ‘edge’ can be removed quite
simply, evening up things considerably (actually, more than evening up—today's typical NATO soldier is mostly helpless
without his technology to back him up). Even the tactical nuclear devices will become unusable, as the PAL' codes that
activate them are not kept on-site in a hard’ (printed, for example) format that is readily usable; without such a code, which are

NATO twools of policy, such as Japan, the U.S. mechamem of choice for Asia, are also at risk  Japan is currently updating
and relocating its antiquated equivalent of the Pentagon ' Analysis of the proposed new installation lesves Japan in 2 more
vulnerable position that it is currently (which is pitiful; CIA has volubly and accurately complained that Japan Jeaks like a
sieve' and has rightly refused to share crucial intelligence for just that reason).

Groups in the intelligence community will be hit even harder. As intel moved from Humint to Sigint, it became more and
more susceptible to 'spoofing’ (tampering with the signal) or outnght destruction of the means of gathening and analyzing the
endless amounts of data genersted by such systems For instance, the CIA uses NeXT workstations, notonously easy targets,
for image analysis; the billions of dollars of satellite surveillance gear circling the globe becomes worthless if the systems aren't
there to make sense of it (not 10 mention the risk to systems such as the ARGUS ring). Precipice style informational warfare
attacks make an easy target of all C41 (Command, Control, Communications, Computers, Intelligence).

Law enforcement orgemizations are a mixed bag of security problems Police, the Secret Service, and the Justice
Department could all suffer greatly from major attacks; introduction of systems such as the Federal Crime Information Center,
with fingerprimt tracking, etc, if they pass the test of the ACLU, won't pass any security test. These groups have already been
subject to a considerable amount of scrutiny by the “underground’ and are already thoroughly penctrated; for example, the
Drug Enforcement Administration has been penetrated through their primary contractor, leaking names of informants (now
deceased) and details of their system. The only group that has a mixed blessing is the Federal Bureau of Investigation, which
still relies on pre-microchip technology and techniques for most of their work, lending them some immunity.

19 Business

Artacking the business community of the West is trivial compared with other targets A smple tactic of hitting with
any resistance they can offer. Some small protection against electronic attack has been implemented in the business
community, yet it has a set of fital flaws, such protection systems look for 'known' signatures of attack mechanisms, but the
new and novel pass right through. Primary targets will be the mainframes, microcomputers, and networks that businesses in the
West rely upon for everything from simple word processing. to decision support or factory automation.

210  Esploitable holes
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Precipice style attacks can take advantage of the fallout from Western power politics and backstabbing. NATO paranoia
prior, during, and subsequent to the Guif Conflict has made Western leaders nervous about providing advanced weapons
systems that may be turned against NATO forces by their current users, or, as was the worry with Saddam Hussein
approachung Saudi Arabia, by someone acquiring them.

Because of this, the U S wanted the ability to deactivate or destroy, via a coded signal, any weapons system that is of
American manufacture via ‘software ' Such systems are also deliberately vuinerable to electronic penetration attacks (as per
NSA doctrine) In an odd twist of wony, Japan has also likely implemented into their technology of military use the ability to
destroy or deactivate the system at the hardware level, this is part of a velled but very real and operational "Japan That Can
Say No™ strategy that has shown up on occasion throughout our snalyses. Knowledge of this weakness has caused the NSA
to initiate its own chip manufacturing efforts for critical systems; this effort was out-of-date and outclassed from its inception.

30 Non-conventional warfare

We are witness to & new ‘theatre’ of operations opening up, where the antagonisis can be anywhere, at any time, with
immense leverage of their resources all out of proportion 1o the damage they can cause The training grounds, & virtual' place,
are not something that can be tracked by satellites, but more live within them; the entry cost to get in the game is o small as 1o
be negligible, something that can be paid for as a by-product of 'riding the grid " The profile of those capable of informational
attacks is 8 combination of '‘Carlos’ and "Robin Hood ' Today is the tomorrow you wormed about yesterday.

i NCBI

The crowning glory of nonconventional warfare are attacks carried out using nuclear devices, chemicals, biological
weapons, and, as proposed herein, informational sttacks All of these mechanisms are known for their large, rather
indiscriminate capabilities of destruction; informational attacks are additionally “tactical’ and can be quite surgical.

32 Informationals

As has been outlined previously, this is the primary method for a small group to leverage themselves into a considerable
force; what one doesn't have the numbers to make short work of, one needs to stretch out over time, Technology provides the
necessary ability to introduce systems over time and in such numbers as to create quite a stir at the previously appointed time,
yet this can be done by a few or lone antagonist, and from anywhere they can hook into the ‘grid’

All that is required is the use of sophisticated electronic penetration techniques, computer worms and viruses, and the
exploitation of existing 'targets of opportunity.' Such knowledge does not, as yet, grow on trees; there are perhaps a few
handfuls of individuals with the necessary skills and desire to carry out a program such as Precipice.

The viruses and worms needed to execute the project are not terribly complex; indeed, this is a benefit, as such ‘weapons’
have only been discovered in the past through malfunction or when they had activated, post damage, usually in isolated
circumstances—yet a full scale artack such as Precipice would target widely, and leave no room for response Each specific
target could be covered by redundant artacks, with one attack being a stealthy, bare-bones style intrusion (ideally a custom
mmrndﬂmmu.wmmhmmm.MMd
technology as

Morphing viruses, wiach constantly change their programming code and configuration to avoid a stable pattern that can be
looked for,

Binary amacks/data viruses, which reside, Trojan Horse fashion in legitimate systems as only a few necessary bytes, oaly
activating upon linkage with the remainder of the system which was disguised as unexecutable (and hence, a blind spot for
‘hunter-killer' prophylactic systems) data files, or a section ‘hidden’ in ‘unusable’ sections of the system, such systems also
pass through ‘firewall’ style protection;

Polymorphic worms, which are slightly cumbersome, but can reconfigure themselves to cross machine type boundaries,
thus avoiding a 'yeast growth law' mitation to the spread;

Factory’ worms, that take advantage of networks hanging off of networks, by breaking into the ‘parent’ sysiem, taking

advantage of the newly available trusting resources and accesses, then propagating and seeding throughout the ‘child'
network(s), mutating, and then launching back through the gateway into the larger network;
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Cryptographic worms, which infiltrate into the storage mechamism of the system, and encipher with 2 public-key system all
the stored data, and decipher the retnieved data for a period of tme, until one day the retrieval half of the pair ‘commits
suicide’ and performs a low level format on itself, thus making all data m the system non-retrievabie; note that this attack s
deliberately reversible by the rentroduction of the decryption half of the worm;,

Envoys, of expert penetration systems, that use knowledge-based system technology to learn from the penetration team
and carry out further penetrations on its own.

The main group intended to 'combat’ such infiltration, the National Security Agency, has been covering their inability to
correct the problem for many years now. NSA relies upon 'secure’ system metaphors such as the MULTICS model, yet these
were invalidated years ago by the advance of such penetration technology (which can, in fact, use the protection mechanisms
to their own advantage) Quite simply, there is little hope to prevent such intrusions

40  Rationale—Who and Why

How would one benefit by such actions as the Precipice style attacks” Who would it profit? As with most things, there are
varying colors and shades Taking the two extremes and examining them is highly educational:

4.1 Full Scale Attack

Ongce the triggering event has occurred, John Doe and Jane Roe are in sorry shape. For instance, immediately there is no
phone, police access, fire control access, medical care for emergencies, alarms, power, sanitation, money, credit cards,
financial markets, economy, social programs, television, government or intelligence community. There will be limited
transportation (none on a large scale, no logistics, personal transport is mostly temporary as fuel runs out, leaving muscle
power), and supplies (food, water, fuel). Likely there will be military with conventional weaponry, their stockpiles, and radio
communications available to them.

What happens next is pure supposition, but some things are clear—there will be immediate chaos Control will be
establiched afler & cenain period of time; society has a certain inertia holding it together In the interim, the amount of damage
that will be done will total into the trillions; this does not take into account the long term economic effects which will be
uncorrectable

The West will be suffering near-fatal internal strife, and will be quite unsble 1o cope with anyone else's problems at the
time. Even afterwards, if control is successfully reestablished, the countries of the West will be, at best, Second World parties,
and unable to exert any real influence beyond their own borders for a time.

In what context is it desirable to destroy Western Civilization, primarily those countries that comprise what is known as
NATO (North Atlantic Treaty Organization)” When the executing parties have something to gain—possibly their independence
from NATO dominance, influence, and manipulation.

Historically, a breaking away' of this sort has only been possible when the dominsting country was heavily involved
elsewhere, financially sirapped, or incapacitated. Even the Amenican Revolution (1776 AD.) was only possible in the context
of Great Britan being quite occupied elsewhere. It is also humorous to note the symbolic ‘first act’ of that rebellion was
economic, the dumping of commodities at the Boston Tea Party '

The rules of rebellion are different than they were for the Amenican conflict; the best model for running a modern effort
towards self determination was the World War I effort of T.E. Lawrence and his compatriots. Such lessons come mostly in the
form of "don't"s:

Don't attack militarily (it only forces the game to be played by the opponents rules, rather than your own [lrag's
miscalculation in the Guif Conflict]);

Don attack your opponent's strength directly but hit around the target (destroying logistics, for instance; increasing terror,
or heiplessness, not falling into a predictable pattern, obvious targets are commonly the best guarded, pitting your forces
against your opponent’s strength, a serious mistake),

Deon't lose or give up your mobility, your foe isn't going anywhere (and if they do, it means you've won, incurring & whole
ncw set of problems);
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Don't let your opponent fight 2 single- or double-fronted war, always force them to mamtain a hyperextended (thus
overextended) froat;

Don't fight 2 pitched battle, even by mistake, always maintan it and run’ tactics that give your forces the advantage,
Don't strike indiscriminately, or strike just to strike, be surgical in the precision with which operations are carried out,

Don't pick simple targets; seek leverage, go for ‘more bang for your buck' style targets that cause extreme damage for little
effort.

Western Civilization is wide open to attacks governed by these rules—it certainly isn't going anywhere (no one is packing
up New York or Tokyo and moving them), mobility and time are on the side of the attacker. In fact, the best method of
making such an attack by such 'rules’ is by hitting the infrastructure and economy of the NATO countries and their dependents.

A few parties have the greatest desire 10 see this done; for instance, the Middle East has been the battle field since WWI,
and post-WWII, because of the importance of oil and the West's need to control it. The Cold War raged through the region,
with the U.S. using Israel (and later Egypt) as 2 tool of policy and control, ignoring even the most blatant human nights
violations perpetrated by the Israchs and other albies against the Palestinians and other targets But, similar to the way the
Spanish Empire ran afoul of the harmiess people they drove mto the seas, known as the Buccans (for the fires over which they
roasted the pigs the Spamish had seeded the islands with) and later as pirates, the Arabs refused to take the situation hghtly and
have been fighting ever since. Another mterested and mjured party would be in Ireland, long the target of British oppression,
up to and including the earliest programs of organized, State-sanctioned genocide, cenain among the Irish have desired self
determination for centunies. A bytes, not bombs’ strategy could be guite appealing 10 guerrills and terrorist organizations
world-wide; this comes from an increased awareness of the ‘feedback’ loop that terrorism makes possible. While it has been
desirable (from their poim of view) for such groups to attempt to force a government response to restrict ¢ivil and (in some
cases) human rights to foster a feeling of oppression in the general populous, it usually only increases the militarization of anti-
terror forces while not appreciably inconveniencing 'the masses' and can cost popular support. A shifl in focus to terror
activities that are not overtly violent would take away much of the justification of government forces for heavy militarization,
would cause more damage to the system than their current methods, are safer for the terrorist, and the only option of response
by government forces would be ‘regulation’ of technology and the jeopardized industries (which is a non-viable option).

The wish to have Uncle Sam’ and his allies out of their Eves have driven many a people to wage an up-until-now fruitless
war Sometiung like Precipice would give them a new option that would break them free. Luckily for the West, the emphasic
on the part of such parties has remained ‘conventional’ militarily, with some focus for their intelligence (including the education
of their people in the West) on nuclear power

The Western intelligence community has been in a difficult position regarding the Maddle East (Arabic and Islamic)
terrorists. One of the 'rules of the game’ is that mutual deterrence works, or st least it used 10. The U_S. has long had the ability
to track the perpetrators of terronists acts, knows the training base locations, etc. What has held back reprisals? Other than the
obvious "don't blow your source” issue, there has also been a sort of "gentleman's agreement”—the U.S. wouldn't hit them, and
the U.S. itself was immune from attacks on ‘home territory.' The new players aren't following the rules. What makes something
like Precipice attractive to players in the Middle East is two-fold:

It strikes at the very heart of the ‘Great Satan’;

They don't pay nearly as high a price as the West, other than the very top of the society, there is little intrusion of the
benefits of the West, and even then, the pro-West aristocracy is hit, not the ruling elite of Islam, for example A retum to
the simplicity of the 14th Century is attractive 1o these people.
42 Limited Conflict
Rather than all out ‘nuclear war,' a small tactical' war is more likely, and more insidious. The two initial segments
motivated to plry this sort of game are dissident factions in the West and economically motivated concerns.

There are numerous internal elements of dissension in the West who would see this sort of an option as useful for its real or
‘threat’ value; the power 1o destroy something is the power to control it, and there are ‘oh so many’ ways 10 cause trouble.
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Informational warfare attacks could be racially motivated (the neo-Nazi movement is quite motivated in the techmical arena),
terrorist launched, started by eco-terrorists, part of a blackmail attempt, or just a casual action by bostile parties

Money is also a great motivator, a new degree of low-level conflict could mean an economic war of sabotage by 'allies’
against each other (witness the programs initiated in Israel and Germany to build a competence in Precipice style attacks), or
American usage against hostile 'economic’ targets (not outside the realm of possibility, view it as the next step after sanctions—
*If you won't stop selling X to Y, then we'll make certain you can't make X *). The Japanese are also gaining an understanding
of the techniques and strategies as a side effect of their broad-based competitive intelligence programs. Additionally, mdustrial
spying is breeding a subculture geared for this sort of work; the dectronic criminals (hackers, crackers, and cyberpunks)
discovered that ‘sicaling’ money led to their being caught (the old game of ‘follow the money'—you have to pick it somehow,

The 'Information Age' is more like the 'Wild West' than anything else--there are no 'rules' to break, so it is & land' of

opportunity. Targets in the West are too susceptible, not just to destruction, but to disruption, spoofing, and passive spying, all
systems that technology touches in the West can be considered compromised.

50 Conclusions

How to conclude? The problems are there and aren't sbating, 1 can draw conclusions, but there are few solutions. The buzz
about information warfare will begin to occur as more and more people become technology savvy, just as with the imitial
reports of computer viruses and worms, | expect people to slap their forehead and say *1 can do that!® By any account, I'm
certain they can, and will,

[This article was originally written two years ago. Oddly enough, at the time nobody knew what 1 was talking about; since
then, the topic has been mentioned in The Economist. The Wall Street Journal and a wide variety of very poor books. I feel
even more strongly today than I did then—it is just a matter of time. What I didnt expect was that the capabilities necessary 10
wage this sortof war would crop up in more than myself and & small group of people 'm familiar with, so much for being
egotistical  As the old Chinese proverb goes, May you live in interesting times. ']

Q

Jim Teff's Magic Elixir
Ths 15 & great energy drink. thirst quencher, and general tonic

For one glass take approximately 8 oz of water and add one tablespoon of apple cider vinegar and one tablespoon honey
(adjust 1o taste) For a 32 Oz bottle, use 1/3 cup spple cider vinegar, 1/3 cup honey, and fill container with water.

Poor Man's Bota Canteen

This is priced right and holds more liquid than bike bottle Take one 32 Oz. dishwashing liquid squirt bottle, rinse throughly

with hot water several times, then fill with vinegar and let sit for few days to kill soap taste. A carrying strap can be made by

rﬂ::ﬁM&mMMNﬁummimmﬂtdnﬁlmhmw
i end

Q

Letters

We'd like to bear from you. Your suggestions, comments, commentary, opinions, feedback, and what-not is always
welcome. Send it to:

Cybertek

P.O. Box 64
Brewster, NY 10509
ATTN: Feedback
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Cybertek Issue #12 - July/August 1995

Dear Thomas:

For years | dreamed of one day walking off, leaving society and living in the forest hiking from towns 1o camps of
dhsenfranciused Hippees farming and squatting m the forest.

Most of my assets were purchased with the concept of use under a self-reliant campstyle life - with very little interpersonal
interactions outside of the romance of inter-commune travel.

This was after the System’s failure of course, and this dream was long before satellites and infrared scopes

1 must learn to use the technology of my parasitic foe - ever hungry law makers, because as we saw in Chechnya, the battle
no longer belongs to the brave or strong, one must be cunming as well.

Thanks. - JP.

Welcome to the Blue Oak Republic
founded 25 March 1994 by
Millennium Twain

Post Office Box E

Menlo Park, CA

94026, USA

The Blue Osk Republic is not a territory, nor & government, nor &n OMEANZALON
It is the recognition of the limitless freedom of individual character and achievement, by an individual

It is the identification of _infinite_ individual natural and expressed rights of private thought, communication, experience,
activity, exploration, creativity, productivity, contract, ownership and enterprise.

1t is full acceptance of the private responsibility for ethical integrity — towards self, family, company, community, and nature.
To make the Blue Oak Republic a reality, just affirm the following Constitution or First Principles:

No harm or coercion will ever be directed by me against any other person or persons, against the property of others, or against
nNATure.

I will always defend agamnst wrongful violence to myself or others or the environment, utilizing all the power within me

1 will never construe the healthy individuality of perosnal character, or the creative activities of community, or the natural
growth of industry and economy (in harmony with nature) as violent in any way.

Signed
[Please copy, post and distribute]

Q
Classifieds

Hacking / Phreaking / Cracking / Electronics Information / Viruses / Anarchy / Internet information now svalsble by
computer disks, books, manuals or membership. Send $1 for catalog 10. SotMESC, Box 573, Long Beach, MS 39560

$2. SHP, 862 Farmington Avenue, Suite 306, Bristol, CT 06010

CONSULTING SERVICES AVAILABLE: Information and Electronic Security, Disaster Preparedness, Personal
Security/Sclf-Reliance, and Specialized Communications Systems for individuals and businesses. Reasonable rates as
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Hardwar, Softwar, Wetwar: Operational Objectives of Information Warfare
by Atreides/The Nemesis Group

Society, a political economy, is shout a mechanism | will refer to as the 'value chain' A value chain is an aggregate infrastructure of
processes, best explained by example

One instance of a value chain comes from Mankind's early days—metal Based on what ores are readily available in an area, Man has
built a variety of implements, starting with rough-hewn rock or wood, moving via the process of discovery and leaming to more
complex substances—iron, bronze, steel. Years and centuries pass, and the materials, knowledge, and processes that started turning out
plowshares now turn out automobiles, airplanes, bridges, skyscrapers. Each step in the process, each advance made, adds just a little
more value to the output of the previous step, building vastly more complex systems from the interactions of numerous smaller ones

Politics is about the ownership and control of the value chain Western democracies, founded on such contracts as the Declaration
of Independence and the Constitution, are based on principles that every individual owns themselves and the fruits of their labour, that
they are each entitled 1o an equal opportunity to be responsible for themselves Western governments are the tools, the value chain the
citizens created to gain an economy of scale—to do those things collectively that are best done so. Among such things is the provision
of a common defense, in short, war

War is a challenge 10 or from the value chain Just as the discovery of steel beralded a new wave of conquests against those less
developed, war is the competition of value chains Whether fought with Toledo steel swords, or composite-armour tanks, conventional
and unconventional warfare are about attacks on vanious stages of the material value chain, by methods best suited to the attack on each
link This is 'hardwar'--an obsessive emphasis on the real control of real things, in methods, means, and end objectives.

This approach loses sight of the fact that the material value chain is not the only value chain, and T would venture to say, not the
most important one. Value chains stretch back to the beginnings of civilization, by definition in fact. Behaviour is purposeful, directed,
and a driving force is needed, a motivation. Maslow worked out a hierarchy of needs that do much to explain the beginnings and
evolution of political economies.

Maslow's Hierarchy of Need looks like this:
— Physiclogical needs—survival, food, drink, health;
-- Safety needs, physical and emotional needs--clothing, shelter, protection,
— Affection needs—family, belonging.
- Esteem needs—self-respect, achievement, appreciation,
— Self-fulfillment--realization and utilization of one's potential.

Man's Agrarian phase of development, and that shadowy period before, were focused on an almost purely material value chain,
because just staying alive, reproduction and metabolism, took all of an individual's time and energy. Even here, however, the roots of
another value chain are visible, something | will refer to as the informational value chain, a misnomer as I will point out shortly, but a
necessary one for convenience of expression and understanding

The process of survival was driving the beginnings of discovery, creating language so that such discoveries could be passed on, and
education so that they could be made aggregate Man was leaming many things--how to build sheiters, when 1o plant crops, how 10
mine ores and smelt metals, what plants are edible, the making of weapons, and the strategies and tactics of using them Necessity is a
Mother

A mixed material-informational value chain existed in the Industrial peniod, as man had learned how to take his smple tools to make
more complex 1ools, using them to add more and more ‘value,' levels of complexity. This complexity forced specialization, and herein
chains is unnatural—in many ways, from our distant perspective, the advances made along the material value chain are purely the result
of advances from the informational value chain.

While the process of the material value chain is dependent on the materials it relates to, the informational value chain has a much
more (and at the same time, less) clear mechanism, which looks like this:



Page 2
Data —> Information — Knowledge —> Wisdom,
where the arrows represent ‘transforms or evolves into.” These stages merit some explanation.

Data becomes information through a process of filtering, an exclusion process. In mathematics, this is set theory, where the
concepts of belonging’ and representation open a can of worms. Think of it as finding the needle in the haystack by removing anything
that isn't a needle, more generally, the item or items are filtered from the larger body of data Gregory Bateson called information 'any
difference that makes a difference,’ and he was quite correct. There are number of 'Smith' or "Johnson' entries in the (USA)
phonebook, but they aren't all necessarily the one you want to talk to.

The next stage of the informational value chain is information being transformed into knowledge; we have no 'real’ understanding of
how this occurs in our brains, but it has roots in our sbilities to perform analysis, generalization, abstraction, extrapolation, and
utilization These are all functions of the decision-making process.

The final stage is the evolution from knowledge to wisdom, a deeper comprehension of the concepts, systems, relationships,

Oddly enough, explanation of the chain points out the problem with calling it aninformational value chain,' just as this is not really
the ‘Information Age'—society at this stage is actually oriented around data, shuttling it from one point to another, bumping against the
constraints of throughput, bandwidth, and interactivity There is no large scale function, no part of the political economy providing
value-add in the process. The reason for this explosive emphasis on data is obviously the computer, and all the things a computer makes
possible, the reason for there being no true value-add is that while computers are very good at moving data around, and can even be
used in a limited way to filter data, the rest of the value chain is totally unaddressed by the advances in technology (forays into artificial
intelligence notwithstanding)

Returning to the application of this thinking to the topic of warfare, conventional warfare is concerned primarily with the material
warfare focuses on control of the ‘key points,' dependencies in the material value chain Unconventional warfare seeks to overioad the
material value cham by vanous methods, whether 2 nuclear weapon vaporizes large pieces of it, or guemnilla warfare undermines the
chain by an 'ontological judo,’ using the dis-economies of scale in the value chain against the value chain itself

For simplicities sake, but following the same line of reasoning, T define information warfare, or "softwar’ as 1 think of it 10 avoid the
mmuumﬂunhnndupnnmdmrdrmeduthemﬁummmlvﬂuum

Given the precccupation of advanced political economies with the movement of data from point-to-point, it is no surprise that most
thinking aboul softwar revolves around 'denial of service' (DOS) attacks shutting computers and networks down. There are a number of
problems with this—-it is very much an artifact of hardwar thinking bleeding over into softwar, it is unsubtle, inelegant, it betrays a lack
of understanding of the "first principles’ of warfare, it looks more like a "scorched earth’ policy than any high strategy, and most of all, it
misses the forest by looking only a1 the trees

In hardwar, the most catastrophic attack that can be made is directed at the very bottom of the value chain; this is why there is a
perfectly rational fear of nuclear, biological and chemical weapons Softwar is completely reversed—the farther into the value chain any
attacks are made, the more leveraged they are, the less force’ required, just as with the differences between attrition- and manoeuvre-
style warfare Clearly, a more detailed explanation of the relationship between an informational value chain and softwar is called for.

The existence of a deep informational value chain is, in many ways, the defining charactenistic of an advanced civilization. This very
existence is the first element available in softwar—just as steel won out over iron, having satellites beats not having them, and electronic
communication beats a horse-borne messenger (figuratively).

The next stepping-stone 1o softwar is intelligence, in the espionage sense of the term, intel is largely a function of the collection of
massive amounts of data, and then filtering that deluge As fiar back as the dawn of Man, intel was a function of softwar, which comes
as no surprise to anyone, least of all people such as Sun Tru Knowing its place in the value chain helps to explain many of the
dilemmas of the intelligence community-

~ The inability to keep pace with the increasing load of dynamic data;

= The problem of electronic mtelligence (ELINT) missing subtleties of motive, intent, and other nuance that human intelligence
(HUMINT) used to provide;

=- The inherent flaw of the intelligence process remaining unbiased--the transformation of data into information automatically calls in to
play a paradigm, interpretation, judgment, prioritization, this bias is amplified and exaggerated in the process of augmentation.

Softwar attacks on the civilian value chain infrastructure actually look more like hardwar attacks Denial of service (DOS) attacks
can range across the value chain, effecting the comtributory infrastructure and social contract the way terrorism does There are
common elements, obvious from the assessment that the current phase of social development is only that of 2 data-based society--
attacks will be on the electronic transport layer we think of as communications, and the control mechanisms we generally rely on as the
‘societal glue ' An imporiant note is that DOS attacks on civilian entities can't go farther up the value chain because there is no chain
there to target Military DOS antacks are focused on many of the same elements of command and control, this leads to the conclusion
that civilian attacks are likely only to be collateral consequences from military objectives. The fear that such attacks will occur is well
justified—after all, the techniques used by guerrillas and terrorists worldwide already map into this new domain. Whether they work is
another things altogether--much of the low end of the military informational value chain is already hardened, a by-product of the nuclear
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age Satellites have always been assumed to be 'expendable’ and military command-and-control has been a target in mllenmia of
warfare—capture of 2 commander in & leerarchical structure is more effective than trying to grind down troops, and while a heterarchy
would better withstand attacks, no certain blow could be struck. This sort of softwar attack is survivable, correctable, and will cost a
great deal in damages, but much like Pearl Harbor in World War I, it is likely to only infuriate the citizenry of the targeted political
economy.

More subtle methods of DOS attacks may be effective, however Historically, when analysis and decision-making power were
seated in the same person, these were worthwhile targets, in modem times however, most politicians are totally orthogonal to the
informational value chain, providing no value add themselves The tools in place to provide such value add are, however, directly
susceptible to such attack, and in many cases aren't even protected.

Assume for example that an Adversary planned a conflict and wanted to impair thedecision-making abilities of a powerful, advanced
ally of their target  Are attacks on orbiting satellites that provide data on their region even possible, let alone cost effective? Unlikely A
little leverage brought 1o bear, however. can answer that problem. Imagine this chain of events:

— A set of video cameras are placed so that they collect data, the license plates of vehicles going into the *hostile’ intelligence agency,

- Data is continually collected and

-—Th:lll:enluplu.tc.smchn:kudfurmaﬂnﬂt}rufdaubuutnprmudeﬂwm:mdmyuthwdataunthtmmdhkdjrdﬂwr

-- The driver's credit and personal data is pulled, as well as any other information that can be checked from the ever-growing number of
databases,

- Based on the data derived, a structural map of the organization is developed, founded on such things as salary levels, education level,
specialty, et al,

— Certain functions are targeted, such as analysis sections or skill bases, such as knowledge of the Adversary’s region or language;

— Just prior to hostlities, such individuals are targeted for either subversion or elimination

This sort of DOS attack is directly targeted at the deeper levels on the informational value chain—those with knowledge or wisdom
sbhout the region and Adversary. It has many benefits besides being cheap, direct, and leveraged; it leaves the political players in the
game,' but without any way to makes sense of the overwhelming levels of data generated prior to or during a conflict. Because of the
common mechanism of reliance by the military on politicians to set objectives, any coherent military response by the targeted country is
also hamstrung. It takes no great sophistication to carmy out exactly this sort of attack, but the impact, particularly the transformation of
the political structure into one of 'value subtracted.' is considerable. Recovery from such an attack is a matter of hick in making all the
right choices in the time period it takes to rebuild the lost functionality, an unknown period, but far longer than rebooting a computer
and reinstalling software as after a DOS hardwar attack.

A truc softwar attack is one of covert perversion, best thought of in terms of a military adage—war is deception People make
decisions based on their cognitive environment, their infosphere; control of the dats comprising such an environment allows a certain
amount of control over those in it. The drawback of course is that the better the information of the opponent sbout their infosphere, the
closer the deception must be to the reality provided by the environment. Very much a situation of Garbage In, Garbage Out (GIGO),
this sort of attack is about the use of lies and mis/disinformation to produce very real results, It can be very direct, and successful when
so--surrendering when you only think you are surrounded but aren't, inflatable tanks and airplane skeletons to misdirect thinking
regarding the time and place of an attack, or an impossible-to-implement missile defense system that leads a believing opponent to
spend itself into collapse. Such attacks will become more prevalent and subtle when direct control of data channels is possible; the
double-edged sword of the media can be grasped more directly than was CNN by the West during the Gulf War, and to much better
effect. but care must be taken to avoid the sapping of will that occurred during the Viet Nam conflict

Viet Nam, besides teaching a bost of lessons in conventional warfare, guerrilla warfare, hardwar, and softwar, was also a mastesful
piece of the 'high end’ of softwar—"wetwar,' the battle for will and mindshare

Wetwar, denved from the concept of ‘wetware,’ the hardware/software of the human mind, is war conducted entirely through subtle,
mainly non-violemt means, 1o control the deepest end of the informational value chain—an insidious form of propaganda directed at will,
support, and perception of data Viet Nam is a case study of intentional and unintentional wetwar, with brainwashing, confessions by
POWSs, media bias in the data --> information link, Gls televised coming home in body bags, Hanoi Jane, winning yet losing the Tet
offensive, bombing campaigns that drove neutral civilians to join the alternative and hostile infrastructure set up and controlled by the
wily opponent, et al. This form of warfare is the pinnacle of skill, where your opponent defeats himself, and then writes you a bank draft
and says he was sorry

Information warfare, whatever its form--hardwar, softwar, or wetwar--is simple and complex, subtle and obvious, a product of an
advanced civilization yet oddly echoed in anciemt Sun Tzu, part of the past and s still-unrealized future It can no more be dismissed
than any other form of war, not to prepare for it is the act of a fool, yet it is difficult to prepare for. Focusing on one small area, such as
DOS attacks, leads to errors just as the idea of antrition and air supenionty did in Viet Nam—control of one part of an infrastructure or
value chain is like trying to control 2 puppet with only one string Understanding information warfare is very much a search for an
understanding of conflict and progress, Aquinas’ concept of a retumn 1o the first principles. You can go so far down the path, only to
find yourself back at the very beginning
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“In battle there are not more than two methods of attack—the direct and indirect; yet these two in combination give rise o an endless
series of manewvers. The direct and indirect lead on to each other in urn. It is like moving in a circle—you never come to an end. Who
can exhaust the possibilities of their combination?” — Sun Tru
The preceeding article is Copyright 1995 by the author,

Q

Decoding Touch Tones
by Thomas icom

Doing this is relatively simple for everyone except all those individusls on Usenet who keep asking about it This ought to set
everyone straight Decoding DTMF (Dual Tone Multi Frequency: what everybody outside of Ma Bell calls Touch Tones, as "Touch
Tone" is & trademark of Western Eleciric, one of Ma Bell's children ) is smply 2 matter of having access to 2 DTMF decoder. These
can be purchased in various levels of sophistication. built, or *borrowed”

Starting with the simple first, Il talk sbout "borrowing™ a DTMF decoder. If you have a pager, you can borrow one of the pager
company's Record the Touch Tones you wish to decode, call your pager, and play the tape into the phone. When you get paged the
numbers on your pager will be the DTMF sequence. You can do the same with certain VMBs. When you call 8 VMB, enter in a bogus
DTMF sequence and see if itTl tell you "NNNN is not a valid mailbox ~. If it responds with the sequence you'd entered, you can use that
to decode unknown DTMF sequences.

Those of you with a Soundblaster/AbLib card in their PC can try one of the programs that tums your sound card into a DTMF
decoder. There are a few such programs floating around on BBSes and FTP sites. The RuneStone BBS (official Cybentek suppont BBS
203-832-8441, NUP. Cyberdeck) also has Soundblaster DTMF decoder software available for downloading. 1 experimented with a few
pieces of software and wasn't impressed; as all of the one's | tested were prone to falsing and lacking somewhat in sensitivity A PC also
lacks portability for real-time decoding in the field. .Since they are available for free however, you might want 1o try what you can find
and see if it works for what you need it for. One point which you should be aware of is that some of the programs available require a
"real” Soundblaster, If you have a clone they won't work,

For those of you who can solder, DTMF decoder ICs are sold for less than $10. They can be interfaced to a PC and work well. Full
DTMF decoder kits are also available for less than the finished product. There have been hundreds of DTMF decoder schematics
published and released into electronic domain (some are on the 'Stone) over the years. If you're going the do-it-yourself route, avoid
plans that are more than a few years old New ICs are constantly being developed which cost less, and are more reliable

Schematics which you should avoid at any cost are ones which implement the 567 Tone Decoder IC. While it was a nice chip in it's
time; by today's standards it takes too long to get a good lock and is too prone to falsing A DTMF decoder implementation using this
chip is also 10 times the size of more modern designs, as a total of eight 567 chips are used to do the job that one chip can do today.

One that is readily available appears on page 169 of Paul Bergsman's excellent and highly recommended book Controlling the
World With Your PC [ acquired my copy at my local Barnes & Noble, or you can get it from HighText, P.O. Box 1489, Solana
Beach, CA 92075 Paul's book is the bible for real-world interfacing for the PC.

Another set of recently published DTMF decoder plans can be found in the September 1995 Issue of Nuts & Yolts magazine These
plans use a California Micro Devices CM8880 IC and a BASIC Stamp A kit based on this project is available for $22 (not including the
BASIC Stamp and LCD Serial Backpack used for the display) from
Scott Edwards Electronics
964 Cactus Lane
Sierma Vista, AZ 85635
520-459-4802
FAX 520-459-0623

72037 2612@compuserve com

Finally, one can go and buy a completed DTMF decoder The assembled units start at less than 560, and used equipment can be had for
even less at Hamfiests Starting at the bargain basement we have:

Motron Electronics

310 Garfield St, Suite 4

PO . Box 2748

Eugene, OR 97402
800-338-9058, 503-687-2118

Their TDD-8X DTMT decoder is $59. It features an 8 digit display, 104 character memory, and serial port for connection to a PC.
For DNR work in those backwoods areas that have yet to receive DTMF service, Motron has the TM-16A which will also decode
rotary dialing for $179. With the RS-232 port option the price of that unit goes up to $249. For those of you who have remote control
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applications in mind, for $99 Motron sells their AK-16 DTMF Controller Board. Tt features 16 relay driver outputs, up to 12 digit
security code capability, ASCII serial output of incoming DTMF tones, and DTMF user-programmability.
For those looking for 2 nice looking “Rolls Royce® type unit in order to impress their next TSCM client, you have two choices:

Optoelectronics
5821 NE 14th Avenue

Ft. Lauderdale, FL 33334
B00,327-5912, 305-771-2050

Universal Radio
6830 Americana Plkwy.

Reynoldsburg, OH 43068
800,431-3939, 614-866-4267

Universal sells (for $399.95 + $6 3/h) their M—400 decoder. This unit decodes DTMF, as well as POCSAG, GOLAY (pager modes),
CTCSS (PL), DCS (DPL) (tone codes which are used to access radio repesters and prevent interference), and whole bunch of other
digital communications modes used on the shortwave and ham bands.

Optoelectronics also sells a similar unit, their DC440, This unit is only $259, and only decodes DTMF, CTCSS, and DCS._ It has a
127 character memory and interface to a PC when mated with a CI-V 1o RS-232 converter. If you don't need all the extras the
Universal unit has and want something thatll interface with a PC, go with the Opto’ uni.

Q

Backyard Pyrotechnics |
by Pyronomy

The following series of articles will give details on how pyrotechnic devices might be constructed It is my intent that the
descriptions given are for informational purposes onlyy WARNING: THE FOLLOWING MATERIAL DEALS WITH
PYROTECHNIC DEVICES THAT CAN BE HAZARDOUS SO PLEASE USE CAUTION:

I think that it would be prudent to explain the difference berween pyrotechnics and explosives. Explosives are broken down into
several categories. Low order explosives are things like gunpowder, flash powder, black powder, etc. They tend to burn rapidly or
deflagrate. There power as explosives usually comes from the bursting of the container that they are in. High order explosives are things
such as dynamite, plastic explosives, nitroglycerin, etc. They work under a different principle called detonation Detonation in the most
basic terms is the rapid, self-propagating decomposition of an explosive accompanied by a high pressure-temperature shockwave that
moves at 1000-9000 meters per second This is not generally considered in the chemistry world as burning Primary or initiating
explosives are the last class Some of these are mercury fulminate, lead azide, etc. These can be sensitive to either shock or burning or
both. They generally are more powerful than low explosives and produce a shock wave that is used to detonate high explosives The
only class that we will be dealing with in this series are the low order explosives

Pyrotechnics are an art form that has a history thousands of years old They are constructed for the purpose of providing exciting
displays for groups of people large and small They existed even before anyone conceived the idea of using black powder to hurt their
enemies. Explosives on the other hand generally are used to do some type of work. Be it in war or in peace they generally have a
tendency to destroy. If this is your purpose then this article isn't for you. Most pyrotechnic devices are explosive in some way and are
therefore listed as explosives. Usually this is necessary for the devices 1o achieve the desired effect. 1 will cover devices that are
intended to make pleasing displays be it on the ground or in the air. If you want to play with the big boys go join the army.

At this time 1 would like to say a little something about this outrage in Oklahoma. McVeigh, or whoever is guilty, I hope they give
you to the families of the ones you murdered YOU PIECE OF DUNG. While I am on the subject what is this bullshit the press is doing
to the Militias. I've never seen such a load in my fife. Several slimes do something horrible and the press goes and stereotypes a whole
class of people without any investigation 1o see what kind of people they really are. Well if you are reading this you obviously don't
believe anything that those jerks say anyway. What was the purpose of this bombing anyway? Are we supposed to be impressed with
this chicken shit attack? You didn't even have the balls to be there. What are you pissed about Waco? Hell | didn't like it either but [
wouldn’t kill someone because of it. Lets just pull the plug on you and be done with it because you obviously don't have a clue

Anyway it's a shame that this happened because it has side effects that some people are not aware of For one thing those people
that find the main theme of this article imeresting and might want to try working with fireworks will soon find it harder 1o get some of
the things that they might need. The laws will probably get a lot tougher on anyone that might construct anything that someone else
who is either nosy, stupid, or misinformed might think is a danger to society They might even see the required reading material
disappear. I don't know about you but it bothers me a hell of a lot.

1 don't want anyone to have the false impression that I am all knowledgeable on this subject. For me it is & hobby that 1 happen to
cherish with a very large passion. There will be some suggestions later on some reading material that will help.
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WARNING: THESE DEVICES CAN BE DANGEROUS POSSIBLY FATAL SO BE CAREFUL. Safety is the key to successful
and pleasing pyrotechnic displays Therefore we are going to discuss safety now and throughout this senes of articles

Some of the DO's and DON'Ts

Be gentle when handling your devices as some can be sensitive to rough handling You can't be too careful when involved with a
hobby like this one.

ThﬁrﬂﬂnngymmuhbﬁemmmmmulammemmMmmﬁndenumThue
are several different classes of explosives that have been designated by the Dept. of Transportation. Pyrotechnic devices like the
common firecracker, bottle rockets, those little pieces of junk that just burn on the ground with merely & whimper and party poppers
are in Class C. The smaller sized paper tube launched aerial shells that go up a couple of hundred feet then burst are also Class C.
Some states sub-divide this class into sparklers and ground devices that shoot sparks. Some are even so lame as to have everything
banned There is also Class B This is where most of the big professional displays reside. These are probably familiar to everyone who
has lived through one Fourth of July. They consist mainly of a round that is launched from a metal tube and burst high in the air. I'm not
exactly sure what the boundary is between Class B and C. The largest acrial shells that | have seen on sale in fireworks stands was 2
1/4* in diameter and was marked Class C. Most of the senial devices that we will be discussing will be higher than normal altitude Class
C

OK back to safety Do not fire any devices on public property as it is dangerous and probably not legal The author assumes no
liability for damage or injuries caused by the use of this information. Okay enough so here is the st of mimmum safety equipment
needed

SAFETY EQUIPMENT NEEDED WHERE TO GET IT
Face Shield Hardware Store
Breathing Mask vy
Thick Latex Gloves "
Welding Gloves Welding Supply
Welding Arm Shields "
Leather Shoes
The equipment listed should be used anytime you are mixing your chemicals or when constructing devices. | know they are
cumbersome but it is better to be safe than sorry. Especially the shoes (Blackmatch will burn through house slippers. | know this from

personal experience. )
Credits

It would be wrong for me to continue without giving credit to the individuals from whom | acquired the basic information that 1am
sbout 1o impart to you The first is the fantastic series of books by Kurt Saxon entitled The Poor Mans James Bond. There are four
books in the series covening every possible area of self reliance All contain numerous how-to manuals from A to Z. You want 1o know,
it's in there  Another one is Granddad's Wonderful Book of Chemistry. It contains everything that you would want to know about
laboratories and chemical processes Another series written by Mr. Saxon is The Survivor. This series is jam packed with how-to
articles that are on every subject that you could possibly want. 1 would highly suggest all of these books as they are very valuable The
best ones as far as pyrotechnics are concerned are Granddad's, PMJB 1 and PMIB I1. In PMIB 1 you will find Fireworks & Explosives
Like Granddad Used To Make which is a group of articles including Scientific American 1903, Dick's Encyelopedia of Formulas &
Processes 1872, The Techno-Chemical Receipt Book 1896, and Henley's Twentieth Century Formulas 1907, It also contains
Pyrotechny by George Weingart (1947). Tt is considered by most to be the authority on pyrotechnics. The last one is American
Pyrotechnist by VanderHorck. It contains articles by numerous authors about constructing mechanical devices used in the manufacture
of pyrotechnic devices In PMJB I1 you will find a reprint of Tenney Davis's book The Chemistry of Powder and Explosives published
in 1943, It is modern and has done away with most of the older terms used for some of the chemicals used. However it is a very good
idea 1o have Granddad's around as it does explain the older terms. [ would like to express my gratitude to Kurt for the vast effort he has
put into this series. It is well rounded and will provide a great many hours of pleasurable reading THANKS KURT. would also Eke to
suggest getting a chemical dictionary or maybe borrow one and check certain aspects of the chemicals that are used in pyrotechnics.
You should especially check the sections on hazards, properties, and usage.

I would hike also 10 thank Stormbringer in D.C. (BBURPP) for turning me on to PMJIB and for the inspiration. Asrael (OOPS Sorry
bout them tax records Dad) Asphvxia also for the inspiration. Hey AZ be careful with that Perchlorate. And last but not least Thomas
Icom for the opportunity to pen this series.

Materials
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The hardest part of it all is acquiring the materials unless you have an unlimited budget which 1 think most folks dont So I am
going to give you some hints on how to construct some of the things that will be needed

Scales are a must! if you want your compositions to be consistent. All of the compositions used are given by weight proportions. A
cheap set of proportion scales are to be described. You will need the following:
Wood appox. 18"x 4"x 1/2"
Plastic/Vinyl strip 12" long and as thin as you can get it (T used a piece of 1" vinyl window blind)
Wire appox. 4" long and fairly stiff 10-14 ga. (] used brass brazing wire)

Bend the wire in 2 U shape 3/4" in from each end Make two holes in the wood slightly smaller than the wire. The holes should be
placed so that the wire is in the middle length-wise and perpendicular to the length and 1/4™ deep. The wire should be inserted so it is
no more than 1/2° off the board. Put 2 slot in the plastic so that it will balance on the wire. Add a small container shaped like a scoop at
one end of the strip by using a 2" piece of plastic drinking straw and duct tape. On the opposite side of the strip using a small piece of
tape attach 2 dime zbout half way berween the wire and the end. Thus will allow you to weigh out fairly small equal amounts of the
chemicals.

The scales are used in the following manner. Place something under the scoop to catch any chemicals that might not make it into the
scoop. Place your chemical in the scoop until it is just heavy encugh to tip the scoop down all the way. This is one proportion that
weighs somewhere around half a dime. It doesn't really matter how much as all the formulas are given as parts by weight proportion.
Any way you go about it is okay as long as you make sure that the weights are consistent.

Chemicals

CAUTION: ALL OF THE CHEMICALS BEING USED ARE EITHER POISONOUS OR DANGEROUS IN SOME WAY
PLEASE USE SAFETY PRECAUTIONS WHEN HANDLING THEM

The formulas that are used will only be tested possibly modified versions of ones found in the vanious sources that have already been
mentioned No formulas will be given that have not been personally tested to ensure some measure of safety and consistency. There are
several categories of chemicals that are used Oxidizers and reducers are the most important as far as the actual buming of
compositions, Binders tend 10 hold the compositions together physically and also have the tendency to moderate the burn rates. Some
also have the tendency toward being combustible.

Oxidizers do just what their name implies by providing oxygen to sustain the burning We will get into more detail on the actual
terms at a later time when we start to get into the section on constructing stars and such as that. Some are listed here:

Potassium Nitrate is the oxidizer that is used n Black Powder [t 1s used in numerous compositions that contain a carbon based
reducer. It should be obtained from the chemical supply house

Potassium Perchlorste is a lot more powerful oxidizer than the nitrate as it contains more oxygen Like the other chemmcal
compounds made from chionc or perchionc acids it can be rather sensitive in cenain circumstances. Such &s when mixed with finely
divided metals such as aluminum or copper. It also gives up chlorine which helps to deepen the color of your fire. It can be obtained
from the supply house. Note that it also is more sensitive to shock when mixed with sulfur and may be set off when struck real hard
with a hammer. 1 is a strong irritant.

If you have an excess of bravery one of the most powerful oxidizers is Potassium Chlorate. If you decide to use it get all the PMJB
books and read them from cover to cover many times to make damn sure you know exactly what you are doing. It has a tendency to
spontaneously explode when mixed dry with certain things such as sulfur and red phosphorus and should be wetted thoroughly
including an antiacid before handling Thanks for that note Kurt

Another rather powerful but hazardous oxidizer is readily available as of this wniting is Potasssum Permanganate It is generally a
purple colored granular subsiance thai grninds up into a reddish purple powder Be aware that it is very caustic and will bumm skin on
contact. It is very sensitive when mixed with reducing agents and when mixed with powdered aluminum it is as powerful and mavbe
even a fintle stronger than the flash powder described further on in this article.

Barium Nitrate (used for green fire) is a good oxidizer and also helps color the flame green. It also comes from the supply house.
Most Barium compounds are poisonous so caution is importamt, Make sure that you wear your mask and gloves when using this in a
well ventilated area

Strontium Nitrate (used for red fire) colors the flame red and also provides oxygen. If you have access to a 100-200 mesh screen it
may be obtained from common road flares. But be aware that most contain binders such as kerosene which could possibly cause
problems. It is best to buy it from the supply house Most Strontium compounds also tend 10 be hazardous in some way or other They

Ammonium Perchlorate is also a powerful oxidizer that is available and is mainly used in rocket engines | have not used it yet but
have acquired some for testing purposes and will let you know what 1 find out

Reducers on the other hand are in the simplest terms what gets burned | know that some will find that too simple a description but
ils easy to understand. Some are histed below.

Charcoal can be found at the hardware store but contains a lot of trash in it so it is recommended that you spend the bucks and buy
soft charcoal sticks at the art store. These can be ground up real easily and are my first choice.
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Powdered Aluminum can be obtained through a chemical supply house or if you're into chemistry made at home, but I bought it
NOTE Filed aluminum doesn't work well unless it is very fine. Do not use sandpaper to make it small as it will contain many particles
from the paper and could tamnt the quality. Be aware that most finely powdered metals can be explosive when mixed with oxygen Some
also can be toxic in this form.

Zinc Dust is another metal that can be used in the arts It may be obtained from the supply house in a couple of forms. In bits and
pieces, in a powdered form, and in a powdered form called mossy This means that it was powdered by pouring molten zinc into water.
The form [ have acquired is the regular powder.

Sulfur has the main job of evenly spreading fire to all parts of the composition in which it is incorporated It also acts as a reducer by
being combustible [t is best obtained from the supply house.

Binders can have multiple purposes when included in some compositions. They hold things together and sometimes act as reducers
These will be described mdiadually

Shellac is a good binder when wetted with ethyl alcohol. Tt also is combustible so tends to act as a reducer.

Stearine is a binder and a reducer at the same time It is sold at the hobby store for use in candles. It is sometimes used in making
blue fire.

Another binder is powdered water soluble things such as dextrin but I have as yet been unable to find a source. TF you find one
please pass it along. 1 am in the process of trying a couple of ideas along this line and will let you know what I find.

You will also need a couple of wetting agents to suspend your binding agents so they will be evenly distributed within the
compositions. Isopropyl alcohol (rubbing alcohol) is used in certain cases that will be mentioned later, Ethyl alcohol to be used when
shellac is being used in a composition. Denatured Alcohol can also be used if it is the kind that has been denatured by methanol only. Tt
should not contain any other denaturants. Water is used when dealing with some of the Nitrate and Perchlorate composition and will be
noted at that time. Never mix any Chlorale compositions dry as they tend to go BOOM.

Cannon Fuse can be found at gun shops and gun shows. It may also be found at your better hobby shops that carry model rocketry
supplics Make sure to test the fuses bumn rate

Other chemicals are also needed for special purposes such as Ammonium Chloride which is used as a source of chiorine in the
burning to help in deepening the color. It is also used in making a pretty good white smoke Be aware that it has the tendency to draw
moisture from the air

Mercurous Chloride (Calomel) is also a good chlorine source but be advised that it produces poisonous fumes especially when
burning and should be used only where there is extremely good ventilation_ It is used primarily in the making of blue and green fire It
does not seem to take up moisture from the air like Ammonium Chloride and is preferred over it Generally when chlorates or
perchlorates are used for an oxidizer there is no need to add any extra chlorine source. This compound in any form is very poisonous

Black Powder is available at most gun shops that cater to muzzle loading enthusiasts It comes mainly segregated by grain size 2F is
the size that | have found to be the most useful It can be carefully ground in small amounts with a porcelain mortar and pestle if the
need anses

1 have touched only the tip of the iceberg here so please refer to PMJB for a complete list of what will be needed

Black Match

Black match is a type of fuse used in certain ground and aerial devices It is also very cheap and easy to make. You will need cotton
twine and some finely ground Black Powder(BP), You will also need some kind of frame to stretch the fuse over to allow it to dry,
Take 3 strands of the siring and twisi together then tie to one side of the frame. Twist the strands then tie tightly to the other side of the
frame Take a shallow container and put some BP in it. Add water | drop at a time mixing constantly with 2 wooden stick. Continue
adding water until the BP is a thick paste. While wearing rubber gloves completely saturate the string with this paste. Wipe off any
excess and allow to dry completely This fuse burns at about 1" per second. It can be made to bumn very fast by inserting it into a paper
tube sbout 1/4" in diameter This is called Quick Match and burns faster than you could possibly get away from so be carefil when
using it The Black Match is also a lot cheaper than Cannon Fuse and is sufficient for use when testing compositions.

Flash Powder

Flash powder is a mixture of Potassium Perchlorate and the finest powdered Aluminum that can be acquired 400 mesh works real
well. You would be wise to wear a particle mask face shield and rubber gloves for measuring your chemicals and also welding gloves
when mixing them, just in case Also it would be wise to do s0 when making devices Measure 2 paris Perchiorate and | part
Aluminum. Combine them on a piece of aluminum foil and gently mix together thoroughly with a plastic measuring spoon. Store in a
plastic bottle. ** DO NOT STORE IN PLASTIC BAGS ** This composition is not real sensitive to static like Black Powder is but has
been set off by static under test conditions so use caution when choosing your containers. This composition if placed in a test cup made
from aluminum foil that is 1" in diameter and 3/4" deep to & depth of 1/4" and fired with enough cannon fuse to allow time for
departure flashes, makes an audible poof and makes lots of white smoke. If loaded to a depth of about 5/8" you get one helluva boom, a
big flash, and enough smoke to be seen from a long way off. The first time that I did this it scared the bejeezes out of me. | was not
aware that any of the low order explosives would do this in that small an amount and under those conditions. Obviously T had failed to
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take into account the speed m which this stuff burmns. When tightly contained it can build up pressure fast 1 urge extreme caution when

First Device

Now lets start the construction of a small firecracker that is approximately M-80 grade maybe even a little better Be advised that
this device can remove a hand It is best to place it on the ground standing straight up so that the end plugs won't bean someone on the
head or something like that

Take a thick walled paper tube (fax paper roll or home made) about 5/8" in diameter and 2" long The walls of the tube should be a
least 1/87 thick. Make a waddmg with toilet paper (TP) by inserting one wadded up sheet in the tube and packing tightly against a hard
surface with a cylinder that will just fit the tube. Eject it from the tube then make another Insert one of these into the tube leaving 1/4”
space between it and the end of the tube Fill this space with a quick drying two part epoxy cement and let it cure completely, Take a
sharp pointed round object and make a hole in the middle of the side of the tube that will fit the fuse very tightly. Insert at the minimum
6 seconds worth of fuse into the hole until it turns toward either end. If you made the hole correctly the fuse should be rather hard 1o
remove. If not use some Elmer's glue around the base of the fuse to hold it in firmly. Once again let it dry completely. Now stand the
tube on end and add flash powder until 1/3 of the containers interior is covered.(Another alternative is to fill it completely and pack
lightly using the end plug I am still experimenting to find the right amount so be careful when trying this ) Insert a piece of wadded up
TP in the tube and hghtly pack just enough to hold the powder together leaving room for the other wadding that you made Now insert
the wadding and epoxy as before once again aliowing to dry completely. You now have a device that 1 hope you enjoy. I put one of
these under a 55 gallon plastic trash can that was inverted on concrete and it went 10 into the air. This device throws a very hard
wadding so waich out

Sources

Poor Mans James Bond, Granddad's, & The Survivor available from
Atlan Formularies
P.OBox 95

Alpena, AR 72611
(501) 437-2999

Q

Notes From Ground Zero
by Wildflower

Buying tools can be a real pam if the tool you paid for tums out to fail afier a shon while, usually st a critical time & place, opening
oneself to frustration, possible injury, even death' Too many of today's tools are really mass-produced crap, especially those sold at
“bargain prices”.

Take for example VISEGRIP (tm) pliers, which have numerous imitations on the open market Now the real Visegrip pliers will last
for many years of heavy duty jobbing, while the five dollar copies last only a few hours, if lucky, before failing. Yet despite such failures
have seen people just buy another copy tool, rather than the real thing, just to “save money”. Sheesh!

Now, not all cheap tools are bad, such as some tools coming out of China which are of good quality at a low price, but buyer
beware This is a rare item nowadays! It's best to compare the quality of the more expensive tool agamst its cheaper version 1o be
certain of its quality before wasting your good money.

As for power tools, if can afford to do so buy the “industrial® types, for they are buiit 1o last for a long, long time, and are easier to
same year of purchase or the power tool for easier servicing later

LAST: Do remember to wear appropriate goggles, gloves, ear protection, etc.; as no one has perfected spare eves, ear drums, and
fingers for the first aid kit vet! Only a fool refuses, until they are a dead fool. Such protection is easy to use anytime and anywhere!

THE POCKET PORTABLE SHOP: Recently acquired the RECHARGABLE DREMEL CORDLESS ROTARY TOLL
("MINIMITE": MODEL 750) which uses a rechargable power pack (recharges in 3 hours) With a dual speed of 5000 RPM
(Slow)/10,000 RMP (Fast), this tool can utilize most of the various minibits to carve, shape, drill, cut, etc. light wood 10 light metals.
(COST: about 530 (spare pack $20) at most hobby shops)

The MINIMITE, with spare pack and recharger can fit an M-65 coat pocket; along with a small variety of minibits. Ideal for many
“m the field” jobs as well as at home. Also makes a great "beginners” tool for many “first workshops®

For better "UMP!", consider one of the more powerful DREMEL ROTARY TOOLS, which can be used in the field if powered by

an inverter off your 12V battery pack or system. Also of note is the saw, flexible tool shaft, and even drill press adapters for your
DREMEL TOOL.
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The PARASOL BUTANE TOOL : (Sold at Radio Shack) can be recharged with fresh butane st home or in the field, comes with
interchangable tips for: SOLDERING, HOT KNIFE, TORCH, or even 2 HOT BLOWER for softening plastics or peeling hard paints.
Comes equipped with a cap containing a flint igniter. This portable tool is most useful at remote sites that have no power outlets for
conventionally powered soldering irons, etc. *NOTE® This tool may clog up on cheap butane refillers, also tends to wear out fast,
especially on "most used” tips

VISEGRIP BRAND TOOLS: Avoed imitations, for few ever last as long as the real thing! The real thing, from the mini §WR
Visegrip pliers to the other types including clamps and pipe wrenches, may damn well cost more than the imitation copy, but will never
fail on the most critical job, like so many imitations have done so. *NOTE®* The small 4 to 5§ WR Visegrip pliers are not only excellent
pocket tools, but can also serve as “adjustable thumbscrews", even for emergency dentristry, as in pulling teeth! For most field kits, buy
two of each size

As unusual weather keeps occuring. do be certain to establish a cache of canned foods now, as uncertain of national production
winch may drop this year as additional extremes/dangerous stroms/drought take their toll on the nation's food production areas Evena
can of beans is far better fare than a floppy disk any day! Also far cheaper to buy know, than if food becomes short Prices will
definitely rise quickly, amking that can of beans cost more than a brand new 486 chip, if not the entire board

Also consider other prices to rise on medicine, clothing, ammo, ectra. Gold and silver may buy even less than what you can buy it
with later on. So, why be caught “short™? Also such items can command even higher “barter trade value” later on, comprehendee?

During the last big way (WW II), savvy people buried extra fuel in one gallon cans under their rose bushes, even under their flower
beds! Consider at least 10 gallons of auto fuel concealed underground nearby for "emergency travel needs® as 3 wise investment
Consider burial in two 1o five gallon plastic fuel containers, with fuel stabilizer added, under your rose bush' If you really got room,
consider a plastic 55 gallon drum or two under that old rose bush, especially if you're going to stay.

Now past the fill of it all, one could tap gas station fuel tanks for fuel, especially if one has a manual operated diaphram water pump
from a sailboat. These pumps can even pick up the last few inches of fuel left at the bottom of the fuel tank (do filter afterwards).
Another option is those electric auto fuel pumps that mount directly into a fuel tank, but take care to seal all completely against
accidental spark ignition of tank fumes.

Also, don't forget to check abandoned cars and trucks for fuel, as many still have a filterable gallon or two left in their tanks for
salvage (even if gauge reads empty). The easiest way to recover such fuel is to crawl under and penetrate tank with a sharp awl &
mallet, but be damn careful not to generate sparks while doing so. Far better to siphon with a hose connected to an electric or manual
fuel pump. If auto is compatable to yours, take the time to strip useful parts, including usable tires, working lights, generator and
battery. or at least notre location on map for later salvaging when possible.

Any automobile is a "treasure chest” of reusable materials for the home shop to utilize. No doubt as one's new local civilization
starts to rise, even garbage dumps will be mined for useful metals, wood, plastics, etc., rather than trying to find natural raw materials
elsewhere. And be damn certain, most products exchanged, will be rebuilt or newly manufcatured to be "rerpairable, recyclable,
reusable” instead of the more traditional "use it once & discard” mentality of now!

As for lifestyles, one will not be so easy to escape by using the automobile to distance oneself between work & home. People will
have to realisticly deal with each other, or face real expulsion, for such beliefs as racist, sexist, even moral, from their community. In
other words "GET ALONG OR GET OUT!", and for those who believe in murder, rape or even violence, live damn short times when
caught in any community about

BASICLY: One has to be prepared to be "the meanest S.0.B." so that one could "live long at peace”; while tolerating each other,
and giving those who want peace the means to do so. Otherwise one will be exploited, raped, and killed by the most sadistical bunch of
bastards about, for they can only tolerate you as dead, period!

Checklist For Survival

1) Stay in good shape and stay healthy

2) Have lots of friends

3) Have 2 good solid house or building to live in, possibly even for future generations to add to, with good solid construction of thick
walls and roof, along with access 1o good well water from inside; be sbie to withstand local hordes of shitheads

4) Good land, or nearby access to; for food production

5) Good water well or good storage of water, along with good filters.

6) A very good, extra large capacity sewage storage tank or leech field, constructed away from contaminating possible safe water areas.

7) A shop equipped with good hand tools.

8) Kitchen with hand powered grinders, wood stove, icebox, manual can opener, eic.

9) Alternative means of power and fuel production in use, or in storage swaiting future needs

10) A good muitiband radio and CB radio.

11) 1f armed with firearms, reloader and supplies.

12) A good first aid to surgicalkit, with extra supplies.

13) A good reference library of books,

14) A good "mountrail” bicycle, spare tires and parts,

15) A good inflatable rafl, small boat, or "daysailor" sail boat (with a small gas outboard with extra fuel & spare paris)
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16) Extra seeds, fertilizer, also a good soil test kit

17) Good kerosene lanterns& extra wicks & fuel

18) Have aiready established a one to five year "use and replace” rotational supply of clothing, foods, medicines, etc. In case of a real
emergency, this becomes your "reserves” until replacements can be found or grown, which could be a very long time ‘il so!

19) Impossible to store everythingso store what cannot be easily made to combine later with what can For example: transistors vs. a
radio coil

20) A good sense of humor, a good ability to make do with what one has and to do without one has not, a good solid beliefl in no

matter what comes, you can deal with it one day at a time.

Live Long & Free!
Wildflower=95
0
The Riddle Of Steel
by Jim Teff
The Value Of Lo-Tek

In a survival/guerrilla warfare/self-sufficient situation ammo and parts will be in short supply and difficult to come by. Lo-tek tools
no ammo or use ammo provided by nature (slings use stones, atlatls use sticks, etc ) They also have the advantage of silence and are
great psychological weapons (Good God, he has a battieaxe!)

I am not saying you should abandon modermn weapons, tools and technology; only to conserve it and not become totally dependent
on it Lo-tek is cost effective. Use it to supplement your system The Vietcong, for example, made extensive use of blowguns, spears,
crossbows, knives, and primitive boobytraps with devastating effect. Before you buy expensive gear that the "survival experts” tell you
that you can't survive without, think about what you already have which will perform the given function There are many pieces of
equipment you can make for yourself, many things around the house which can be pressed into service or adapted to the cause. These
are but a few things you should consider:

Trash bags and zip-lock bags protect supplies and equipment.
Cut off legs from old jeans can be made into possibles bags

Product Reviews

China Hunter - Model XL 144, Manufacturer - Tomahawk, Made in China, Price $2.49

Another fantastic bargain from Smoky Mountain Knife Works! This one is a quality stainless steel 6" blade hunting knife with a leather
ring (a la Ka-Bar) and mock stag grips, brass guard and aluminum pomme! which will take and hold a good edge and perform all the
functions a utility blade should. At $2.49 each (32 25 if you buy six or more) you should keep a few as spares.

Zulu Assegai Spear, Manufacturer - Cold Steel, Made in USA, Price - $24.99, sheath - §7.99

There are places near my suburban home where deer will walk right up to you while you are fishing This spear would be just the ticket
for hunting from a tree stand or blind | recommend replacing the short shaft provided with on 5° - 7 for greater accuracy, weight and
penetration. Do not throw at hard targets hike trees if you do this. The blade may not stand up well to this sort of punishment With
short or long shaft this is an excellent close combat weapon capable of penetrating body armor.

Parsu Double Axe, manufacturer - Unknown, Made in Pakistan, Price - 514.99

Four styles of battleaxe are available from SM.K W.;

Mughal Axe - 39" overall - Price $18.99 Punjabi Balla Axe - 32" overall - Price $18.99

Parsu Double Axe - 30" overall - Price $14.99 Bhims Big Axe - 29" overall - Price $14.99

I purchased the Parsu expecting a decorator only and was pleased to find it could be used as a practical close combat weapon. The top
spike is a lintle flimsy so | replaced it with a 38" bolt. The head is beld on by three small brads which 1 removed, drilled out the holes
and replaced with wood screws If the shafl breaks it can be easily replaced with a broomstick or sapling This exotic barbarian weapon
is capable of downing an opponent with a single blow_ All of the sbove are availahle from:

Smoky Mountain Knife Works

P.0O. Box 4430

Sevierville, TN 37864

1-800-251-9306

Equipment Checklist
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Tools For Living Off The Land _ _
The tools/weapons fisted here are basic. multi-purpose hand tools. They are inexpensive, easily obtained and cost-effective 10
operate With them you can live a primitive existence in style. Use these tools 10 make others, build shelter, gather food and cook.

Machete Tomahawk Hunting/utility Knife Axe Folding buck saw Folding pruning saw
Multi-tool (ie Leatherman) Entrenching tool Brace and bits  Hand drill Sharpening stone
Hunting/Fishing Gear

Telescoping or takedown rod and reel Tackle box with asst. lures, hooks, sinkers, bobbers, etc.

Fillet knife Trot lines

Snares (optional - traps) Shingshot and shot

Shing (make) Fish gigs

Cooking Gear

Wok (you can cook almost anything with this) Cast iron deep skillet with hd (doubles as dutch oven)
Coffee pot (also used to boil water for other purposes) BBOQ fork, spatula spoon, tongs, ladle

Canteens (improvise)
€

Militia Training: Operation WitWeb
Copynight (C) 1995 Constitution Society. Permission is granted to copy with attribution for noncommercial purposes.
Preparing for last war

Most of the kinds of tactical training that militia units across the country have been doing have been focused on the tactical situations
found in conventional or counterinsurgency warfare And most of the alert systems that have been set up depend on telephone
communications, While such exercises have some merit, they neglect the kinds of scenarios that we are more likely to face. This
document describes in a general way a different kind of exercise designed to prepare militiamen for more likely scenarios, emphasizing
reconnaissance, intelligence, and insurgency methods,

We call this kind of exercise WitWeb because it sets up a webwork of witnesses. Think of ourselves as a spider, spinning of web to
catch some flies. In this case, the flies are corrupt or abusive officials or other criminals. Our objective is to gather and distribute

Elements of Operation WitWeb

(1) The operation should take place over a definite period of time, such as from Friday to Sunday evening

(2) Participants would operate singly or in teams of not more than three persons

(3) Each participant would initially receive an assignment to go to a specified location at a specified ume.

(4) At each location he would either perform some action and go to another location, pick up further instructions from a dead drop, or
rendezvous with another participant, exchange recognition signs, and exchange items or further instructions.

(5) Each participant would hit multiple locations during the course of the exercise, and would log the travel times, distances, and any
other pertinent information about each leg of the journey.

(6) At the end, each participant would report to a task leader, who would receive his report and any items he was to defiver.

(7) One of the activities would be to reconnoiter a target site, find an observation point from which it could be surreptitiously observed,
if any, and if found, describe the observation point to another participant, who would attempt to observe from that site for some period
of ume, while a third panicipant would observe his observanion to determine how well he was concealing hus observation.

(8) Another activity would be to videotape a target, with the date/time record feature on, then rapidly exchange the good tape for a
blank and hand off the good tape to one or more couners who would escape the scene rapidly and in differemt directions, deliver the
tape to & location where it would be duplicated. then execute 2 simulated delivery of the duplicates to key persons, to hiding sites, or to
media contacts

(9) Among the observation targets would be the homes of activists, the homes of straight government agents who might be the targets
:Eminns intended to discredit the militia, mobilization points of enemy forces, or other locations at which some event of interest seems
ikely to occur.
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(10) Each participant would have a way to alent the others in the event of trouble at a site requiring either convergence or dispersal,
indicating whether convergence should be equipped to observe or to take protective actions
(11) One activity would be 1o simply spread an alert message to all the militismen in the area as rapidly as possible without using
electronic media. The methods could include voice relay, coded written messages, or hand or light signals,
{12) Another activity would be to code and/or decode messages as rapidly as possible, using both technical implements, such as
computers, and non-technical, such as one-time written keys.
(13) The exercise might be supplemented by recruiting persons who regularly live and work in the target areas to be alert and prepared
to observe, preferably with video cameras, in which case they would be provided with a way to alert the militia to come pick up the
video tape as soon as possible after it was taken, and provide a blank tape as a replacement
(14) The hist of observation targets would be continually revised and expanded, and observations made on a random basis, so that no
one. not even most of the militiamen, could be sure when any given observation might be made, but slso so that no one could be sure
that any given target would not be observed during any given period of time.
(15) Video cameras would be supplemented with still cameras using high-resolution film, to get detail that video can't,
(16) Observers would make lists of relevant things in the area, such as vehicles and their license plates, so that statistics could be
compiled and parties of interest identified. Of particular interest would be unassigned license numbers,
(17) One activity would be to collect trash from important sites for analysis.
(18) One type of target would be storage sites and vehicles transporting illegal drugs or other dangerous contraband, with special
emphasis on identifiing official involvement, so that when reported to authorities the militia would not be reporting it to the same
authorities imvolved in making the shipments.
(19) One type of activity might be the actual interception of drug shipments, combined with the destruction of most of the drugs so that
they could not be diverted by officials back onto the street, but leaving enough for use as evidence in court.
(20) Another type of activity might be the observation, in relays, of the movement of election ballots, from initial production to final
counting, to identify election fraud. This might involve the use of hidden cameras, including the transmission of video to a receiver who
could preserve the evidence in case the on-site observer got caught with the camera.
(21) Lacking more dramatic targets, participants might practice observing lesser instances of malfeasance, such as noncompliance with
legal or contraciual standards for construction, environmental protection, medical procedures, or other activities which are hable to
occur in the absence of witnesses.

Working with other resources

These exercises are likely to tumn into serious operations involving real corruption and abuse. Therefore, it is important to line up other
resources Lthal may be important:

(1) Straight law enforcement agents. But contact should probably be with individuals rather than with departments, which may contain
dirty agents

(2) Straight reporters. Again, contact should be with individuals who have proven theirr willingness to take personal risks to expose the
truth

(3) Straight elected officials In most cases, the official himself may be too busy, but one should be in contact with a key staff person.
(4) Media messaging systems. One should prepare in advance to disseminate important information to the media generally, especially
key persons with talk radio and TV stations, newspapers, and mudraking magazines. This should include a computer set up to email or
fax to multiple targets. Messages should always be directed to specific individuals, with a backup if the first one is out

Things to keep in mind
(1) Participants in this exercise should remain as inconspicuous as possible.
(2) Participants should remain mobile so that they do not themselves become easy targets for attack or apprehension
(3) There should be preparations for any participant who learns "too much® to go underground while preserving the evidence, with

everything needed, such as money, ID, a cellular phone or ham radio, a vehicle with plates not linked to him, or disguises, to remain
underground for an extended peniod of time, while preserving the ability to maintain necessary contact,

Militia Organizing: Advance Teams
Breadth of Organization
One of the most important missions of activated militia units is to organize units in other counties throughout the state, and even in
other states. While it is important to involve as many people as possible in each county, down to the neighborhood level, it is also

important to achieve geographic spread, so that no county of any state is without at least one unit. A certain number of active members
of each unit should be designated to this mission, which involves the following suggested elements.
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Elements of Advance Organization

[ ] Form 2-3 person teams. |t is possible to work with more or less, but for various reasons, this seems to be an optimal number. One of
[ ] Prepare target list of counties. Start with a list of all counties that do not yet have a known activated militia unit. Arrange the list in
descending order of priority, based on factors such as population size, proximity to major highways, location in districts of important
legislators, or proximity to important sites of other kinds. More populous counties will have more potential recruits living closer
together, which will make it easier for them to meet and work together. Proximity to major highways is to try to get unbroken chains of
units connecting major population centers, which may be important for communications and logistics. In Texas an important county
would be McLennan, because it comtains Waco and the site of the Davidian Massacre, where the populace needs to be activated to get a
grand jury to bring indictments of the persons responsible for that atrocity.

[ ] Divide the target list among the advance teams Some consideration should be given to familiarity of the team members with the
[ ] Get Ests of patriots and persons inquiring about militia involvement. Such lists can be acquired from vanious sources, such as some
of the more pubbicized mubitias of other states subscription lists for vanous patriotic publications, and participants in various patriotic
actvities.

| ] Mail hiterature to any prospects in the target counties. Such literature should contain two things: a message which arouses the reader
to take action, and information on what actions he or she can take The first might consist of tales of official corruption and abuse. The
second of how to activate a local militia and contact those already activated. Ask them to respond in some certain number of days, such
as seven,

[ ] Send more literature to those who respond. This may be enough to get them to activate a militia unit in their county.

[ ] Follow up on mailing targets, both those who don't respond and those who do, with phone calls. Qualify them for their level of
interest, their concerns, their resources, and their intentions.

[ ] Schedule visits to each targeted county by its designated team Let any prospects know you are coming, and try to arrange to meet
with them. If there are no prospects, then go in cold and scout for some

[ ] The team should visit likely places and persons who might refer them to prospective recruits. Gun shops, Amencan Legion and VFW
halls, civic organizations, sherifl and fire departments Ask for the names and phone numbers of persons who have expressed concemn
about the threats 1o our nghts under the Constitution

[ ] Follow up on the leads If the person seems interested in getting involved, leave him some literature and a phone number for the
team Compile a list of prospects, discuss the members of the list with each other to identify prospective leaders and potential conflicts.
Suggest that those interested get together, and try to get them to commit to a place and time, then inform all the others.

[ ] Publicize the organizing meeting. Put a notice in the local newspaper, if there is time, and call in to any talk radio station that serves
the area to announce the date, time, and place of the organizing meeting, and a contact phone number for details. This should be an
easily remembered name in an easily remembered city, so that the person can call information if they don't take down the phone number.
[ ] Send literature packages to prospective attendees. To the extent possible, try to have them all come with a common foundation of
understanding of the basic ideas, and with such things as proposed by-laws, so that they will not have to waste time at the meeting
reading new maierials

[ ] Have the team present at the organizing meeting. Provide a speech which motivates and explains the key ideas. Have the attendees
introduce themselves to each other, and perhaps explain their expenences and concerns Hand out terature to any who did not
previously recerve such

[ ] 1f the attendees are ready to do so, have them adopt the by-laws, elect 8 commander, and agree on the date, time, and place for the
training and study groups on various topics. Make sure everyone who needs 1o contact one another gets each others’ names and phone
numbers.

| ] Have the team present at the second meeting. If by-laws were not adopted and a commander and other officers elected at the first
meeting, get them to do so at the second meeting. Also get them to form task groups on various subjects: military training, disaster
control, legal issues, logistics, communications, public information, recruitment, site arrangements, and security.

[ ] Leave them alone for & couple of months. Let them work out their own problems for a while, without guidance from outsiders, other
[ ] Do a follow up visit See how they are doing. Try to help them overcome any problems that may have developed, but don't help too
much. The best approach is to ask them questions and let them find their own answers

[ ] Try to get them to organize their own advance teams Have them coordinate with other active units to divide the target counties
among them and do the same thing that was done with them

[ ] Try to get all the counties to work toward synchronized events. Militia Day April 19 Independence Day July 4 Election day. Visits
by elected officials Special fiestas and holidays, parades, and political events.

[ ] Assemble multiple teams to organize the last remaining counties. Get teams from several neighboring counties to converge on those
that remain 1o be activated, until every one has at least one active militia unit,
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[ ] Engage law-enforcement supporiers to recruit their colleagues in targeted counties. If you have the support of a sheriff or constable
in one county, get him 10 visit, or at least call, his counterpan in the targeted county, and ask him to attend militia meetings and learn
about the movement.
[ ] Likewise, engage media people, public officials, and civic leaders. Often such people are more influenced by their counterparts from
other counties than by their own neighbors. Take advantage of these chains of influence.
[ 1 Keep the free media flowing Issue a steady stream of press releases, notices of meetings, statements on constitutional issues, and
important events, including legislation and official acts that may impact on the mifitia movement Get people interviewed oa talk radio
stations, and call in to them regularly with succinct messages on some point that needs 10 be more widely understood and discussed
[ ] Organize letter-writing partics. Get everyone together and have them write letters to legislators, the governor, congressmen, the
president, editors, or whoever needs attention. Use models of well-written letters that got responses or that got published. Make sure
they don't all read alike. Offer recognition to the best ones. Make sure they are signed, stamped, and sealed before everyone leaves, and
make sure they get mailed.
[ 1 Organize state-wide alert system Make sure there are at least three persons in each county who can serve as points of contact for
alerts, to verify rumors, and to check on the condition of activists
[ ] Extend this effort mto other states But be careful not to offend existing militia leaders in those states Send literature, but avoid
going in without conflerring with any established state leaders, and without an invitation from the people in the target county
[ ] Extend the alert system to other states. Make sure every active militiaman in any county of any state can find and contact someone in
any given county of any other state.
[ 1 Establish wireless communications links. Make sure there is an unbroken series of reliable repeaters for ham packet links between
any two militia units in the country. Test it frequently.

For more information contact
Constitution Society
6900 San Pedro #147-230, San Antonio, TX 78216
210-224-2868
Q
Urban Survival, Part |
by Douglas P. Bell

To start with, let’s get over the idea that all survivalists are going to get out of “the city” in time 1o set up a “survival retreat™. Not
all survivalists are going to have the money, time or inclination to leave the city life and move to the middle of nowhere. First off,
leaving your job and having no money will doom you faster than anything you can think of! Also some of us just enjoy the city lifestyle
and do not enjoy the bucalic life. So the problem remains, what are the urban survivalists to do?

Let's start with shelier Most of us ive in either single family homes or apartments and if you rent your house or apartment that
fimits what you can and can not do there. Afier all. it would do little good if you were to set up & fully equipped nuclear bomb sheiter in
the basement and got thrown out the following week!

However, this does not mean you are totally at the mercy of the landlord and the elements. First off, try talking to your landlord
about survivalism, or just feel them out about their ideas of the future. This might include nuclear war, depression, gov't control over
their life, etc. If done carefully, many people who would otherwise think of you as a fool or nut case will come around very nicely, If
not, well you aren’t out anything,

If you live in one of the impersonal high-rise apartment buildings, and they have nothing to do with you outside of getting your rent
check, you might try and find out where the chimney and venting pipes are and if you are near enough you can tap into them for your
heat and air without anyone knowing If the heat supply was cut off for some reason, you could put in & small wood/oil burning stove,
vent it nght out the chimney, and no one would know it was you

For a water supply, you could use 2 liter pop bottles or plastic gallon milk jugs. If you happen to live in an apartment building with a
gravity fed water system, that is the water supply is on the roof, during bad times you could simply go up on the roof, shut the valves
off, and tell everyone the water supply ran out. No matter what you do, it would not hurt to have a good supply of water stored just in
Case.

As to food, a years supply of freeze dried, air dried and canned goods can be stored in a closet; so space, if you really want it,
should not be a big problem Normally there is a lot of “dead™ space to be found, under tables, beds, dressers, desks, etc., so that you
should be able to store a goodly amount of stuff away where it will be out of sight, or at least out of the way.

For cooking that food a wood stove will work just fine; although camp stoves, such as the Coleman, are also small, reasonably light
weight and easy 1o use Remember however that bumning anything will use up your Oxygen, so have an outside air supply coming in.
This is especially true of charcoal stoves or grills. Uudhmmdnndmumﬂanmlyplﬂymmﬂuq:.fmgmd]!ﬂmhmwmuf
treated wood or plastics that will give off toxic fumes, so you don't poison yourself
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Now T know you've been waiting for this, so we will now talk about guns. What exactly you need is not Euf done from long
distance, although there are a few basic things that most people can agree on. In urban fighting, distances are not likely to be long, a
few hundred yards at most, so you don't need a full power battle rifle capable of shooting 1000 yards and through several walls. Also
depending on where you are, you may not be able to legally own handguns or "assault” style weapons. .

All is not lost however A short barreled lever action rifle, such as the Winchester 94 "Trapper” model, ?.—.E.E 336, 1894 or Rossie
M92 is not likely to send the neighbors into fits of rage as would a H&K 91 or 94. The SKS in 7.62x39 is in about the same power
range as the .30-30 and is extremely cheap right now (in the $100-$140 range, although this is always going up), as is the ammo, so you
might consider it as well. The Marlin "Camp” guns in either 9mm Luger or .45 ACP would also make good "house” guns, although the
range out of the short barrels or in the pistol calibers would be limited.

That's not all bad however, as a city in break down is likely to have roving bands of gangs or even National Guard units (remember
after Hurricane Hugo when the Guard units joined in the looting?) that are better armed and/or more willing to use their weapons than
you. So the less shooting you do, the less attention you will attract to yourself.

For close range firepower or "street sweeping" it is hard to beat a shotgun. A discount house here (and many gunshows) often have
the Remington 870 Express model with a rifle slug barrel and a vent rib "Rem-Choke" (interchangeable screw in choke) barrel for under
$300.00, which has to be one of the great bargains in the firearms field. The only down side of this gun is it is only available in 12
gauge, and many smaller or less experienced shooters might prefer 20 gauge, although regular 870s are available in just about any
gauge you could want

Other shotguns you might also want to look at are the Winchester 1200/1300 or Ranger models as well as the Mossberg 500,
especially the Bullpup model that moves the action back just in front of the recoil pad and gives the gun an overall length of under 30"
with an 18" barrel or just over 30" with a 20" barrel. Get the longer 20" barrel as the added few inches will dampen the recoil and
especially the noise or blast when compared to an 18" barrel.

For left handed shooters or others who don't want the shells ejected from the side for some reason, the Ithaca 37 {or Model 87 as it
is currently called) and Browning BPS ejects the shells out the bottom, so the shells land at your feet instead of flinging past the left
handers' face. Remington also makes a left handed 870 if you would want one.

As to handguns, the police depariments of many cities are turning in their revolvers for 9mm automatics. This has placed a goodly
number of revolvers in either 38 Special or 357 Magnum on the market at very reasonable prices. Many of these guns will have holster
wear, that is the bluing of the gun will be worn, but this will in no way affect how the gun shoots.

If possible, get the .357 Magnum over the same model in .38 Special (such as the S5&W Model 10 in .38 Special and the same thing
in 357 called the Model 13) and adjustable sights if offered. The 357 Magnum can shoot .38 Specials just fine, and this gives you the
choice of two different cartridges (.38 Special and 357 Magnum) rather than just one (.38 Special), as well as being able to sight in for
the different loads

Q

Thoughts From The Interzone...

I've been getting a lot of questions about our BBSes. We currently have four (with more being planned) BBS systems available for
Cybertek support and feedback. The first one is on the internet at 10pht com. To get in, just simply enter "BBS" at the user prompt, and
follow the directions. Let the SYSOP, Brian Oblivion, know you're a Cybertek subscriber. The LOpht also holds a Cybertek FTP and
WWW site at fip 10pht com and http./fwww 10pht.com/ respectively. We expect to have more sites up in the future, The rest are phone
BES, The Runestone, 860-832-8441, new user password: Cyberdeck; Digital Underground, 203-281-1265, and The Toll Center,
718-445-5019. These are private systems that the SYSOPs let us have some space on. For those of you without modems, we now also
have a VMB up and running at 860-225-1625 (10CL) where you can leave voice and FAX feedback to writers and request info,
Writers' box numbers will be listed in the masthead.

Cybertek has gone quarterly. I unfortunately had to do this as running it bimonthly was becoming a big drain on my time and
finances. Subscribers will still get the number of issues they paid for (six). It's just that the subscription will run a year and a half, instead
of a year. If things improve in those two areas, I'll take it back to a bimonthly schedule.

Those of you wanting to talk with other subscribers and technomancers can now jump on our IRC channel, #Cybertek. We hope
m_.mm__.h_p __“c&an a place on IRC where anyone can go and have a meaningful technical discussion. Many thanks go to Fencer for his help
with tins.

Finally, if you are going to be moving, please notify us of your change of address if you still want to receive your subscription.
We've gotten quite a few envelopes back from past mailings as a result of this. If you've moved, please take the time to send us off a
quick postcard with your new address.

As always, if anyone ever has any questions, comments, suggestions, or whatever | can be reached either via the VMB system at

.mi...uuur_ 625, Box 6426 (If I'm around and hear your message, Il pick up.), through email via ticom@connix.com or {when I'm on
it) on our IRC channel. -Tom



