Dunn and Bradstreet:
Do they knou somethino that we don‘t

by BIOC Agent 003 & Tuc

Durn ard Bradstree‘ system (which is now knowun as
ad fallen inlo the hands of our "friends® at D4B.
to prove that if you are good (or they are

Dun“print). A week after the issue was mailed a

Te sav the least, they weren’t exactly thrilled :

about 1. In hc{, they did not even believe that V

incredibily stupid, whichever "the case may be) The Hobbyist’s Newsletter for

In issue 090, we explained how to use the
ﬁhel ow phreak found out that a copy of the issue
they had a security problen! Well, that just qaes
no-one will know that you are there! the Communications Revolution

In a big effort to defeat hackers, they
called in an outside service to spruce up their SPRING 1984 No. 91
*security.” Fortunately for us, we were able o
find out about the new systen' This was not really
a problen, though. First, they had the new

di2l-ups posted when you logged on. Secondly, they .
have a nice little place on Telenet! (Where we do Produced by TUC & BIOC Agent 003
most of our ‘work® -- C 20188). )

Recently they have set wup a new systen they
like to cal{ DunsNet. They are trying fo pass it YED HIRE. GRS JATH g:l)élﬂc Agent 003
off as a‘big s?‘ulngs g;.tine‘sinﬁedthe haisle_ ?{
using a time shared public network does not exist. ' ; z - ;
We are sure that Mr. J.U.P. of DINSPRINT had more ;g rg;;ouz éis:g;s‘]:):t'{%ﬁ,(E;:gegh;gbicgn(l::g::
en t"'?. "B"dsnh‘,z". he “”’“.’b}h' ‘l'“" {on {h' about some interesting features of INIX, In this
b il o ke bt id AL L L article, 1 will hopefully expand on that thene.
dial-up. We have nol been able to gelt 2 number y;t
for this systen; once on it allegedly works T
it 'ihDT?lﬁng{f (i ariige ey, end o Wi other Sk Ss??im?p?glgugﬁ’ e
wili see "Dunshet® {followed by the 4amiliar °3°
‘E’;#g‘ 1;" " the srs;en }ike we sBmd Yo, t_rpi g;??m?s 53:”?-&5;& tgmli‘s"t‘ ‘J,'J’X :5;;3:{

*a e pronpt. To see Duns Financia . ; ; ; :
profiles type 'DFP'-.Finfllyb to use the Dfficial files stored in conjunction with the wucp prograns.
Airlines Guide, type "046". One nice thing about The two nost inportant files in this area (fron a
the system, though, is uhen you type heip fron the hackers poini-of-view) are L.sys & L-dialcodes. It
4"y it grves you a variety of options to try, is in these files that the INIX systsm stores the

Sorry D & B 6cod news travels fast! nunbers AND passwords to other INIX systeas!

= xS The first file (L.sys) contains: 1) the nane of
the renote systen, 2) the tine that the first LNIX
svstem should caii, 3) the hardwired device that
should be used for the call (ie, moden port W),
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This is not a mirage.

i i i 1 4) the baud rate, 5) the phone ¥, & &) the Tlogon

e tails in issue +92! Iin'f(cwnation. For exanple, the "file might look
R NS . PP Taw R -‘ | ¢!

S by ld AVAIT, Y€ SCuRvY : MaBell MoTu t1y99 300 dc2638 login vucp ssword: it

Ol UM S LATDNR-
e e [T WAB&-///;
PREARRE TO In the exanple, the systen called MaBell can be
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I wrnx sef called on Mondays or Tuesday. You can probably
% BORRDED: = call any time you want, though, The INIX systen is
to dial it through device tty99 (not important
to us). The nunber is dc2438. It will then wait
for  the string "login® and send uucp (the
usernane), it will Then wait for the string
*ssuord:" and send the password (il).

As you may have noticed, the phone N (dc2438) s
non-standard. This is Because the system can vse
abbreviations from the °“L-dialcodes* file. A
tveical fide mignt iock Gikes

tn OwBO(S2IE400u] 20 5¢ 3
dc 311555-

I this case dc2638 is really 3;1-555-2438. A|sol
sone extenders may be thrown in the file' The “w
means to wait <or dialtone,

Te Ticl these file veu wouiZ tipes
cal susrslibiugpel.evs
cat Jusr/lib/uucp/L-dialcodes (cont.)




In most cases, {these {iles are prolected but
nnlgl!t?en(e ts not a prerequisite for UNIX
adhinistrators! Although, this should be no
problen if you logon as tgasp!) the super-user
(alias *root®). )

Unfortunately, the wuucp password does not run
::g:; ‘?t normal (INIX s elg. It uses a separale
cot.

14 you are successful in obtaining these files you

will have expanded your directory of UINIX systens

passuords‘ and  possibly even SCC's & UATS

extenders’ 1f you master the vucp protocol you

can copy ANY f-7e! Once on other systems, this

:?::? qo;} in 2 vicious cycle [vicious for THEM
1S)1,

Hacking Western Union Revisited
(Part 10)
By Tuc

1’ve had a few gquestions fron the people who
have read my first article which I cowrote with
BIOC Agent 003 (TAP #90). They were asking what
other !hunas are possible with Easylink ?1-800-
325-4112). Well, to save time and space, the best
comand on the systen is ‘/HELP'. Uhat | am
go:ng to explain, however, are two other services
hat™ Uestecn Union prnunécs with their. Easylink.

The first of these is for whats known as “For
Your Information® (FY]). This service is
available to present Easylink subscribers for 2
"noninal® connect charge. FYI is very infornative
in what it contains, News that goes over. the UPI
wire is on-line with several other *neat® options.
You are able to get up to the ninute infornation
on current events in the world.You can also access
:ég:%s, ski reports, entertainment neus, and much

~To connect to the service, you nust
dial ~ 1-800-325-NBS  (1-800-325-8397). The
faniliar "10?° pronpt will once again appear. The
logon format is in the sane format as mentioned
in” part 1 (EgL ¢ 01 USR?99999 TEST.TEST). Once
gs;iltg e CATALOG to see what reports are
able.

Did you ever want to send a telex to a
cospany you were almost sure had either
Easylink or a Telex/TWX and didn’t have tue
nunber? Or, have you had the telex nunver or
answerback , but forgot who the heck it was for?
Well, now UWestern Union makes it easy on you
with thier version of Directory Assistance. To
call, dial 1-800-325-1461 (300 baud only).
When it answers, il is the same logon formal as
its associated services. Type DIRECTORY. Then,
type NBR NN if  you need 2 telex
number.  (Eq: 42099999 (Easylink), 7105812236
{TWX), or 823410 (Telex 1)). To {ind out by the
answerback, type : ANS (answerback). .

To find the number and information on a
conpany wher. you knox the company nane and state,
the sequence is: NaN S5 CCCCCCCCCCCE. SS is
the two letter state abbreviation and the C’s
represeni the company nane. :

There are two other ‘commands for the "$ysten

(besides DIRECTORY). They are FORMAT (a brief &
useless help file) and WORLDWIDE FACTS (telex
country code info, time zones, capitols, etc.).

) Well, have fun, and if you 4ind anythin
interesting, . please teil me. Remenber, you 'bearg
tt first fron Tuc at TAP.

A LESSON IN PHREAKING AND HACKING MORALITY:
By Big Brother

} find it truly discouraging when cogle
intelligent  people seeking intellecluva
(hallen?es, must revert to = beconing comon
crininals, The - fine arts of hacking and boxing
have all but died out. Though you newcomers, you'
who have appeared on the scene in the last year or
two, nay not realize it, we had it nuch betler.
PeoQIe didn’t recognize our potential for
destruction and damage because we never flaunted
it, nor did we exercise il.

For hacking, il was the intellectual challenge
which drove us to do if. The thrill of bypassing
or breaking throu?h soneone’s compuler securily
was tremendous. 11 wasn’t a case of getling 3
password from a friend, logging on, and destroying
an entire database. We broke in for the chailenge
of getting in and snooping around WITHO
detection. MWe loved the potential for destruction
that we gave ourselves, but never used.

Today, after so much publicity, the fun has
turned {o true crintnality. Pubiicity we have
received is abhorring. Fron WarGames ta  the

Jheadlined October Raigs, to the 414’s, the Inner
Circle, Fargo 44, and the recen! NASA
breakins--not to mention all the local incidents
{hat never made the big newspapers, like breakine
st school computers or newspaper conputers. TRW
credit in(on1agion services claims hackers used
the three stolen accounts to aid then in abusing
clolen credit cards. The thrill of entering an
looking around has  shifted to criminal
practicality--how can 1 make my bank account
fatter--how may I use this stolen credit card to
its fullest--how could 1 take revenge upon my
enenies.

And then there is the world of Phone Phreakin?.
The nunber of ghreaks has grown fron an elite
feu, perhags en or twenty, to well over a
thousand. Still, there remain only about 10 or 20
good, longlas{ing phreaks. The rest receive
information and abuse its uses until the
inforsation is no longer valid. Even worse, they
seek publicity! They "WANT to be cau?ht! Many
pven use their real names on bulletin board
systens to promote publicity. Meanwhile, the REAL
phone ghreaks have been resting in the shadow of
the rest, waiting for phreaking to become so
dangerous as 1o become a challenge once again.
Once security tightens and only the sirong survive
(phreak Darwinism?), phreaking will be restored as
a way to “beat the systen’ without costing anyone
anything.

Hacking nmay soon be dead, tut nay phone

phreaking live on!

The charge: undafined

Callfomla, 1875

The take: Datsun 710 station wagon, a
year's free supply of groceries, innumerable
$5 gitt certificates

Twenty-six atudents, used thelr “"l;'zu
univershy’s IBM 370153 computer b
10 print out 1.2 miilion 3 by 5 forms »
with thelf names and adoresses —

enough paper 10 cover two and & hall foolbafl fields.
They used these forms to enter & contest held by
McDonald's ruestauranta that oftered $40 000 In yrizes,
Theli entrias made up over one third of the 3.4 mitilon
total entrius. Though McOonaid's protested the lsck of
ethics, the students mel the contest qualifications and
were aliowed 10 kesp thalr prizes. Since they had paid for
thek computer time, ine school 0ok no action against
the studenta for using 3school computing fesources.
Burger King awarded 33000 10 the school to st up a
scholarship honoring the students.




PASSPORT CHECKSUMS

New passports are being issued throughaut the
worid with a special laminated page that con be
tcad by computers. These computers are linked to
crime data banks such as INTERPOL. Of ccurse
they'te nothing but a Lenefit to us, since they
“zpeed up immigration quecues.®

When you pass through immigration, this page
is inserted in a scanner. The ecanner reads the
last two lines on the page. In about two seconds,
the computer returns all sorts ot usetul infor=
nation about you (to tpeed up immigration queucs,
I'm sure). In a section of miscellaneous data
(which the defendant is not allowed to sce),

appecar any restrictions you have. Usually, the
computer returas "NO TRACE®. It can return other
things, too, followed by the action the {mmigra-

tion otficer should take. ACTIONs Q, A, AA, and J
mean you're ot interest to the police (in the UK) .
ACTION X means you'll be detained for inquisi-
tioning,

This page is coated with a dye that will
darken 1f exposed to oxygen (if the lamination
seal {is broken). Nitrogen or helium will not
affect it, although it would be necessary to work
in a fairly airtight environment, such as a clear
plastic bag for microbe innoculations,

The first line contairs a p (meaning the page
is machine-readable), issuino country, and name,
The 'second 1line contains an 8-digit passport
number, a check digit right after this, issuing
ccuntry, date of birth, a check cdigit right after
this, sex (M/F), expiration date, nationality
folloved by several spaces (¢'s), and a check
digit in the last column. The check digits are
calculated as tollows:

1. Multiply each digit of a number (such as
date ot birth) by a number. For the first,
fourth, and seventh digits, multiply the
digit by 7. For the second, fifth, and
eighth digits, multiply by 3, For the
third, sixth, and ninth), multiply by 1.

2. Add the products.

3. Divide the sum by 10.

4. The remainder is the check digit.

A check digit is also calculated from passport
number, expiration date, and possibly a naticnal
identification number. The final check digit is

calculated from all other check digits,

More on this can be found in procecdings of
the Internztijonal Civil Aviation Organisation, and
in the S Januvary 1984 (vol. 1€1, no. 1391) of New
Scientist. Since I'm not about to spend $42.00 on
3 new passport unless I have to, I don't kncw that
the imerican tormat is the very same as this, but
it should be.

1 he mem pusapiet puge and s mahine-readable Aumbirs The eyt Germant will use
the pune @ an saternal 10-cord Space Aa lnvn allirmed por un 11).aumbee 10 be addid

Risen from the ashes...

Eutope - Hot Half Bad.
Ly Cheshire Catalyst, Managing Editor

In issue 89, I put out the word. I was going ’
to Zurope. 1 was speaking to a seminar on Computer
Crime. A few of the questins trom the "Pack of
Wolves® 1 found waiting for me (the press
conference the sewinar oryanizers set up f{or the
tirst day of the seminar) asked things like *why
Are you giving up your secrets to these Corpurate
types for?”

I mentioned that the people whe had spent
their money to be with us were here to learn how
not to be stupid, but there were €nougnh stupid
companies out there for the crackers to have fun
with, Desides, my newsletter is published for the
kids who have fun with the systems they get into.
The people attending our seminar should be
grateful that the Electronic Graffitti artists
awakened them to the fact that they have a data
security problem. Just because IBM says you must
be a member of the IBM priesthood to understand
computers, doesn't mean that the statement is
true. It's only how they want the public to relate
to IBM mainframes,

The corporate types should realize that if a
teen-aged hacker is getting into their system, an
dindustrial spy could have been logging in
regularly for the past 3 years. While 1 may not
particulary care for a THW or Shitibank having
"Confidential !nformation" about me, I especially
don't like the idea «f unauthorized people
spreading the data around.

I got to Frankfurt for the Euro-Party, and no
one showed up. Well, very few showed up. About 20
all together. Half of those people were
journalists. I met Wau of the Chaos Computer Club
of Hamburg, who I first met at Telecom *83 last
September. He and his buddies are my hope for
European computing. The type of 9-to-5 programmers
that are of the “European Mentality”™ can't even
program a videotex System made up of only menu
trees. It takes “Hacker Mentality" to provide
Creative programs that do inspiring things.

In Munich, I spoke before an audience who
didn't know, or care what the security problems
vere, they wanted quick answers. I was there to
represent the thieat that “hackérs* supposedly
posed. I explained that are no quick answers,
because computer security is not just a matter of
hardware, software, locks, and walls. Security is
a people problem. When you put in locks, you watch
the people you give the keys to (notice an analogy
to encription here). If these people FEEL they're
being watched, they may get “disgruntled”. Needles
to say, a disgrurtledé employee is worse than
almost anything else vou could be combating.

The beer was good (my favorite is Hacker-
Pshorr) and I wisn they'd import one or two of the
beer halls. The beer halls sold bumper stickers,
funny hats, and other party things, but I was
appalled at how many women were blithly allowing
their matec put cow bells around their necks. This
is probebly some local custom, but I couldn't
understand it. 1f those bells had the connotations
1 was thinking of, well, none of my girl friends
would have appreciated it had 1 been crass enough
to bring home a necklace like that.

Any of our corporate subscribers who would
like to wake up their management to the vulner-
abilities of computer systems should be made aware
that I am available for lectures and consulting.
Just drop me a line at the TAP maildrop, or via
MCI Mail (Username: TAP), or telex number $50-119-
5732,




BELL PIE )
{To the tune of: ‘“Anerica Pie']

Long, long, time ago,

I can s!i?‘ renember,

When the local calls were *free.*

And 1 knew 14 1 paid my bill

And never wished then any il

That the phone conpany would {et ne be...

But Uncle San said he knew better,
Split ‘em up, for all and ever!
Ue'Tl foster cu1§etition:

1t’s good capitalisn!

I can’t renenber if 1 cried, o
When my ghone bill first tripled in size,
But sonething touched ne deep inside,

The day... Bell System... died.

And we were singing...

Bye, bye, Ma Bell, uhy did you die?

Ue get sfatic fron Sprint and echo fron MCI,
*Qur local calls have us in hock'® We all cry.
Na Bell why did you have to die?

Is your office step by step, .

Or have you gotten same Crossbar yet?

Everyone useg to ask... '

Oh, is TSPS coming soon? L

1000 will be a boon’

And, 1 hope to get a touch-tone fone, real soon...
The color phones are really neat,

And direct dialing can’t be beat,

My area code is "low:"

The prestige way to go!

Oh, they just raised phone booths to a dime!
well, 1 suppose 117 about tine.

1 remenber how the payphones chined,

The day... Bell Syslem... died.

And we were singing...

Bye, bye, Ma Bell, uhy did you die?

Ue get s{ati( fran Sprint and echo fron MCI,
*Our local calls have us in hock!® We all cry.
Oh, M2 Bell, why did you have to die?

Ha Rell why did you have to die?

Back when we were all at one rate,

Phone installs didn’t cause debate,
About who’d put which wire where...
Installers cane right out to you,

No "phone stores® with ballyhoo,

And 411 was free--seemed very fair! °
Bul FCC wanted it seens,

To let others skin long-distance creams;
No matter “bout the locals,

They’re mostly all just yokels!

And so one day it cane to pass, - .
That the grea! Bell Systen did colla’se,
In rubble now, we all do mass, f
The day... Rell System... died.

So bye, bye, Ma Bell, why did you die?

We get static fron Sprint and echo from NCI,
*Cur local calls have us in hock'® UWe all cry.
Oh Ma Bell why did you-have {o die? - :

Ha Bell why did you have to die? £

I drove on out to Murray Hill,

To see Beli Labs, some time to kill, ~

But the "cign there said the labs were. gone.

1 went back te ny eld CGC, f

Where 1°d had ny phone Tines, years ago,

tut 1t was enply, davh, an¢ ever < fofioTr. ..

No relays pulsed,

No data crooned, )

Ne MF tones did play their tunes,
There wasn’t a word spoken,

A1l carrier paths were broken...

And so that’s how 1t all occured,
Microwave horns just nests for birds,
Evervthing bacane so absurd,

The day... Bell System... died.

So bye, bve, Ha Bell, why did you die,

We get static from Sprint and ecto from NCi,
*Our local calls have us in hock!'® UWe all cry.
Oh Ma Bell why did you have o die?

Why did you have to die?
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