Simon Jester Issue

I have a little for all you computer phreaks
out. there. If you have access to a hardwire term-
inal hooked up to a mini or maxi system, not a
micro, and want to collect a few passwords and
account numbers belonging to other people, read
on.

There is a very simple method of getting
accounts and passwords called simulation, What you
do is imitate the operating system, so that when
an unsuspecting hacker comes up and sits down,
the terminal types “ENTER USERID" or whatever,
he types it in, it then types "ENTER PASSWORD",
he types it in, the program records them in
a file, and you have a new account,

The skill comes in here. You have to make
your program simulate the operating system
very closely, so that no one can tell that they
are in your program, not the 0S. You must make
your program give all the appropriate error
messages if the guy makes a typo, or if he tries
to enter an 0S command, or if he presses the
break key (if your system uses break), or slips in
some control characters. There are other ways
someone might accidently find out that he's not
really in the 0S, so try to anticipate all of them.
Most likely he will think the computer is Jjust
spassing out, and forget about it. But you might
get a system programmer who will know what you
are doing immediately,

Also, when you collect some guys (how come
there are very few girl hackers?) password, you
don't want him to know that you just got it, or
he'll just go and have it changed. So, there is
2 trick called slipping back into the 0S. If you
are on a paper printer (TTY or whatever) you may
have to slip out of the 0S too. What it is,is this.
You're program is supposed to immitate the 0S
so that no one call tell they're not in the 0S.
Now when you start you're program, it has to look
ag if you never left the 0S. This sounds hard to
do, but again there is a trick. You start you pro-
gram, and then have 1t print out whatever junk
your system prints when a program ends, Now it
looks like your program has just finished, but it
didn't really. Also, it is wise to have your pro-
gram print something out before it pretends it
finishes, so that it looks like your program does
something legit.

Now you have your program running, but it
looks 1ike the 0S. So the nect step is to pretend
to log out. You type in “BYE" or whatever for your
system, and have the program return whatever
bullshit it prints when you log ocut. Then you leave,
Don't stick around after this, you'll just look
suspicious,

Now some hacker comes up and types whatever
your system needs to give “ENTER USERCODE".
{What if he doesn't type it right? Don't let your
program ask for the usercode until he types it in
correctly, after all, the 05 wouldn't,) You collect
his account number and password, and enter them
into a data file, which you will come back and
print up later. That's the simple part.

Now comes the hard part. The guy just logged
onto his account, or he thinks he did. You can't
imitate the entire system, in faet you don't want
him to think he's even on his amccount, because
imitating his account is a hell of a lot of work
(I tried once). So, bump him off with an error,
about how his password is wrong or whatever.

Now he knows his password is r?ght. he used it
yesterday or whenever, but he'll think he made
a typo. Once. Maybe twice. After that, he'll go
get help, and the system operator will discover
what you did pretty quickly, so you can't give
him reason to go for help,

After you get his password and give some
error, you have to let your program slip back
into the real 0S without letting him know, so
that he can type it in agaln and really get into
his account. This is the hardest part to get away
with. There is usually some way for a program to
log out on its own in every system, look it up
in the manuals and have your program log out,

The problem.here is that the log out will look
lixe a log out, and there is no legit reason why
the system would print a log out message at this
point. You can either try to cover .up the log out
message, or print some bullshit to explain it, or
there may even be a way to suppress it, Every sys-
tem is different, I ecan't give any specifics on
this.
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Then you come back later and print up hig
account and password! This method will work, I
have used a gimulator on several systems, and I
have always gotten good results. There are many
other methods for breaking into computers, but most
are specific for some particular system. If you
have any other ideas, send them inl

Also, if anyone needs specific data on any
agspect of a Hewlett-Packard 2000 system, especially
the 2000/ACCESS model, send a SASE to TAP to be
fowarded to me, and I can probably tell you whatever
you want. I worked for several years ag = systems
programmer/system operator on one, and I know alm-
ost everything about it.

For all of you TAPpers into Sci-Fi and computer
hacKng., there is a fantastic book called "The Adol-
escence of P-1", by Thomas J Ryan. P-1 is a heuris-
tic computer program, with a tendency to take over
the operating systems (0S) of large computers,
especially ones belonging to the Pentagon.(Ughl
Fuck the registrationl!).

One more note. If you would be interested
in getting a lineman's handset, just find some
nice cool phone man, go up, talk to him, ask
him about a ringback or two to break the ice,
and then ask him if he could kind of lose his
handset for a small price. I picked one up from
a really cool lineman for five bucks, and I
got a Bell hardhat for $2.50., Also, they are
glad to talk to you about all kinds of ANI's,
test numbers, and such. Just make sure you
get a lineman, not a supervisor.

Long live Robert Heinlein| This report
from California is btrought to you bty:

Simon Jester

TAP RAP by TOM EDISON

Some good news and some bad news. First the
good news, Starting with this issue, TAP will be
published every month, Now the bad news. Due to
inflation, printing costs, and the resent
outrageous Postal Monopoly rate hikes, TAP must
increase all subscription rates. A ten issue one
year Bulk subscription will now cost $7. A ten
issue one year First Class subscription will now
cost $10. For those subscribers who like their
issues delivered in a plain unmarked envelope but
don't want to pay the new increased First Class
rate, T have created a new subscription type which
will be bulk mailed in a plain unmarked envelope.
This new Bulk Envelope subscription will cost $8.
All TAP back issues will be 75 cents each except
issue #50 which will be $1.50. All of these new
rates go into effect on February 1,1982.

You First Class subscribers may not like the
following news but due to the expense of mailing
every month, all previous First Class subscribers
will now get their issues mailed Bulk Envelope. If
you still want to receive your issues mailed First
Class, you will have to send in an additional $2.
It cogts TAP $2.40 to mail cut 12 issues and this
does not include the cost of the envelopes.




1 have neard about a book called the "Radio
Engineers Handbook", which contains specs on all
sorts of electronic atuff. including phone systems.
They have info on frequencys, standard impedances,
apd such. I don't know who publishes it. Also, the
TEEE (Institute of Electrical and Electronic Engineers)
and the EIA (Electronic Industries Assoc) publish
handbooks of dectrical standards, which in¢luda
the same type of =stuff. info on nermal slectronic
circiuts plus sections on phone lina standards.

They may be of interest to TAPpers, and are protably
available at the library of any large university.

T have heard that silver boxes are teing
usad in LA, on an experimental basis only. I belleve
that they only let you tap into numbers in that
exchange. One possibility that I thought of is tapping
into data lines. You can record standard 300 baud
digital data on a normal casselle taps, and later
play it batk into your microcomputer. You would probably
be abla to identify the machine they ars using,
and you would have a good chance of picking up somas
acgount numbers and passwords. Then just dial up
the numbar you are tapping, log in. and the machine
is open to you.

There are special computsr data lines known
as hard wire lines. like direct TWX lines I think.
Does anyone know if you could use a silver box to
tap into a hard wire line? Hard wire lines aren't
given regular phone numbars. thay have special
numbers like 1KAA1243. How do you convert that
number into a standard number, or can you? Do they
run through the sams sxchanges as normal lines?

If not, can you dial into hard wire exchanges?

If you could get in, there are many possibilities.
Banks, among other people, run data over hard wire
lines which they presume to be secure. If you know
anything about data lines, please get off your ass
and write to me, Simon Jester, c/o TAP.

Any of you who have apple micros might be
interested in getting the apple-cat modem. It is
like 2 normal modem, but has a few very nice features.
It can dial numbers and has auto-anawer, like moat,
but besides dialing in pulses it can use touch tone.
and it can recisve touch tone data. This would allow
you to use your computer from any phona without a
terminal, by simply using touch tones instead of a
normal carrier. Also, it would make it very sasy to
break into Sprint and the like. The only problem im
that the apple—cat costs over $300. Oh well.

Any of you hackers might be interssted in
two good bulletin board systems (BBS). One is BBBS #1
in Santa Clars, CA,, &t 408-296-5799. It ls up 2k
hours a day, and uses 110, 150, 300, and 1200 baud,
(1 have never figured out where BBBS #2 im) It is
nard to get & line because thers ares so many people
trying to use it; s0 just have patisnce and call
back again. And agmin. And-again. I promise it is
not down, just very very busy. Another BES it CBBS/NW
also up 24 hours, in Portland, OR., at 503-646-5510.
fThese both have phons phreak type of stuff on them,

I've seen lists of Sprint codes on 8bBS. Don"t put
on anything too blatantly illegal, because the FBI
has been known %o log in occasionally and check
these systema.

1 have heard a rumor from (range county, CA
that sounds very interssting. It seess that they
are testing some new system, where when you get a
call and pick up your handset, just after the ringing
stops and tafore the tattery connects, the numter
ecalling is sent to in in tinary pulses. I don't know
if this is true as I don't live near Orange county
nor do 1 know anyone there. But if you live there,
check this sut. Ths pulses are supposed to come down
in "sideways binary~, using @ 3 bit word length.
the digits represent 0,1,2,3.7 instead of the usual
0.1.2,3,4. This is so that there are never more than
2 bitzs set in any une word sinoce you only go up to
9, not 16. There should be 7 words, and I have no
idea what they use As start and stop bits. or if
they do. The pulses could be from 5 1o 50 ma Jong.
It anyone in Orange county can detect these pules,
let us knowl

As I'm sure you all know, Bell ia slowly but
gurely going to out of band signalling. Thia means
that I will have to throw away my blue box in a few
years, and if I had a black box ['d have to dump
that too. In fact the only box that may ba of any
uge will be the red box. Fortunately, Sprint and the
other alternates calling networks are filling in
gap caused by out of band signalling: There are four
alternate calling compamies, Southarn Pacific
Communicationas (sprint), ITT (citicall), iiCI, and
Western Union. They all offer two plans. one for
business in which the code works all the time but
costs a lot, one for home in which the code only
works at night and on weekends. Somstimes home codes
work during buslness hours but you get charged
prime time rate. They all have lousy quality lines.
By far Ma Bells lines are much better quality, with
almost no hiss or clipping comparad to alternate
companies. In fact some of the alternats companies
lines are sc bad, that after stealing a code, I
was unable to run computer data over it becausas my
modem wouldn't hold a carrier on it. Sprint has the
best quality lines, but even those ara infarior to
Bell long-lines. Also, you often have problems
putting a call through, getting a busy signal when
the other persons phone is on the hook and such.
Again Sprint does the best on thia, putting through
calls more often on the first try. MCI appears to
have the next best quality equipment, with ITT and
Western Union bahind. Much of the problem 1s because
Bell won't give these companies the same quality
connsctions that it gives its own long=-lines dept.
The quality will continue to go up as equipment is
improved and they win more court battles forcing
Bell to give them better quality connections on both
ends. Another problem is that alternate calling nets
den't go sverywhers Ball does. None that I know of
go international yet, although Sprint ig planning to
soon. Sprint goss to the most places in the US,

138 major cities. ITT goes to 105 major citiea,

MCI to B6 major cities and Western Union to Z9.

1f you want a 1list of where each service goes, call
their service rep (list in yellow or white pages)
and ask. Also ask for info on subscribing, they'll
send you a packet with all sorts of goodies in it,
like lists of cities they go to and sometimes access
numberss If you want to read a good (but straight)




article on alternate calling nets., Consumer Reports
wrote them up in its .arch 1981 issue, availatle '
at any litrary.

Alternate nets can te just as dangerous as
a “ell if your caught. They often have automatic
traps on all incoming lines, so don't call from home.
(No shitt) If you go scanning a tunch of codes,
you can te sure that you'll set off a bunch of flags
in their office. If you can. try to conceal the
numter you are calling, tecause they will try to
hassle the person receiving the calls if they can‘'t
find out who is making them, juat like Bell. Call
your friend through a loop-around, or better yet,
call up to the city he lives in, then call the

access numter for another alternate net, and make
a local ¢all on it to ywur friend, For instance I
eall from San Diego to San Francisco on LCI, then
I have MCI call Sprint in SP. I then go through
Sprint and make a local call in SP. This way LCI
ecan't find out whers I called to, and Sprint isn't
going to waate time worrying about a local call.
‘‘ake sure you don't call through another access
number of the sams nat, beause that sets off a red
light on a board somawhere in the office. and they
will want to know what you AFe iip to, a0 thay can

efsily trace the call through their own net no matter
where you run it. If you are caught, they may just
make you pay for whatever they can get.you to. FCI
is known to do that. You could bte buated though,
under wire fraud and breaking PCC resulations.
both federal crimes. Also in California, there is
a law against computer crimes. It is very tough,
and the way it is written, they can bust you for

looking at a computer wrong. (The Pucking Legislature..)

Alternate calling nets are actually just large
computer networks, so guess what else the DA will
charge you with. Many other staws have computer
crime laws too, I'm not sure which ones do, But don't
worry, they'll get you on the federal rap anyway.

So don't get caught. !'a Bell Security works with

the alternate calling companies security divisions,
they will trade numbers and info, Bell haa even taen
known to makes busta for Sprint.

One thing you may want to try, it still works
in a few places. is calling through on an alternats
net, then blue boxing the line gsing out of the
alternats company into Bell. You then get a Ball
dial tone on the ocutgoing line, which yeucan P
through to. You can g0 overseas or whataver. Thers
are 2600 Hz notch filters on most alternate calling
inputs,; tut not all.

If you have a micro computer, you can break
Sprint (and other) codes very easily. Hook up a modem
or even an audio interface to your phone line and
program your computer to acan through pessidle codes,
until’ it finds a good one. A micro can scan more
codes in an hour than you could in a day, and it
doesn‘'t make mistakes or get tired. If you don't
have a micro yet, you will soon. They are the box
of the future, and are quickly becoming the box
of the present.

Have Phun Phreaking
Simon Jeater'

Getil:ng wioﬁg numbers

Fallacious mathamatical
reusoning 15 one of the momt
prevalent desiructive forces i our
socxcty today. |t has apread like »
camoer through the higheat olfices
in (he Reugan Admimistiraton.
This hus not Desn & Mupor SOUFCE
of comcern 10 Americans.
however, becuuse faulty thinking
has alwuys besn & halimerk of
povernment.

What should be a source of
concarn io Amercans ia ihe
spread of fallacious reasoming (0 §
(Fuly impaFiant snd powsriul in-
situiwn — (b Phome Compeny.

Tha Phone Company has been
playing several commercinly
recently aboul the vveruss

dirsciory mssrHancy, Perheps you
huve neard them. One of the com-
mercials hus 1wo peopls talking,
whe, lor convensenes, will be eull-
od Lucy und Wrong

Luzy cslls directory asmetance
10 get & number which he could
have canly looked up himsell.
Wroag chastiscs Luzy. suyng thet
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diroctory asilunce i sxpenuve.
Lacy says that Weong is incorrect
4nd thal direciory amstance 18
free. Wrong says thal directory
aspistunce comts 330 million in
Mussuchuseits alone sl year,
und thut all phone uiars must
share this capense, Not sur
priungly. Lusy 13 30 shocked by
this figurs that he readily
10 use the ne:
and never agun (0 use diretory
usmslance.

S0 whers s the lullacious
reusoning, you usk” Supposs that
everyone agreed not 10 use direc-
wry ussssnce. Il directory as-
sstance 10 Massachuscits
(populution about 5.7 mdica)
cumia 330 mllod & yEsT, then
directory ssistunce in the Uniied
Stuian (populstion ubout 124 mil-
Iusn} prohably cosls about £2 M.

dusines. They would have 6o
chowce bul 10 g o0 the Fodersl
dole. Since the Foderal dole 18 be-
ing severely cut back. however.
muny ex-direciory usamiars @it
have 10 §0 wihowt food (or u
leust touch-ione sarvice) Riou
enuue.
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Admitusbly (s 3 & worm-cas
scenurse, but 1t doss highlight the
dangst of fellacious muthemaccal
rousoning lsading (0 uR InCOTTYCH
wconomes polsy. A policy of us-
ing direciory wisdlisne a ofem
as posmble. oa (he other hand,
would pul Amencins 10 work,
then the cconomy. end

uybe Even bring sbout lower in-
terest rutes. Phonebooki would

hips twome beclele. con-
sarving 8 dwindhing nstwrsi
Clearly tha

hon B year —
enth of one pm—l of our Gu-l
Nstionul Product

With 0o one using diractory ue:
sstance. some 150.000 direciory
asusters would losc thew jobs.
along wilh some people who
dio commercials, and the

would be devestauing fo am
sconomy alrsudy suficring from
oppressively high interest rutes.

Furthermore, directory  as-
sistars. bike the former air traffic
comtrollers, have u skill which 1
not of mucl. use in other in-

of directory asssuancs » not o
problem. although underuse may
ba

Since MIT i3 presumably am in-
Sutwion demgnad 10 Promode cor-
rect thinking, we mus st an sa-
ampie for the réxt of the stute and
the rest uf the country. We must
use directory atastance whesever

posuble
P Remember. all i ul- » thies
Tittle num-m e o8
grest nulion agass. but
omiy \.-n. ihe Phone Company's
anseaihnds — sdd yOurs.

A scheme you can bank on

Oceansude, Calf.

—A laty robber made same sssy momey by

posung a nln directing bank customaers to make their deposits in & bogus
doponit “We won't know how much was lost until peopie r—m-
B

lmlrmmvrull. s
Friday. Krungeievich taid the thief put & note on m oulside mmn
maching st & First California Bank branch. The note said, “The night
deposil 18 out of order—pleass leave your deposit in the box." Branch
manager Bill Fasdy susl tws woman who laft thailr dsppal sAsl Iy s
shahbity bulit woardas oau” have semplainad . htat

Ifyouwant
to cut your phone bills,
cut out this chart.

Back Issues are $.75 each.

Subscriptions - 10 issues - US Bulk Rate §$7.
US Bulk T

Envelope Rate $8.

US Firat Clasa in plain sealed envelope $10.

Canada & Mexico First Class 3510.

Foreign Surface $8. = Foreign Air Mail $12.
Flease include your mailing label or a

IMPORTANTI

Xerox copy whenaver you write to TAP about your

subseription.

B - AC Basics

- $.75% sach. A -

C =« Phone Basics, D ~ Amplifiers.

TAP "Ma Bell®” Patch - $1.50.

TaP

¥10th Anniversary” Pen - $.50.
TAP Cassette Tape - .

Iasue #50 is §1.50.

4. Hear Capt Crunch. Al Bell,

DC Basics

Joe Engressia & Bell Security Chief John Doherty.
Send CASH, cheek, or money order tot

st 42nd Street, New York,

‘_l.!. s
e e e e s e me e e S e mer

-_—— e e e e = =d

|
|
|
I
' Electronic Cours
|
|
|
|

03, 147




Classified

Up te 20 £ MORT

Amazing but true, a simple device costing cents

enables this fantastic gas saving . Easily inatalled.

M. P. 0. for under § I.00

What it is , where to get 1t , how to Tit it .

oonf 1denti1al report with full information ,

$ 5.00

$ 4.00 cash ( or

to Box # T.

check ) Plus
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IN OUR 17 SWINGING YEAR

EVERYBODY SWINGS WITH "CONTINENTAL SPECTATOR®

cese 132 Wull-2izs poges losded with perons| ol
ond wild mude photos

ssse Notionwide listings = many with addremes &
phore n

suss Sexy couplen, prefry gith, goy & bi meles
who want o mes! YOU

eoes PLUS swinging orticies, stories, recders com-
monh, placas fo mest rwingsn and MORE

For & copy of the lotest lmus malled 1st clam, send

send

SASE

PICKLOCKS

THE SCIENTIFIC WAY WITH COMPUTER
DESIGNED TOOLS ORIGINALLY
DEVELOPED FOR ISRAELI INTELLIGENCE

WICLUBED: AND Bral TUMBL TR { OCK COME:
HATIONS AVERAGE OPEHihG Tét 3 3 SECONDS

CoMse o o i g N serpemeen e ) WS
s Sop e e e 84 COmpeTE 41 " o
FICK  Typs 30 0etih hasd podhed wpe o Cops
Roct ook tonwis COuon REAgo 001 ABLH ot €8ALI ot
R BATY tu { AEACE My W Mt i fove maymars
rotipess oy e s ooy oo
PR AT T

1 Pcus i comtipurmieny coen 83 . Rmmanng W
oriideriieti-vipiit gty

TENBION TOOL Thres soparms 893978
umhorm orput 100

1478 Californis Street
San Francisco, CA 94109

% arh e

ELECTRONIC SUAVEILLANCE
Preassembled/Project kits complete
with all needed component Béced
sories,

Autostarts, VOX, Ultra-sub-mini-
transmitters. Linemans Handsets.
TPC Systems - MUCH MORE!

Send $1.00(refundable) for the

most fascinating catalog of '"Con
fidential Electronic devices' aveil-
able anywhere. '

“Alse now stocking & corplete 10
of HPL professional Yocks~ith pi k-
tete and other trade tools and bunks.
Please indicate if interested

TONT! SYSTEMS 537 Jomes St., -@816
San Franciscn CA 9102

NEED: 1) Plans/schematics for scanners.

2) Plans and info.

(rny band).

3) Copies of material from Information Unlimited,

on antenna construction

Scientific Systems and Solaser.’
4) Info. on the MAC-M10 (TAP #58) and a

replacement for Special Parts Ltd.

(defunct).

$6.00 to: CONTINENTAL SPECTATOR, Room 609,
Dept, T, New York, NY 10038,
Plocse stote your age,

YOU CAN

TECHNOLOGY GROUP!

some titles.
DEALERS

SURVIVE:

WITH BOOKS FROM

COVERING URBAN, RURAL
& RETREAT SURVIVAL, AND
MANY OTHER SUBJECTS AS
WELLI! Discounts to 60% on

WANTED 1!
List $2 (refundable with order).
TECH-GROUP, Box 3125,
Pasadena, Calif, 91103 USA

[ SUEREKIE ]
WARFAREL

-GROUP
Box 3115, Pesedons, CA. 91183

llox\

SOLD POR EDUCATIONAL PURPOSES ONLY

FO’ ALL!!

PED UP WITH THE HIGH COST OF GABOLINE
AND DIESEL FUEL?? BICK AND TIRED OF
SEING ROBBED AT THE PUMP EVERY TIME
YOU FILL UPP? The v survival

Himate
ieation ls Ninslly harel! We have penetrated
t0p secret Mes of the & Biition oll Gompeniee
B offective simple, quiet and gquich
methoss of ripping off pusciine snd diese! fuel

he
Row) simply by placing 8 strong permanent
magnel on the outside of the pumpll Most
methada regquire & fow simpie hand toots.
WONLY 819, ORDERTODAV!
righted publication s 8o

PO, Drower 537, Alomogarde, Mot 86110

R —
OFF TO TAP SUBSCRIBERS!

TAP, Room 603, 147 W. 42 St., NY 10036

Hi there,
1'd love to hear fror or
the women who read this

ad. 1l'm shure some of you

read TAP. Please write and

tell me about yourself.

1'm a 25yr old male radio-tech,

P.0. Box Midnight ofo Tap

BEAT THE GAS PUMP

and strike back « BIG OilLl
13 ways of getting fuel
FREE or ot greatly reduced
cost.

23 photos, § line drewings.
Big, 84 = 11 pages.
Written by former Big ON

employse.
$25.00 each

DEALEIRS WANTED!
List $1.00 (refundable)

TECH-GROUP

Box 3128
Pasadana, CA 91103

L
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5) Booke and back issues of publications covering
electronics, defense and alternative
technologies.

I have other plans available and will trade for above

will make other errangements. SASE to Box L

PSRN » WA W I YRR R R R Y N ‘-‘-- . e
ALTERNATE IDENTITIES, NAME CHANGES,
WHATEVER. GET LZGAL F.L.S5 WITH OULR
GOODIES. ALSO LAY, ENFORCEMENT TYPE
1.I. CARDS [23 DIFFERENT KINDS]
EADGES & ACCESSORIES. LIST $1.00
(REFUNDABLE WITH PURCHASE). C.W.L.
BOX 3230, PASADENA, CA 91103
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The TAP Classified Ad Sheet is published as a
service to our readers. All ads MUST be typed and
camera ready. Ads will appear in the next ad sheet
unless they arrive after printing deadline in
which case they will appear in the following ad
sheet. The cost per ad per issue is $2. If you
wish to preserve your anonymity, TAP Box numbers
are avajlable at the cost of $4 per ad per issue.
This extra cost is for the postage to mail you the
replies to your ad. Full page ads cogt $10 and
half-page ads cost $5. Payment must accompany all
ads. Send cash and get a 10 % discount on all ads.
Address all ad requests to : TAP, Room 603, 147
West 42nd Street, New York, N.Y. 10036. -
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