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In a recent issue of CuD, the moderators wrote:

>TAP is alive and well. In addition to a newsletter, they also have a BBS for
>exchange of information and news. TAP is available for the price of a
>postage stamp for each issue by writing:

>

> TAP

> PO Box 20264

> Louisville, KY 40250

Greetings!

I wanted to help clear up any misconceptions some people might have regarding
TAP Magazine. The first point is that I am no longer editor. After Craig
Neidorf got molested, I decided do let go of TAP and concentrate on more
important things. Therefore, I handed editorship to Predator. Since then, 1
have had NOTHING to do with TAP Magazine. The second point is the details of
the subscription. I am not totally sure of this but it is what I hear. TAP
is not free anymore (I don’t know why. I put it out for free), it is now $2
for a SAMPLE issue. The yearly rates are $10 for ten issues. If anyone has
any questions regarding TAP, don’‘t mail me. Mail them to PredatOr at the
above address.

1f anyone wants to correspond with ME, you can mail me at
UK05744@UKPR.UKY.EDU. OR UKO05744@UKPR.BITNET,



TAP RAP / 1ssue 103 by PredatoOr

Well here it is, another issue. I have a bunch of random stuff to throw
your way so listen up. Thanks go to Reficul for the cover art. Who says
hackers can’t do anything besides mess with computers? Reficul also did
the cover to issue 97. Thanks go to Sinister X for the colored paper
used in issue 101 and in 103. The Postal monopoly raised their prices
for their Ungodly Snail Paced Service. Twenty nine cents for a stamp.
Thats a quarter and four pennies. What kind of stupid price is that?
They should have just got another penny out of us and made it an even
thirty cents. Here is my $1.16 give me 4 stamps please. What are we
paying this increase in price for, even slower service, more lost mail,
hell if i know but is has to suck.

TAP has not dealt much with the Operation Sundevil busts or the Phrack
case in Chicago. We thought since it was plastered everyplace else we
would not force it down your throat too. How many times can you read the
same story before it becomes boring? Well i would like to inform our
readers that Craig Neidorf the former editor of PHRACK still needs some
help in paying his lawyer fees. Since he was molested by Bellsouth and
faced false charges for publishing a newsletter most all of us have read
i think we owe him a little for his terrible ordeal. Show your ‘support
and help out someone who fought the system and won, but doesn’t have

the bank roll to back him like Bellsouth those corporate bastards.

Neidorf Defense Fund
Katten, Muchin and Zavis
525 West Monroe St f1600
Chicago, IL 60606-3693
Attn: Sheldon Zenner

I have been debating within myself to step up the time of publication
from monthly to bi-monthly. I won’‘t know till i see how things shape up
during the next couple of months. I can print 20-24 issues a year if i
get some articles in here. I have lots of people saying yeah i will
write but then i never see anything. I will also be changing TAP around
some in its physical layout. As soon as i find a good desk top
publishing program i will switch over to it for most of the issues
contents. 1 will start a classifieds page or two in the next issue. If
you want something placed in there send it in to me very soon. I might
charge for future issues but for now, if you subscribe it’s free.

TAP T-shirts might soon be a reality. All i need is a cheap, but good
quality place to have them done. If you know of one forward it to me. A
complete set of back issues will be ready by spring time. Stay tuned
here for details. If your subscription runs out you will not get a fancy
reminder in the mail. Just look on the top of your mailing label and it
will show you the last issue which you will get. Example if it says 103
on it well this is your last issue. Renew as soon as possible or you
will be removed from the mailing list.

Here is a short list of needed items to keep TAP going strong in 91.
Articles, hack - phreak - anarchy text files ibm format, new 29 cent
stamps, 4 cent make up stamps used with the old 25 cent stamps. IBM bbs
or terminal programs for our bbs users. 360k or 720k disks. Copy paper
any color is also needed.

§



THE DNA BOX
Hacking Cellular Phones

The Outlaw Telecommandos

PART TWO

The previous DNA file discussed the possibility of using Japanese handheld

HAM radios and personal computers, or tape recorders to hack Cellular Phone
codes, and possible uses for investment & business info obtained by

hacking executive and corporate phone calls, and investment info services.

Here I want to mention the obvious idea of simply modifying or replacing the
ROMs in a standard Cellular Phone, and disassembling the ROM software that
operates the Phone in order to "customize"™ it for scanning, data monitoring,
evesdr?ppinq and (of course) making free calls using the codes of registered
subscribers.

Simply unplugging the ROMS, putting them on a ROM card for a PC and then
copying the software to disk for disassembly is the obvious first step.

Use of a logic analyzer to monitor and record activity on the Cellular Phone’s
digital bus would simplify things by providing a map of where data is stored
and which instructions are executed during each period of activity:
decoding/sending ID tones, selecting fregquencies, dialing, and talking.

Checking the part number on the CPU embedded in the Cellular Phone will tell
you which disassembler to use to give a first draft of the ROM code.

The next step is to generate a map of the locations of every subroutine
call’s entry point, any branch & loop locations, and all addresses written to,
read, or read-only (to map out any variables and data). Locations incremented,
decremented or tested by branch instructions should alsc be noted, along with
their initial and final values.

Each address in the map should be given a symbolic label in your draft of
the assembly code. Comments can also be entered with high-level language
equivalents that summarize the assembly code as you understand it.

Pay special attention to data or loop limits that match elements of the
Cellular Phone ID codes (length or contents), or any data locations that
are always accessed as a group. This may give you enough info to find the
location of the ID code and burn an EPROM with any ID’s you‘ve hacked

by listening to Cellular Calls.

If you have identified the subroutines that accept phone numbers for dialing,
you can patch in a second subroutine that accepts an ID code from the keypad
and stores it in RAM before calling out, and modify any routines that
utilize ID Codes to use RAM addresses instead of ROM addresses.

Chances are that the software takes up most or all of the available ROM

and RAM scratchpad space on the single-chip microprocessor. If this is the case
it might be neccessary to piggyback additional memory chips onto the circuit
board to hold any new subroutines you want to add.

Suggested new features:

1) Have the Cellular Phone scan for an empty channel and wait for an ID code.
Capture the ID code into a table of ID’s in RAM and display the captured codes
on the liquid crystal display.

2) Program the Cellular Phone to emulate the switching signals and codes sent
by PacBell (or your local Cellular carrier), bypassing central switching
entirely. This would be useful for making 100% untraceable calls to other

Cellular subscribers within direct radio range. This can be used to do your own
routing, emulating a phantom switching cell. This could be used to extend
cellular service into an otherwise inaccessible area by coupling your Cellular
Phone to a 1.2GHz linear amplifier modified to work in the 800MHz band.

3) Make the Cellular Phone recieve data under one ID/Frequency and retransmit
it under another. This would make it impossible to monitor both sides of a
conversation. This feature could also be used to implement conference calling
by running several calls at once out of one phone.




THE FERFEZT wilwSal!
by Ctnulhu

It was & cold snowy night. My partner, wha's 10entity shall remain
JRKNOWr, @ang | were going coor to door. When tried each of the heavy
glass pained goors proved to be locked. The cCampus was clesed tTor
winter oreat. The all ithe surrsunded parking lots were empty. Its
was the first time we were acle to park SO Close.

We triea half of the evternal doors around the bullding until we
teacred the loading cocke toc the sub-leveis oT Universitv. We were
r@ed. tO QIvE ub whnen & halT nearted yank on @ goor letv me to Tind
1t unloclea. It was great' A gentl® rush hit us both. This was truly
Cnristmas!

we rcameo the halls of the school. Mest of the hallwave were lit,
put we toolk the long wav to the Applied Computer €cience offices
anywavs. On the office doors were taped our keys: the grade reports.
Even thnough I was in my senior year in high scnool, 1 felt like 1
was G2TTINgG an ‘A’ for each 'F° 1 found there. We both stood logking
live Charlie Brown, etrucaling with make shitt paper, a pen, and a
penc:l witn a broren leac copving down. All the faill. incompleve,
ang ‘L= grages with trhe corresgonding Etudents soclal security
frumber. With a setisiacrory amount of them, which was all of them,
If Fand. we Loth felr vers enug. That teelinu grew wnen we walked an
tc tne unlocied room lebied MAD VAL on the other side of the
scnccli. Ornece in the room, we both took otff our jackets ang got
cumtorieble si14-:n. betore the Tamiliar IBM brand ascii terminals.
F.ippea on our tErmiNale and went TO WOrk.

Our pleén wae to use the ioair name newuser’' and enter IN &€ &
pPasEwOrd Our COD1&G SGClal security numeper from the ¢rade report
sneets. This plan was establishad on the knowiedge that all the
S,5tem users recieve notices thet they have an account on the
svstem. This notice tells them to enter ‘newuser’ as a login name
ano then to enter thneilr soclal securitv number as a password. When
we ligted the passworo file we could see who had not activated their
account by the nopass’ entry 1NsEtEad OF an encryptead password in
the gassword field. Yet the hardest part wae obtaining the social
securit; numbere that corresponged with the target accounts.

Tc cbtain the numcers we tried hoppina over false ceilings to g&t
into locred rcome where such lists might be found. We tried getting
the numbers fTrecm student librarians and student campus security
personel. None ci the i1deas panned cut. The the idea of the grade
repcrts ceme b accident. Just seeing the papers on the walle and
roors seemes like & 8107 . The theory that students with poor,
tailec. ihcomp.ete., or arcpped markings might not have gotten on tne

= CIA Promises:
9 This Time No Dirty Tricks



€/ETEM TO ECl.ivate THhE:!'" ACCOURT. S50 the graoe reDOrts were the
LVESENOE Y E S8 to Uinly lochks.

When we J8&a moit ©f the social EECUrity NUMDEr passwards up, our
Tegiinus oOT granoure becan to fsce. As the list ociminished we felt
that 1t wées & wasie. But tnen finmallv it happened. One cTt tne
#CCounte ooened. The sveier allowed us to become a newuter. we
enterec a MNewWw passwora, a4 cirected by‘:hc computer. ana then viewsed
tne accourt’'s files. It was bare except all the devault UNi?
configuraticn Tiles. It worked' Tt fucring plan workeg'

1 worrec on the new aCcount, 1105t real time ] have ever ceer on
UNlXx, cr &ny mainTrame Yor thet matter, I proded aroungd with
commande 1 knew Trom UNIA manvale tnen | went back to trving the
‘MewuEs! logins. Euz, sadlv, that waz the only one that digad worlk,
out ot the listing we sciribbled down.

SC nowW bncwiny ine £lan woried we thought of whom else hac accese tc
The c.et=a’ roth acicre did. my parthner thought. It soungec cact te
. SLowe Droceeo a te cepy seeminuly related mothematics Grace
resclts down, Urtortanett.. many ot the prime target grafde repcrts
onl. qeve & partiel sociél security numpber. But 1f only one number
mere came throuoh 1t wowid bPe worth it. So we ended up copving
reLort: Lthat wersn 't culte the tvpe a computer science stugent woulo
be tarint. Since other people would be 1n those clacees we Telt tre
OUT=E weElrE &0a.nst u: more. Bul we heeded back to the the Yol
terminal ciuster named ‘MAD V&L L

In tne raliway, we were stancine on & glass bridge over lecring tre
ro&d arcuna the inne: campue. When we got halt wWev Over & tric ofv
cers pessec undernesir us. Fanic nit us. One was & prol:ice car. low
the the rush we felt pertore was nothing lile the one we 1€l' now
Butterfive 1n the ctomach, the random burstz of the wordes ‘fuclk  arng
‘snit’', as well as the rest of the svmptome to Tear.

Our reacticne were 1nstict. Tare off! We headed to the lower le-e.s
ot the puildinu. We stonpea on the cround level rignt SeTare en 1t
leaaina out, to the far side of the campus from mv partners c&ar, ano
& aoor tnat lead throuch one ot the basement levels or the ECNCOi.
My pertner looled outr the coor and | checi'ed the basemert cocr. The
tasement was nNnot lit ano 1t wae a €traight line throuch Tor most aof
wey to tne othersige, wnere the cer was.

l tegan tc acproach the gacr anc thern there he was. The man I car
NoW 10E7TITy &8 & 'Pi1g 4 Eut at the time 1 1dentified him as Bir .
He pos:zessed the typical treite of his profess:on: slow. coclhv,
EULIErV1ant, &Na VeEry armec. He radioeg i1n cur Cacture, locsazion.
names., anc adaoresses. The nanee were the most ciffacult thirc for



e ——— .

fiid. HE gave esch letter vz the dispatcn as the begining of a word.
e e€ven had trouvble finging words for some of the letters.

Thie was my woret nightmzre. I was freaking out. My partner was
oretty calm abocut the whele thing until someone else arrived to our
nallway, nhis profescor, the chalrman on every tecnnical aspect of
the ertire univeristy as weil ae surrounding communities. The
seeminuly fragile old man wae éu 1mpoOsEing to my partner as King kKong
to the natives. Tne professor 1mmediatly began to interrcgate him as
ECON &8 he wes with-ir cight. 1 felt 8 though the Deleis hao
.anaec. Tne professor rhac no regard for neilther the pig nor me. 1
vas TleAsECc. DUT my partner wac NOot. The professor systematically
iaurched question after question.eat him. All of which he ot course
lnew the anewer to, My partner looked down and repliec that the
moTive weE games. When the protftessor questioneao his on the use of
th& Ne« JCCOUNTS to get around the restricting policies of the
g/setem, mvy partner was replying with ‘i1t was to play games’.

i thought he wes twistec off his gora. He already has access ta all
the gam2e on the system. Eesigesz ther they all suck'! What was his
crociem. I wonoerec. Then the proiessor attackec that exact point.
Thet mv partner had accese to the svstems games. 1o this my partne-
had MU aNEwer Desi1des €a.inb. '] don t know. 1 guees...’ Then the
Ef1i8T)1€0 prolessct cloused his 1nterrogation with a rapid speech
ebOet the sS1GMRING T doZumerts restricting usewe OT the system by
#My UEEr WNO “10G1&TC the gyvstem’'s Or another user'e security on that
Evetem, My partner stated to the ioea that the signing wasn't
éNylriny ME KNEw OT EVEFr QILING.

The professor s=tarted to leave and the ofricer. whom was €etancing at
#Tttention with me Qquring the NazZi1 commander s speechn. askeg to the
efrect =+ it ne wanted us to pe brought to thne station. The
orcfessor sa10 &5 simple. ‘yes . Hie satisf.eo loolking knooa and firm
PGEture wWitn hand:s benind his back stated he wanted much worst. The
10e& cf the professor ranting & continous, “exterminate!

€ terminate’”. an & -Dalev voice was his ‘modivation put luckly not his
style.

Wz wer€ ezcorved througr the school 's nallwavs. Aress where, when in
tne cart, 1 was iost. Stumbling around, in the adelerium of my
aoreniiine nigh € bachklasn, until we hit the cold outside. The I
celrea down some then. The £ig Trisked us 1N our heavy winter
clothiny ageinst the security squad car. After satisfied that we aia
rnot heve anytning lile a computer under our jackets he put us in the
car. Thne st1ff hard plastic seat frote my spine and head. I telt
tired, whicn was better tnan scereg at the moment.
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wg drove to the statios . whnicn turneo oot to bé the radic room anc
lourige for the pius a nali mile awe.. ke were tocld to sit down 1N a
twin row ©f plastic moudeo chairs and to space ourselves tTar from
eacr ctner. The pig tool mv partrer into & nearbv room. Ashbed his @
bunch &7 Questions soTtliv. My partner answered them i1n a Nnoreal
discusion voice €c 1 coulcd hear. He wate sticking to the ‘hackaing ftor
Qamee Story. 1 fairled to se@ the lozic in it but the protessor was
Nno whirg to be seen 80 1 figureo the story was 000 enough. Petter
tharn mv lachk of a stcrv. After & wnile I wae callea in and my
partner left the room looking ét me witn a promising face. [ sat
down 1N another oversized hindergarcen chalir Ne ‘'t to the pig. he
Dalo more attention to my name and wnerfe 1 lived than toc whny ] was
tnere. He reaa off mv partners report and asked mse, to slaborate tor
him on some points. The pointg had nothing to do with the situat:ion
at all. Thev were mostly about where we got into the campus, why I
wae G the campus as a nonh student, ano if I had a computer at nome.
The answere came e&sily, instead ©1 how 1 teared they would. Then ne
hao Us si4t Dack 1n the lounge anc he nave us hae sympathvs. He told
UE whv the universily Was S0 upticht abcut the computers. e tclo us
we wolulo not even becin To understanc what they could do anc that
Lhe ProTescor WaeE JUET looking out torr 1ts saftyv. Thne pig evan tolo
u=® now he wouid protably Rave triead toc same things 1f wee cur age
Lecasue NE 1€ a &0ViIEe Nintenodo gpame plaver.

20 noew 1 thouwht Oh my Gog! Its over! These are the closing resmarks
Lo this bac movie! Now we w0 home to our werm beas and forget at
@ll khight™ wrong'

The oo OfTicer evplanea how come :t wac a minor that I could not
be let wo with out & guardian present. Shit' Now here comes the reéal
Nari., my mother: bSure enougr ne cailes m#v nouse and wakes my mother
up. bets ner out oT bed and o.er to the cambus which 18 way out in
the country. ! sweat 1t out and thanik Goo that the pig dia not tell
her anvthing on the Tone.

My mother came ana -toolk. me away with oOut the pig QetTiINg & sentences
out. veah! I forgot my mom hates tne pigs' She was & haro core
activist in college! My luck is turning. My mom did not say, anything
untii we were near home. Then ene gave @ short blurb about my numcer
of chancee and not bliowing 1t. Lool! | am free to live a lite away
from computers, for a weel or &0.

My partner kept the whole things seciret from his parents. He just
arove home and callec me cn the fone. He haoc a meeting with the Dean
of Stuoents and the Nazi Frofessor laster as soon as schocl resumed.
The put nim on disciglinary suspencicr. My partner was slreaay on
twspencacn for poor grades. Sc ne wie 1IN deep water., almost tod

geec. Now & vear later he has gotten back into the program
fyster .ously and pulling & grade point average 1n the three area.

Now. & vear after my first ‘Wilson'y 1 intend to make 1t mv last
one. How I have worlied . wev back ug on to a plsetform ot i
obeérvation. Wow 1te time to Oive 1nto the pool &nd swim. No more
forcetting toc check tor empty pocls though'!
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++++ BEGIN EXANPLE HERE +++t++

>Froa ->THE DICTATOR (#156)
Date ->01/12/90 11:08:00 PM

Hey (name deleted)...whats up?

Ask KL to give me a call and let me in on the details, (602-225-8581), or he
can leave me mail on Jolnet. 1’d rather him call me, instead of having that
message pass through the Jolnet system.

Any ways... Ifits in Louie again this year, Im sure I can make it...let him
know. .thanks.

The Dictator
The Dark Side BBS

+++++++++++End Exanple +++++etttbitds

The reference to "Louie" is to summercon.

The telephone number listed above was left on a public BBS (in a different
message) in the general message section by The Dictator in a public request
for another user to call hiam. It is also the number that others have given
us independently as one he gave them for voice contact. Hence, the number
appears directly and unequivocally linked to The Dictator. Attempts to
contact him through that number, however, reach a machine, and the person
who responds to that machine has, for several months, refused to return
calls collect or otherwvise.

Even after allegations of his apparent role in the video tapes of Summercon
‘88 surfaced, the dictator made no effort to hide his connection to The
Dark Side. He left the following in response to several callers bickering
among themselves over a Chicago BBS also known as "The Dark Side." He makes
1t clear the two are separate entities:

The Dictator of The Dark Side and the above messages as also linked to the
Secret Service informant by the nature of the logs he provided to them. We
will continue to provide details of the substance of the documents in
coming issues. However, messages printed in the Secret Service document
allude to private e-mail sent to "CI 404-235," and these can be traced to
The Dictator as the recipient by examining existing e-mail logs retained or
acquired by others.

The Craig Neidorf trial led to the revelation that the Secret Service had
video-taped parts of Summercon ‘88 in St. Louis surrepticiously. One
participant at Summercon who also viewed the tapes indicated that the tape
captured the events in The Dictator’s room from an adjoining room. If
true, it indicated that advance cooperation and preparation were necessary
between the participant-informant and the tapers.

Why is it necessary to reveal the identity of the informant? We value
privacy and we have no wish to embarrass those who may be coerced into
performing unnatural acts for the government. However, if the Secret
Service are correct, their informant was a willing volunteer who was paid
for his services. Those who find betraying alike the innocent and guilty
indiscriminantly for monetary gain are as ethically bankrupt as those who
buy the service. Our abridged dictionary doesn’t contain the term for those
who get paid for performing unnatural acts, but it will come to us
eventually.

The informant was on a number of boards, and because he reported *FOR
MONETARY GAIN*, we cannot be sure how many innocent people had their logs
passed on, how these logs may have been edited or interpreted by law
enforcement, or what uses were made of the information once acquired. The
strangely creative interpretations and cavalier disregard of "reality" by
federal prosecutors and some Secret Service agents are too troublesome to
allow presumption of good-faith use. We STRONGLY URGE all persons who have
been or currently are on a board with The Dictator to search their logs and
consider filing a Freedom of Information Act request (see concluding file).

u\'\\ 11



==Begin Phoenix Project Message-=-- 12
>
>11/100: the dark side

>Name: The Dictator #115%

>Date: 10:42 pm Fri Nov 04, 1988

>

>attention:

> the dark side bbs is up and running...any user that wishes to become
>a part of history...please call..this is yet another hard working system
>that wishes to make its mark in computer history.

>

give us a call..

the dictator

vVVvVvVvy

>dark side bbs 602-789-9864
>

>summer con ‘88 members given imddiate access

The number given is different from the one later identified in Ss
documents as the sting board number. Perhaps it was ¢t « Or perhaps
‘it was and it was presumably changed shortly after this message was
left. An anonymous sysop of a board in the Midwest told CuD that the
Dictator personally left the number of The Dark Side on the BBS, and
recalls at least one public message in which The Dictator left a
public message requesting people call it. This BBS in question was a
quasi-open board in that--as most boards, including public ones--after
a preliminary log-in, virtually everybody who seemed "non-loony® was
validated. The point is that The Dictator was ACTIVELY SOLICITING
CALLERS OPENLY, and not simply inviting a "select few"™ to call the
board who "demonstrated an interest in conducting criminal
activities." One user who documents participation on The Dark Side
from shortly after it’s inception states that The Dictator encouraged
him to tell his friends to call The Dark Side and, at one time shortly
after it "went up after being down" actually "seemed desperate for new
users."

According to information from several DARK SIDE users and logs they have
provided from The Dictator on his own system and on others, The Dictator
took an active role in generating message topics. According to one source,
The Dictator would rarely provide information, but would attempt to generate
seemingly innocent topics that might, in retrospect, provide the kind of
"documentary evidence" (especially if take out of context) that could lead
to suspicion or to searches. The following were provided as examples of
"typical™ ways that a discussion topic might be generated. We observed
from the responses to these notes (that we deleted), that the innocent
question would elicit a technical or potentially incriminating answer of
the type used prejudicially in the sentencing memorandum of the Atlanta
Three, or of the type used to justify the raid on Steve Jackson Games. The
lesson we take from the following is that the Secret Service, through the
use of an informant, seems to have *ELICITED* statements that could be used
as evidence.

Drawing from the above information, the following suggests that The Dark
Side, The Dictator, and a person identifying as (name deleted) are the sting
board, the sysop, and the informant, respectively.

1. We have obtained telephone billings and computer telephone logs for
December, 1988 and through mid-1989 indicating that when one called (602)
789-9269, The Dark Side BBS was accessed. This suggests that the sting number
and The Dark Side were one and the sanme.

2. A person identifying himself as "The Dictator” called a number
of boards in 1988-~1990 (among them The Central Office, The

Phoenix Project, Hackers’ Den, Ripco, and others) and through 1990
continued to call such boards as Atlantis, Ripco, Face-to-Face,
BlitzKrieg, and others. In public and private messages on these
boards, The Dictator would typically include in his signature

both his name and his association with The Dark Side BBS:
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when the federal government uses *paid* informants, nobody wins.
ufficially sanctioned deception and betrayal, as Gary Marx argued in his
book "Undercover: Police Surveillance in America," is generally far more
detrimental to public order in the long run than whatever "crimes” the
deception targets.

When federal agencies set up sting boards and use informants to gather,
even generate, diverse information that is in turn given to agents as
potential "evidence" of wrong doing, there can be problems. In the 1960s
and 1970s, we have seen through various class action suits, congressional
hearings, FOIA requests, and other inquiries, how abuse of information by
those who collected it resulted in lost employment opportunities and other
uncool consequences. In the past year, we have alsc seen the misuse of
information in indictments, sentencing memorandums, and especially in
several search affidavits and seizure warrants.

Most of us are concerned if agencies collect information on us against our
knowledge, because the potential for harm can be subtle. Many readers of
CuD have called a variety of bulletin boards considerated to be
"underground.” When an agency such as the Secret Service sets up a STING
board and PAYS an informant to capture logs, those of us who call these
boards have reason to be concerned with how our #*+*LEGAL, LEGITIMATE** posts
may be interpreted and used by agents. When we recall that one sysop was
liked to a fraud conspiracy because of a two line comment that kermit is a
7-bit protocol used primarily on mainframes, our confidence in agents’
interpretive competence diminishes.

Our intent has not been to embarrass The Dictator. If it were, we would
include the name he uses when socializing with others.

IT WOULD ALSO BE TOTALLY REPREHENSIBLE IF OTHERS WERE TO ENGAGE IN
HARASSMENT OR OTHER RESPONSE AGAINST HIM! The CU has increasingly been
united by principles of justice, and to engage in unjust acts because we
feel others have done the same to us violates those principles we are
working toward.

Calls to the "voice number" The Dictator has left on at least one public
post on a public board, and given to others, have gone not received a
response. Messages left to him on BBSs have also not generated contact. We
continue to invite him to contact us and give his side of the story. There
are generally shades of grey in even the darkest images, and if he contacts
us we promise either a fair and impartial story, or, he can write his own
version and we will publish it unedited.

We also remind readers that the issue IS NOT an individual. At stake in
all this is the issue of privacy and police power as we enter the 2ist
century. When laws cannot keep up with technology, the consequences may be
ill-considered strategies for monitoring and punishing alleged wrong-doers.
As Gary Marx reminds us in his book "Undercover" (p. 233):

In a democratic society, covert police tactics, along
with many of the other surveillance techniques, offer us a
queasy ethical and moral paradox. The choice between anarchy
and repression is not a happy one, wherever the balance is
struck. We are caught on the horns of a moral dilemma. In

Machiavelli’s words: (Never) let any state ever believe that
it can always adopt safe policies...we never try to escape
one difficulty without running into another:; but prudence
consists in knowing how to recognize the nature of the
difficulties and how to choose the least bad as good."”
Sometimes undercover tactics will be the least bad. Used
with great care, they may be a necessary evil. The

challenge is to prevent them from becoming an intolerable
one.

SEE
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This was found in a trashing raid.
Bell propaganda at it's best.

"LET'S GROW BETTER"

DO YOU HAVE A GREAT IDEA
BUT NO ONE WILL EVER LISTEN

-----------------------------------------

WE'LL LISTEN...AND...WE WILL
PAY $100 CASH FOR IT ! !

NO QUESTIONS ASKED.

ANY IDEA IS WANTED—-—WHETHER JOB RELATED OR NOT.
ANY ONE CAN ENTER AN IDEA FROM MAY 15 THRU JUNE 15

JUST COMPLETE THE "LETS GROW BETTER' IDEA FORM

I wonder if the guy who thought up caller ID got his
hundred bucks worth?

14
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A. T. M. Praud Made Easy

sunmary and research by
Count Zero

(A CHiNA Info-Net Prod)

m—— -————-—

Have you ever looked longingly upon the sight of your local PULSE machine
and thought, "There must be some way that I can make some money REAL easy
here."?

Well, there is. But it won’t be easy. Protection methods can be overcome,
but the technology involved must be understood IN ITS ENTIRETY before an
attempt at illegal access is to be made. There are hundreds of people,
guests of the state, that figured their plans infallible, only to fall
victim to a well-hidden camera.

This article will not be a lesson on HOW to break into the machine, it is
merely a summary of the operations involved with a normal ATM transaction.
This information is being presented on a "for information’s sake"-only
‘basis. I, Count Zero, do not' promote nor remotely condone any illegal
acts of any sort. So there. '

I. MAGNETIC STRIP FORMAT

This would seem to be the most efficient method of trying to access illegal
sums of cash. You could:

a. steal somebody’s card and PIN code
b. synthesize a card
c. attempt to "jackpot"™ the system

We will only look at option B. As "A" is up to your own devices and "C" has
several good text files written about it already. So "B" it is.

Let’s look at the format of the data written to the magnetic strips. This
has been taken from a recent HARTWELL, INC manual.

[ XX XX XX XX XX XX XX XX ] [ YYYY ) [ - 20 CHARS - ) [ 22 2Z 22 ) [ €C CcC ]
\m=mmmmmem e m———— 7\ /\ /\ \

Your individual acct. PIN Name of card Bank route CHKSUM
number/serial code Code issuee code/rem.
access

For validation, each entry is written twice but not written here for
ease of typing. But it is repeated in the form of:
"ACCT NUM" "ACCT NUM" "PIN CODE" "PIN CODE" etc...

These codes may be examined by building a simple code-reader as many
have done which can be easily interfaced to your IBM-PC. Full plans
to be put into a future CHiNA newsletter.

If you were to attempt to write a magnetic strip or change a currently
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existing one, you would need to be using a head-write circuit based on
the popular Motorola BCX119221-A...C series of head control chips.

NOTE: Make sure to change the last 2 values!

checksum of the entry.

They constitute the

Merely add all existing characters written (only the first entry, not both

of them) using the following chart:

CHARACTER VALUE
0..9 0..9
A..2Z 10..36
EOL 37

EOT 38
CLR 39

HMX 40
PTT 41
RIA-1 42
RIA-2 43

I doubt anyone in the communications biz needs an explanation of these terms

so 1’11 move on.

II. ATM HARDWARE

Usually consists of:

\===en B
A |
\=====\ e -
----------- /-==/ E
/ § e
/¢ 4/ /D[ F
/ /) S e
e e /===/

Camera Mount
Hidden Voice-Activated recorder & printout link

- D S S - -

>. Display Monitor
Options buttons
Card Slot
Receipt Slot

{our machine may vary slightly.
5imple rules for each.

\. Wear a paper bag or mask.
i. Do NOT speak.
>. Nothing

). Wear gloves
. See Part 1

. TAKE YOUR RECEIPT AND BURN IT!!

W
o\

G

But the concept will

See also Part II A
This is the most crucial part!
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One of the neat flaws in many machines made prior to 1989 involved the
use of the "CANCEL" button. This button was made to be pressed when the
user decided, at any time during the transaction, that he didn’t wish

to continue. The display would jump immediately to:

"TRANSACTION CANCELLED - CHOOSE ANOTHER?"

This was all well and good, but the machines did not disable this feature
between the time your cash was dispensed and you were prompted for your
next activity. In effect, you could push the "CANCEL" button after your
money has been withdrawn and it would not be added to your account record!

THIS STILL WORKS IN MANY PLACES! OVER 85% OF ALL MACHINES MADE BEFORE MAR. 1989
STILL HAVE NOT BEEN UPGRADED.

Although most machines of that period would only work if you were withdrawing
amounts larger than $20 (usually $25 is the next possible choicel)
This is ideal if you are using another’s card!

I1 A. CAMERA/SOUND HARDWARE

You can go other routes when dealing with camera systems. You do not have

to wear a bag on your head (unless the cosmetic improvement is quite large)
Thin alloy metal such as common aluminum/tin foil, which are full of impurities,
react in a bizarre way when photographed through the special lenses that are
commonly used. The effect is to "blur" or "bleed"” the image, rendering it
indestinguishable from an accident in your local Sherwin-Williams store.

Most people prefer to make a "headband" of this metal, lined with copper

wire in a sine wave pattern when accosting a machine. You should

seriously consider this possibility!

For further reading on this subject, consult:

BANKER’S WORLD - Apr 1989
"Where Have All the Dollars Gone?"
PP 24-29

P. I. - Apr 1989
"The Last Straw"
PP 37-41 (p 38 in particular has a nice
diagram. Fig 1)

Sounds, these articles also suggest an indirect method of dealing with the
voice-activated recording device. 0ddly, a pure square wave tone (rou hly
around 3100 hz) will cause a major screwup in the sound-sensing abilities
of the recorder. It usually will have to be replaced. Suggested volume,
given at 6" range is 8.5+ db. Obviously, anything louder will do.

An interesting side-note is that this has become a past-time of suburban
teenagers!

Well, hope this gets you started! More will be coming in the next
exciting file!
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