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In a recent issue of CUD, the moderators wrote:

If anyone wants to correspond with ME, you can mail me at
UK05744@UKPR.UKY.EDU. OR UK05744@UKPR.BlTNET.

>TAP is alive and well. In addition to a newsletter, they also have a BBS for
>exchange of information and news. TAP is available for the price of a
>postage stamp for each issue by writing:
>
> TAP
> PO Box 20264
> Louisville, KY 40250

Greetings!

UKOS744@UKPR.UKY.EDU
tap news
Sun, 06 Jan 91 23:45:04 EST

I wanted to help clear up any misconceptions some 'people might have regarding
TAP Magazine. The first point is that I am no longer editor. After Craig
Neidorf got molested, I decided do let go of TAP and concentrate on more
important things. Therefore, I handed editorship to PredatOr. Since then, I
have had NOTHING to do with TAP Magazine. The second point is the details of
the SUbscription. I am not totally sure of this but it is what I hear. TAP
is not free anymore (I don't know why. I put it out for free), it is now $2
for a SAMPLE issue. The yearly rates are $10 for ten issues. If anyone has
any questions regarding TAP, don't mail me. Mail them to PredatOr at the
above address.

From:
SUbject:
Date:

Frontier technology t

glasnost, Jung,
Reich, lost history,
translations, original
prose fiction, graphic
arts, video, film,
reviews, contact
resources, orgone,
utopians, Forteans,
mail art, millenarians,
poetry, philosophy,
UFOs, satire, ranters,
imported
underf)round
periodicals and books
from UK, Australia
and Canada...

RECEIVE
52-PAGE CATALOG

SEND NAME,
ADDRESS

AND $1.00
TO:

FL.AT~AND
' B O X 2420

FORT BRAGG. CA
95437-2420
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THE ONA BOX
Hacking Cellular Phones

by
The Outlaw Telecommandos

PAR T TWO

TAP RAP / Issue 103 by PredatOr

Well here it is, another issue. I have a bunch of random stuff to throw
your way so listen up. Thanks go to Reficul for the cover art. Who says
hackers can't do anything besides mess with computers? Reficul also did
the cover to issue 97. Thanks go to Sinister X for the colored paper
used in issue 101 and in 103. The Postal monopoly raised their prices
for their Ungodly Snail Paced Service. Twenty nine cents for a stamp.
Thats a quarter and four pennies. What kind of stupid price is that?
They should have just got another penny out of us and made it an even
thirty cents. Here is my $1.16 give me 4 stamps please. What are we
paying this increase in price for, even slower service, more lost mail,
hell if i know but is has to suck.

TAP has not dealt much with the Operation Sundevil busts or the Phrack
case in Chicago. We thought since it was plastered everyplace else we
would not force it down your throat too. How many times can you read the
same story before it becomes boring? Well i would like to inform our
readers that Craig Neidorf the former editor of PHRACK still needs some
help in paying his lawyer fees. Since he was molested by Bellsouth and
faced false charges for pUblishing a newsletter most all of us have read
i think we owe him a little for his terrible ordeal. Show your support
and help out someone who fought the system and won, but doesn't have
the bank roll to back him like Bellsouth those corporate bastards.

Neidorf Oefense Fund
Katten, Muchin and Zavis
525 West Monroe st 11600
Chicago, IL 60606-3693
Attn: Sheldon Zenner

I have been debating within myself to step up the time of pUblication
from monthly to bi-monthly. I won't know till i see how things shape up
during the next couple of months. I can print 20-24 issues a year if i
get some articles in here. I have lots of people saying yeah i will
write but then i never see anything. I will also be changing TAP around
some in its physical layout. As soon as i find a good desk top
publishing program i will switch over to it for most of the issues
contents. I will start a classifieds page or two in the next issue. If
you want something placed in there send it in to me very soon. I might
charge for future issues but for now, if you subscribe it's free.

TAP T-shirts might soon be a reality. All i need is a cheap, but good
quality place to have them done. If you know of one forward it to me. A
complete set of back issues will be ready by spring time. Stay tuned
here for details. If your SUbscription runs out you will not get a fancy
reminder in the mail. Just look on the top of your mailing label and it
will show you the last issue which you will get. Example if it says 103
on it well this is your last issue. Renew as soon as possible or you
will be removed from the mailing list.

Here is a short list of needed items to keep TAP going strong in 91.
Articles, hack - phreak - anarchy text files ibm format, new 29 cent
stamps, 4 cent make up stamps used with the old 25 cent stamps. IBM bbs
or terminal programs for our bbs users. 360k or 720k disks. Copy paper
any color is also needed.
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The previous ONA file discussed the possibility of using Japanese handheld
HAM radios and personal computers, or tape recorders to hack Cellular Phone
codes, and possible uses for investment & business info obtained by
hacking executive and corporate phone calls, and investment info services.

Here I want to mention the obvious idea of simply modifying or replacing the
ROMs in a standard Cellular Phone, and disassembling the ROM software that
operates the Phone in order to "customize" it for scanning, data monitoring,
evesdropping and (of course) making free calls using the codes of registered
subscribers.

Simply unplugging the ROMS, putting them on a ROM card for a PC and then
copying the software to disk for disassembly is the obvious first step.
Use of a logic analyzer to monitor and record activity on the Cellular Phone's
digital bus would simplify things by providing a map of where data is stored
and which instructions are executed during each period of activity:
decoding/sending 10 tones, selecting frequencies, dialing, and talking.

Checking the part number on the CPU embedded in the Cellular Phone will tell
you which disassembler to use to give a first draft of the ROM code.
The next step is to generate a map of the locations of every subroutine
call's entry point, any branch & loop locations, and all addresses written to,
read, or read-only (to map out any variables and data). Locations incremented,
decremented or tested by branch instructions should also be noted, along with
their initial and final values.

Each address in the map should be given a symbolic label in your draft of
the assembly code. Comments can also be entered with high-level language
equivalents that summarize the assembly code as you understand it.
Pay special attention to data or loop limits that match elements of the
Cellular Phone 10 codes (length or contents), or any data locations that
are always accessed as a group. This may give you enough info to find the
location of the 10 code and burn an EPROM with any IO's you've hacked
by listening to Cellular Calls.

If you have identified the subroutines that accept phone numbers for dialing,
you can patch in a second subroutine that accepts an 10 code from the keypad
and stores it in RAM before calling out, and modify any routines that
utilize ID Codes to use RAM addresses instead of ROM addresses.

Chances are that the software takes up most or all of the available ROM
and RAM scratchpad space on the single-chip microprocessor. If this is the case
it might be neccessary to piggyback additional memory chips onto the circuit
board to hold any new subroutines you want to add.

Suggested new features:
1) Have the Cellular Phone scan for an empty channel and wait for an 10 code.
Capture the 10 code into a table of ID's in RAM and display the captured codes
on the liquid crystal display.

2) Program the Cellular Phone to emulate the switching signals and codes sent
by PacBell (or your local Cellular carrier), bypassing central switching
entirely. This would be useful for making 100% untraceable calls to other

Cellular subscribers within direct radio range. This can be used to do your own
routing, emulating a phantom switching cell. This could be used to extend
cellular service into an otherwise inaccessible area by coupling your Cellular
Phone to a 1.2GHz linear amplifier modified to work in the 800KHz band.

3) Make the Cellular Phone recieve data under one IO/Frequency and retransmit
it under another. This would make it impossible to monitor both sides of a
conversation. This feature could also be used to implement conference calling
by running several calls at once out of one phone.
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THE FERFE:r WILS.Jt'4!
by Ctnulhu

It was a cold snowy ni9ht. My partner, who"s identity shall remain
u~Know~,. ana I were gOlng door to door". When tried each of the heavy
Ql~5s pained doors proved to be locked. ' Th e campus was closed for
win~er break. The all the surrounded parkinQ lots were empty. Its
w~s ~ne flrst tim~ we were ~ble to ~ark s~ ClOSE.

We triea half of the "external door5 around the buildinQ untll we
re~~ned the load1ng cocks ~c the sub-levels of Unl~erslty. We were
ready to glve Uo when a half nearted yank on a door let me to find
It unloc~:ed. It was great! A gentle rush hit us , both. This was truly

Cnrlstmas~

WE rQameo the halls of the school. Most of the hallways were lit,
but we ~ook the long way to the Applied Computer Science offices
anyways. On the office doors WEre taped our keys: thE grade reports.
Even ~nough I w~s in my senlor year in high scnoQl~ I felt like I
was yet~inQ an 'A' for each 'F' I found there. We both stood looking
li.'e Charlie Brown, st~"uQgJ in9 ~nth maKe shift paper', a pen, and a
penc:l with a bro~en leac copYlng down. All the fall~ incomplete,
and 'D-' graces with th~ corresponding students sOClal security
numoet'. Wlth a satisfactory amount of them, which was all of them~
in ~and .. WE ootn felt verI snug. 7hat feeling grew when we walked in
to ~ne ~nlock~d room l~Dled 'MAD V~X' on ~hE other Slde of the
scno~l. O~ce in the room, we both took off our Jackets and ~ot
comfortable sittin; beforf: the familiar IBM brand ascil termlnals.
Filppe:l on our ter'nnnc\ls and went to worl~.

Our pla~ wa~ to use the loqin name 'newuser' and enter in ~s a
password our COOled soclal security number from the grade report
sneets. This plan was established on the knowledge that all the
system users recieve notIces thot they have an account on the
sY2tem. This notlce tells them t~ enter" 'newuser' as a login name
~no then to entet~ their social security number as a password. When
WE lis~ed the passworo file we could see who had not activated thelr
~ccount by the ·' n o p a s s · entry instead of an encrypteo password in
the paEsword field. Yet the hardest part was obtaining the social
security numbers that corre=po~ded with the target accounts.

To obtcin the numbers we tt~ied hoppinQ over false ceilings to get
into locked reams whet""e such lists mi~ht be found. We tried getting
tne numbers from student librarians and student campus security
personel. None of the ldeas panned cut. The the idea of the grade
repor~s came by acciden~. Just seeing the papers on the walls and
doors seemed like a siQ~. The theory that students with poor,
falled. lncompiete_ or oropped markings might not have gotten ~n the

CIA Promises:
This Time No Dirty Tricks

s:; 5 t EIT, t 0 Co.C 't i va 't e thE: 1 ,- ace 0 un t . SCt the c;. t- a.0 e r"'eo 0r' t s WE't-e t h Eo

pc-.E5iWOt-C ke"/5 t c Ur..tIl, jOi:ks.

~hen W~ ~s~d most Gt ttle ~ocial sec~rity numoer passwords up_ our
feellnQs 01 granoure be~an to f~de. As ~he list dlmlnlshed WE felt
th~t l~ was a waste. But tnen finally it happened. One ot tne
~ccount~ ooened. The SYEtem allowed us to become a newuser. WE
enterec a n~w passworo, as dlrec~ed by the computer~ ~nd then viewed
the accoun~'s flIes. It was bare excepr all the dE~ault ~Nlj

c:on t i 9 t'. t" a "'C 1 on f i 1e: . I t wor ~": Ed I I t f u c k 1 n g p 1an wo t .. ~-: ed ~

1 wor'ked on the neh ac c oun r , f i r-s t r e e 1 t lmt? I n ave evet- t:·een on
UNI X _ O~- a,ny ma ar. r r-ame f or - 'U·lc?'t mQtter~_" "1 pr~oded ar"OLlnd Wl t!l

commands I kne\r'J from UI'~iA meriu e l s tnen I went b ac t: to tr'ylr'Q the
newLlser- logins. f;IL(t' , sadl y, 'that was the only one t n a t did work_

out of the lis~ln9 we scrIbbled ODwn.

Sa now knOhin~ t n e I:,le.n ~Jo,- •.:e d we t b ouqh t of whom else ha~ ac c e s e to
~h~ 5YS~~m? M~th majors did, my partner thought. It 50und~o 9~od to
me. Sa we proceed~o to CCPj seemingly related m~~nemat1cs grace
results d~wn. UnTortun~tlv, ffi~ny of the prime ~arge~ grade report::
onl .: yC\ve i' p a r t t s I SOl: 1«:,1 s e cu r i r v number. But if only one numb er­
mor e c arne thr~c·Ll.9h it would b e ~JQrt'h i r , So we ende'd up c op y i n q
report~ th~t weren't OUi~E the type a computer science stUdent would
be tat ,} f19. 5i nec> o t b e-r Dt-;:'~) 1e wau 1d be in thDse c 1as::es WE t e 1 t the
oo o s we-tOe o901nst l.l~ mor-e , But we hf:C<.ded bach to t r.e tr-li:' '../{:,'I.
termlnal c~uster named "MAD VA~ '.

In the ncdlwa,.., WE:' W€:'t~E sti\nciiny on a glass br"'idge over- Loo k i nr, the
r o ad ~t"c..uric the i nrie r campus. When we got hal r WCl.V over- ~. t r i o of
cars P2~5EO underne2tr us. Panic hjt us. One was e. POllCE car. No~

tt"le the r-u sh we felt o e t or-e was no t h i no llke the erie ~Je felt: now '
Butterflys in the stomaCh, the random bursts of the words 'fuck' ana
'Shlt ', as well as the rest of tne symptoms to fear.

I

Our reac~ionE were instlct. T~~e off! We headed to thE lower lE ve:~

of the bLdlding. We stoopeo on thE ground level right o e f or-e on e ;':17

leaoing out, to the far side of th~ campus from my partners cat', ana
a door that l~ad through one of tnE basemen~ levels ot the scnool.
My pcH'tnet~ lool::ed ou t the c oor - and 1 check:ed the b as ernen t ooo r . Tne
basemen t was not 11 t ana 1 t was a st t"a i <;;h t 11 ne thr"'oLlyh f or - mos t ot
w6y to the otherside, where the car was.

1 te~an to ~ppro~cn thE ocor ana thE~ there he ~as. The man I can
now ioe~tify as a "plg ', but at the time I lden~ified him as 'Sir ".
He- possessed the t yp i c a l t r-e i t s of h i s pr""ofesslon: s Low, c oc r.v ,
:Ltb:;er"viant~ Clno v e r y e r-me c . He r ad i oeo in our capture, Loc a t i or. ,
name5. anc addre55Es. The names were the most diffi~ult thin~ fu~
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'-----r.a n., H: t;Clv'E e s c h lettet~ t::. t ne dispatcn as tt,E begininl;! of a word.
~E Even h~d trouble flndin~ warOs for some ot the letters.

Th i = W~5 m:r WOI~E t n igh tcr.=-.~"E·. I w~.s frea k Ing out. My' partner'" wa.£
pret~y c~lm about the whole thing until someone else ~rrlved to our
r.ollwc:..y" his p r-o f e s s or, the cb a i r-man on evet~y tecnnIcal aspe\:t of
the entire univeristy as w~11 a5 surrounding communItIes. The
se~min~ly fragile old man wa~ ~s imposing to my partner as King Kon~

to 'the natlves. Tne profeS50r jmmediatly bEg~n to interrogate him as
~Gcn ~E h~ ~~5 Wl~~-:~ 5i~ht. I felt 2~ thcu~h t~e D~lek5 had
l6~aec. 1n& pr=feesor ~ac no reqard for nEltner tne pig nor me. 1
~.::\S ::.·lEc?\=~C. :JLI~ mv p~.rtner" WCo.s. not. The professo,- syst.ema'tict?,ll~v

l~UflChE-d Que-stlon at t e r riue s ta or. cet t',1CIl. All 'o f WM1Ch he at course
kne"", tne an£.wer r o , t·I...· partnet~ loot:.ed down ana r"eplle-Cl that the
m~~:YE W~E g~mes. WhEn 'the professor Questlonea hlffi on thE use of
t, hene Or; ace cun t S t G get; c roun (j the res t r' i c ting P G 1 i c i e sot the
S·..·5~=m, my pa.~'tner'" w;..~ t"'eplying with . It was te, pla~/ games.'.

il~e o r-c v e t c the £t:Bt:ic,-; • ~'JrllCii 'tLIt"'rt~a C·;..I.t t c be t ne r-a c i c r oorn ane:
l oun ~ e fGr tne piQs a n61f ffille ~W6~. We w~rF tcld t~ SIt down in a
t~.Jin ro-- of o i a s t i c m::, jced c:hc?i~'~ €,r-.G to =p~C:E- OLtt"'s·21ve!:' TeU' t r crn
E-s;;.cn c.~tr,~ :"'. "The- p i 9 t oo} : mv t:'C:,t"tr<t,;·r-" i n t o r:-. nE-&.t"'c.\,' r-oorn , AE~ :ed hlE Co

bL..nc n CT qL.U.?S"t.10:·15 s o r t L v . r": ·J ' pi:,.r~~r,P" .a~I=-"",c::·t"E':O them In a normc.l
d i s c ue i on V01Ct:' sc, 1 could heat~. He. Wi\£ ~'tlct;:lny 't o the 't"laC:~~.ln~ r o r

gamE: s r cr v , 1 f 2', 1 led to see tne L:j:; 1C in it but the Ot·Of£?55Dt- was
no wn2t"'E to be seEr, :'-0 I tigl..lr~eCl tr-,E' ~t\JI·"'Y was ~ooa enougn. Be'tter'

t nar. my lCo.c:I ~ of a a t cr-v • After'" ~ .-;r.:.le I was c a Ll e d in and my
par~'tner'" I ef t the room loak i nl;! c::-t me WI tn a p r orn i 5 1 nQ face. I sa t
oeJl"lrl i n c:.:-lcthet- c ..IeJ ... ~l::t2d \-, inde-:""C;Jc\t"oen Ch2-.1t-' ne''t to ~he o i q . He
~'d::' C mo r e Co.r t eri (, i on t o rnv name and wr,Et-e 1 ~ i ··/Eel than tc ~Iil :l 1 ~Jas
tnet"'e. HE re ac ad' 'f rn. partn.e,"';: t-~Gt- t onc . c-.~kEj me to e 1 abOt-·g, t e Tor­
hIm on some poin~£. The pc.int~ had nothln~ t~ do witn ~he situat:cn
~.t all. The ..... WEt '£;:; mGs·l'~)/ .:o.b~ILlt whet"'C' WE c o t i r. r o the ca:r.J:·;"lS, wrl'y' I

I WC'.= cr. the c.anlpus as tS non s\;~\derl-';" ana i .t I hc.::,d CI c ompu t e r a r nome.
Th.:- on£wEt"S c.amE' E'i:'.= ll\.. ~ i n s t e ad c t ho~; 1 1e:?Tej 'the:-' WCll..tld. Trre-n he
t'IC".CJ us S.Lt b~·.cr , r r. the" Lourio e ariD t1E' (.. ':;., 'C:. Lise hIS:· sympt:..tn\,=.. He r o I d
LtE wr. ,1 t.t"tE:- L.1f,1 ·vE'''':;-::''1Y· W.::-.s !:D I..I~tlC;lht 2C,:,~~t: t n e c omp u te r s . Me t c l c LlS

WE WGulc not ~ven be~ln ~o u~aers~anG ~G~t th~~ coulo 00 ~nc tn~~
t rre pt CllES :::CJt~ Wi-\=~ .1l. ' ~ ~ l:JG~::i.nC:t ovt f o. : l~' ? S:2,tt· .... Tne P1Q e .. ::art r c i c

U "7 nGi-ol r.e wou 1.c p r ot,...?,!.:.o1 y 1-. 2 '. 'c: t TIeO t c S-i3.:':'":C 'tr.lny: 1 f "~Co~ c.·ur C\t;:E-

[iE:"C.C=\~~It- nc :l S 0 DO\'lC !-":lr;'tE'r.oo 9~'dTlE: pJ i:.\-E~· •

TtH::' ::,=.Ct/: 8,:t",c.e f ' E~:planec hCIr.! comE ~t vJ2.::: El rT,lnOr that I cc~:id no~
bE 1E t :;.a lo-J i tn OLI t a yUct~d 1 i;ln p t-'Esen t. ~r, J t! l.JovJ r.Et"'e comes 1 i1e:- t~e c: ~
NtS:"1. my m:-:,'tr,€'I "' ~:La... t? en OLI<;ai , r:E: c::o.lls !T:' . n '=lu~~~ and \-ja kES (T,~ ' mc·:t',:-t­
up. Ge't= nE'r~ out GT DE·j and ,:)'v'er- to thE ~i:I ~,::'L.l~ ~Jrllc.rl is W2.·· [,·ut ::.r.
the ccuntry. 1 sweat It out and than~ Goa ~h~t the pig dlj not ~~:l

her anvthlng on th~ fone.

I th~ugh~ he was tWl5~ec off his ~ord. ~e already has access to all
tne .;tames on the s ~..:s tem. Besi des tr12't trley' a 11 sI..IC~::! W: l et t was h 15
pr·oc· iem. I wcnoet··eo. Then the pr-oieSSDt~ ctt~ckeG tr'lat e}:act point.
T t-s ~ t my pe.r'tner" had c\cce~:: to the C::\/stem5 games. 1c. this my par·tne:-"'
i i a C nc• .an=~et" uesldt= ~ 5c.. :/ i rsu •. I ae·n t k n o w . I gue== .... · Ther, the
:c'{;::sTiECI profE:sc" C10:Ed hl~ intp~"'rogCt,tiQn witn a. rapld speech
~oout the slg~ln~ of dc=uments res~rjctlnQ usage of the system by
art ·y USE' r" ~'Jl'10 V1GJ c..':-E; the £:,,'y'stem' s or'" another user"'· = seCU,"'l ty on that
=':-' 5 t E".;, • I"!:. pat t n C' I ~ S t C:\t' Ec! t C, the i ciEat t"lc.t t r.E Slyn i n 9 wa sn ' t
cnytr-,ln~ tiE kneh o'f eyEr ODIn;..

;:.0 nCh : ttiCtLi~t-·1 t Gr. m\,'
t.c thlS. t,,:-.:: n lC'''' ::'E' : l~cH'"

€'l. } j ' h 1 9r.' ..~. ' V.TOr"l~'

GCJd ~

Wt::- 9 ·:':'

it!: OVE'~"" Tt-.ES:·P at"E 'tr.e C10Slng r~Ertt~'\t~~·S

nomE~ to OU'- v-Jor m t·ea:: ana fCor-·~?t 1 t

ThE professor started to le~ve and the offIcer" whom was stanainQ at
c?ottEn'tlon ",~itn fTlE aur-'lnQ the No::l cOfTlmandet"' 5 speecn .. osked t:i the
etTEct of it he w~GtEd us to De brought to thE sta~:Qn. The
professor ssid as sImple .. ' y e s ' . His ~atisfleo lookin~ knod and firm
posture wi~n hands b~nind his oack stated he wanted ffiueh worst. The
1dea c.f the profeESOt" rant Ing a cent InouE, Il e wt e t"'mi n a t e !

' e , ~ t E rm Hj c. t e ! ' .. in c!'. -Dale~~: vOice wastli.s -mod'ivation out ll..,c~::ly nqt his
::'tyle.

Wa werE E5corTed through the school's nallways. Areas where, when in
the Gat- L~ I waE los't. StLlmollng al-·ol..~nd~ In tr,~' oEler"'ium of my
aarenlllne hl~h 's backlas~. until we nit the cold outSide. The I
calmed down some tnen. The pig frisked us in our heavy winter
clotnlG~ ~g~ins~ the security squad · car. After satisfied that we did
riot hCl.ve any't!'"llng 11 kE a comDLltet~ under" OUt'" ja.ckets he put us in the
car. Tne stlff hard plast:e seat froze my spine and head. I felt
tired, whlcn was better tnan scared at the moment.
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My mottl&t~ caRI~ c-,no , t o o L me ~way wi,;r. a'_t ~ .t n e p:Q yEtl:lng c. SEntenCE
OL\t. yeah ~ I iot""gc,t my morn r,~tEs tnE Pl<;.S · St",e' We":':=: e:. Ili:·.r"'d ccr"'e
activlst ir. collEf:;E:: My lL\c.~; is tl..,~~nin~. t"i ffiCilll Old not sa> on ~..·'tr-,lng
l..mtll we wel~2 nEc\.'" homE. ThEn = :-,e gave 2 5 Ot~'t blut"'b c:-.!JOl.'.'t m~.' nLtfT';::JEt­

of cr,ailCE= Cl,nd nat b lowln9 It. ~c·Dl~ 1 a!l : t"'e~ tCI liVE: C\ llfe '::'Wc-y

fr"'offt compl..it:e~"'=" tot'· a wee~' or" sc.

My p2.t"tnet"' Lept the' w:-,ole thlr,gs sec: ·c't -rt"'GiTl h:= pa.rents. He- j Ll :::t

Ot-ave homE- and callec mE en thE fonE. He haa a mEet lng wit ~, '!;ne Dean
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INFORMATION ABSORPTION:

The Disney Conspiracy
UFOs. Mass Murder
Subliminal Messages

Weird Science. Hemp
plus

Movie, Music, Book,
Catalog. Cult and Zine

Reviewsl

WE'LL
T~A()E

F()~

}'vu~

ZI~E!

~

·..:::.....::',:·:,,:\. ·: ·:::: : ?·: · ·.g~yie~ed;::· in:::·:¥i~~.:: ·9underloy's· :,· , . . . ; ~.

:F.ACTSFffiET ..FIVE.
..:-. :.' .::.....:u·:··:,::'$3~Oo.,irom:: 6':: Arilona··Ave,

;<;' . ' • . :. . :·,·:.··:·,Rensselaer;..NY"12144-4502·.

The Campai.gn Chronicle ~...$1

The Consumer Chronicle ...$1
The Conspi.racy Chronicle ...$1
The Controversy Chronicle -$1
The Consti.tuti.on Chronicle-$1
The Commerci.a( Chronicle..-Sl

TI-lE ... CHRONICLE Dec. 1988-Apr. 1989: An alternative student
paper thal'ltrying to provide a bit of a reality check under a varietyof
guises. The December issue was THE CONSUMER CHRONI­
CLE, ~mining some of the ins and outs of greed and what il's doing
to the planet April was TIlE CONSPIRACY CHRONICLE, with
everything from mass murderers to those politicians runnioc things
behind thescenes,

TIlE CONTROVERSY CHRONICLE Vol. 4 #2: A veryalterna­
tiveschool paper from up Alaskaway.This issue is filledwithellsons of
wild and wooly stuff from the margins: a conspiracy at DiMeyland,
firsthand rqxlning from the Exxon oil spill, Nazis in your hoaae town,
Majestic U.and lots else. Some of the priming is a bit marDoal, but
overall thi£is great stutT-- a zine that spits in the face of its cidersand
dares them10 make something of it.

TIlE CONSTITUTION CHRONICLE Vol. 5 #1: Aboullhe best
student publcation I see these days, one which is not afraid to jlmp off
the margiOl and see the underbelly of reality. This issue It. UFO
history. mYilCrious maps of Antarctica, a guide for the first-tiaae LSD
user, drugwars and big business, and tattooing. to name a fewtopics.
WildStutI
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Students For Freedom
clo Nathaniel-M. Naske

P.o. Box 80721
Fairbanks, AX 99706 USA

Students for Freedom is an organization dedica­
ted to using our First Amendment rights to pro­
mote freedom of the press and ideas. We openly
oppose the mind control and covert X
manipulation i of the Conspiracy! The
vehicle for our cause is The...Chronicle.
Through the use of a technique known
:F=~ , as information a.bsorptioo, the
1!-li'.vile effects of the Conspiracy's
~ I : mind control can be defeated!
I • it .
I i I

;~. ~
..~. . .
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\ >From ->THE DICTATOR (1156)
Date ->01/12/90 11:08:00 PM

Hey (name deleted} •••whats up?

Ask KL to give .e a call and let me in on the details, (602-225-8581), or he
can leave me mail on Jolnet. I'd rather him call me, instead of having that
message pass through the Jolnet system.

Any ways ••• Ifits in Louie again this year, 1m sure I can make it ••• let him
know•• thanks.

The Dictator
The Dark Side BSS

+++++++++++End Example ++++++++++++++

The reference to "Louie" is to summercon.
The telephone number listed above was left on a pUblic BBS (in a different
message) in the general message section by The Dictator in a public request
for another user to call him. It is also the number that others have given
us independently as one he gave them for voice contact. Hence, the number
appears directly and unequivocally linked to The Dictator. Attempts to
contact him through that nUmber, however, reach a machine, and the person
who responds to that machine has, for several months, refused to return
calls collect or otherwise.

Even after allegations of his apparent role in the video tapes of Summercon
'88 surfaced, the dictator made no effort to hide his connection to The
Dark Side. He left the following in response to several callers bickering
among themselves over a Chicago BaS also known as "The Dark Side." He makes
it clear the two are separate entities:

The Dictator of The Dark Side and the above messages as also linked to the
Secret Service informant by the nature of the logs he provided to them. We
will continue to provide details of the substance of the documents in
coming issues. However, messages printed in the Secret Service document
allude to private e-mail sent to "CI 404-235," and these can be traced to
The Dictator as the recipient by examining existing e-mail logs retained or
acquired by others. I

The Craig Neidorf trial led to the revelation that the Secret Service had
video-taped parts of Summercon '88 in st. Louis surrepticiously. One
participant at Summercon who also viewed the tapes indicated that the tape
captured the events in The Dictator's room from an adjoining room. If
true, it indicated that advance cooperation and preparation were necessary
between the participant-informant and the tapers.

Why is it necessary to reveal the identity of the informant? We value
privacy and we have no wish to embarrass those who may be coerced into
performing unnatural acts for the government. However, if the Secret
Service are correct, their informant was a willing volunteer who was paid
for his services. Those who find betraying alike the innocent and guilty
indiscriminantly for monetary gain are as ethically bankrupt as those who
buy the service. Our abridged dictionary doesn't contain the term for those
who get paid for performing unnatural acts, but it will come to us
eventually.

The informant was on a number of boards, and because he reported *FOR
MONETARY GAIN*, we cannot be sure how many innocent people had their logs
passed on, how these logs may have been edited or interpreted by law
enforcement, or what uses were made of the information once acquired. The
strangely creative interpretations and cavalier disregard of "reality" by
federal prosecutors and some Secret Service agents are too troublesome to
allow presumption of good-faith use. We STRONGLY URGE all persons who have
been or currently are on a board with The Dictator to search their logs and
consider filing a Freedom of Information Act request (see concluding file).

11

--Begin Phoenix Project Message--- 12
>
>13/100: the dark side
>Name: The Dictator IllS
>Date: 10:42 pm Fri Nov 04, 1988
>
>attention:
> the dark side bbs is up and running ••. any user that wishes to become
>a part of history ••• please call •• this is yet another hard working system
>that wishes to make its mark in computer history.
>
> give us a call ••
>
> the dictator
>
>dark side bbs 602-789-9864
>
>summer con '88 members given imddiate access

The number given is different from the one later identified in SS
documents as the sting board number. Perhaps it was typo, or perhaps
' i t was and it was presumably changed shortly after this message was
left. An anonymous sysop of a board in the Midwest told CuD that the
Dictator personally left the number of The Dark Side on the BBS, and
recalls at least one pUblic message in which The Dictator left a
pUblic message requesting people call it. This BSS in question was a
quasi-open board in that--as most boards, inclUding pUblic ones--after
a preliminary log-in, virtually everybody who seemed "non-loony" was
validated. The point is that The Dictator was ACTIVELY SOLICITING
CALLERS OPENLY, and not simply inviting a "select few" to call the
board who "demonstrated an interest in conducting criminal
activities." One user who documents participation on The Dark Side
from shortly after it's inception states that The Dictator encouraged
him to tell his friends to call The Dark Side and, at one time shortly
after it "went up after being down" actually "seemed desperate for new
users."

According to information from several DARK SIDE users and logs they have
provided from The Dictator on his own system and on others, The Dictator
took an active role in generating message topics. According to one source,
The Dictator would rarely provide information, but would attempt to generate
seemingly innocent topics that might, in retrospect, provide the kind of
"documentary evidence" (especially if take out of context) that could lead
to suspicion or to searches. The following were provided as examples of
"typical" ways that a discussion topic might be generated. We observed
from the responses to these notes (that we deleted), that the innocent
question would elicit a technical or potentially incriminating answer of
the type used prejudicially in the sentencing memorandum of the Atlanta
Three, or of the type used to justify the raid on steve Jackson Games. The
lesson we take from the following is that the Secret service, through the
use of an informant, seems to have *ELICITED* statements that could be used
8S evidence.

Drawing from the above information, the following suggests that The Dark
Side, The Dictator, and a person identifying as (name deletedJ are the sting
board, the sysop, and the informant, respectively.

1. We have obtained telephone bil.lings and computer telephone logs for
December, 1988 and through mid-1989 indicating that when one called (602)
789-9269, The Dark Side BBS was accessed. This suggests that the sting number
and The Dark Side were one and the Same.

2. A person identifying himself as -The Dictator" called a number
of boards in 1988-1990 (among them The Central Office, The
Phoenix Project, Hackers' Den, Ripco, and others) and through 1990
continued to call such boards as Atlantis, Ripco, Face-to-Face,
BlitzKrieg, and others. In pUblic and private messages on these
boards, The Dictator would typically include in his signature
both his name and his association with The Dark Side BBS:
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** WHAT'S THE POINT? **
************************.**••*********.***••••**********

When the federal government uses *paid* informants, nobody wins.
Officially sanctioned deception and betrayal, as Gary Marx argued in his
book "Undercover: Police Surveillance in America," is generally far more
detrimental to pUblic order in the long run than whatever "crimes" the
deception targets.

When federal agencies set up sting boards and use informants to gather,
even generate, diverse information that is in turn given to agents as
potential "evidence" of wrong doing, there can be problems. In the 1960s
and 1970s, we have seen through various class action suits, congressional
hearings, FOIA requests, and other inquiries, how abuse of information by
those who collected it resulted in lost employment opportunities and other
uncool consequences. In the past year, we have also seen the misuse of
information in indictments, sentencing memorandums, and especially in
several search affidavits and seizure warrants.

Most of us are concerned if agencies collect information on us against our
knowledge, because the potential for harm can be subtle. Many readers of
CuD have called a variety' of bulletin boards considerated to be
"underground." When an agency such as the Secret Service sets up a STING
board and PAYS an informant to capture logs, those of us who call these
boards have reason to be concerned with how our *.LEGAL, LEGITIMATE** posts
may be interpreted and used by agents. When we recall that one sysop was
liked to a fraud conspiracy because of a two line comment that kermit is a
7-bit protocol used primarily on mainframes, our confidence in agents'
interpretive competence diminishes.

Our intent has not been to e~rrass The Dictator. If it were, we would
include the name he uses when socializing with others.

IT WOULD ALSO BE TOTALLY REPREHENSIBLE IF OTHERS WERE TO ENGAGE IN
HARASSMENT OR OTHER RESPONSE AGAINST HIM! The CU has increasingly been
united by principles of justice, and to engage in unjust acts because we·
feel others have done the same to us violates those principles we are
working toward.

Calls to the "voice number" The Dictator has left on at least one pUblic
post on a public board, and given to others, have gone not received a
response. Messages left to him on BBSs have also not generated contact. We
continue to invite him to contact us and give his side of the story. There
are generally shades of grey in even the darkest images, and if he contacts
us we promise either a fair and impartial story, or, he can write his own
version and we will publish it unedited.

We also remind readers that the issue IS NOT an individual. At stake in
all this is the issue of privacy and police power as we enter the 21st
century. When laws cannot keep up with technology, the consequences may be
ill-considered strategies for monitoring and punishing alleged wrong-doers.
As Gary Marx reminds us in his book "Undercover" (p. 233):

In a democratic society, covert-police tactics, along
with many of the other surveillance techniques, offer us a
queasy ethical and moral paradox. The choice between ana~chy

and repression is not a happy one, wherever the balance 1S
struck. We are caught on the horns of a moral dilemma. In

---------
Machiavelli's words: (Never) let any state ever believe that
it can always adopt safe policies ••• we never try to escape
one difficulty without running into another; but prudence
consists in knowing how to recognize the nature of the
difficulties and how to choose the least bad as good."
Sometimes undercover tactics will be the least bad. Used
with great care, they may be a necessary evil. The
challenge is to prevent them from becoming an intolerable
one.
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a. steal somebody's card and PIN code
b. synthesize a card
c. attempt to "jackpot" the system

If you were to attempt to write a magnetic strip or change a currently

summary and re~earch ·by
Count Zero

+-------------------------------+
A. T. M. Fraud Made Easy

(A CHiNA Info-Net Prod)

+-------------------------------+

[ xx xx xx xx xx xx xx xx ] [ YYYY ] [ - 20 CHARS - ] [ ZZ ZZ ZZ ] [ CC CC ]
\-----------------------/ \------/ \--------------/ \----------/ \-------/

Your individual acct. PIN Name of card Bank route CHKSUM
number/serial code Code issuee code/rem.

access I

For validation, each entry is written twice but not written here for
ease of typing. But it is repeated in the form of:·
"ACCT HUM" "ACCT HUM" "PIN CODE" "PIN CODE" etc •••

Let's look at the format of the data written to the magnetic strips. This
has been taken from a recent HARTWELL, INC manual •

These codes may be examined by building a simple code-reader as many
have done which can be easily interfaced to your IBM-PC. Full plans
to be put into a future CHiNA newsletter.

This would seem to be the most efficient method of trying to access illegal
sums of cash. You could:

We will only look at option B. As "A" is up to your own devices and "C" has
several good text files written about it already. So "B" it is.

I. MAGNETIC STRIP FORMAT

Well, there is. But it won't be easy. Protection methods can be overcome,
but the technology involved must be understood IN ITS ENTIRETY before an
attempt at illegal access is to be made. There are hundreds of people,
guests of the state, that figured their plans infallible, only to fall
victim to a well-hidden camera.

Have you ever looked longingly upon the sight of your local PULSE machine
and thought, "There must be some way that I can make some money REAL easy
here."?

This article will not be a lesson on HOW to break into the machine, it is
merely a summary of the operations involved with a normal ATM transaction.
This information is being presented on a "for information's sake"-only
basis. I, Count Zero, do not promote nor remotely condone any illegal
acts of any sort. So there.
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existing one, you would need to be using a head-write circuit based on
the popular Motorola BCX119221-A••• C series of head control chips.

NOTE: Make sure to change the last 2 values! They constitute the
checksum of the entry.
Merely add all existing characters written (only the first entry, not both
of them) using the following chart:

I doubt anyone in the communications biz needs an explanation of these terms
so I'll move on.

CHARACTER

o•• 9
A •• Z
EOL
EOT
CLR
HMX
PTT
RIA-1
RIA-2

VALUE

o•• 9
10 •• 36
37
38
39
40
41
42
43

One of ~he neat flaws in many machines made prior to 1989 involved the
use of the "CANCELH button. This button was made to be pressed when the
user decided, at any time during the transaction, that he didn't wish
to continue. The display would jump immediately to:

"TRANSACTION CANCELLED - CHOOSE ANOTHER?"

This was all well and good, but the machines did not disable this feature
between the time your cash was dispensed and you were prompted for your
next activity. In effect, you could push the "CANCEL" button after your
money has been withdrawn and it would not be added to your account record!

THIS STILL WORKS IN MANY PLACES! OVER 85% OF ALL MACHINES MADE BEFORE MAR. 198~

STILL HAVE NOT BEEN UPGRADED.

Although most machines of that period would only work if you were withdrawing
amounts larger than $20 (usually $25 is the next possible choice!)
This is ideal if you are using another's card!

II. ATM HARDWARE II A. CAMERA/SOUND HARDWARE

A. Wear a paper bag or mask. See also Part II A
B. Do NOT speak. This is the most crucial part! See also Part II A
C. Nothing
D. Wear gloves
E. See Part I
F. TAKE YOUR RECEIPT AND BURN IT!!

A. Camera Mount
B. Hidden Voice-Activated recorder & printout link
C. Display Monitor
D. options buttons
E. Card Slot
F. Receipt Slot

Your machine may vary slightly. But the concept will almost always hold true.
Simple rules for each.

Usually consists of:

\-----\
I A I
\-----\

/
/

/
C

B

/
/

/

/---/
/ /

/ D /
/ /

/---/

F

E

You can go other routes when dealing with camera systems. You do not have
to wear a bag on your head (unless the cosmetic improvement is quite large)
Thin alloy metal such as common aluminum/tin foil, which are full of impurities i

react in a bizarre way when photographed through the special lenses that are
commonly used. The effect is to "blur" or "bleed" the image, rendering it
indestinguishable from an accident in your local Sherwin-Williams store.
Most people prefer to make a "headband" of this metal, lined with copper
wire in a sine wave pattern when accosting a machine. You should
seriously consider this possibility!
For further reading on this subject, consult:

BANKER'S WORLD - Apr 1989
"Where Have All the Dollars Gone?"
pp 24-29 '

P. I. - Apr 1989
"The Last Straw"
pp 37-41 (p 38 in particular has a nice

diagram. Fig 1)

Sounds, these articles also suggest an indirect method of dealing with the
voice-activated recording device. Oddly, a pure square wave tone (roughly
around 3100 hz) will cause a major screwup in the sound-sensing abilities
of the recorder. It usually will have to be replaced. Suggested volume,
given at 6 11 range is 8.5+ db. Obviously, anything louder will do.

An interesting side-note is that this has become a past-time of suburban
teenagers!

Well, hope this gets you started! More will be coming in the next
exciting file!
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