Disposable Emaill
vulnerabilities

By: StankDawg



Disposable email vulnerabillities

- What Is disposable email?

- Examples:
- Dodgeit.com
- Mailinator.com

- Benefits
- Avoid SPAM
- Maintain anonymity
- Protect Privacy
- RSS feeds so you can monitor the account



Disposable email vulnerabillities

M Application
M Register for web sites

M Short term email address for information
M Mailing lists to avoid SPAM

M What's the problem?
M Easily recognized and blocked
M No privacy with ANYTHING on the internet

¥ Your RSS feeds can easily be monitored by others
just as easily as yourself.

¥ \VVulnerable by nature



Disposable email vulnerabillities

Easily recognized and blocked

FL2&00: Frorn Pt Lauderdale b0 Tarmpa, *

® adrnin Area*

Calendar * Upload * eChat * Horme * Links * Forurm * Downloads * Members * Subrmit Mews * Submit Article * Stats =

Saturday 25th of Septernber 2004 2:42 pr

Welcome StankDawg

Registered members

Counter

= Admin
- Settings
- Profile
= Logout

Since ywour last visit there have bean
no news hems, no dhathox posts,
no cormrments, no foramn posts and
no mew sibe mernbers,

Click here to see list of new
iterns

Registered rnembers: 78

Show: 20 n Order: DESC nl Go

Todaw: 1 {unique:l)
Ewver: 37443 (unigue:36554)
Record: 434 (unigue:d422)
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Member

81: drkrealm

20: el_fito2

7o dodger

78! stanktest

| 76: digitzero
| 75: tim2a0

|74 elZero

blk-majik

72 linushead

71: citadel

7O twoaday

buddhar27

68: f3ynman

Ermail address

drkrealmés@hotrnail.com
rpaivai@adinet. carm.uy

- flze00test@dadgeit.com

| Blah@willhzckfarfood. biz
digitzera@griail. com
tirn@xsiustech, corm
pituzze@yahaoo, com
jazon.lash@agrnail. corm
edward_clark_jri@hotmail. com
seraphine_c&@heatrmzil. carm
mcdoug_2000@yahoo. cam

| i_be popi@hotrnail.corn

L. gargi@tes, carm
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Mernbers: 1, StankDawg

n this page: 1

Members: 78, newest: drkrealm

Search Broward 2600 meeting page

I I Search

Chatbox

I Submit Reset
Emaotes

dodger on 20 Sep @ 01116
This account was created for
the Cctober presentation.

stanktest on 17 Sep: 16:21
testing an awesome new
upcaming project fram DOP!
15y O 0L




Disposable email vulnerabillities

No real privacy offered

|| Broward 2600 meeting page: Members |GJ Google Search: "@mailinator.com™ +...

Web Images Groups Mews Froogle more »

= = Advanced Search
Google ¢ e
O () [e @rnailinator.com” +profile Seatshdl & e

Web

Did wou mean: "@tailinator.com” +profile

freedomlist.com : View topic - mental bookmark this - mailinator

... Pick jonesy@mailinator.com or bipster@mailinator.com - pick anything you want (up to
15 characters before the @ sign). ... http e mailinator.com/. ...

vy freedomlist. comMfarum/ viewtopic. php?t=1558228view=next - 32k - Supplemental Result -

httpeifnetscan research microsoft. comiStatic/reportcard.asp?

... hotrail. com Profile 30 54 83 77 05/29/2000 49 5 15 32 thelms@online.microsoft. com
Profile 30 66 43 43 07/18/2003 35 0 7 33 spyke@mailinator.com Profile 28 2 62 ...
wwy, Certfag. com/bbMtopic 12350 html&highlight= - 31k - C: ]

MetscanTech : MNewsgroup Report

... 0, 4. me@mailinator.com, Profile, 5,5, 11,9, 107142003, 7, 2, 5 mike hall. mail@
sympatico.ca, Profile, 6, 13, 8, 8, 08/26/2003, 6, 0, 13. d7macmS@hotmail ...
netscan. research.microsoft. coms.. A0/

2004 &ng=microsoft. public.windowsxp. help_and_support - 72k - 1

ElogRunner: BlogRunner Profile Amidst a tangled web

... deseretnews. com 2. joelonsoftware. com 3. ryo.iloha net 4. wwew it edu 5.

www aftican-gray-parrots.com B, ergo. human.cornell. edu 7. wwaw mailinator.com 8. ...
wwy, blogrunner. com/snapshot/B41/2/00199321 html - 16k - Supplermental Result -

Java Technology Forums

Developer Forums. User Profile: mmiikkee_ 9393, You are not signed in. First Mame, Mike.
Last Marne, Hascherite. Email, mmiikkee@mailinator. com. Member Since, Sep
forum.java. sun. com/profile jsp?user=467151 - 17k - Sep 24, 2004 - ©

The Code Project - Debuagging XPath Queries - NET

.-was XmlSpy at 300% + goerge@Mailinator.com. Click here to view goerge@Mailinator
.com’s anline profile. Other popular .NET articles: ...

www, codeproject. comfdotnet/xpath_visualizer.asp - 28k - Ca

broadband » Forums » Cool Broadband Bookmarks = [it's coal] ...

... post by CjZaughan said by CjGaughan See Profile: Also swww. mailinator.com for fake
email addys... handy. That's a nice one. | like ...

wner. dslreports. comfforurmdremark, 1023307 2~mode=flat - Simi =5

Yiew Profile for ashwinc - GameSpaot Forums

... Wiew Profile for ashwinc. User Information. Login, ashwinc. Rank, GameSpot Basic User.
Online Status, Offline. Personal lcon, E-Mail, ash@mailinator.com Verified ...

Done

Results 1 - 100 of about 1,030 for "@@mailinator.com” +profile. (0.46 seconds)

Sponsored Links

Free Spam Blocking
wWyarks with all email programs.

YWarks with all email addresses.
vy, SpamBob. com

Adblock

bt




Disposable email vulnerabillities
Vulnerable by nature (A walkthrough - step 1)

Main Manu Counter

: Callen:ar | To reset your password please enter the ewmail address you used when signing up ... | Euda}*:léaill:mlque:l;sj
Uploa ——— = Ver: Hiques
N echat ‘Email hddress: H ‘ Record: l4vjunicque:?)
: :DII'I:E Submit
e
N Forum
N Downloads Guests: 1
N tiembers Memhers: ‘0
W 5ubmit News On thisz page: 1
ubmi cle EMOELES: p NEWEST. realm
W Submit Articl Hewb 78 £ . drcreal

Search Browan

Welcome

Uzernane:

Pazsmord:

B Fevenber we

[ signup ]
[ Forgotpassword? ]

Submit

Date / Time

Saturday- 25th of Septenber- 2004,
224040 pm,

dodger ... 20 Sep : 01:16




Disposable email vulnerabillities
Vulnerable by nature (A walkthrough - step 2)

New pasaword sent to £l12600testfdodgeit.com, pleade follow the instructions in the email to validate
VOUr password.

*Vulnerable by nature because...
*We easily found the information
*Anyone can access it
*Most people don’t think it through
*Cannot DELETE the confirmation messages/passwords
*They never see the need to CHANGE their password

*Follow-up attacks! (classic backdoor)



Disposable email vulnerabillities
Vulnerable by nature (A walkthrough - step 3)

$15 | donate | | fag

BIGGEST PROBLEM: NO PASSWORD!



Disposable email vulnerabillities
Vulnerable by nature (A walkthrough - step 4)

0 http: f fdodgeit. comfrunfviewmail?mailbox=Flza00tesk2id=7 13255

Recommend

@ http:/ /dodgeit.co...00test&id=713255

If vou find this service useful, please make a donation! -> | BayRal

DOMATE

2004-09-25 14:21:26
zerDdbEfl1 2600 . com
Password reset from Broward 2600 meeting page

Tour password for Broward 2600 meeting page has been reset.
Tour new password is: wlogokojsum

Tour usernaune is: dodger

To ralidate wour new password pleasse go to the following URL

http:/Awww. £12600. cow/ fpw. php?55892543992345743 6156951

If you find this service useful, please make a donation! -= | [FETAAEL

DOMATE




Disposable email vulnerabillities
Vulnerable by nature (A walkthrough - step 5)

EMailinator

be...anyone.

Here is the current email for, - admin

FROM SUBJECT

NO MESSAGES

All services have this problem...ADMIN?




Disposable email vulnerabillities
Vulnerable by nature (A walkthrough - step 6)

Main Menu

N calendar

N upload

N echat

N Home

W Links

N Forum

N Downloads
N Members

M Submit News
M submit Article
N stats

| | Setbings
N profile
| | Logout

Since your lastvisit therehave beenna news items,
1 chatbor post, 40 corments, no Farurn posts and 2

new site members,
Click here to see list of new items

Date [ Tirne

Saturday 25th of September 2004,
255815 pm.

Welcome to the HomePage of the Florida 2600 groups meeting in Fort Lauderdale and Tampa Florida! If

¥ou are interested in coning to the meetings or participating in some way, please register with this

gite, BROVARD MEETINGS APE THE FIRST FRIDAY OF EVERY MONTH: AT THE EROWARD MALL FOOD COURT! Check the

calendar and site for specific details on times and locations and wore information or in case there
are any changes.

If wou are looking for the Tampa'site go- here

Alzo subscribe tolULs mailing list
The Hope Pics, are up take alook

2600 Meeting This Friday!!

October meeting

=1E

StapkDawg Writes: L

The ‘october meeting looks like it will be one of the hestoever. Inreally uean thaty First of all, I
hawe a little something that I may present myself on a new,DDP project that we created that relates to
an article of mine that may be in the next 2600, It will be pretty informal, but I might make a couple
of slides for it.

More importantly, we will be having a special gquest this month. LDBblo, from the DC305 meeting will be
joining us. He iz planning a brief presentation on the "Cerrified Ethical Hacking™ course taught right
here in South Florida. I hawe worked with LD{able .on some projects in the past and both zer0dbh and T
have attended the DC305 meeting., He iz a good cquy and wery knowledgable.

Hopefully, we will also hawve some news on the LAN party/r00t- wars from FsyPete by then as well. I will
be going to Phreasknic later in October, so that nay be d topic for discusssion. I will be playing wich
uy new bluetooth enabled phone, which may lead to some bhluejacking phun. I will have issue 3 of < ER >
wagazine for those of you who do not have it. Blacklisted4ll magarine may be out by then as well. All-
in-all, this meeting will hawe plenty of things learn and to talk ahout.

For thosze of you who expressed interest in coming to a meeting, this will be the one to coume to! This
will be a great meeting for first-timers. Feel free to-stop by and-give it-zshot! Tou night like it!

[@]

1)2]3]4
e|o|e]e oo
S 67 P8l (bod L01)
LI L E R EI )
12)(13)14 1516|1713
alfalielf allalale

WELCOME DODGER!

Counter

Today: 9 (unique:3)
Ever: 258953 Huniquer253231)
Fecord: 2534 (unidque:24ll)

Guesta: 0 ©

Members: °L, dodger

Ot this page: 1

Members: 78, newest: drkrealm

Subrmit

dodger .. 20 Sep 1 0146
This account was created for
the October” presentation.

stanktest (L[, 12:5ep D621
testing sh awesole Hew
upconing project from DDP!
wiot!




Disposable email vulnerabillities
Vulnerable by nature (A walkthrough - step 7)

= Ca'le"‘:la" Registration Information
Uploa
MW &chat Login Name: Idodger I
M Home
W Lok Peal Mame: DOCS DROPPED HERE!
nks
M Forum New Password:
M Dovmloads Leave blank to keep existing | |
M rembers EERRI
M submit News Re—type New
MW submit Article iﬁssl‘;"—‘i%: > . | |
sve blank to keep axisting
M stats password

Hide email

orme dodger

M sethngs address7:
MW profile Thiz will prevent your email ® ve: © Mo
M Logout address frorn being displayed on
site
Since your lastisit there Have beancne neds iterms, Personal § Contact Information

1 chatbox post, 40 cornrments, no Forum posts and 2
new site mermbers,
Click here to see list of new items

Mekh=site TTRL:

Ihttp:.-"f’goatse.cx I
21337

Identity_stalen_1
Identity_stalen_=

ICQ Mumber:

Date )/ Time ATM Address:

Saturday 25th of September 2004, MEN Messenger:
25511 pm.

Eirthday:

Location:

CoCS DROPPED HERE! o

use wour imagination...

Signature:

H St eS|
r
[
- OEmme
1o|20]21 T - (BT |
[] [ ]

Timezone: I (GEMT-127 International Dateline West -

Avatar

(]
-
]
®

Please note: Any image uploaded to this server which is deemed inappropriate by the administrators
will be deleted immediatelwy.

Tse remote awvatar Il I
Please type hull address to image

Choose site-stored
avatar

Click burton to see awvatars
stored on thiz site

Submit ...

Are your CHILDREN
IM Bine or OM line?

Identity theft



Disposable email vulnerabillities

® What went wrong?
® Don’t assume people won't notice or look
® Disposable email != Disposable account

® Can always be backdoored
Original email still available
Request password change

® Sites will begin to block these addresses

® If an account is vulnerable, a site is vulnerable
Impersonate other people/identity theft can lead to better SE.

Webmasters don’t want people with these stolen accounts,
which are now, ironically, almost ANONYMOUS!



Disposable email vulnerabillities

Summary

*These services can be used, if you are careful while using them.

*Do not use a disposable email account to create anything other than
ANOTHER DISPOSABLE ACCOUNT!

*Change passwords right away to block opportunistic people who are
looking for you. This will not lock the backdoor.

*Never tie the account to you or your handle since it can (and will) be
Owned.

But there is an alternative...



Disposable email vulnerabillities
Alternatives — WHA4F!

% WILLHACKFORFOOD.BIZ: Free Temporary Email accounts. m
b _<BR> |

*** Avoid SPAM and protect your privacy at the same time. ¥**

Register
Username: |
Password: —

Confirm Password: | NREGNG
Time to Expire:

If you already have a temporary account, go directly to the

This site is protected by a Creative commons license. By Using this site, you agree to the
terms of use described here. Our Privacy Policy is here. -




Disposable email vulnerabillities
Alternatives — WHA4F!

Showing rows 0 - 29 {467 total, Query took 0.0007 sec)

SOL-gquery:
SELECT ™

FROM “vuhH_ acocounts
LIMIT O, 20

[Edit] [Explain SCL] [Create PHFP Code] [Refresh]

| Shiow J 30 rowe(s) starting from record # 30

In | harizantal » | mode and repeat headers after 100
ot by key: | Mane b | 50 |
alE il acc_username created expires expired
stanktest 2004-09-17F 10:52:14 2004-09-17 22:52:14 true
2 stanktestl
blah 5214 2004-09-17 22:52:14 true

1 testy 89 2004-09-17 160221 2004-09-18 16:02:21 true

*The Database
*One Main TABLE (ID,Username, creation date, expiration date, expired flag)
*Names are kept to avoid re-use (IT'S SUPPOSED TO BE DISPOSABLE!!)

*Reserved names (admin, webmaster, etc...) already locked.



Disposable email vulnerabillities

Folders
Lagt Refresh:
Wed, 11:40 pm
(teftesh folder lisf)

IMBOIX

INE Q2 Drafts
INE O Sent
TNE QI Trash

Alternatives — WH4F!

Cutrent Folder: INBOX
Compose  Addresses Folders Options Search Help

Select All
Ilowe 3elected Ta:

INBOX

From = Date ~ Subject m

THIS FOLDER IS EMPTY

Transform 3elected Messages:

Unread

| Delste



Disposable email vulnerabillities
WHA4F! - Future

> Version 0.x (beta)
~ Initial builds, internal testing only.

> Version 1.0
> Current version, working as described.

> Version 2.X

> Documentation

> Open Source!
Username suggestion function
Remove Cpanel dependancies
Logging options
SSL



Disposable email vulnerabillities

Alternatives

*Use a Yahoo, Hotmail, G-mail or any other account the SAME WAY
*Treat it as disposable (never come back)
*Use a cryptic one time password

*Use WWW.WILLHACKFORFOOQOD.BIZ
*Password protected!
*\Webmail client access
*Temporary by design (Expiration date of 8 hours to 1 week)
*No backdoor by design (database eliminates duplicate historical accounts)
*Funny URL to amuse your friends! :P



http://www.willhackforfood.biz/

Disposable email vulnerabillities

</presentation>

“*Thanks and shoutZ

“*The DDP, particularly Nick84 for working on the WH4F site with me
and writing the php code around our database.

“*FL2600, DC305, InterzOne
*Contact

“*www.binrev.com — Buy <BR> magazine!!! Booth in the vendor area
with stickers and t-shirts.

“*www.stankdawg.com
“*Email me at StankDawqg@stankdawg.com



http://www.binrev.com/
http://www.stankdawg.com/
mailto:StankDawg@stankdawg.com
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